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Abstract. In an outsourced database(ODB) systemthe databaseowner
publishes data through a number of remote servers, with the goal of en-
abling clients at the edge of the network to accessand query the data
more e�cien tly . As servers might be untrusted or can be compromised,
query authentication becomesan essential component of ODB systems.In
this chapter we present three techniques to authenticate selection range
queries and we analyze their performance over di�eren t cost metrics. In
addition, we discussextensions to other query types.

1 In tro duction

Today, there is a large number of corporations that useelectronic commerceas
their primary meansof conducting business.As the number of customersusing
the Internet for acquiring servicesincreases,the demand for providing fast, reli-
able and securetransactions increasesaccordingly | most of the times beyond
the capacity of individual businessesto provide the level of servicerequired, given
the overwhelming data management and information processingcosts involved.

Increaseddemand has fueled a trend towards outsourcing data management
and information processingneedsto third-part y service providers in order to
mitigate the in-house cost of furnishing online services[1]. In this model the
third-part y service provider is responsible for o�ering the necessaryresources
and mechanismsfor e�cien tly managing and accessingthe outsourceddata, by
data owners and customersrespectively. Clearly, data outsourcing intrinsically
raisesissuesrelated with trust. Serviceproviders cannot always be trusted (they
might have malicious intend), might be compromised (by other parties with
malicious intend) or run faulty software (unintentional errors). Hence,this model
raisesvery interesting research issueson how to guarantee quality of service in
untrusted databasemanagement environments, which translates into providing
veri�cation proofs to both data owners and clients that the information they
processis correct.

Three main entities exist in the ODB model as discussedso far: the data
owner, the databaseserviceprovider (a.k.a. server) and the client. In practice,
there is a single or a few data owners, a few servers, and many clients. The
data owners create their databases,along with the necessaryindex and authen-
tication structures, and upload them to the servers. The clients issue queries



about the owner's data through the servers, which usethe authentication struc-
tures to provide provably correct answers. It is assumedthat the data owners
may update their databasesperiodically and, hence,authentication techniques
should be able to support dynamic updates. In this setting, query authentica-
tion has three important dimensions: correctness, completenessand freshness.
Correctnessmeans that the client must be able to validate that the returned
answers truly exist in the owner's databaseand have not been tampered with.
Completenessmeansthat no answershave beenomitted from the result. Finally,
freshnessmeans that the results are basedon the most current version of the
database,that incorporates the latest owner updates. It should be stressedhere
that result freshnessis an important dimension of query authentication that is
directly related to incorporating dynamic updates into the ODB model.

There are a number of important costs pertaining to the aforementioned
model, relating to the databaseconstruction, querying, and updating phases.In
particular, in this work the following metrics are considered:1. The computation
overheadfor the owner, 2. The owner-server communication cost, 3. The storage
overhead for the server, 4. The computation overhead for the server, 5. The
client-server communication cost, and 6. The computation cost for the client
(for veri�cation).

It should be pointed out that there are other important security issuesin
ODB systemsthat are orthogonal to the problems consideredhere. Examples
include privacy-preservation issues[2{4], securequery execution [5], security in
conjunction with accesscontrol requirements [6{9] and query execution assur-
ance [10]. Aslo, we concentrate on large databasesthat need to be stored on
external memory. Therefore, we will not discussmain memory structures [11{
13] or data stream authentication [14,15].

The rest of the chapter is organized as follows. Section 2 presents a back-
ground on the cryptographic tools used for designing authenticated structures.
Section3 presents the autenticated index structures and Section4 discussestheir
update characteristics. Section 5 dealswith query freshnessand Section 6 with
various extensions.Section 7 concludesthe chapter.

2 Cryptographic Background

In this section we discusssomebasic cryptographic tools. Thesetools are essen-
tial components of the authentication data structures that we discusslater.

2.1 Collision-resistan t hash functions.

For our purposes,a hash function H is an e�cien tly computable function that
takesa variable-length input x to a �xed-length output y = H(x). Collision resis-
tance states that it is computationally infeasibleto �nd two inputs x1 6= x2 such
that H(x1) = H(x2). Collision-resistant hash functions can be built provably
basedon various cryptographic assumptions,such as hardnessof discrete loga-
rithms [16]. However, we concentrate on using heuristic hashfunctions that have



the advantage of being very fast to evaluate, and speci�cally focuson SHA1 [17],
which takes variable-length inputs to 160-bit (20-byte) outputs. SHA1 is cur-
rently considered collision-resistant in practice, despite some recent succesful
attacks [18,19]. We also note that any eventual replacement to SHA1 developed
by the cryptographic communit y can be usedinstead of SHA1.

2.2 Public-k ey digital signature schemes.

A public-key digital signature scheme, formally de�ned in [20], is a tool for au-
thenticating the integrit y and ownership of the signedmessage.In such a scheme,
the signer generatesa pair of keys (SK ; PK ), keepsthe secret key SK secret,
and publishesthe public key PK associated with her identit y. Subsequently , for
any messagem that she sends,a signature sm is produced by sm = S(SK ; m).
The recipient of sm and m can verify sm via V(PK ; m; sm ) that outputs \v alid"
or \in valid." A valid signature on a messageassuresthe recipient that the owner
of the secret key intended to authenticate the message,and that the message
hasnot beenchanged.The most commonly usedpublic digital signature scheme
is RSA [21]. Existing solutions [9,22{24] for the query authentication problem
choseto usethis scheme,hencewe adopt the common1024-bit (128-byte) RSA.
Its signing and veri�cation cost is one hash computation and one modular ex-
ponentiation with 1024-bit modulus and exponent.

2.3 A Signature Aggregation Scheme.

In the case when t signatures s1; : : : ; st on t messagesm1; : : : ; mt signed by
the samesigner need to be veri�ed all at once,certain signature schemesallow
for more e�cien t communication and veri�cation than t individual signatures.
Namely, for RSA it is possibleto combine the t signatures into a single aggre-
gated signature s1;t that has the samesize as an individual signature and that
canbeveri�ed (almost) asfast asan individual signature.This technique is called
Condensed-RSA[25].The combining operation canbe doneby anyone,asit does
not require knowledgeof SK ; moreover, the security of the combined signature
is the sameas the security of individual signatures.In particular, aggregationof
t RSA signaturescan be done at the cost of t � 1 modular multiplications, and
veri�cation can be performed at the cost of t � 1 multiplications, t hashing op-
erations, and one modular exponentiation (thus, the computational gain is that
t � 1 modular exponentiations are replaced by modular multiplications). Note
that aggregatingsignatures is possibleonly for somedigital signature schemes.

2.4 The Merkle Hash Tree.

The straightforward solution for verifying a set of n values is to generate n
digital signatures, one for each value. An improvement on this straightforward
solution is the Merkle hashtree (seeFigure 1), �rst proposedby [26]. It solvesthe
simplest form of the query authentication problem for point queriesand datasets



r1 r2 r3 r4

h12= H(h1jh2) h34= H(h3jh4)

hr oot= H(h12jh34)

h1= H(r1) h2= H(r2)h3= H(r3) h4= H(r4)

str ee= S(hr oot)

Fig. 1. Example of a Merkle hash tree.

that can �t in main memory. The Merkle hash tree is a binary tree, where each
leaf contains the hash of a data value, and each internal node contains the hash
of the concatenation of its two children. Veri�cation of data values is basedon
the fact that the hash value of the root of the tree is authentically published
(authenticit y canbeestablishedby a digital signature). To prove the authenticit y
of any data value, all the prover hasto do is to provide the veri�er, in addition to
the data value itself, with the valuesstored in the siblings of the path that leads
from the root of the tree to that value. The veri�er, by iterativ ely computing
all the appropriate hashesup the tree, at the end can simply check if the hash
she has computed for the root matches the authentically published value. The
security of the Merkle hash tree is basedon the collision-resistanceof the hash
function used: it is computationally infeasible for a malicious prover to fake a
data value, since this would require �nding a hash collision somewherein the
tree (becausethe root remains the sameand the leaf is di�eren t|hence, there
must be a collision somewherein between).Thus, the authenticit y of any oneof
n data valuescan be proven at the cost of providing and computing log2 n hash
values, which is generally much cheaper than storing and verifying one digital
signature per data value. Furthermore, the relative position (leaf number) of any
of the data values within the tree is authenticated along with the value itself.
Finally, in [27] this idea is extended to dynamic environments, by dynamizing
the binary search tree using 2-3 trees. Thus, insertions and deletions can be
handled e�cien tly by the Merkle hash tree.

3 Authen ticated Index Structures for Selection Queries

Existing solutions for the query authentication problem work as follows. The
data owner createsa specializedauthenticated data structure that captures the
original databaseand uploads it at the servers together with the databaseitself.
The structure is used by the servers to provide a veri�cation object VO, along
with every query answer, which clients can use for authenticating the results.
Veri�cation usually occurs by meansof using collision-resistant hash functions
and digital signature schemes.Note that in any solution, someinformation that
is known to be authentically published by the owner must be made available to
the client directly; otherwise, from the client's point of view, the owner cannot
be di�eren tiated from any other potentially malicious entit y. For example, this
information could be the owner's public key of any public signature scheme.For



any authentication method to besuccessfulit must becomputationally infeasible
for a malicious server to producean incorrect query answer along with a veri�ca-
tion object that will be acceptedby a client that holds the correct authentication
information of the owner.

Next, we illustrate three approaches for query correctnessand completeness
for selection queries on a single attribute: a signature-basedapproach similar
to the onesdescribed in [9,24], a Merkle-tree-like approach basedon the ideas
presented in [28], and an improved embedded tree approach [29]. We present
them for the static scenario where no data updates occur between the owner
and the servers on the outsourced database. We also present analytical cost
models for all techniques,given a variety of performancemetrics.

In particular, we provide models for the storage, construction, query, and au-
thentication cost of each technique, taking into account the overheadof hashing,
signing, verifying data, and performing expensive computations (lik e modular
multiplications of large numbers). The analysisconsidersrangequerieson a spe-
ci�c databaseattribute A indexed by a B + -tree [30]. The sizeof the structure is
important �rst for quantifying the storageoverheadon the servers, and second
for possibly quantifying the owner/server communication cost. The construc-
tion cost is useful for quantifying the overhead incurred by the databaseowner
for outsourcing the data. The query cost quanti�es the incurred server cost for
answering client queries,and hencethe potential query throughput. The authen-
tication cost quanti�es the server/client communication cost and, in addition,
the client side incurred cost for verifying the query results. The notation used
is summarized in Table 1. In the rest, for easeof exposition, it is assumedthat
all structures are bulk-loaded in a bottom-up fashion and that all index nodes
are completely full. Extensions for supporting multiple selection attributes are
discussedin Section 6.

Aggregated Signatures with B + -trees The �rst authenticated data struc-
ture for static environments is a direct extension of aggregatedsignatures and
ideas that appeared in [24,9]. To guarantee correctnessand completenessthe
following technique can be used:First, the owner individually hashesand signs
all consecutive pairs of tuples in the database,assumingsomesorted order on
a given attribute A. For example, given two consecutive tuples r i ; r j the owner
transmits to the servers the pair (r i ; si ), where si = S(r i jr j ) (`j' denotessome
canonical pairing of strings that can be uniquely parsedback into its two com-
ponents; e.g., simple string concatenation if the lengths are �xed). The �rst and
last tuples can be paired with special marker records. Chaining tuples in this
way will enablethe clients to verify that no in-betweentuples have beendropped
from the results or modi�ed in any way. An exampleof this schemeis shown in
Figure 2.

In order to speed up query execution on the server side a B + -tree is con-
structed on top of attribute A. To answer a query the server constructs a VO
that contains onepair r qjsq per query result. In addition, one tuple to the left of
the lower-bound of the query results and one to the right of the upper-bound is



Table 1. Notation used.

Symbol Description
r A databaserecord
k A B + -tree key
p A B + -tree pointer
h A hash value
s A signature
jxj Sizeof object x
ND Total number of databaserecords
NR Total number of query results
P Pagesize
f x Node fanout of structure x
dx Height of structure x
H l (x) A hash operation on input x of length l
Sl (x) A signing operation on input x of length l
Vl (x) A verifying operation on input x of length l
Cx Cost of operation x
VO The veri�cation object

...
r1 r2 r3 rn r x

B+ -tree

S(r1jr2) S(r 2jr3) S(r 3jr4) S(r n jr x )

Fig. 2. The signature-basedapproach.

returned, in order for the client to be able to guarantee that no boundary results
have been dropped. Notice that since our completenessrequirements are less
stringent than those of [9] (where they assumethat databaseaccesspermissions
restrict which tuples the databasecan exposeto the user), for fairnesswe have
simpli�ed the query algorithm substantially here.

There are two obvious and seriousdrawbacks associated with this approach.
First, the extremely large VO size that contains a linear number of signatures
w.r.t. NR (the total number of query results), taking into account that signature
sizesare very large. Second,the high veri�cation cost for the clients. Authenti-
cation requires NR veri�cation operations which, as mentioned earlier, are very
expensive. To solve this problem one can use the aggregatedsignature scheme
discussedin Section 2.3. Instead of sending one signature per query result the
server can sendone combined signature s� for all results, and the client can use
an aggregateveri�cation instead of individual veri�cations.

By using aggregatedRSA signatures, the client can authenticate the results
by hashingconsecutive pairs of tuples in the result-set, and calculating the prod-
uct m� =

Q
8q hq (mod n) (where n is the RSA modulus from the public key of



the owner). It is important to notice that both s� and m� require a linear num-
ber of modular multiplications (w.r.t. NR ). The cost models of the aggregated
signature schemefor the metrics consideredare as follows:

Node fanout: The node fanout of the B + -tree structure is:

f a =
P � jpj
jkj + jpj

+ 1: (1)

where P is the disk page size, jkj and jpj are the sizesof a B + -tree key and
pointer respectively.

Storagecost: The total sizeof the authenticated structure (excluding the database
itself ) is equal to the size of the B + -tree plus the size of the signatures. For a
total of ND tuples the height of the tree is equal to da = logf a

ND , consisting of

N I = f d a
a � 1
f a � 1 (=

P da � 1
i =0 f i

a) nodes in total. Hence,the total storagecost is equal
to:

Ca
s = P �

f da
a � 1
f a � 1

+ ND � jsj: (2)

The storage cost also re
ects the initial communication cost between the
owner and servers. Notice that the owner does not have to upload the B+ -tree
to the servers, since the latter can rebuild it by themselves, which will reduce
the owner/server communication cost but increasethe computation cost at the
servers. Nevertheless,the cost of sendingthe signaturescannot be avoided.

Construction cost: The cost incurred by the owner for constructing the structure
has three components: the signature computation cost, bulk-loading the B + -
tree, and the I/O cost for storing the structure. Since the signing operation is
very expensive, it dominates the overall cost. Bulk-loading the B + -tree in main
memory is much lessexpensive and its cost can be omitted. Hence:

Ca
c = ND � (CH j r j + CS2 j h j ) +

Ca
s

P
� CI O : (3)

VO construction cost: The costof constructing the VO for a rangequery depends
on the total disk I/O for traversing the B + -tree and retrieving all necessary
record/signature pairs, as well as on the computation cost of s� . Assuming that
the total number of leaf pagesaccessedis NQ = N R

f a
, the VO construction cost

is:

Ca
q = (NQ + da � 1 +

NR � jr j
P

+
NR � jsj

P
) � CI O + Cs� ; (4)

where the last term is the modular multiplication cost for computing the ag-
gregated signature, which is linear to NR . The I/O overhead for retrieving the
signatures is also large.



Authentication cost: The size of the VO is equal to the result-set size plus the
sizeof one signature:

jVOja = NR � jr j + jsj: (5)

The cost of verifying the query results is dominated by the hash function com-
putations and modular multiplications at the client:

Ca
v = NR � CH j r j + Cm � + CV j n j ; (6)

where the modular multiplication cost for computing the aggregatedhash value
is linear to the result-set sizeNR , and the sizeof the �nal product has length in
the order of jnj (the RSA modulus). The �nal term is the cost of verifying the
product using s� and the owner's public key.

It becomesobvious now that one advantage of the aggregated signature
scheme is that it features small VO sizesand hence small client/serv er com-
munication cost. On the other hand it has the following seriousdrawbacks: 1.
Large storageoverheadon the servers,dominated by the large signature sizes,2.
Large communication overheadbetweenthe owners and the servers that cannot
be reduced, 3. A very high initial construction cost, dominated by the cost of
computing the signatures,4. Added I/O cost for retrieving signatures, linear to
NR , 5. An added modular multiplication cost, linear to the result-set size, for
constructing the VO and authenticating the results, 6. The requirement for a
public key signature schemethat supports aggregatedsignatures.For the rest of
the chapter, this approach is denoted as Aggregated Signatures with B + -trees
(ASB-tree). The ASB-tree has beengeneralizedto work with multi-dimensional
selectionqueriesin [24,31].

The Merkle B-tree Motiv ated by the drawbacks of the ASB-tree, we present
a di�eren t approach for building authenticated structures that is basedon the
general ideasof [28] (which utilize the Merkle hash tree) applied in our caseon
a B + -tree structure. We term this structure the Merkle B-tree (MB-tree).

As already explained in Section 2.4, the Merkle hash tree usesa hierarchical
hashing scheme in the form of a binary tree to achieve query authentication.
Clearly, onecanusea similar hashingschemewith treesof higher fanout and with
di�er ent organization algorithms, like the B + -tree, to achieve the samegoal. An
MB-tree works like a B + -tree and also consistsof ordinary B + -tree nodes that
are extendedwith one hash value associated with every pointer entry . The hash
valuesassociated with entries on leaf nodesarecomputedon the databaserecords
themselves. The hash values associated with index node entries are computed
on the concatenation of the hash valuesof their children. For example,an MB-
tree is illustrated in Figure 3. A leaf node entry is associated with a hash value
h = H(r i ), while an index nodeentry with h = H(h1j � � � jhf m ), whereh1; : : : ; hf m

are the hash valuesof the node's children, assumingfanout f m per node. After
computing all hash values, the owner has to sign the hash of the root using its
secretkey SK .

To answer a range query the server builds a VO by initiating two top-down
B + -tree like traversals,one to �nd the left-most and one the right-most query



... ...

...... ...

kj pj

piki

hj = H(h1j...jhf )

hi = H(r i )

Fig. 3. An MB-tree node.

result. At the leaf level, the data contained in the nodes between the two dis-
coveredboundary leavesare returned, as in the normal B + -tree. The server also
needsto include in the VO the hash valuesof the entries contained in each in-
dex node that is visited by the lower and upper boundary traversalsof the tree,
except the hashesto the right (left) of the pointers that are traversedduring the
lower (upper) boundary traversals.At the leaf level, the server inserts only the
answersto the query, along with the hashvaluesof the residual entries to the left
and to the right parts of the boundary leaves.The result is also increasedwith
one tuple to the left and one to the right of the lower-bound and upper-bound
of the query result respectively, for completenessveri�cation. Finally, the signed
root of the tree is inserted aswell. An examplequery traversal is shown in Figure
4.

... ...

...

L1 L2 L3 L4 L5 L6

I1 I2 I3 I4 I5 I6

L7 L8 L9

return hi

return hi

I7 I8

return r i

� 1

� o

L10 L11 L12

Fig. 4. A query traversalon an MB-tree. At every level the hashesof the residual
entries on the left and right boundary nodesneedto be returned.

The client can iterativ ely compute all the hashesof the sub-tree correspond-
ing to the query result, all the way up to the root using the VO. The hashesof
the query results are computed �rst and grouped into their corresponding leaf
nodes3, and the processcontinues iterativ ely, until all the hashesof the query
sub-tree have been computed. After the hash value of the root has been com-
puted, the client can verify the correctnessof the computation using the owner's
public key PK and the signed hash of the root. It is easyto seethat since the
client is forced to recompute the whole query sub-tree, both correctnessand
completenessis guaranteed. It is interesting to note here that one could avoid

3 Extra node boundary information can be inserted in the VO for this purpose with
a very small overhead.



building the whole query sub-tree during veri�cation by individually signing all
databasetuples as well as each node of the B + -tree. This approach, called VB-
tree, wasproposedin [22] but it is subsumedby the ASB-tree. Another approach
that doesnot needto build the whole tree appearedin [32]. The analytical cost
models of the MB-tree are as follows:

Node fanout: The node fanout in this caseis:

f m =
P � jpj � jhj
jkj + jpj + jhj

+ 1: (7)

Notice that the maximum node fanout of the MB-tree is considerably smaller
than that of the ASB-tree, sincethe nodeshereare extendedwith onehashvalue
per entry . This adversely a�ects the total height of the MB-tree.

Storagecost: The total size is equal to:

Cm
s = P �

f dm
m � 1
f m � 1

+ jsj: (8)

An important advantage of the MB-tree is that the storagecost doesnot neces-
sarily re
ect the owner/server communication cost. The owner, after computing
the �nal signature of the root, doesnot have to transmit all hash values to the
server, but only the databasetuples. The server can recompute the hash values
incrementally by recreating the MB-tree. Since hash computations are cheap,
for a small increasein the server's computation cost this technique will reduce
the owner/sever communication cost drastically.

Construction cost: The construction cost for building an MB-tree dependson the
hash function computations and the total I/Os. Since the tree is bulk-loaded,
building the leaf level requires ND hash computations of input length jr j. In
addition, for every tree node onehashof input length f m � jhj is computed. Since

there are a total of N I = f d m
m � 1
f m � 1 nodeson average(given height dm = logf m

ND ),
the total number of hash function computations, and hence the total cost for
constructing the tree is given by:

Cm
c = ND � CH j r j + N I � CH f m j h j + CSj h j +

Cm
s

P
� CI O : (9)

VO construction cost: The VO construction cost is dominated by the total
disk I/O. Let the total number of leaf pagesaccessedbe equal to NQ = N R

f m
,

dm = logf m
ND and dq = logf m

NR be the height of the MB-tree and the query
sub-tree respectively. In the generalcasethe index traversal cost is:

Cm
q = [(dm � dq + 1) + 2(dq � 2) + NQ +

NR � jr j
P

] � CI O ; (10)

taking into account the fact that the query traversal at somepoint splits into
two paths. It is assumedhere that the query rangespansat least two leaf nodes.



The �rst term corresponds to the hashesinserted for the common path of the
two traversals from the root of the tree to the root of the query sub-tree. The
secondterm corresponds to the cost of the two boundary traversals after the
split. The last two terms correspond to the cost of the leaf level traversal of the
tree and accessingthe databaserecords.

Authentication cost: Assuming that � 0 is the total number of query results con-
tained in the left boundary leaf node of the query sub-tree, � 0 on the right
boundary leaf node, and � i ; � i the total number of entries of the left and right
boundary nodes on level i; 1 � i � dq, that point towards leaves that contain
query results (seeFigure 4), the sizeof the VO is:

jVOjm =

(2f m � � 0 � � 0)jhj + NR � jr j + jsj +

(dm � dq) � (f m � 1)jhj +
dq � 2X

i =1

(2f m � � i � � i )jhj +

(f m � � dq � 1 � � dq � 1)jhj: (11)

This cost doesnot include the extra boundary information neededby the client
in order to group hashescorrectly, but this overhead is very small (one byte
per node in the VO) especially when comparedwith the hash value size.Conse-
quently , the veri�cation cost on the client is:

Cm
v = NR � CH j r j +

dq � 1X

i =0

f i
m � CH f m j h j +

(dm � dq) � CH f m j h j + CV j h j : (12)

Given that the computation cost of hashing versussigning is orders of mag-
nitude smaller, the initial construction cost of the MB-tree is expected to be
orders of magnitude lessexpensive than that of the ASB-tree. Given that the
sizeof hashvaluesis much smaller than that of signaturesand that the fanout of
the MB-tree will be smaller than that of the ASB-tree, it is not easyto quantify
the exact di�erence in the storage cost of these techniques, but it is expected
that the structures will have comparable storage cost, with the MB-tree being
smaller. The VO construction cost of the MB-tree will be much smaller than
that of the ASB-tree, since the ASB-tree requires many I/Os for retrieving sig-
natures, and also some expensive modular multiplications. The MB-tree will
have smaller veri�cation cost as well since: 1. Hashing operations are orders of
magnitude cheaper than modular multiplications, 2. The ASB-tree requires NR

modular multiplications for veri�cation. The only drawback of the MB-tree is
the large VO size,which increasesthe client/serv er communication cost. Notice
that the VO size of the MB-tree is bounded by f m � logf m

ND . Since generally
f m � logf m

ND , the VO size is essentially determined by f m , resulting in large
sizes.
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embeddedtree's root

kr j hr jpr j

hi = H(r i )

hl= H(hr 1 j...j hr f k )

Fig. 5. An EMB-tree node.

The Em bedded Merkle B-tree In this sectionwe present another data struc-
ture, the EmbeddedMerkle B-tree (EMB-tree), that provides a nice, adjustable
trade-o� between robust initial construction and storage cost versus improved
VO construction and veri�cation cost. The main idea is to have di�eren t fanouts
for storageand authentication and yet combine them in the samedata structure.

Every EMB-tree node consists of regular B + -tree entries, augmented with
an embedded MB-tree. Let f e be the fanout of the EMB-tree. Then each node
storesup to f e triplets ki jpi jhi , and an embeddedMB-tree with fanout f k < f e.
The leaf level of this embedded tree consistsof the f e entries of the node. The
hash value at the root level of this embedded tree is stored as an hi value in
the parent of the node, thus authenticating this node to its parent. Essentially ,
we are collapsing an MB-tree with height de � dk = logf k

ND into a tree with
height de that stores smaller MB-trees of height dk within each node. Here,
de = logf e

ND is the height of the EMB-tree and dk = logf k
f e is the height of

each small embeddedMB-tree. An example EMB-tree node is shown in Figure
5.

For easeof exposition, in the rest of this discussionit will be assumedthat
f e is a power of f k such that the embedded trees when bulk-loaded are always
full. The technical details if this is not the casecan be worked out easily. The
exact relation betweenf e and f k will be discussedshortly. After choosingf k and
f e, bulk-loading the EMB-tree is straightforward: Simply group the ND tuples
in groupsof sizef e to form the leavesand build their embeddedtreeson the 
y .
Continue iterativ ely in a bottom up fashion.

When querying the structure the server follows a path from the root to the
leavesof the external tree as in the normal B + -tree. For every node visited, the
algorithm scansall f e � 1 triplets ki jpi jhi on the data level of the embedded
tree to �nd the key that needsto be followed to the next level. When the right
key is found the server also initiates a point query on the embedded tree of
the node using this key. The point query will return all the neededhash values
for computing the concatenatedhash of the node, exactly like for the MB-tree.
Essentially , thesehashvalueswould be the equivalent of the f e � 1 sibling hashes
that would be returned per node if the embedded tree was not used. However,
since now the hashesare arranged hierarchically in an f k -way tree, the total
number of valuesinserted in the VO per node is reducedto (f k � 1)dk .



To authenticate the query results the client usesthe normal MB-tree authen-
tication algorithm to construct the hashvalueof the root node of each embedded
tree (assuming that proper boundary information has been included in the VO
for separating groups of hash values into di�eren t nodes) and then follows the
samealgorithm oncemore for computing the �nal hash value of the root of the
EMB-tree.

The EMB-tree structure usesextra spacefor storing the index levels of the
embedded trees. Hence, by construction it has increasedheight compared to
the MB-tree due to smaller fanout f e. A �rst, simple optimization for improv-
ing the fanout of the EMB-tree is to avoid storing the embedded trees alto-
gether. Instead, each embedded tree can be instantiated by computing fewer
than f e=(f k � 1) hasheson the 
y , only when a node is accessedduring the
querying phase.We call this the EM B � -tree. The EM B � -tree is logically the
sameas the EMB-tree, however its physical structure is equivalent to an MB-
tree with the hash values computed di�eren tly . The querying algorithm of the
EM B � -tree is slightly di�eren t than that of the EMB-tree in order to take into
account the conceptually embedded trees. With this optimization the storage
overhead is minimized and the height of the EM B � -tree becomesequal to the
height of the equivalent MB-tree. The trade-o� is an increasedcomputation cost
for constructing the VO. However, this cost is minimal as the number of em-
bedded trees that need to be reconstructed is bounded by the height of the
EM B � -tree.

As a secondoptimization, onecan createa slightly more complicated embed-
ded tree to reducethe total sizeof the index levelsand increasefanout f e. Wecall
this the EM B � -tree. Essentially , instead of using a B + -tree asthe basestructure
for the embeddedtrees,onecan usea multi-w ay search tree with fanout f k while
keepingthe structure of the external EMB-tree intact. The embeddedtree based

on B + -trees has a total of N i = f
d k
k � 1
f k � 1 nodeswhile, for example,a B-tree based

embeddedtree (recall that a B-tree is equivalent to a balancedmulti-w ay search
tree) would contain N i = f e � 1

f k � 1 nodes instead. A side e�ect of using multi-w ay
search trees is that the cost for querying the embeddedtree on averagewill de-
crease,since the search for a particular key might stop before reaching the leaf
level. This will reducethe expectedcost of VO construction substantially . Below
we give the analytical cost modelsof the EMB-tree. The further technical details
and the analytical cost modelsassociated with the EM B � -tree and EM B � -tree
are similar to the EMB-tree caseand can be worked out similarly.

Node fanout: For the EMB-tree, the relationship betweenf e and f k is given by:

P �

f
log f k

f e � 1
k � 1

f k � 1
[f k (jkj + jpj + jhj) � jkj] +

[f e(jkj + jpj + jhj) � jkj]: (13)



First, a suitable f k is chosensuch that the requirements for authentication cost
and storageoverheadare met. Then, the maximum value for f e satisfying (13)
can be determined.

Storagecost: The storagecost is equal to:

Ce
s = P �

f de
e � 1
f e � 1

+ jsj: (14)

Construction cost: The total construction cost is the cost of constructing all the
embedded trees plus the I/Os to write the tree back to disk. Given a total of

N I = f d e
e � 1
f e � 1 nodes in the tree and N i = f

d k
k � 1
f k � 1 nodes per embedded tree, the

cost is:

Ce
c = ND � CH j r j + N I � N i � CH f k j h j + CSj h j +

Ce
s

P
� CI O : (15)

It should be mentioned here that the cost for constructing the EM B � -tree is
exactly the same,since in order to �nd the hash values for the index entries of
the trees one needsto instantiate all embedded trees. The cost of the EM B � -
tree is somewhatsmaller than (15), due to the smaller number of nodes in the
embeddedtrees.

VO construction cost: The VO construction cost is dominated by the total I/O
for locating and reading all the nodescontaining the query results. Similarly to
the MB-tree case:

Ce
q = [(de � dq + 1) + 2(dq � 2) + NQ +

NR � jr j
P

] � CI O ; (16)

where dq is the height of the query sub-tree and NQ = N R
f e

is the number of
leaf pagesto be accessed.Sincethe embeddedtrees are loaded with each node,
the querying computation cost associated with �nding the neededhashvaluesis
expectedto be dominated by the cost of loading the node in memory, and hence
it is omitted. It should be restated here that for the EM B � -tree the expected
VO construction cost will be smaller, since not all embedded tree searches will
reach the leaf level of the structure.

Authentication cost: The embedded trees work exactly like MB-trees for point
queries.Hence,each embedded tree returns (f k � 1)dk hashes.Similarly to the
MB-tree the total sizeof the VO is:

jVOje = NR � jr j + jsj+
dq � 2X

0

2jVOjm + jVOjm +
dm � 1X

dq

(f k � 1)dk jhj; (17)

where jVOjm is the cost of a rangequery on the embeddedtreesof the boundary
nodescontained in the query sub-treegiven by equation (11), with a query range
that covers all pointers to children that cover the query result-set.



The veri�cation cost is:

Ce
v = NR � CH j r j +

dq � 1X

i =0

f i
e � Ck + (de � dq) � Ck + CV j h j ; (18)

whereCk = N i �CH f k j h j is the cost for constructing the concatenatedhashof each
node using the embeddedtree.

For f k = 2 the authentication cost becomesequal to a Merkle hash tree,
which has the minimal VO size but higher veri�cation time. For f k � f e the
embeddedtree consistsof only onenode which can actually be discarded,hence
the authentication cost becomesequal to that of an MB-tree, which has larger
VO size but smaller veri�cation cost. Notice that, as f k becomessmaller, f e

becomessmaller as well. This has an impact on VO construction cost and size,
since with smaller fanout the height of the EMB-tree increases.Nevertheless,
since there is only a logarithmic dependenceon f e versusa linear dependence
on f k , it is expected that with smaller f k the authentication related operations
will becomefaster.

4 Authen tication Index Structures in Dynamic Settings

In this section we analyze the performance of all approaches given dynamic
updates betweenthe owner and the servers. In particular we assumethat either
insertions or deletionscanoccur to the database,for simplicit y. The performance
of updatesin the worst casecanbeconsideredasthe costof a deletion followedby
an insertion. There are two contributing factors for the update cost: computation
cost such as creating new signaturesand computing hashes,and I/O cost.

Aggregated Signatures with B + -trees Supposethat a singledatabaserecord
r i is inserted in or deleted from the database.Assuming that in the sorted order
of attribute A the left neighbor of r i is r i � 1 and the right neighbor is r i +1 , for
an insertion the owner has to compute signaturesS(r i � 1jr i ) and S(r i jr i +1 ), and
for a deletion S(r i � 1jr i +1 ). For k consecutive updates in the best casea total
of k + 2 signature computations are required for insertions and 1 for deletions
if the deleted tuples are consecutive. In the worst casea total of 2k signature
computations are neededfor insertions and k for deletions, if no two tuples are
consecutive. Given k updates, supposethe expected number of signaturesto be
computed is represented by E f kg(k � E f kg � 2k). Then the additional I/O in-
curred is equal to E f kg�j sj

P , excluding the I/Os incurred for updating the B + -tree
structure. Since the cost of signature computations is larger than even the I/O
cost of random disk accesses,a large number of updates is expected to have a
very expensive updating cost. The total update cost for the ASB-tree is:

Ca
u = Ef kg � Cs +

Ef kg � jsj
P

� CI O : (19)



The Merkle B-tree The MB-tree can support e�cien t updates since only
hash values are stored for the records in the tree and, �rst, hashing is orders
of magnitude faster then signing, second,for each tuple only the path from the
a�ected leaf to the root needto be updated. Hence,the cost of updating a single
record is dominated by the cost of I/Os. Assuming that no reorganization to the
tree occurs the cost of an insertion is Cm

u = H j r j + dm (H f m jh j + CI O ) + Sjh j .
In realistic scenariosthough oneexpects that a large number of updates will

occur at the sametime. In other casesthe owner may decide to do a delayed
batch processingof updates as soon as enough changesto the database have
occurred. The naive approach for handling batch updates would be to do all
updates to the MB-tree one by one and update the path from the leaves to the
root onceper update. Nevertheless,in casethat a large number of updatesa�ect
a similar setof nodes(e.g., the sameleaf) a per tuple updating policy performsan
unnecessarynumber of hash function computations on the predecessorpath. In
such cases,the computation costcanbe reducedsigni�cantly by recomputing the
hashesof all a�ected nodesonly once,after all the updateshave beenperformed
on the tree. A similar analysis holds for the incurred I/O as well.

Clearly, the total update cost for the per tuple update approach for k in-
sertions is k � Cm

u which is linear to the number of a�ected nodes k � dm . The
expected cost of k updates using batch processingcan be computed as follows.
Given k updates to the MB-tree, assumingthat all tuples are updated uniformly
at random and using a standard balls and bins argument, the probabilit y that
leaf node X has beena�ected at least onceis P(X ) = 1 � (1 � 1

f d m � 1
m

)k and the

expected number of leaf nodes that have been a�ected is f dm � 1
m � P(X ). Using

the sameargument, the expected number of nodesat level i (where i = 1 is the
leaf level and 1 � i � dm ) is f dm � i

m � Pi (X ), where Pi (X ) = [1 � (1 � 1
f d m � i

m
)k ].

Hence,for a batch of k updates the total expectednumber of nodesthat will be
a�ected is:

E f X g =
dm � 1X

i =0

f i
m [1 � (1 �

1
f i

m
)k ]: (20)

Hence,the expected MB-tree update cost for batch updates is

Cm
u = k � H j r j + Ef X g � (H f m jh j + CI O ) + Sjh j : (21)

In order to understand better the relationship between the per-update ap-
proach and the batch-update, we can �nd the closedform for E f X g as follows:

P dm � 1
i =0 f i

m (1 � ( f i
m � 1
f i

m
)k )

=
P dm � 1

i =0 f i
m (1 � (1 � 1

f i
m

)k )

=
P dm � 1

i =0 f i
m [1 �

P k
x =0

�
k
x

�
(� 1

f i
m

)x ]

=
P dm � 1

i =0 f i
m �

P dm � 1
i =0

P k
x =0

�
k
x

�
(� 1)x ( 1

f i
m

)x � 1

= kdm �
P k

x =2

�
k
x

�
(� 1)x P dm � 1

i =0 ( 1
f i

m
)x � 1

= kdm �
P k

x =2

�
k
x

�
(� 1)x

1� ( 1

f d m
m

) x � 1

1� ( 1
f m

) x � 1



The secondterm quanti�es the cost decreasea�orded by the batch update op-
eration, when comparedto the per update cost.

For non-uniform updates to the database, the batch updating technique is
expected to work well in practice given that in real settings updates exhibit a
certain degreeof locality. In such casesonecan still derive a similar cost analysis
by modelling the distribution of updates.

The Em bedded MB-tree The analysisfor the EMB-tree is similar to the one
for MB-trees. The update cost for per tuple updates is equal to k � Ce

u , where
Ce

u = H j r j + de logf k
f e � (H f k jh j + CI O ) + Sjh j , once again assuming that no

reorganizations to the tree occur. Similarly to the MB-tree casethe expected
cost for batch updates is equal to:

Ce
u = k � H j r j + Ef X g � logf k

f e � (H f k jh j + CI O ) + Sjh j : (22)

Discussion For the ASB-tree, the communication cost for updates between
owner and servers is bounded by E f K gjsj, and there is no possible way to
reduce this cost as only the owner can compute signatures. However, for the
hash based index structures, there are a number of options that can be used
for transmitting the updates to the server. The �rst option is for the owner to
transmit only a delta table with the updated nodesof the MB-tree (or EMB-tree)
plus the signedroot. The secondoption is to transmit only the signedroot and
the updates themselvesand let the servers redo the necessarycomputations on
the tree. The �rst approach minimizes the computation cost on the servers but
increasesthe communication cost, while the secondapproach has the opposite
e�ect.

5 Query Freshness

The dynamic scenariosconsideredhere reveal a third dimension of the query
authentication problem, that of query result freshness. When the owner updates
the database,a malicious or compromisedserver may still retain an older ver-
sion of the data. Since the old version was authenticated by the owner already,
the client will still accept any query results originating from an old version as
authentic, unlessthe latter is informed by the owner that this is no longer the
case.In fact, a malicious server may chooseto answer queriesusing any previous
version, and in somescenarioseven a combination of older versionsof the data.
If the client wishesto be assuredthat queriesare answeredusing the latest data
updates, additional work is necessary.

This issueis similar to the problem of ensuring the freshnessof signeddocu-
ments, which hasbeenstudied extensively in the context of certi�cate validation
and revocation. There are many approaches which we do not review here. The
simplest is to publish a list of revoked signatures,one for every expired version
of the database.More sophisticated onesare: 1. Including the time interval of



validit y as part of the signedroot of the authenticated structures and reissuing
the signature after the interval expires, 2. Using hash chains to con�rm validit y
of signaturesat frequent intervals [33].

Clearly, all signature freshnesstechniquesimposea cost which is linear to the
number of signaturesusedby any authentication structure. The advantage of the
Merkle tree basedmethods is that they useonesignature only | that of the root
of the tree | which is su�cien t for authenticating the whole database.Straight-
forwardly, databaseupdateswill also require re-issuingonly the signature of the
root.

6 Extensions

This section extends our discussionto other interesting topics that are related
to the query authentication problem.

Mutli-dimensional Selection and Aggregation Range Queries. The same
ideasthat we discussedbeforecan be usedfor authenticating multi-dimensional
range queries. In particular, any tree basedmulti-dimensional index structure,
like the R-tree, can be used to create veri�cation objects for multi-dimensional
data. The tree is extended with hash values that are computed using both the
hash valuesof its children nodesin the tree and the multi-dimensional informa-
tion that is used to navigate the tree. For the R-tree, this meansthat the hash
value for a node N will contain all the hashvaluesand the MBR's of the children
nodesof N . Signature basedapproachescan be also used[34,31]. Furthermore,
aggregation queries can be authenticated using aggregation trees [35,36]. The
only di�erence is that the aggregatevalue of each subtree should be included in
the computation of the hash values.That is, for each node N of an aggregation
tree we add the aggregatevalue of the subtree that starts at N and we include
this in the hash value of the node [37].

General Query T yp es. The authenticated structures presented before can
support other query types as well. We brie
y discusshere a possibleextension
of these techniques for join queries. Other query types that can be supported
are projections and relational set operations.

Assumethat we would like to provide authenticated results for join queries
such as R ./ A i = A j S, where A i 2 R and A j 2 S (R and S could be relations
or result-sets from other queries), and authenticated structures for both A i in
R and A j in S exist. The server can provide the proof for the join as follows: 1.
Selectthe relation with the smaller size,say R, 2. Construct the V O for R (if R is
an entire relation then the VO contains only the signature of the root node from
the index of R), 3. Construct the VOs for each of the following selectionqueries:
for each record r k in R, qk =\SELECT * FROM S WHERE r:A j = r k :A i ". The
client can easily verify the join results. First, it authenticates that the relation
R is complete and correct. Then, using the VO for each query qk , it makessure
that it is complete for every k (even when the result of qk is empty). After this



veri�cation, the client can construct the results for the join query and be sure
that they are complete and correct.

7 Conclusion

In this chapter we presented three approaches to authenticate range queries
in ODBs. The �rst approach is based on signature chaining and aggregation,
the second on combining Merkle hash tree with a B+-tree and the third is
an improved version of the hash tree approach. We discussedadvantages and
disadvantages of each approach and we gave an analytical cost model for each
approach and di�eren t cost metrics. Finally, we discussedthe performance of
each method under a dynamic environment and we gave extensions of these
techniques to other query types. A interesting future direction is to enhance
the proposedmethods to work e�cien tly for complex relation queries.Another
direction is to investigate authentication techniques for other type of databases
beyond relational databases.
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