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Path Quality Monitoring …

Alice
Bob

Routers need tools to measure packet loss and delay.
• Performance routing protocols
• Enforcing contracts - Service Level Agreements (SLAs)



… in the Presence of Adversaries

Alice
Eve

ping
ack

ping
ack

Alice
Bob

Eve

Knows monitoring protocol
Add / drop / modify / reorder packets

Wants to bias Alice’s measurements
‘

Today’s approaches cannot withstand active attacky pp
(ping, traceroute, active probing, marked diagnostic packets)
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We want efficient protocols for high-speed routers 
• Extremely limited storage, computation, communication 
• No marking or encryption of existing traffic



Path Quality Monitoring : Setting (1)
Benign case

d1 … dT

g
[] d’1 … d’T [] d1 … dT [] …

BobAlice
Alarm / No Alarm

Drop < 0.5%
Reorder < R

In each interval, with prob 1- δ = 99%:

eo de

, p
• No Alarm if  < 0.5% packets are dropped in the benign case
• Alarm if  > βT packets do not arrive correctly at Bob, 

regardless of Eve’s actionsregardless of Eve s actions



Path Quality Monitoring : Setting (2)
Malicious case

d1 … dT
[] d’1 … d’T [] d1 … dT [] …

BobAlice
Alarm / No Alarm

Drop / Add / Modify 
Delay / Reorder

In each interval, with prob 1- δ = 99%:

e ay / eo de

, p
• No Alarm if  < 0.5% packets are dropped in the benign case
• Alarm if  > 1% packets do not arrive correctly at Bob, 

regardless of Eve’s actionsregardless of Eve s actions



key k , key k ,

Packet Loss & Modification : Protocol 
key k , key k ,

+1

0 0 0 2 1 0 1 0 3 0 0 0 0 1 1 0 1 0 3 0A B1 11 4

BobAlice

0 0 0 -2 1 0 1 0 3 0 0 0 0 -1 1 0 -1 0 3 0A B1 11 4

PRF each packet fk(d) = index 
Update sketch A[index] += 1

PRF each packet fk(d) = index 
Update sketch B[index] += 1

Send authenticated (MAC’d) sketch

Take difference sketch   X = A-B
C

Decide btwn > 1% and < 0.5% loss:
• Compute the ℓ2-norm ΣXi

2

MAC and send

Refresh hash key & RepeatRefresh hash key & Repeat

i
• Raise an alarm iff norm  > 0.66%



Delay : Accumulating Timestamps 
Benign case

d1 … dT

g
… [] d1 … dT [] … dj

BobAlice
(d1 , t1)
(d t )

(d1 , τ1)
(d τ )Drop < αT

⎞⎛1

(d2 , t2)
…

(dT , tT)

(d2 , τ2)
…

(dT , τT)

Drop < αT 
Reorder < γT 

Average delay = ⎟
⎠

⎞
⎜
⎝

⎛
− ∑∑

i
i

i
i τt

T
1

Need to store T packets and timestampsNeed to store T packets and timestamps. 



Delay : Accumulating Timestamps 
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(d1 , t1)
(d t )

(d1 , τ1)
(d τ )∑ t ∑Drop < αT

⎞⎛1
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Drop < αT 
Reorder < γT 

Average delay = ⎟
⎠

⎞
⎜
⎝

⎛
− ∑∑

i
i

i
i τt

T
1

Need to store T packets and timestampsCan store only 1 timestamp! ☺Need to store T packets and timestamps. Can store only 1 timestamp! ☺

Bottom line: This trick works only if Alice & 
B b th t f k tBob agree on the same set of packets.

What happens if dj is dropped / reordered?



key k , key k ,

Delay : Robust Lossy Difference Aggregator 
key k , key k ,

BobAlice
0 0 0 2 1 0 1 0 3 0

122 152 134 325 213 212 123 212 341 123

1
132

0 0 0 2 1 0 1 0 3 0

122 152 134 325 213 212 123 212 341 0

1
134

1 CA counters 1
142

PRF each packet fk(di) = index 

122 152 134 325 213 212 123 212 341 123

a34 de3 21F 3d4 fff a3b bbf aa3 a3b a8f

132
ff3

122 152 134 325 213 212 123 212 341 0

a34 de3 21F 3d4 fff a3b bbf aa3 a3b 0

134
ff3

136
aa9

HA incremental   

AA timestamp 
accumulators

142
1fd

Update CA[index] += 1
AA[index] += ti
HA[index] *= h(di) 

A
collision resistant hashs

A[ ] ( i)
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Delay : Robust Lossy Difference Aggregator 
key k , key k ,
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122 152 134 325 213 212 123 212 341 0

1
134

1 1
142

PRF each packet fk(di) = index PRF each packet fk(di) = index 

122 152 134 325 213 212 123 212 341 123

a34 de3 21F 3d4 fff a3b bbf aa3 a3b a8f

132
ff3

122 152 134 325 213 212 123 212 341 0

a34 de3 21F 3d4 fff a3b bbf aa3 a3b 0

134
ff3

136
aa9

142
1fd

Update CA[index] += 1
AA[index] += ti
HA[index] *= h(di) 

Update CB[index] += 1
AB[index] += τi
HB[index] *= h(di) A[ ] ( i)

[interval end: AA, HA, CA]   .

B[ ] ( i)

[Report: … ]
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Update CA[index] += 1
AA[index] += ti
HA[index] *= h(di) 

Update CB[index] += 1
AB[index] += τi
HB[index] *= h(di) A[ ] ( i)

[interval end: AA, HA, CA]   .

B[ ] ( i)

For every index s.t. HA[index]= HB[index] take

[Report: … ]AA[index] - AB[index]
CA[index]      

Avg Delay = 


