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are legally obliged to protect                                     
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• Formalized in RFC 5155, as a requirement for DNSSEC, 

which introduces NSEC3
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2. Preventing Zone enumeration

3. Efficiency and simplicity (e.g. no “exotic” crypto) 
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The idea for constructing NSEC5

Reason NSEC3 failed to prevent zone enumeration:  
Resolvers can compute hashes offline

Solution:

add a                                     and a                                    g

required to compute and verify the hashes respectively 

Secret NSEC5 Key Public NSEC5 Key
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Summary

Just like 
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1. prevents zone enumeration, and

2. provides integrity against network attackers 

requires nameservers to perform public-key operations for 

every negative response. 

Explains why NSEC3 is still vulnerable to zone enumeration.

NSEC5 uses RSA computations online!

- Is this really necessary?

- Unfortunately yes! 

(NSEC5 is optimal - requires only one RSA computation) 
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