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Private key will be destroyed on
10/9/2013
4:25 PM

Time left

95:56: 35

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete kst of encrypted files, and you can personaly verify
this.

Encryption was produced using 3 unique publc key RSA-2048 generated for this
computer. To decrypt files you nesd to obtain the private key.

The single copy of the private key, which wil alow you to decrypt the files, located
on a secret server on the Intermet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore fies...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR { similar amount in another curency,

Click «Naxt» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.




HOW CRYPTOLOCKER WORKS

1. Affects Windows versions XP through 8

2. Encrypts data files using RSA and AES
encryption

3. Once encryption is finished, a pop-up
asking for $100 or S300 in Moneypack or 2
bitcoins (BTC)

4. User must pay in time in order to decrypt
their files

5. If not paid within 72 hours, you pay much
more




A TYPICAL CRYPTOLOCKER ATTACK

OMOMO

Infection Encryption Decryption

“I know this thing sucks and

all, but it is really well done”
—Reddit user olithraz



Infection

Common email subjects

USPS - Your package is available
for pickup ( Parcel 173145820507
)

USPS - Missed package delivery

ADP payroll: Account Charge
Alert

ADP Reference #09903824430
Important - attached form

McAfee Always On Protection
Reactivation

Scan from a Xerox WorkCentre

Annual Form - Authorization to
Use Privately Owned Vehicle on
State Business

USPS - Missed package delivery
("USPS Express Services"
<service-notification@usps.
com>)

FW: Invoice <random number>

ACH Notification ("ADP Payroll"
<*@adp.com>)

Payroll Received by Intuit
FW: Last Month Remit

Scanned Image from a Xerox
WorkCentre

scanned from Xerox

Fwd: IMG01041_6706015_m.zZip



How Cryptolocker ruins your life:

1. Domain generation algorithm used to
connect to server

2. Server communication encrypted with
2048-bit RSA

3. Files encrypted with 256-bit AES and
RSA

Encryption
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CryptoLocker encrypts each file
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Decryption

Decrypting modern ransomware:

1. Brute force is impossible

2. With a cold storage backup, just delete
the malware and restore the files

3. Otherwise, pay ransom of ~2 bitcoins
before the timer expires
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WHAT ARE THE BENEFITS CONSEQUENCES?

Bitcoin Address

Summary

e Funding criminals

Address  135N2nfAkextd6E25quXpM98gLSi2BccCb

Tools Taint Analysis - Related Tags - Unspent Outputs o BitCOin theft and inflatiOH

Transactions

e Temporary, perhaps
permanent, loss of files

No. Transactions 157 lii
Total Received 36,497.85154773 BTC dli Y Worm—]_ike infection Of
Final Balance 2.10568641 BTC dn SUbsequent machines
Request Payment Donation Button { ] Computer takeover! 250,000
computers infected.
e DDoS

e Bitcoin mining




WHAT CAN WE DO ABOUT IT?

e Once active, cannot be
stopped besides payment

e Prevention (backups) and
caution are key

e Deleting the malware will not
remove the encryption and
will hinder your ability to pay
up—you’ll have to reinfect
your computer

e By creating a honeypot (large
volume of garbage data) on
hard drives, sysadmins have
caught the malware in action
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Thanks for listening!

Any questions?



