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Abstract

Thecongestioncontol mehanismof TCPmaleit vulnera-
blein anervironmentwhere ows with differentcongestion-
sensitivitycompeteor scaice resouces. With theincreas-
ing amountof unresponsiveJDP trafc in today's Inter-
net, new medanismsare neededo enforce fairnessin the
core of the network. We proposea scalableDiffserv-like
architecture, where ows with different characteristicsare
classi edinto sepaate servicequeuesat the routers. Sud
class-basedsolation providesprotectionsothat ows with
different characteristicsdo not negatively impactone an-
other In this study we examinedifferent aspectsof UDP
and TCP interaction and possiblegains from segregating
UDP and TCP into different classes. We also investigate
theutility of further segregatingTCP ows into two classes,
which are classof short and classof long ows. Results
are obtainedanalytically for both Tail-drop and Random
Early Drop (RED)routers. Class-basedsolation havethe
following salientfeatuies: (1) betterfairness,(2) improved
predictability for all kindsof ows, (3) lower transmission
delayfor delay-sensitiveows, and (4) bettercontmol over
Quality of Service(QoS)of a particular traf c type

Keywords: Class-basedsolation vs. sharing, paclet
dropping(RED, Tail-drop),fairnessgueuinganalysis.

1. Introduction

Internettrafc is a mixture of smooth, unresponsie
(or not sufciently responsie) real-timetrafc (UDP) and
bursty, congestion-sensite traf ¢ (TCP).However, mixing
o ws with differentcharacteristicean causeperformance
problems. Real-timetrafc not only performspoorly be-
causeof delay variationsand paclet drops, but also hurts
congestion-sensité trafc whenthey competefor scarce
bandwidth[18]. TCP congestiorcontrolworkswell in iso-
lation but in aggreyate it can be unfair [9]. In times of
congestion,responsie TCP o ws tend to give up band-

*This work was supportedin part by NSF grants CAREER ANI-
0096045andMRI EIA-9871022.

width to competingunresponsie UDP o ws, which is the
mainreasorfor performancelegradatiorandunfairnesgor

congestion-sensite ows. In additionto bandwidthstar

vationimposedon responsie trafc, uncontrolleddeploy-

mentof unresponsietrafc couldalsoleadto Internet-wide
congestioncollapse[11]. To solve fairnessissuesamong
TCP and UDP o ws, we shouldnot focus on penalizing
UDP ows. UDP ows needto have the samefair treat-
mentas TCP o ws asthey usually carry multi-mediacon-
tent[16].

To beableto provide protection,sothat o ws with dif-
ferentcharacteristicslo not negatively impactoneanother
we proposeandexaminea Diffserv-like architecturewhere

o ws with differentcharacteristicareclassi ed into sepa-
rateservicequeuesttherouters.This canbeimplemented
usingaclass-basedueuingschemg8] or by routingdiffer-
entgroupsof o ws on (logically) separateommunication
paths[20] asdescribedn [14]. The proposedarchitecture
hasthe adwantagesof Diffserv architecturesuchas sim-
plicity andscalability sincecoreroutersonly needto keep
stateinformationfor eachclassratherthanfor each o w.

We alsoarguefor furtherisolationof TCP o wsaslong-
lived and short-lved, becausehey also have very differ-
entcharacteristicsShort-lved TCP o ws arrive in amore
bursty fashion,which preventslong TCP o ws from op-
eratingin a predictablemode. Short TCP o ws seldom
needto operatdheyondtheslow-startphaseof TCPto nish
their transmissionthatis why their window sizeis gener
ally smaller sothey generatesmallerpaclet bursts. Since
long-lived TCP connectionamostly operatein congestion
avoidancephaseprobing for bandwidthwith larger win-
dows, they producelarger paclet bursts. TCP connections
with large window sizesare more tolerantof paclet loss
thanthosewith smallwindows. While long TCP o ws may
recover from multiple paclet lossesin oneround-triptime
(RTT) [6], short TCP o ws may have to wait for a time-
out periodto recover from a single paclet loss. It is ob-
senedthatlong TCP o ws may completelyshutoff short
TCP ows [14]. This causesperformanceproblemsfor
short TCP o ws, which generallycarry interactve/delay-
sensitve data.



Class-basedsolation, at low cost, provides a fair en-
vironmentfor TCP ows. Isolationalso providesa more
predictableervironmentfor real-timedatacarriedby UDP
o ws by shieldingthemfrom the burstinesof TCPtrafc.

The restof the paperis organizedasfollows: Section2
explainsour analyticmodel,describe®urexperimentsand
performanceneasuresGenerabbsenationsandresultsof
individual experimentsare presentedn Section3 andSec-
tion 4, respectiely. Section5 revisits relatedwork and -
nally Section6 concludeghe paper

2. Experiments and Analytic Model
2.1. Buffer Management Schemes

In this study we examineFIFO queuingwith Tail-drop
andRED[10] with mixtureof differenttraf ¢ typessuchas
UDRP, long-lived TCP and short-lved TCP. We investicate
theeffectsof isolationfor eachcase.

FIFO queuingwith Tail-dropis the mostwidely imple-
mentedanddeplo/edqueuingmechanisnin todaysrouters
becaus®f its simplicity. However, it hasproblemssuchas
tendeng to penalizebursty connectionsandnot providing
ary kind of protectionagainstmisbehaing o wsthatsend
morethantheir share.A singlesource sendingpacletsto
the router at sufciently high rate, can capturearbitrarily
high fraction of the bandwidthof the outgoinglink. Thus,
in non-cooperatie ervironments, Tail-drop would fail to
provide fairness. RED on the other hand, hopesto elim-
inate bias against bursty trafc by limiting the queueoc-
cupang so thatthereis alwaysroom left in the queueto
buffer transientursts.RED addressefirnessy dropping
pacletsfrom o ws in proportionto their bandwidths. In
non-cooperatie ervironments,we expectRED to perform
betterthan Tail-drop, however, in [12, 7, 19], it is showvn
that RED alonemay not provide fairnesswhena mixture
of differenttrafc typessharethe samelink. Also, it has
beenshovn thatRED preventsbiasagginstburstytrafc by
increasingthe drop probability of smoothtrafc [2]. This
meanshat RED would penalizeUDP and TCP o ws with
smallpaclet burststo improve overall fairness.

2.2. Analytic Model

Bonaldetal., in [2], evaluatedthe performanceof RED
against Tail-drop. Their analytic modelfor RED usesthe
following approximation:*All pacletsin thesameburstsee
the samedrop probability” In this paper we relaxthis ap-
proximationsoasto accuratelyevaluatethe performancef
short-andlong-lived TCP o ws with differentpaclet burst
sizes. Herewe summarizethe way the parameterare set
and describethe analytic model for both kinds of buffer
managemertchemeTail-dropandRED.

For TCP o ws, burstsof B pacletsarrive accordingto a
Poissorproces®f rateAr¢p. SinceTCPis window-based,
it sendsaburstof pacletseveryround-triptime (RTT). That

is why we X Arcp to 1/RTT bursts/seconéndvary the

numberof TCP o ws, N, tovary TCPload. Throughouthe

study we assumaeall TCP o ws of thesameclass(short-or

long-lived) have the exact samecharacteristicsWe choose
RTT sothat \rcp = 8.3 bursts/secFor UDP o ws, pack-
etsarrive accordingto a Poissorprocesof rate \ypp. We

vary UDP loadthroughAy pp.

Thetotal offered TCP loadis prcp = (B X Arcp X
N)/u. Thetotal offeredUDP loadis pupp = Avpp/u-
Thusthetotal offeredloadis protar = prcp + pupp-

The processindimesof the pacletsin therouterareas-
sumedto be exponentiallydistributedwith meanl/u. The
gueuelengthis setto the bandwidth-delayroduct,where
thebandwidthis . anddelayis RTT.

Theburstsize, B, modelsthe averagewindow sizeof a
o w duringits life-time. Sincelong-livedTCP o wsmostly
operaten congestioravoidancephaseandshort-lved TCP
o ws mostly operatein slow-start, long-lived TCP o ws
will have biggerwindow sizeson averagethanshort-lived
TCP o ws[3]. Unlessotherwisestatedwetake B=1, B=4,
and B > 4 for UDP, short-lved TCP andlong-lived TCP
0 ws, respectiely.

The numberof pacletsbufferedin the queuede nes a
Markov chain. Let = denotethe stationarydistribution of
the total numberof pacletsin the queue. Using PASTA
property the drop probability of a pacletfrom a TCP ow
andUDP o w in aTail-droprouteris givenby:

Prp(TCP) = n(K)+n(K-1) BN 4 4r(K-B+1)L
PTD(UDP) == 7T(K)

whereK is the buffer sizeof therouterin termsof paclets.
With the RED buffer managemenscheme,incoming
pacletsaredroppedwith a probabilitythatis anincreasing
functiond(.) of the averagequeuesize k,,,. The average
gueussizeis computedisinganexponentialweightedmov-
ing average:k,,g = (1 — w)kqvg + wk, Wherew is x ed
andk is theinstantaneougueuesizewhena pacletarrives.
As in [2], we assuméfor simplicity that the drop rate de-
pendsoninstantaneougueuesizek ratherthanon average
queuesizek,,y. Thus,thedropfunction,d(.), is de ned as

(i—minp)

Tmazon —mingy MoTp  If Ming, <k <maxp,

if & < ming,
1 if &> maxy,.

In all theexperimentsfor RED gatevay, the parameters
areminy, =K /2 paclets,max, =K paclets,andmax,=1.

The modelin [2] makes the following approximation:
“The RED routerusesthe samedrop probability d(k) for
all pacletsin the sameburst, wherek is theinstantaneous
gueuesize at the time the rst paclet in the burst arrives
attherouter” With this approximationthe modelgivesa
lower boundon the droprate. Using PASTA property the



dropprobabilityof apacletfromaTCP oworaUDP ow
in a RED routeris approximatelygivenby:

K
PRED(TCP):PRED(UDP): W(k)d(k) (1)
k=1

This approximationunderestimate$ CP drop probabil-
ity, especiallyfor large burst (window) sizes. Throughout
our experimentswe needto comparethe performanceof
short-andlong-lived TCP o ws whenthey sharethe same
queue.However, the modelwith the above approximation
is only accuratef the burstsize, B, is not large compared
to the buffer size. Thatis, for x ed K, smallervaluesof
B give moreaccurateresultsthanlarger valuesof B. We
overcomethis inaccurag by removing the approximation.
To computethedropprobabilityof TCPunderRED, instead
of equation(1), we computethe expectednumberof drops
for atypical TCP paclet burst. Thusthedrop probabilityis
givenby:

Prep(TCP) = Y w(k)(X 0y PuZ5™)

where P, is the probability that exactly n paclets of the
TCPburstarenotdropped.P,, obviously depend®n d(k).

To illustrate, the probability of going from statek to state
(k + 1), i.e. exactly onepaclet of the burstis not dropped,
is givenhby:

P = i & (k) (1 — d(k))(d(k + 1))B-71).

Similarly, theprobabilityof goingfrom statek to state(k +
2), i.e. exactly two pacletsof the burstarenot dropped,is
givenby:

P, = >

V(itj+)=B—2

Othertransitionprobabilitiescanbe similarly computed.
Thedrop probability of UDP canbe computedasa spe-
cial casewhereB=1,

Prep(UDP) = Y5 n(k)d(k).
2.3. Performance Parameter s and M easures

The experimentsin this study fall underthe following
catayories: Effect of fraction of servicerate allocatedto
different classesgffect of burst size on interacting o ws,
effect of having bothshort-lvedandlong-lived TCP o ws,
effectof isolationinto two classegUDP andTCP)vs. three
classegUDR, short-lved TCR andlong-lived TCP).

Eachexperimentis repeatedor the casesvhere o ws
with differentcharacteristiceompetewith eachotherand
wherethey areisolated. Henceforth,we referto the rst
caseas sharing or mized case,andthe secondcaseas

d (k)(1 — d(k))d (k +1)(1 — d(k + 1))d" (k + 2).

isolation. In isolation,the servicerateandqueuesizeare
splitin proportionto theloadintroducedy eachclasswhile
the buffer managemenschemes kept the same. We use
K ass type @Nd fherass type 10 refer to the queuesize and
servicerateallocatedto a particularclass,respectiely. All
experimentsare donefor both Tail-drop and RED routers,
andrepeatedor highload(wheretotalload=2)andlow load
(wheretotal load=1). The main performanceneasuregare:
(1) drop probabilityasa measuref effective goodput,and
(2) fairnessacrosso w types.Forfairnessacrossy classes,
we useChiu andJain's fairnessndex [4], whichis de ned
as

(Zi, z)’
NOZLi )
wherez; is thedropprobabilityof o w-type;.

f=

3. General Observations

Before presentingthe experiments,we summarizeour
obsenations:

e At high load (load > 1), isolationimproves fairness
acrossTCP andUDP classesver sharedrail-drop by
reducingdrop probability of TCP at the expenseof in-
creasediropprobabilityfor UDP. Althoughtheperfor
manceof sharedRED is asgoodasisolatedTail-drop
gueuesisolatedqueuesave anadwantagethatshared
RED cannotprovide: Bettercontroloverquality of ser
vice of eachtraf ¢ typeby controllingtheallocationof
resourceso eachclass.

e Unlike sharedRED or Tail-drop,isolationof UDP and
TCP signi cantly reducesdrop probability of short-
livedTCP o ws, which constitutethe majority of TCP

o ws over the Internet. Sinceshort-lved TCP o ws
are usually interactive/delay-sensitie, isolation im-
provesthe quality of serviceof this class. Decreased
drop probability of short-lved TCP o ws would also
improve fairnessamongshort TCP o ws, which are
morelikely to timeoutto detectpaclet drops. Time-
outsarenot desirableasthey leadto extendeddle pe-
riodsanddegradationof throughput.

e Furtherisolation of TCP ensuresfairnessacrossall
3 typesof ows: UDP short-lved TCP, and long-
lived TCP. By having a separatejueuefor eachclass,
it is easierto managequality of service of a par
ticular trafc type. If we want to increasequality
of serviceof short-lived TCP o ws, which are usu-
ally interactve/delay-sensite andtendto timeouton
paclet drops,we canjust allocatemore resourcego
the classof short TCP o ws to furtherimprove qual-
ity.

o While taking advantageof isolatedqueuesacrosddif-
ferent trafc classes,using RED within eachclass
mayfurtherimprove theintra-classquality by prevent-
ing synchronizatiorof TCP o ws asRED randomizes
losses.



e At low load, we obsene that (static) isolationlowers
statisticalmultiplexing gain comparedo sharing. To
avoid this, dynamicresourceallocationasin CBQ [8]
shouldbeused.

e |solation createsa more predictableervironmentfor
real-time UDP trafc by shielding them from the
burstinesf competingTCPtrafc.

e Class-basetbolationsimpli es theproblemof provid-
ing deterministicdelay boundshy increasingthe ser
vice predictabilityfor all kindsof o ws.

4. Experiments

4.1. Effect of Service Rates Allocated to Classes

4.1.1.Experimental Setup: In this experiment,effects of
isolationinto two classespamelyUDP classandTCPclass,
areobsenredasresourcesllocatedo eachclassarevaried.

The experimentin this sectionis repeatedor different
total load assignmentsf 0.5,1, 1.5,2 and2.5. Ar¢p=8.3
bursts/second,Br¢p=4 paclets, =930 paclets/second,
and K=56 paclets. The offered load by TCP and UDP
areequal. For differentload values,Nr¢cp and\ypp are
computed.In correspondingsolatedcasesthe fraction of
servicerateandqueuesizeallocatedto TCPis varied. The
remainingof theresourcesotassignedo theTCPclassare
allocatedto the UDP class.Whenthereis excessresources
(load < 1), they aredivided equallybetweenthe TCP and
UDP classes.

Effect of isolation as service rate changes, with TD (Load=0.5)  Effect of isolation as service rate changes, with RED (Load=0.5)
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Figure 1. Effects of isolation as service rate
and queue size allocated to TCP class in-
creases whereas service rate and queue size
allocated to UDP class decreases.

4.1.2.Results: Resultsareshavn in Figure 1. Figuresl(a)
and(b) shav the casesvheretotal arrival rate of pacletsis
lessthanthe total servicerate. Figures1(c) and(d) show
the caseswheretotal arrival rate of pacletsis greaterthan
thetotal servicerate.In all gures, asservicerateallocated
to TCP increasesservicerateallocatedto UDP decreases.
The drop probability is inverselyproportionalto the allo-
catedservicerateandqueuesizeasexpected.

The obsenations for Tail-drop can be summarizedas
follows: Whentotal load <1 (Figure1(a)), we do not have
a scenariosuch that in isolation, resourcescan be split
betweenthe two classesn sucha way thatfairnessis im-
provedwithoutincreasinghedropprobabilityof bothTCP
andUDP. Thisis becausén low-loadenvironments{static)
isolation reduces statistical gains obtained by sharing.
Whentotal loadincreasegFigure1(c)), we obsene thatin
isolation,if we split the resourcegquallybetweerthe two
classeswe have thesamedropprobabilityfor bothkinds of
traf c. Thisprovidesaveryfair ervironment(seeFigure?).
Table1 shows the valuesof parametersf the pointswhere
fairnesds improved by isolation. The commonpropertyof
suchpointsis uwrcp = BUDP andKTcp = Kypp- This
is becauseprop/(prop + pupp) = 50%. Therefore,
fairnesscan be achieved by class-basedsolation, where
total servicerate is divided in proportionto the load of
TCP and UDP. We obsere that at points whereisolation
improves fairness,the drop probability of TCP ows is
reducedby the sameamountas the drop probability of
UDPis increased.

Values of Fairness Index at Fairness Points (with Tail Drop)
1
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Figure 2. Fairness index for both isolation and
sharing at points where resources are split
equally among TCP and UDP classes (with
Tail Drop).

Figures1(b) and (d) shov that multiplexing TCP and
UDP in a RED routerdoesnot hurt TCP o ws seriously
Isolationprovideslittle improvementof TCP droprateand
fairness.

In conclusion,if Tail-drop buffer managemenscheme
is used,isolationis necessaryo improve overall fairness,
and performanceof TCP o ws. We obsere thata shared
RED queueperformsaswell asisolatedTail-drop queues.
However, isolatedqueueshave the advantageof providing



\ | UDP | TCP |
Load I K A I K X N
Load=15| 465 28 6975 | 465 28 83 21
Load=2 | 465 28 930 | 465 28 83 28
Load=2.5| 465 28 11625| 465 28 83 35

INENENE

Table 1. Parameters at points where fairness
is observed.

bettercontrolover quality of servicefor a particularclass.
4.2. Effect of Burst Size

4.2.1.Experimental Setup: The goal of this experimentis
to examinetheway UDPandTCP o wsinteractastheburst
sizeof TCP o wsincreasesEffectsof isolatingtraf ¢ into
UDP andTCPclassesareobsenedin termsof drop proba-
bility of eachclass,andfairness.We considertwo scenar
ios:

(1) High Load: protai=2, purotar= 1660paclets/second,
K=100 paclets, PUDP= pTcp:]., Aupp=1660 pack—
ets/second\rcp= 8.3 bursts/second.N and Brcp are
varied.

(2) Low Load: Parametersare the sameas high load,
except protai=1, pvpp= prcpr=0.5, Aypp=830 pack-
ets/second.

Effects of Isolation with Tail Drop (Load=2) Effects of Isolation with Tal Drop (Load=1)
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Figure 3. Effects of isolation as burst size of
TCP flows increases (with Tail Drop): (a) High
Load (b) Low Load.

4.2.2 Results:Theresultsareshovn in Figure3 andFigure
4 for Tail-dropandRED, respectiely.

At high load, both Tail-drop andRED show similar be-
havior: Mixing TCP andUDP hurtsTCR. As burst size of
TCPincreasesperformancelegradationto TCP increases.
Of course,evenin this case,RED is muchmorefair than
Tail-drop. The averagedrop probability of TCP and UDP
in thesharectaseis very closeto individual drop probabili-
tiesin isolation,which meanghatwhatis lostby TCPclass
is gainedby UDP class. The reasonbehindthe behaior
of sharedTail-drop s its known biasagainstbursty traf ¢
[12, 2, 10]. As burstsizeincreasesit becomesnoredif -

Effect of Burst Size with RED (Load=2) Effect of Burst Sizewith RED (Load=1)
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Figure 4. Effects of isolation as burst size
of TCP flows increases (with RED): (a) High
Load (b) Low Load.

cultto nd aspacdn thequeueto squeezénto. For shared
RED, sincewe are using instantaneousjueuesize rather
thanaveragequeuesize, the big transientburstsmight not
be handledthe way they could have. However, evenin this
case,unfairnessto TCP doesnot seemserious(seeFigure
5).

095 [ i, Mixed (High Load) -------- E 095
'\ Isolated (High Load) ——
09 Mixed (Low Load) -~ | 09
.. Isolated (Low Load)
g osf g O
2 ogf £ ot
@ 075 @ o7 -
® ®
Yo7t Yo7t
065 = 1 065 [ Mixed (High Load) -
i Isolated (High Load) ——
06 = 4 06 | Mixed (Low Load) -
- Isolated (Low Load)
055 . . . . 055 I .
5 10 15 20 2 0 5 10 15 20 2
Burst Size of TCP Flows Burst Size of TCPFlows

Figure 5. Fairness Index for effect of burst size
experiments: (a) Tail Drop (b) RED.

At low load, for both Tail-drop and RED, isolationin-
creaseslrop probability of TCP anddoesnot seemto bea
necessarglternatve. Thereasoris thatat low load,isola-
tion reducesstatisticalgainscomparedo sharing.

In conclusionwhentheloadis high, which meanset-
work resourcesare scarce,isolatingtrafc into TCP and
UDP classegrovides fairnessand performancamprove-
mentsfor TCP o ws. Isolationalsoimprovespredictability
for bothTCPandUDP o ws. Thegainis moreobviousfor
longerlived TCP o ws (with large bursts)asshavn by the
fairnessndex in Figure5. If Tail-drop buffer management
is deployed, isolationis a necessitywhereador RED, the
gain obsenredby isolationis not sosigni cant.

4.3. Effectsof I solation into 2 Classes

4.3.1. Experimental Setup: The goal of this experiment
is to seethe effects of isolationof o ws into two classes,
namelyTCPandUDP. In thisexperimenttheTCPclasshas
two kinds of ows: long-lived TCR, and short-lved TCP.



We consideitwo scenarios:

(1) High Load: protai=2, Wrotar= 1660 pack-
ets/second, K=100 paclets, pypp/(prcpr—iong +
PTCP—short + PUDP)ZSO%- pTCP—long/(pTCP—long +
PTCP—short)=80%, Aupp=1660 paclets/second,
ATCP—long= ATCP—short= 8.3 bursts/second,
NTCP—short:10andBTCP—short:4 pa-thS-NTCP—long
and Brcp_iong are varied. As we increasethe ratio
Nrcop—short! NTcpP—10ng, We are actually reducingthe
number of long-lived TCP o ws while increasingtheir
burstsizeto keepprcp—iong CONStant.

(2) Low Load: Thesameparameterashighload,except
PTotal=1, protar= 3320paclets/secondk =200paclets.

Theloadofferedby long-lived TCPis choserto be 80%
of total TCPload. This percentagee ectsthefactthatonly
a small percentagef o ws are long-lived, however they
carrythemajority of totaltraf c bytesin thelnternet[17].

Effect of isolation into 2 classeswith TD (Load=2)
09

Effect of isolation into 2 classeswith TD (Load=1)
0.16

Mixed Long TCP -

YT e M ———
08 |F"Mixed Short TCP 014 - Mixed Short TCP
Mixed UDP -+ Mixed UDP -

07 - Isolated Long TCP 4 0.12 |- Isolated Long TCP
2 Isolated Short TCP -—-—- > Isolated Short TCP —=~=~
g 06 [leoAedUDP ors g 0ar Isolated UDP™="~+
S o5 € o008
& e g o
8 o4l 4 8 o006
a a T

03 4 0.04 F

0 [T P

01 L L L L L L
1 11 12 13 14 15 16 17

Number of Short TCP Flows/Number of Long TCP Flows Number of Short TCP Flows/Number of Long TCP Flows

@) (b)

Figure 6. Effects of isolating TCP and UDP
flows into 2 classes: UDP and TCP (with Tail
Drop): (a) High Load (b) Low Load.
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Figure 7. Effects of isolating TCP and UDP
flows into 2 classes: UDP and TCP (with
RED): (a) High Load (b) Low Load.

4.3.2.Results: Theresultsareshovn in Figurest and7 for
Tail-dropandRED, respectiely.

In the caseof high load, when differentkinds of TCP
o ws (short- and long-lived) and UDP sharea Tail-drop
router isolatingtheminto two classeselpsboth kinds of
TCP o ws. Theimprovementis very signi cant for short-

lived TCP o ws, which typically carry interactve/delay-
sensitve data.However, drop probabilityof UDP increases
whenit is isolated. This meanghat UDP is taking advan-
tage of both short-and long-lived TCP o ws when they
are mixed. Anotherinterestingobsenration is whenlong
andshort TCP o ws arein the sameclass,drop probabil-
ity of shortTCP o wsdecreaseatthe expenseof increased
dropprobabilityfor long TCP o ws, andthis unfairnessn-
creasesshurstsizeof long TCP o wsincreasesThis can
alsobe seenfrom thefairnessndex plottedfor theisolated
TCPclassin Figure8. Fromthis perspectie, it seemghat
long TCP o wsaretheonly victim of aggr@ation,andthere
is no way for short TCP o ws to be shutoff by long TCP
ows. Thisis only becausehe modeldoesnot re ect the
factthatwhena pacletis droppedshortTCP o ws would
backoff and may wait for a timeoutperiodto sendagain
[14, 13]. With RED, resultsare similar to the resultsob-
tainedby Tail-drop, however asusual,unfairnessis small
(seeFigure8). Overall,isolationimprovesfairnesfor TCP
0 ws andtheir performance.
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Figure 8. Fairness Index for isolation into 2
classes: UDP and TCP: (a) Tail Drop (b) RED.
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In the caseof low load, isolationincreasesirop proba-
bility of TCP o wsanddoesnotimprove fairnesssincewe
arelosingstatisticaimultiplexing gainsobtainedoy sharing.

4.4, Effects of |solation into 3 Classes

4.4.1. Experimental Setup: All the parametersare the
sameasin Section4.3. However, in this experimentwe
examinethe effectsof isolating o wsinto 3 classesnstead
of 2, which are UDP, long TCP, andshort TCP. By doing
this, we expectto have betterfairnessvaluesfor isolated
TCP ows.

4.4.2.Results: The resultsare shovn in Figures9 and 10
for Tail-dropandRED, respectiely.

In the caseof high load, isolation provides betterand
predictabledrop probability for all classesUUDP no longer
hurtsTCP o ws, andshort-lved TCP o ws no longerhurt
long-lived TCP o ws. Thefairnessndex for thesescenar
ios is shawn in Figure 11. In isolation, we obsere per
fect fairness(=1) across ow types, which meansshort-
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Figure 11. Fairness Index for isolation into 3
classes: (a) Tail Drop (b) RED.

andlong-lived TCP o ws shouldbe furtherisolatedto pre-
ventnegative effectson oneanother NotethatsharedRED
alsoprovidesfairnessndex very closeto 1. However, iso-
lated queueswould provide betterpredictability for UDP
(which mostly carriesmulti-mediatraf c) andshort-lved
TCP evenin the presenceof large burstsfrom long-lived
TCP ows. Also, by having a separatgueuefor each ow
type, it is easierto managequality of service. To further
improve quality of serviceof short-lved TCP o ws, which
are usually interactve/delay-sensitie and tendto timeout
on pacletdrops,we canjust allocatemoreresourceso the
classof shortTCP o ws.

In the caseof low load, isolationincreasegirop proba-
bility of TCP o ws for both Tail-drop and RED. The fair-
nessindex for Tail-drop increaseswith isolation, however
for RED it decreasesAs we obsenedin the previous ex-
perimentswe arelosing statisticalmultiplexing gainscom-
paredto sharingsincewe model static partitioning of re-
sourcesamongclasses. In reality, a class-basedjueuing
disciplinewould allow oneclassto borrav resourcegrom
anothemunderutilized clasg[8].

5. Related Work

In orderto addresshe problemof non-responsie o ws,
a numberof studies[11, 12, 7] proposedetectingnon-
responsie o ws andlimiting their ratessothatthey do not
impacttheperformancef responsie o ws. Otherg5] sug-
gestisolationto minimize interactionbetweenconnections
in the context of Intservper o w architectures.Our focus
hereis on a simple,scalableandlesscostly solutionin the
contet of Diffserv architectureswhereper o w informa-
tion is only maintainedat accessoutersto classify pack-
ets. Coreroutersimplementa simple class-base@solation
scheme.

In the samecontet, [19] addressegairnessissuesto
solve the problem of unfriendly ows. However, their
methodis computationallynoreexpensve thanthe onewe
are proposinghere. In [16], Piedaet al. study TCP and
UDP interactionusing different drop preferencemapping
whenthey sharethe sameAssuredForwarding (AF) PHB
classand concludethat 3-drop preferencemappingis not
enoughto solve fairnessssues.In [15], Nandyetal. sug-
gestusingintelligenttrafc conditionersto map UDP and
TCPinto differentAF classqueuesThey obsene thatiso-
lationsolvesfairnessssuesamongT CPandUDP. Ourwork
here not only examinesthe interactionof TCP and UDP
0 ws, but also concentrate®n short-andlong-lived TCP
o ws. Ourfocushasheenonisolatingtraf ¢ with different
characteristic§UDP, short-andlong-lived TCP ows) to
improve predictability of the service,fairnessamongTCP
o wsof differentsize,andbettercontrolover QoSof apar
ticulartypeof traf c.

In [1], Bhaniramkaet al. studyisolation of TCP and
UDP trafc over MPLS. Again this study doesnot con-
sider how different(short-andlong-lived) TCP o ws are



affectedby non-responsie o ws andeffectsof isolationin

suchervironments.Our studyextendsourwork in [14, 13]

to include non-responsie o ws and analytically evaluate
thebene tsof isolation.

6. Conclusion and Future Work

Classbhased-isolatioprovidesbetterfairnessamongdif-
ferent typesof trafc in high-load ervironments. Isola-
tion of UDP andTCP improvesfairnessfor TCP owsand
reducestheir drop probability This improvementis in-
dependenbf the buffer managemenschemeand is pro-
nouncedfor short-lved TCP o ws, which usually carry
interactve/delay-sensite dataand morelikely to timeout
on paclet drops. Furtherisolation of TCP into shortand
long classesmprovesfairnessandpredictabilityamongdif-
ferenttypesof TCP o ws.

Isolation is a necessaryand simple alternatve if the
deployed buffer managemenschemeis sharedTail-drop.
With sharedRED, we seesimilarbene ts. RED (evenwhen
averagequeuesizeis notused)helpsto reducebiasagainst
bursty traf c, and performswell enoughin termsof fair-
ness. We expectthat the resultsfor RED would be bet-
ter if averagequeuelengthwasused. Even if this would
be the case,we still believe isolation hasother meritsthat
RED cannotprovide: Better control over quality of ser
vice of each ow type (class). To provide betterquality
for a particulartype of trafc, we canjust allocatemore
resourcedo that class. This is particularly importantfor
interactve/delay-sensite trafc suchas short-lved TCP
o ws. At low-loadernvironmentsjsolationmustimplement
dynamicresourcallocation(asin CBQ[8]) to avoid statis-
tical loss.

As isolation provides better fairnessand performance
improvementfor TCP ows, UDP o ws generallyexpe-
rienceincreaseddrop probability However, isolationim-
provesservicepredictabilityfor UDP o wsusuallycarrying
real-timedata.

Finally ourresultssuggestsolatedqueuedor betterfair-
ness,performanceand QoS managemenacrossdifferent
o w types,while using RED within eachclassto improve
intra-classfairnessby preventing synchronizatiorof TCP
o ws. Futurework remainsto develop moredetailedmod-
els. We intendto look at fairnesswithin eachclass,where
0 ws do not have the exact samecharacteristicsThe goal
is to identify the minimum numberof classedor a mix of
TCP o ws with variouslifetimes/windav sizesandround-
trip times.
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