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Abstract
Thecongestioncontrol mechanismsofTCPmakeit vulnera-
blein anenvironmentwhere�ows with differentcongestion-
sensitivitycompetefor scarceresources. With the increas-
ing amountof unresponsiveUDP traf�c in today's Inter-
net,new mechanismsare neededto enforce fairnessin the
core of the network. We proposea scalableDiffserv-like
architecture, where �ows with different characteristicsare
classi�ed into separateservicequeuesat therouters. Such
class-basedisolationprovidesprotectionsothat �ows with
different characteristicsdo not negatively impact one an-
other. In this study, we examinedifferent aspectsof UDP
and TCP interaction and possiblegains from segregating
UDP and TCP into different classes.We also investigate
theutility of furthersegregatingTCP�ows into twoclasses,
which are classof short and classof long �ows. Results
are obtainedanalytically for both Tail-drop and Random
Early Drop (RED)routers. Class-basedisolationhavethe
following salientfeatures: (1) betterfairness,(2) improved
predictability for all kindsof �ows, (3) lower transmission
delayfor delay-sensitive�ows, and (4) bettercontrol over
Qualityof Service(QoS)of a particular traf�c type.

Keywords: Class-basedisolation vs. sharing, packet
dropping(RED,Tail-drop),fairness,queuinganalysis.

1. Introduction

Internet traf�c is a mixture of smooth, unresponsive
(or not suf�ciently responsive) real-timetraf�c (UDP) and
bursty, congestion-sensitivetraf�c (TCP).However, mixing
�o ws with differentcharacteristicscancauseperformance
problems. Real-timetraf�c not only performspoorly be-
causeof delayvariationsandpacket drops,but alsohurts
congestion-sensitive traf�c when they competefor scarce
bandwidth[18]. TCPcongestioncontrolworkswell in iso-
lation but in aggregate it can be unfair [9]. In times of
congestion,responsive TCP �o ws tend to give up band-
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width to competingunresponsive UDP �o ws, which is the
mainreasonfor performancedegradationandunfairnessfor
congestion-sensitive �o ws. In additionto bandwidthstar-
vation imposedon responsive traf�c, uncontrolleddeploy-
mentof unresponsivetraf�c couldalsoleadto Internet-wide
congestioncollapse[11]. To solve fairnessissuesamong
TCP and UDP �o ws, we shouldnot focus on penalizing
UDP �o ws. UDP �o ws needto have the samefair treat-
mentasTCP �o ws asthey usuallycarrymulti-mediacon-
tent[16].

To beableto provide protection,so that �o ws with dif-
ferentcharacteristicsdo not negatively impactoneanother,
weproposeandexamineaDiffserv-likearchitecture,where
�o ws with differentcharacteristicsareclassi�ed into sepa-
rateservicequeuesat therouters.Thiscanbeimplemented
usingaclass-basedqueuingscheme[8] or by routingdiffer-
entgroupsof �o ws on (logically) separatecommunication
paths[20] asdescribedin [14]. The proposedarchitecture
hasthe advantagesof Diffserv architecturessuchas sim-
plicity andscalability, sincecoreroutersonly needto keep
stateinformationfor eachclassratherthanfor each�o w.

Wealsoarguefor furtherisolationof TCP�o wsaslong-
lived and short-lived, becausethey also have very differ-
entcharacteristics.Short-livedTCP�o ws arrive in a more
bursty fashion,which prevents long TCP �o ws from op-
erating in a predictablemode. Short TCP �o ws seldom
needto operatebeyondtheslow-startphaseof TCPto �nish
their transmission,that is why their window sizeis gener-
ally smaller, so they generatesmallerpacket bursts. Since
long-lived TCP connectionsmostly operatein congestion
avoidancephaseprobing for bandwidthwith larger win-
dows, they producelargerpacket bursts. TCPconnections
with large window sizesare more tolerantof packet loss
thanthosewith smallwindows. While longTCP�o wsmay
recover from multiple packet lossesin oneround-triptime
(RTT) [6], short TCP �o ws may have to wait for a time-
out period to recover from a single packet loss. It is ob-
served that long TCP �o ws may completelyshutoff short
TCP �o ws [14]. This causesperformanceproblemsfor
short TCP �o ws, which generallycarry interactive/delay-
sensitivedata.
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Class-basedisolation, at low cost, provides a fair en-
vironmentfor TCP �o ws. Isolationalsoprovidesa more
predictableenvironmentfor real-timedatacarriedby UDP
�o wsby shieldingthemfrom theburstinessof TCPtraf�c.

Therestof thepaperis organizedasfollows: Section2
explainsouranalyticmodel,describesourexperiments,and
performancemeasures.Generalobservationsandresultsof
individual experimentsarepresentedin Section3 andSec-
tion 4, respectively. Section5 revisits relatedwork and�-
nally Section6 concludesthepaper.

2. Experiments and Analytic Model

2.1. Buffer Management Schemes

In this study, we examineFIFO queuingwith Tail-drop
andRED[10] with mixtureof differenttraf�c typessuchas
UDP, long-lived TCP andshort-lived TCP. We investigate
theeffectsof isolationfor eachcase.

FIFO queuingwith Tail-drop is themostwidely imple-
mentedanddeployedqueuingmechanismin today'srouters
becauseof its simplicity. However, it hasproblemssuchas
tendency to penalizeburstyconnectionsandnot providing
any kind of protectionagainstmisbehaving �o ws thatsend
morethantheir share.A singlesource,sendingpacketsto
the router at suf�ciently high rate, can capturearbitrarily
high fractionof thebandwidthof theoutgoinglink. Thus,
in non-cooperative environments,Tail-drop would fail to
provide fairness. RED on the other hand,hopesto elim-
inate bias against bursty traf�c by limiting the queueoc-
cupancy so that thereis always room left in the queueto
buffer transientbursts.REDaddressesfairnessby dropping
packets from �o ws in proportionto their bandwidths. In
non-cooperative environments,we expectRED to perform
betterthanTail-drop, however, in [12, 7, 19], it is shown
that RED alonemay not provide fairnesswhena mixture
of different traf�c typessharethe samelink. Also, it has
beenshown thatREDpreventsbiasagainstburstytraf�c by
increasingthe drop probability of smoothtraf�c [2]. This
meansthatRED would penalizeUDP andTCP�o ws with
smallpacketburststo improveoverall fairness.

2.2. Analytic Model

Bonaldet al., in [2], evaluatedtheperformanceof RED
againstTail-drop. Their analyticmodel for RED usesthe
following approximation:“All packetsin thesameburstsee
thesamedropprobability.” In this paper, we relax this ap-
proximationsoasto accuratelyevaluatetheperformanceof
short-andlong-livedTCP�o ws with differentpacket burst
sizes. Herewe summarizethe way the parametersareset
and describethe analytic model for both kinds of buffer
managementscheme:Tail-dropandRED.

For TCP�o ws,burstsof � packetsarriveaccordingto a
Poissonprocessof rate ������� . SinceTCPis window-based,
it sendsaburstof packetseveryround-triptime(RTT). That

is why we �x ���	��� to 1/RTT bursts/secondandvary the
numberof TCP�o ws, 
 , to varyTCPload.Throughoutthe
study, weassumeall TCP�o wsof thesameclass(short-or
long-lived)have theexactsamecharacteristics.We choose
RTT sothat ���	���
������� bursts/sec.For UDP �o ws,pack-
etsarrive accordingto a Poissonprocessof rate ���	��� . We
varyUDP loadthrough ���	��� .

The total offeredTCP load is �������������������	��� �
"!$#&% . The total offeredUDP load is ���	���'�(���	����#)% .
Thusthetotalofferedloadis ���	*,+.-0/��1�2�	���435�6�	��� .

Theprocessingtimesof thepacketsin therouterareas-
sumedto beexponentiallydistributedwith mean1/% . The
queuelengthis setto the bandwidth-delayproduct,where
thebandwidthis % anddelayis RTT.

Theburstsize, � , modelstheaveragewindow sizeof a
�o w duringits life-time. Sincelong-livedTCP�o wsmostly
operatein congestionavoidancephaseandshort-livedTCP
�o ws mostly operatein slow-start, long-lived TCP �o ws
will have biggerwindow sizeson averagethanshort-lived
TCP�o ws[3]. Unlessotherwisestated,wetake � =1, � =4,
and �87 4 for UDP, short-lived TCP andlong-lived TCP
�o ws,respectively.

The numberof packetsbuffered in the queuede�nes a
Markov chain. Let 9 denotethe stationarydistribution of
the total numberof packets in the queue. Using PASTA
property, thedropprobabilityof a packet from a TCP�o w
andUDP �o w in aTail-droprouteris givenby:

: �	�;�=<?> : !@�19���AB!$3?9���A�CED&!�FHGJILKNMG 3O�P�Q3?9���A5CR�S3TD)! KG: �	�;�VU;W : !@�19���AB!
whereA is thebuffer sizeof therouterin termsof packets.

With the RED buffer managementscheme,incoming
packetsaredroppedwith a probabilitythat is anincreasing
function X��,�Q! of the averagequeuesize Y2-[Z[\ . The average
queuesizeis computedusinganexponentialweightedmov-
ing average: Y]-0Z[\^�_�`DaC5ba!$Y]-[Z[\a3cb;Y , where b is �x ed
and Y is theinstantaneousqueuesizewhenapacketarrives.
As in [2], we assumefor simplicity that the drop ratede-
pendson instantaneousqueuesize Y ratherthanon average
queuesize Y]-[Z[\ . Thus,thedropfunction, X��,�Q! , is de�ned as

X��VY6!d�
efg fh FQi�I�jkiml2npoqMFPj -qr npo&I�jkimlsnpoqMut4vswyx if min+=zT{cYS| max+=z6}~

if Y�| min+=z6}D if Y�� max+=z6�
In all theexperiments,for RED gateway, theparameters

aremin+=z = A /2 packets,max+=z = A packets,andmaxx =1.
The model in [2] makes the following approximation:

“The RED routerusesthe samedrop probability X��VYy! for
all packetsin the sameburst,where Y is the instantaneous
queuesizeat the time the �rst packet in the burst arrives
at the router.” With this approximation,the modelgivesa
lower boundon thedrop rate. Using PASTA property, the
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dropprobabilityof apacket from aTCP�o w or aUDP�o w
in aRED routeris approximatelygivenby:

:���� �E�=<?> : !@� :���� �;�VUaW : !@� ���
	 K 9d�VY6!,X��VY6! (1)

This approximationunderestimatesTCP drop probabil-
ity, especiallyfor large burst (window) sizes. Throughout
our experiments,we needto comparethe performanceof
short-andlong-livedTCP�o ws whenthey sharethesame
queue.However, themodelwith theabove approximation
is only accurateif theburst size, � , is not large compared
to the buffer size. That is, for �x ed A , smallervaluesof� give moreaccurateresultsthanlarger valuesof � . We
overcomethis inaccuracy by removing the approximation.
To computethedropprobabilityof TCPunderRED,instead
of equation(1), we computetheexpectednumberof drops
for a typicalTCPpacket burst.Thusthedropprobabilityis
givenby::���� �E�=<?> : !@��� ��
	 K 9��VY6!0�
� Gl 	�� : l FpGJI�l2MG !
where

: l is the probability that exactly � packets of the
TCPburstarenot dropped.

: l obviouslydependson X��VYy! .
To illustrate,the probability of going from state Y to state�VY 3 D&! , i.e. exactly onepacket of theburst is not dropped,
is givenby:

: K � GJILK
�� 	�� X � �VYy!0�`DRCBX��VY6!$!0��X��VY;3 D)!$! FpGJI � I�K,M �

Similarly, theprobabilityof goingfrom stateY to state�VY 3� ! , i.e. exactly two packetsof theburstarenot dropped,is
givenby:����� ���������� �"!$#&%('*) �,+ � -/.102-
3�4 + -/.,050 + �
-/.7683902-
3�4 + -/.76839050 + !:-/.76<;=0?>

Othertransitionprobabilitiescanbesimilarly computed.
Thedropprobabilityof UDP canbecomputedasa spe-

cial casewhere� =1,:���� �;�VU;W : !d��� ��@	 K 9d�VY6!,X��VY6!u�
2.3. Performance Parameters and Measures

The experimentsin this study fall underthe following
categories: Effect of fraction of servicerate allocatedto
different classes,effect of burst size on interacting�o ws,
effect of having bothshort-livedandlong-livedTCP�o ws,
effectof isolationinto two classes(UDPandTCP)vs. three
classes(UDP, short-livedTCP, andlong-livedTCP).

Eachexperimentis repeatedfor the caseswhere�o ws
with differentcharacteristicscompetewith eachotherand
wherethey are isolated. Henceforth,we refer to the �rst
caseas ACB vEDGF �IH or tJF wLK X case,and the secondcaseas

F A=MCN v,O5F M=� . In isolation,theservicerateandqueuesizeare
split in proportionto theloadintroducedby eachclasswhile
the buffer managementschemeis kept the same. We useAQPV/Q-@RSR +UT x
V and %WP /Q-@RSR +UT x=V to refer to the queuesize and
servicerateallocatedto a particularclass,respectively. All
experimentsaredonefor both Tail-drop andRED routers,
andrepeatedfor highload(wheretotalload=2)andlow load
(wheretotal load=1).Themainperformancemeasuresare:
(1) dropprobabilityasa measureof effective goodput,and
(2) fairnessacross�o w types.For fairnessacross
 classes,
we useChiu andJain's fairnessindex [4], which is de�ned
as X

� �
�ZYi 	 K w i !S[

�
� Yi 	 K w [i !
wherew i is thedropprobabilityof �o w-typei .
3. General Observations

Before presentingthe experiments,we summarizeour
observations:\ At high load (load � 1), isolation improves fairness

acrossTCPandUDP classesover sharedTail-dropby
reducingdropprobabilityof TCPat theexpenseof in-
creaseddropprobabilityfor UDP. Althoughtheperfor-
manceof sharedRED is asgoodasisolatedTail-drop
queues,isolatedqueueshave anadvantagethatshared
REDcannotprovide: Bettercontroloverqualityof ser-
viceof eachtraf�c typeby controllingtheallocationof
resourcesto eachclass.\ UnlikesharedREDor Tail-drop,isolationof UDPand
TCP signi�cantly reducesdrop probability of short-
livedTCP�o ws,whichconstitutethemajorityof TCP
�o ws over the Internet. Sinceshort-lived TCP �o ws
are usually interactive/delay-sensitive, isolation im-
provesthe quality of serviceof this class. Decreased
drop probability of short-lived TCP �o ws would also
improve fairnessamongshort TCP �o ws, which are
morelikely to timeout to detectpacket drops. Time-
outsarenot desirableasthey leadto extendedidle pe-
riodsanddegradationof throughput.\ Further isolation of TCP ensuresfairnessacrossall
3 types of �o ws: UDP, short-lived TCP, and long-
livedTCP. By having a separatequeuefor eachclass,
it is easierto managequality of service of a par-
ticular traf�c type. If we want to increasequality
of serviceof short-lived TCP �o ws, which are usu-
ally interactive/delay-sensitive andtendto timeouton
packet drops,we can just allocatemore resourcesto
the classof shortTCP �o ws to further improve qual-
ity.\ While takingadvantageof isolatedqueuesacrossdif-
ferent traf�c classes,using RED within each class
mayfurtherimprovetheintra-classqualityby prevent-
ing synchronizationof TCP�o ws asRED randomizes
losses.
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\ At low load, we observe that (static) isolationlowers
statisticalmultiplexing gain comparedto sharing. To
avoid this, dynamicresourceallocationasin CBQ [8]
shouldbeused.\ Isolation createsa more predictableenvironmentfor
real-time UDP traf�c by shielding them from the
burstinessof competingTCPtraf�c.\ Class-basedisolationsimpli�es theproblemof provid-
ing deterministicdelayboundsby increasingthe ser-
vicepredictabilityfor all kindsof �o ws.

4. Experiments

4.1. Effect of Service Rates Allocated to Classes

4.1.1.Experimental Setup: In this experiment,effectsof
isolationinto two classes,namelyUDPclassandTCPclass,
areobservedasresourcesallocatedto eachclassarevaried.

The experimentin this sectionis repeatedfor different
total loadassignmentsof 0.5,1, 1.5,2 and2.5. ������� =8.3
bursts/second,�a����� =4 packets, % =930 packets/second,
and A =56 packets. The offered load by TCP and UDP
areequal. For differentloadvalues,
 ����� and �����d� are
computed.In correspondingisolatedcases,the fractionof
servicerateandqueuesizeallocatedto TCPis varied.The
remainingof theresourcesnotassignedto theTCPclassare
allocatedto theUDP class.Whenthereis excessresources
(load | 1), they aredividedequallybetweenthe TCP and
UDP classes.

0

0.2

0.4

0.6

0.8

1

0 0.2 0.4 0.6 0.8 1

D
ro

p 
Pr

ob
ab

ili
ty

Fraction of Service Rate of TCP Flows

Effect of isolation as service rate changes, with TD (Load=0.5)

Mixed TCP
Mixed UDP

Isolated TCP
Isolated UDP

(a)

0

0.2

0.4

0.6

0.8

1

0 0.2 0.4 0.6 0.8 1

D
ro

p 
Pr

ob
ab

ili
ty

Fraction of Service Rate of TCP Flows

Effect of isolation as service rate changes, with RED (Load=0.5)

Mixed TCP
Mixed UDP

Isolated TCP
Isolated UDP

(b)

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 0.2 0.4 0.6 0.8 1

D
ro

p 
Pr

ob
ab

ili
ty

Fraction of Service Rate of TCP Flows

Effect of isolation as service rate changes, with TD (Load=1.5)

Mixed TCP
Mixed UDP

Isolated TCP
Isolated UDP

(c)

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 0.2 0.4 0.6 0.8 1

D
ro

p 
Pr

ob
ab

ili
ty

Fraction of Service Rate of TCP Flows

Effect of isolation as service rate changes,with RED (Load=1.5)

Mixed TCP
Mixed UDP

Isolated TCP
Isolated UDP

(d)

Figure 1. Effects of isolation as service rate
and queue size allocated to TCP class in-
creases whereas service rate and queue size
allocated to UDP class decreases.

4.1.2.Results:Resultsareshown in Figure1. Figures1(a)
and(b) show thecaseswheretotal arrival rateof packetsis
lessthanthe total servicerate. Figures1(c) and(d) show
thecaseswheretotal arrival rateof packetsis greaterthan
thetotal servicerate.In all �gures, asservicerateallocated
to TCP increases,servicerateallocatedto UDP decreases.
The drop probability is inverselyproportionalto the allo-
catedservicerateandqueuesizeasexpected.

The observations for Tail-drop can be summarizedas
follows: Whentotal load { 1 (Figure1(a)),we do not have
a scenariosuch that in isolation, resourcescan be split
betweenthe two classesin sucha way that fairnessis im-
provedwithout increasingthedropprobabilityof bothTCP
andUDP. This is becausein low-loadenvironments,(static)
isolation reducesstatistical gains obtained by sharing.
Whentotal loadincreases(Figure1(c)), we observe that in
isolation,if we split theresourcesequallybetweenthetwo
classes,wehavethesamedropprobabilityfor bothkindsof
traf�c. Thisprovidesaveryfair environment(seeFigure2).
Table1 shows thevaluesof parametersof thepointswhere
fairnessis improvedby isolation.Thecommonpropertyof
suchpointsis %��	���1� %L�	��� and A �	��� �'A �	��� . This
is because�s�	���d#y�=�s�����13'�6�	���d!
��� ~�� . Therefore,
fairnesscan be achieved by class-basedisolation, where
total servicerate is divided in proportion to the load of
TCP and UDP. We observe that at points whereisolation
improves fairness,the drop probability of TCP �o ws is
reducedby the sameamountas the drop probability of
UDP is increased.
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Figure 2. Fairness index for both isolation and
sharing at points where resources are split
equally among TCP and UDP classes (with
Tail Drop).

Figures1(b) and (d) show that multiplexing TCP and
UDP in a RED routerdoesnot hurt TCP �o ws seriously.
Isolationprovideslittle improvementof TCPdroprateand
fairness.

In conclusion,if Tail-drop buffer managementscheme
is used,isolation is necessaryto improve overall fairness,
andperformanceof TCP �o ws. We observe that a shared
RED queueperformsaswell asisolatedTail-drop queues.
However, isolatedqueueshave the advantageof providing
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UDP TCP
������� � � 	 � � 	 
 �

Load=1.5 465 28 697.5 465 28 8.3 21 4
Load=2 465 28 930 465 28 8.3 28 4

Load=2.5 465 28 1162.5 465 28 8.3 35 4

Table 1. Parameters at points where fairness
is observed.

bettercontroloverqualityof servicefor aparticularclass.

4.2. Effect of Burst Size

4.2.1.Experimental Setup: Thegoalof this experimentis
to examinethewayUDPandTCP�o wsinteractastheburst
sizeof TCP�o ws increases.Effectsof isolatingtraf�c into
UDP andTCPclassesareobservedin termsof dropproba-
bility of eachclass,andfairness.We considertwo scenar-
ios:

(1) High Load: �s�	*`+.-0/ =2, %���*`+.-0/ = 1660packets/second,A =100 packets, �6�	��� = �2�	��� =1, �	�	��� =1660 pack-
ets/second,���	��� = 8.3 bursts/second.
 and �a�	��� are
varied.

(2) Low Load: Parametersare the sameas high load,
except �s�	*,+.-0/ =1, �y���d� = �2�	��� =0.5, �	�	��� =830 pack-
ets/second.
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Figure 3. Effects of isolation as burst size of
TCP flows increases (with Tail Drop): (a) High
Load (b) Low Load.

4.2.2.Results:Theresultsareshown in Figure3 andFigure
4 for Tail-dropandRED,respectively.

At high load,bothTail-dropandRED show similar be-
havior: Mixing TCP andUDP hurtsTCP. As burst sizeof
TCPincreases,performancedegradationto TCPincreases.
Of course,even in this case,RED is muchmorefair than
Tail-drop. The averagedrop probability of TCP andUDP
in thesharedcaseis verycloseto individualdropprobabili-
tiesin isolation,whichmeansthatwhatis lostby TCPclass
is gainedby UDP class. The reasonbehindthe behavior
of sharedTail-drop is its known biasagainstbursty traf�c
[12, 2, 10]. As burstsizeincreases,it becomesmoredif�-
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Figure 4. Effects of isolation as burst size
of TCP flows increases (with RED): (a) High
Load (b) Low Load.

cult to �nd a spacein thequeueto squeezeinto. For shared
RED, sincewe are using instantaneousqueuesize rather
thanaveragequeuesize,the big transientburstsmight not
behandledtheway they couldhave. However, evenin this
case,unfairnessto TCP doesnot seemserious(seeFigure
5).
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Figure 5. Fairness Index for effect of burst size
experiments: (a) Tail Drop (b) RED.

At low load, for both Tail-drop andRED, isolation in-
creasesdropprobabilityof TCPanddoesnot seemto bea
necessaryalternative. Thereasonis thatat low load,isola-
tion reducesstatisticalgainscomparedto sharing.

In conclusion,whenthe load is high, which meansnet-
work resourcesare scarce,isolating traf�c into TCP and
UDP classesprovides fairnessand performanceimprove-
mentsfor TCP�o ws. Isolationalsoimprovespredictability
for bothTCPandUDP �o ws. Thegain is moreobviousfor
longer-livedTCP�o ws (with largebursts)asshown by the
fairnessindex in Figure5. If Tail-dropbuffer management
is deployed, isolationis a necessity, whereasfor RED, the
gainobservedby isolationis not sosigni�cant.

4.3. Effects of Isolation into 2 Classes

4.3.1. Experimental Setup: The goal of this experiment
is to seethe effectsof isolationof �o ws into two classes,
namelyTCPandUDP. In thisexperiment,theTCPclasshas
two kinds of �o ws: long-lived TCP, andshort-lived TCP.
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Weconsidertwo scenarios:
(1) High Load: �s�	*,+.-q/ =2, %	�	*,+.-0/ = 1660 pack-

ets/second, A =100 packets, �����d� /( �2�	��� I /P* l \ 3�s����� I R`z&*�� + 3��y�	��� )=50%, �s�	��� I /P* l \ /( �s�	��� I /Q* l \B3�s����� I R`z&*�� + )=80%, �	�	��� =1660 packets/second,���	��� I /P* l \ = ���	��� I R`z&*�� + = 8.3 bursts/second,
O����� I R`z&*��$+ =10and � ����� I R`z&*�� + =4 packets. 
O�	��� I /P* l \and � �	��� I /Q* l \ are varied. As we increasethe ratio
O����� I R`z&*��$+ / 
O�	��� I /Q* l \ , we are actually reducing the
number of long-lived TCP �o ws while increasingtheir
burstsizeto keep�s�	��� I /Q* l \ constant.

(2) LowLoad: Thesameparametersashighload,except�s��*`+.-0/ =1, %���*`+.-0/ = 3320packets/second,A =200packets.
Theloadofferedby long-livedTCPis chosento be80%

of totalTCPload.Thispercentagere�ects thefactthatonly
a small percentageof �o ws are long-lived, however they
carrythemajorityof total traf�c bytesin theInternet[17].
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Figure 6. Effects of isolating TCP and UDP
flows into 2 classes: UDP and TCP (with Tail
Drop): (a) High Load (b) Low Load.
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Figure 7. Effects of isolating TCP and UDP
flows into 2 classes: UDP and TCP (with
RED): (a) High Load (b) Low Load.

4.3.2.Results:Theresultsareshown in Figures6 and7 for
Tail-dropandRED,respectively.

In the caseof high load, when different kinds of TCP
�o ws (short- and long-lived) and UDP sharea Tail-drop
router, isolatingtheminto two classeshelpsboth kinds of
TCP�o ws. The improvementis very signi�cant for short-

lived TCP �o ws, which typically carry interactive/delay-
sensitivedata.However, dropprobabilityof UDP increases
whenit is isolated.This meansthat UDP is taking advan-
tageof both short- and long-lived TCP �o ws when they
are mixed. Another interestingobservation is when long
andshortTCP �o ws arein the sameclass,drop probabil-
ity of shortTCP�o wsdecreasesat theexpenseof increased
dropprobabilityfor longTCP�o ws,andthisunfairnessin-
creasesasburstsizeof long TCP�o ws increases.This can
alsobeseenfrom thefairnessindex plottedfor theisolated
TCPclassin Figure8. Fromthis perspective, it seemsthat
longTCP�o wsaretheonlyvictim of aggregation,andthere
is no way for shortTCP �o ws to be shutoff by long TCP
�o ws. This is only becausethe modeldoesnot re�ect the
fact thatwhena packet is dropped,shortTCP�o ws would
backoff andmay wait for a timeoutperiod to sendagain
[14, 13]. With RED, resultsaresimilar to the resultsob-
tainedby Tail-drop, however asusual,unfairnessis small
(seeFigure8). Overall, isolationimprovesfairnessfor TCP
�o wsandtheir performance.
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Figure 8. Fairness Index for isolation into 2
classes: UDP and TCP: (a) Tail Drop (b) RED.

In the caseof low load, isolationincreasesdrop proba-
bility of TCP�o wsanddoesnot improvefairness,sincewe
arelosingstatisticalmultiplexing gainsobtainedby sharing.

4.4. Effects of Isolation into 3 Classes

4.4.1. Experimental Setup: All the parametersare the
sameas in Section4.3. However, in this experimentwe
examinetheeffectsof isolating�o ws into 3 classesinstead
of 2, which areUDP, long TCP, andshortTCP. By doing
this, we expect to have betterfairnessvaluesfor isolated
TCP�o ws.

4.4.2.Results: The resultsareshown in Figures9 and10
for Tail-dropandRED,respectively.

In the caseof high load, isolation provides betterand
predictabledropprobabilityfor all classes.UDP no longer
hurtsTCP�o ws, andshort-livedTCP�o ws no longerhurt
long-livedTCP�o ws. Thefairnessindex for thesescenar-
ios is shown in Figure 11. In isolation, we observe per-
fect fairness(=1) across�o w types, which meansshort-
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Figure 9. Effects of isolation into 3 classes:
Long-lived TCP, short-lived TCP and UDP
(with Tail Drop): (a) High Load (b) Low Load.

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1 1.1 1.2 1.3 1.4 1.5 1.6 1.7

D
ro

p 
Pr

ob
ab

ili
ty

Number of Short TCP Flows/Number of Long TCP Flows

Effect of isolation into three classes with RED (Load=2)

Mixed Long TCP
Mixed Short TCP

Mixed UDP
Isolated Long TCP
Isolated Short TCP

Isolated UDP

(a)

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16

0.18

0.2

1 1.1 1.2 1.3 1.4 1.5 1.6 1.7

D
ro

p 
Pr

ob
ab

ili
ty

Number of Short TCP Flows/Number of Long TCP Flows

Effect of isolation into three classes with RED (Load=1)

Mixed Long TCP
Mixed Short TCP

Mixed UDP
Isolated Long TCP
Isolated Short TCP

Isolated UDP

(b)

Figure 10. Effects of isolation into 3 classes:
Long-lived TCP, short-lived TCP and UDP
(with RED): (a) High Load (b) Low Load.
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Figure 11. Fairness Index for isolation into 3
classes: (a) Tail Drop (b) RED.

andlong-livedTCP�o ws shouldbefurtherisolatedto pre-
ventnegativeeffectsononeanother. NotethatsharedRED
alsoprovidesfairnessindex very closeto 1. However, iso-
lated queueswould provide betterpredictability for UDP
(which mostly carriesmulti-mediatraf�c) and short-lived
TCP even in the presenceof large burstsfrom long-lived
TCP�o ws. Also, by having a separatequeuefor each�o w
type, it is easierto managequality of service. To further
improve quality of serviceof short-livedTCP�o ws,which
areusually interactive/delay-sensitive and tend to timeout
on packet drops,we canjust allocatemoreresourcesto the
classof shortTCP�o ws.

In the caseof low load, isolationincreasesdrop proba-
bility of TCP �o ws for both Tail-drop andRED. The fair-
nessindex for Tail-drop increaseswith isolation,however
for RED it decreases.As we observed in the previous ex-
periments,wearelosingstatisticalmultiplexing gainscom-
paredto sharingsincewe model static partitioningof re-
sourcesamongclasses. In reality, a class-basedqueuing
disciplinewould allow oneclassto borrow resourcesfrom
anotherunder-utilizedclass[8].

5. Related Work

In orderto addresstheproblemof non-responsive �o ws,
a numberof studies[11, 12, 7] proposedetectingnon-
responsive �o ws andlimiting their ratessothatthey do not
impacttheperformanceof responsive�o ws. Others[5] sug-
gestisolationto minimize interactionbetweenconnections
in the context of Intservper-�o w architectures.Our focus
hereis on a simple,scalable,andlesscostlysolutionin the
context of Diffserv architectures,whereper-�o w informa-
tion is only maintainedat accessroutersto classifypack-
ets. Coreroutersimplementa simpleclass-basedisolation
scheme.

In the samecontext, [19] addressesfairnessissuesto
solve the problem of unfriendly �o ws. However, their
methodis computationallymoreexpensive thantheonewe
are proposinghere. In [16], Piedaet al. study TCP and
UDP interactionusing different drop preferencemapping
whenthey sharethe sameAssuredForwarding(AF) PHB
classandconcludethat 3-droppreferencemappingis not
enoughto solve fairnessissues.In [15], Nandyet al. sug-
gestusingintelligent traf�c conditionersto mapUDP and
TCPinto differentAF classqueues.They observe that iso-
lationsolvesfairnessissuesamongTCPandUDP. Ourwork
herenot only examinesthe interactionof TCP and UDP
�o ws, but alsoconcentrateson short-and long-lived TCP
�o ws. Our focushasbeenon isolatingtraf�c with different
characteristics(UDP, short- and long-lived TCP �o ws) to
improve predictabilityof the service,fairnessamongTCP
�o wsof differentsize,andbettercontroloverQoSof apar-
ticular typeof traf�c.

In [1], Bhaniramkaet al. study isolation of TCP and
UDP traf�c over MPLS. Again this study doesnot con-
sider how different (short- and long-lived) TCP �o ws are
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affectedby non-responsive �o ws andeffectsof isolationin
suchenvironments.Our studyextendsour work in [14, 13]
to include non-responsive �o ws and analytically evaluate
thebene�tsof isolation.

6. Conclusion and Future Work

Classbased-isolationprovidesbetterfairnessamongdif-
ferent types of traf�c in high-load environments. Isola-
tion of UDP andTCPimprovesfairnessfor TCP�o ws and
reducestheir drop probability. This improvement is in-
dependentof the buffer managementschemeand is pro-
nouncedfor short-lived TCP �o ws, which usually carry
interactive/delay-sensitive dataandmorelikely to timeout
on packet drops. Furtherisolation of TCP into short and
longclassesimprovesfairnessandpredictabilityamongdif-
ferenttypesof TCP�o ws.

Isolation is a necessaryand simple alternative if the
deployed buffer managementschemeis sharedTail-drop.
With sharedRED,weseesimilarbene�ts.RED(evenwhen
averagequeuesizeis not used)helpsto reducebiasagainst
bursty traf�c, and performswell enoughin termsof fair-
ness. We expect that the resultsfor RED would be bet-
ter if averagequeuelengthwasused. Even if this would
be the case,we still believe isolationhasothermeritsthat
RED cannotprovide: Better control over quality of ser-
vice of each�o w type (class). To provide betterquality
for a particular type of traf�c, we can just allocatemore
resourcesto that class. This is particularly importantfor
interactive/delay-sensitive traf�c such as short-lived TCP
�o ws. At low-loadenvironments,isolationmustimplement
dynamicresourceallocation(asin CBQ[8]) to avoid statis-
tical loss.

As isolation provides better fairnessand performance
improvementfor TCP �o ws, UDP �o ws generallyexpe-
rienceincreaseddrop probability. However, isolation im-
provesservicepredictabilityfor UDP�o wsusuallycarrying
real-timedata.

Finally ourresultssuggestisolatedqueuesfor betterfair-
ness,performanceand QoS managementacrossdifferent
�o w types,while usingRED within eachclassto improve
intra-classfairnessby preventing synchronizationof TCP
�o ws. Futurework remainsto developmoredetailedmod-
els. We intendto look at fairnesswithin eachclass,where
�o ws do not have theexactsamecharacteristics.Thegoal
is to identify theminimumnumberof classesfor a mix of
TCP�o ws with variouslifetimes/window sizesandround-
trip times.
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