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ABSTRACT
We present a scheme that enables a set of flows to acquire Anaconer
an unfair share of bandwidth by mounting an adversarial dis- / \
tributed Reduction of Quality (RoQ) attack on flows com- g # g
peting for that bandwidth. This adversarial behavior stands _ _
in sharp contrast to other network exploitsg., Denial-of- Zomote Zomble
Service (DoS) attacks, whose aim is to simply take down ﬁ Zombie H
a resource, or severely limit access to a service. The ex- A® @D
tent to which the scheme we expose is successful in slowing B y C e
down competing flows determines the amount of “stolen band- e —— © \

width.” We present two schemes for the construction of a RoQ
attack stream that would evade detection, and thus would chal-
lenge counter-DoS techniques. Our results show the vulnera-
bility of the Internet to the distributed nature of RoQ attacks,
which could be mounted through a relatively small number Figure 1. Bandwidth Stealing Scheme
of zombie clients, motivating the need for the development of

counter measures. We validate our findings through simple

analysis, simulations and real Internet experiments. victimized flows As a result of the distributed RoQ attack,
supported flows are able to claim more than their fair share of
KEY WORDS the bottleneck bandwidth—in effect stealing such bandwidth
Internet Security; Denial of Service; TCP; Performance Evalfrom victimized flows. We refer to the targets of the distrib-
uation. uted RoQ attack as th@arget links Clearly, target links are

traversed by victimized flows, but not by supported flows.

When supported flows share an Internet link with other flows,
1 Introduction they get_the|r fair-share of_ resources as would be allocated
by the widely used Transmission Control Protocol (TCP) [7].

Denial of Service (DoS) [1] and Distributed DoS (DDoS) [2] AS More bandwidth becomes available, TCP's probing mech-
attacks have become a major threat for almost every Intern@iSm through its additive-increase would enable flows to uti-
service. Recently, MyDoom crashed SCO Group’s web sita 2 Such bandwidth, keeping the network operating at high
through launching a DDoS attack that involved 100K-200K Utilization. At the same time, experiencing packet losses

zombies; MyDoom had cost the global economy over $26_1B/vould trigger TCP’s multiplicative-decrease where the win-

[3]. Having compromised that huge number of zombie clientsd0W IS halved to alleviate congestion.

the possibilities for different kinds of damage are abound.  The RoQ attacks that we envision would cause competing

This paper exposes a distributed attack targeting a set of iflows to experience different levels of packet losses. Hence,

ternet links, with the explicit purpose of enabling a particu- their throughput would decrease, limited by the damage as op-
lar set of flows to acquire more than their fair share of bangP0sed to their network fair-share, yielding a slack that would
width, in effect “stealing” that bandwidth from other flows. P& naturally acquired by supported flows, causing them to get

The scheme we present leverages a distributed version of offfre than their true fair share. As discussed later, depending
recently exposed Reduction of Quality (RoQ) attacks [4] 02N the fea5|b|llty of the attack in termg of identifying potentlal
achieve a goal that stands in sharp contrast to traditional adve}2r9et links and in terms of the magnitude of the attack, differ-
sarial attacks, which are designed just for the sake of shuttin nt bandwidth allocations could be (illegitimately) provided to
off some flows [5] or crashing a particular service [6]. We re- € set of supported flows.

fer to the set of flows that are beneficiaries of our “bandwidthFigure 1 depicts our envisioned setup; we assume the pres-
stealing” scheme as thaupported flowsBy mounting a dis-  ence of a number of zombie clients scattered around the globe.
tributed RoQ attack on a carefully selected set of links, flowsThese clients are controlled by an attack contrdller.

that compete for bandwidth (on the bottleneck of supported
flows) are throttled. We refer to such competing flows as the zZombie machines are usually compromised by a virus or a worm. It is




An entity responsible for a set of flows illegitimately requests(e.g, timing out in TCP).
the aid of an attacker, possibly through out-of-band commus

nication, providing the attack controller with the Internet pathsuch as TCP, while crucial for alleviating congestion, make
that the set of supported flows are traversing. The attack COlhem vulnera’ble to losses that are generated throu:qh other

trc_)IIer, in return, would broadcast .SUCh |nformat|c_)n to Zombleprocesses—namely losses that are not the result of persistent
clients, which in turn could run an inference algorithm that en-

. X : . congestion€.g.,wireless losses). The impact of such losses on
able them to |dent|fy a set of potentl_al target links for.RoQ at'TCP performance was considered in many studies; examples
tacks. Figure 1 depicts one of possibly many scenarios whe ’

: ficlude [10]. In these studies, however, the processes interfer-
the supportgd flows are traversing the paﬂ.jr B. B C —-D . ing with TCP’s adaptation could be considered “non adversar-
between Alice and Bob. The bottlgneck link |n.th|.s CaS€ IS5 in the sense that the losses were more or less the result of
BC a_nd the thr_oughput between AI'Ce. and Bob is I|r_n|te(_:i by(say) a random process as opposed to a calculated attack. In-
the fair-share given at the bottleneck link. The zombie Cl'entsdeed in recent work, it was shown that an attacker could po-
would then identify linksE B andC' F' as potential target links. tentia{lly shut off the c’ommunication between two parties,
Launching RoQ attacks on links B andC'F', would limit the Alice and Bob) by mounting what is termed as a “shrew” at-
acgieragJIe throughput for Eowshon tpqser:inks, ;:ausing AliCetack [5]—an attack that exploits TCP’s time-out mechanism
and Bob to receive more than their fair share of resources of, . - - '
link BC. Itis worth mentioning that it could be the case thatWhICh s how TCP adapts to persistent congestion.
no target links could be identified by the zombies, hence thés we hinted in the introduction and as the results in this paper
attack is not carried out. We will present simple analysis showwill demonstrate, illegitimately giving a particular set of flows
ing that the probability of this happening is very low, providing additional bandwidth doesn'’t require a complete shut-off of
a lower bound on the required number of zombie clients.  the competing flows, but rather onliyniting their achievable
throughput. Hence, launching a “shrew” attack would be an

Evading detection is one of the most important C.ha”‘?nge?)ver-kill, not to mention the suspicious behavior it may cause
faced by the attack controller as well as by zombie clients

- . . . ) s victim flows cannot send any packets across the network.
we identify two possible s_chem_es for e\_/admg_ detection. SUCS\Ie consider a RoQ attack comprising a burstbpackets (or
schemes rely on generating fairly low intensity (but well or- b

. . tes) transmitted at the rate dpackets (or bytes) per second
chestrated) traffic per attack stream. Doing so ensures that tl?)% ) p (or bytes) p

low-intensitv attack traffic is not detected by reqular nter er a short period of time, whereM = §r. This process
ow-intensity attack traffic 1S not detected by reguiar countersg repeated every units of time. We callM the magnitude

DosS techniques. More to the point, detecting RoQ attacks i f the attacky the amplitudeof the attack; the duration of

challenging because such attacks do not cause a complete R attack, and” the periodof the attack. Typically- should

nial of service on the target links, but rather, they aim to limit .
the bandwidth grabbed by the victimized flows. 52121 tui(;hgisvrgﬁllbe;.thaﬁ. Thus the RoQ attack traffid), at

he adaptation strategies of transmission control protocols

Paper Outline: The rest of this paper is organized as follows.

Section 2 describes our scheme in details. Performance eval- _ d tmodT <7

uation is presented through simulations and real Internet ex- It) = 0 otherwise (1)

periments in Section 3. We revisit related work in Section 4.

Section 5 concludes the paper. Such a square-wave attack traffic is advantageous to an at-
tacker in two ways: First, it provides the freedom of varying

2 Attack Orchestration attack parameters (r andT’) causing different levels of dam-
age. Second, it allows the zombies’ traffic to go unnoticed by

2.1 RoQ Attack Construction having an average attack traffic % that is much lower than

the peak raté. This gives one degree of freedom to evade de-

End-system protocolse(g., TCP) rely on feedback mecha- tection. A second degree of freedom is addressed in the next
nisms to adapt their sending rates to match their “fair sharesubsection, where the traffié* would be distributed across
of network resources. TCP reduces its sending rate on packgifferent attack streams.

loss/marking and increases its rate on successful packet trangs worth mentioning that the same AIMD mechanism that
mission. Typically, the decrease in rate, which is needed t®oQ attacks exploitis the one that allows supported flows to

protect against congestion collapse, is drastog=by halv-  take advantage of available bandwidth once victimized flows
ing the sending rate—whereas the increase in rate, which igack-off.

needed to probe for available bandwidth, is sloe:g-,by lin-

early increasing the sending rate over time. Additive-Increase-

Multiplicative-Decrease (AIMD) rulésensure that flows re- 2.2 Selecting the Targeted links

act adequately to congestion in a “friendly” manner to one

another—hence the TCP-friendly label [9]. Moreover, thesé/Ve now turn our attention to how RoQ attack traffic could be
protocols react even more swiftly to excessive losses by confouted through the network. In particular, how could zom-
pletely shutting off their sending rates for a long period of timebie clients identify potential target links through which they
should send their traffic. Potential target links are those more
outside the scope of this paper to describe how such a setup could be aChievﬁk’e|y to carry traffic Competing with Supported flows. Figure

it suffices to note that recent attacks [2] are all carried out using similar setup : . . . .
2Other TCP-friendly increase/decrease rules have also been proposed aSdeepICtS a more detailed view of Figure 1, where Alice and

evaluated [8]. All would be susceptible with various degrees to the same issudsOP are communicating through the path- B — C'— D and
we consider in this paper. are limited by their fair-share at linkC'.
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Figure 2. Detailed view of the adversarial bandwidth stealingrigure 3. Lower boundv ™~ for different probabilities and de-
scheme we consider. grees 4 and 8 using uniform distribution.

Figure 2 shows a subset of four potential target linksg(  Ported flows, the more chances zombie clients have to identify
EB, CF andCH) that could carry traffic through linlgC.  Potential target links.

Notice that the problem of identifying those potential targetnotice that an obvious attack is to send RoQ attack traffic
links is the same as discovering the neighborhoods (and iryjrectly to bottleneck routers. However, this would result in
terfaces) of the bottleneck routers. We present a three-steferloading those routers as they would have to process these
algonthm that would allow zombie clients to discover the areaattack packets rather than S|mp|y forwarding them, thus neg-
around each router with high probability. Then, we give aatively impacting the performance of supported flows. The

lower bound on the number of zombie clients that would causgpove inference algorithm targets links that are not on the path
a complete discovery of the neighborhood. of the supported flows.

Initially, each zombie client receives the common path tra-

versed by supported flows from the attack controller. For eas.3 A Lower Bound on Zombies

of presentation, we assume they only receive the IP addresses

of both routers along the path of supported flows that repreHaving described what constitutes a distributed RoQ attack
sent the bottleneck link. In the first step of our algorithm, eachand how its constituent traffic is routed through the network,
zombie client would trace the route to those two routers. Thisve show that such attacks are feasible with a small number of
will lead to the discovery of those routers along the path bezombies. Let the number of zombies be denotedbgnd as-
tween the zombies and the two initial routers. This step corresume that there is only one router with degddbat we would
sponds to the discovery of routels F', G andH in Figure 2.  like to discover its neighborhood (i.e. thleadjacent routers).

In particular, zombieZ1 would know aboutZ’ and F, while ~ We are interested in finding the minimum number of zombies
zombie Z2 would know aboutz and H. We refer to this list that would cause the discovery of tHeneighbors with high

of routers as the “previous-hop” list. probability. In particular, the probability of missing an inter-

In the second step, zombie clients exchange their “previou face after)V traceroutes from thé/ zombies; assuming uni-

hop” lists. Through exchanging these lists, each side of th orm distribution among the routerégneighbors, is given by:
zombies would know about the routers located on the other 1
side of the bottleneck link. Exchanging these lists is made pos- (1- P
sible through the attack controller. Decentralized approaches

are also feasible but would require more work from the zom—_. . . .
bie clients. This step corresponds to the discovery of routergi'\)l("anngbth_e above probability ta, a lower bound ooV, N is
E and F' by zombieZ2 and routersz and H by zombieZ1 9 y:

as illustrated in Figure 2. N~ = —dxn(a) 3)

N ~en

~e

&z

)

The third and final step is another traceroute, now to the op-

posite side (e.g. zombi&?2 traceroutes to routers and F'),  For any distribution of traffic, equation (2) can be modified to:
to remove any paths that contain any segment over which the

supported flows traverse. Thus avoiding a scenario where the (1- P2,
attack traffic is traversing along the same paths as the sup- e
ported flows. The destination to be used for the attack traffigyhere P¢ . is the minimum probability over all interfaces.
could by any valid IP address that belongs to a target router.. e ~ . .
For example, zombi&Z2 sends its attack traffic to routge " '9ureé 3 shows the lower bourd™ as a function of changing

as illustrated in Figure 2. Given that some flow(s) competingﬁ’ and degrees = 4 andd = 8 assuming a uniform distri-
with the supported flows and traversitif” back-off due to ~Pution among a router’s interfaces. One can see that even for
losses from the attack, the supported flows can then acquire sgtice that this problem is the same as throwivgballs in K bins prob-
their bandwidth. In practice, the longer the path of the sup4em, hence the same analysis could be applied.

WV e NPoin (4)
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Figure 4. The two-link topology used in ns-2 simulation ex-
periments.
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Figure 5. Improvement in allocated bandwidth as the level of
a small probability of 1%, the minimum number of zombies DoS attack increases.
is very small (less than 20 for the casedof 4 and twice as
much ford = 8).4

Going back to our second degree of freedom for evading
detection— that of spoofing the sources’ afebtinations'|P
addresses. Unlike traditional DoS, every attack traffic packet
could be sent from a source to a different destination. More-
over, as long as they are known to be routed through the re-
source under attack, these destinations do not even have to be
legitimate or live addresses. As far as a detection mechanism
in the middle could tell, the packets going through are between
different sources and destinations. All these packets could be
produced by a single zombie client. Another possibility is to
divide the attack magnitude over a few zombies. This would ‘ ‘ ‘ ‘
be less suspicious at the ingress link that the zombie is con- 0 20 ng(msec) 60 80
nected to. The drawback, however, is the need for the zombies

to synchronize their attack traffic on target links.
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Figure 6. Improvement in allocated bandwidthrashanges
for a fixedT of 0.5 and$ of 110 Mbps.

3 Performance Evaluation

In this section, we present results from ns-2 [11] simulation0 0001 andP

experiments we conducte d to assess the effect of DoS arB{e 250 pac "
RoQ attacks on other flows, for improving the bandwidth allo-
cated to the supported flows. We then validate our simulatio
results through live Internet experiments performed inside o

. Was set to 0.1. The buffer size is chosen to
kets at each link. All packets are 1,000 bytes in
size. Since flowsAC' traverse two bottleneck links, they tend
% have less throughput than flows3 and BC. We therefor
u51djusted the propagation delay on the access links so that all

laboratory. connections have the same round-trip time. The attack traffic
_ ) traverses linkBC'. Our goal is to interfere with flowslC for
3.1 Simulations an improved allocated bandwidth for flows3.

Figure 4 depicts the topology under consideration. We havgigure 5 represents our fi_rst experiment, where the attacking
two links AB and BC' of capacity 100 Mbps each. Al links sources use _regular sustal_ned high-level DoS streams. One can
have a one-way propagation delay of 1 msec. Atotal of 20 FTPee that th(’.} Improvement in throqghput allocated to flows AB
connections, with unlimited data to send, traverse thetopolog%?reases "r?ea”y with the magmt_ude of the attack. Clearly,
from A to C'. We refer to these as théC' flows. In addition, is is a feasible way to attack, but it has the drawback of send-

two groups of 10 FTP connections each traverse exactly on'é}g ?tIoLoft%ttacliéraﬁlca It O;stwotr'th mentioning ;chgt this form d
of the links in the topology. We refer to these as thB and 0 at' act. st Cbo'“; t?lv'?' N et ec |o%u5|rég slpoo et sotlircle;s an
BC flows. Sources as well as receivers of these FTP flow§ies Inations, but Sl 1t1s not considered a low-rate attack.
connect to the routerd, B andC through access links. RED Our next experiment improves the previous result significantly
is used as the queue management at the links AB and BC. Wy using a RoQ (instead of a DoS) approach. We adjusted the
set RED’s minimum and maximum buffer thresholds to 50 andattack periodl’ to 0.5 seconds, the attack rat¢o 110 Mbps
120 packets, respectively. The weight paramgteras setto and we varied the attack durationfrom 0 (no RoQ attack
yrew — , _ is launched) to 90 msec. Figure 6 shows the effect oh
Notice that in Figure 3, the line corresponding to a degteeuld rep- the allocated throughput for flowdB. As 7 increases. the
resent the same lower bound on the number of zombies for any distributioB - . ’ . '
of traffic over interfaces if the minimum probability across the interfaces isd@ndwidth allocated to flowsl 3 increases. Notice that dou-
pd =1 bling the bandwidth for flowsi B from 31 Mbps to 60 Mbps

min ~ d°




Figure 7. The five-link topology used in ns-2 experiments. Figure 9. Setup used in our Internet experiments

required a DoS attack with an average rate of QO Mbps. H,OWMbps). Once the linke B is attacked, the improvement was
ever, for_ar value of 60 msec, the same b_andW|dth allocation,ch  more pronounced (up to 43 Mbps). Second, the im-
was achieved for an average attack traffic of 11 Mbps. Theyyement from attacking the four links didn’t buy us as much
attack traffic was reduced by almost a factor of 6. improvement as attacking two links (nol#C' flows can get

We next turn our attention to a topological setting that wouldup to 46 Mbps). This is due to hitting the same flows on two
likely arise, in which zombie clients will be injecting RoQ links. The total average attack traffic on any attacked link was
attack streams on the ingress points of some router and ttasound 9.5 Mbps. This means that having three zombies is
egress points of another router. Figure 7 depicts such a topognough to ensure that the attack traffic from each zombie con-
ogy. We have five linksAB, EB, BC, CD andCF of ca- sumes less than its resource fair-share, thus evading detection.
pacity 100 Mbps each. All links have a one-way propagationrhis is because each 100 Mbps link, except/B&' which is
delay of 1 msec. A total of 20 FTP connections, with un-shared by 50 flows, is 100 Mbps shared by 30 flows, giving a
limited data to send, traverse the topology frefhrto D and  fair share of 3.3 Mbps per flow.

from E to F'. In addition, five groups of 10 FTP connections
each traverse exactly one of the links in the topology. We ren o
fer to these as thelB, EB, BC, CD andCF flows. RED )
is used as the queue management on all the links and is pargiyre 9 depicts the setup we used for our Internet experi-
meterized as above. Sources as well as receivers of these F

ents. It consists of two routerg?( and R1), a local con-
flows connect to the router®, A, B, C, D and F through o server §0), four client machines(, Cs, Cs andCy), a

access links of propagation delay of 8 msec. We consider ag, rce of attack trafficA,) and a sink of attack traffic,).
attack whose goal is to improve the bandwidth allocated t0rpe royter's server-side interface is connected to a 100 Mbps
BC flows, through interfering with flowslD and EF. The  quitch that connects to the content server mach#® and
zombie clients, after running their inference algorithm, will y,o 51tack sourced,). The routers client-side interface is
discover the linksAB, EB, CD andCF. connected to another 100 Mbps switch that connects it to the
local subnet where client machines;( C, andCj3) and at-

Internet Experiments

8

B NoAtack tack sink () reside. The network interface cards on all ma-
7 = NsopdA g i chines run at 100 Mbps except for the router’s client-side inter-
o B Attack on AB-EB-CD-CF | face, representing the bottleneck link, which runs at 10 Mbps.

All machines run Linux RedHat version 2.4.20. The router

uses iproute2 and tc [12] to run different packet scheduling
disciplines. In all experiments, we used a packetized version
of FIFO (called pfifo).

| A client (C;) is configured to request local data transfers from

the local serverS0. As described in Section 2, the attack

| | 1 source {,) injects UDP packets destined to sink,()® fol-
lowing the square wave pattern with parametgrsandT".

w » al

N

Average Throughput (Mbps)

1 2 3 4 5 6 7 8 9 10

o =
—

Connection ID In this experiment, each of the 4 clients opens a TCP connec-
. tion to the servelS0 for a total of 3 TCP flows traversing0
Figure 8. Throughput allocated to each of fBé’ flows. and 4 TCP flows traversinggl. R1 was the bottleneck for

all the flows. Consider that the TCP flow frofiy, to SO re-

Figure 8 shows the different bandwidth allocations to flowsduests additional bandwidth from the attacker. This in return
BC, from ID 1 to 10, as RoQ attacks were successful in iden{l199€rs a RoQ attack through to cripple the other 3 TCP
tifying and hitting one link 4 B), two links (AB and £ B) and flows. F|gu_re 10 shows how the throughput allocated between
the four links 4B, EB, CD andCF). Al attack traffic fol- C, and SO improves once the attack is launched at time 60.

lowed the same parametersmof 50 msecg = 110 andT’ = This attack had a value of of 60 msec?” of 0.5 sec and of

0.5 sec. Two things to note here. First, when a RoQ attacR-> Mbps. The average attack traffic was 0.6 Mbps.

was launched on linkiB, the slack bandWI(.jth was dIVIde.d SUnlike traditional DoS attacksAy, is not the target of the attack, but
between t_heBC and theE F' flows, thus the improvement is ather a bystander which does not even have to be on-line (as long as packets
not very high (from a total of 15 Mbps under no attack to 22destined to it are routed through the target of the attack—namely r&@jer
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Figure 10. Throughput allocated to connecti@h-S0. Attack [4]
is launched at time 60 betweeh, and A, parameterized by
0 = 9.5 Mbps,r = 60 msec and” = 0.5 sec. Average attack
traffic passing througli0 is 0.6 Mbps [5]

4 Related Work [6]

DoS attacks [1, 6] and many variants thereof [13] could be
characterized as targeting one dimension of a system'’s service
guality—namely, its availability. There are a number of papers [7]
that classify various forms of DoS attacks; examples include
[14, 15, 16]. In this paper, we have focused on attacks whose
perpetrators are not focused on denying access, but rather Of]
interfering with other competing flows. More importantly, in

this paper, we have focused on harder-to-detect, low-intensity
attacks,.e., with modest aggressiveness compared to DoS at—[g]
tacks. The “Shrew” attack proposed in [5] is an example of

a low-intensity, harder to detect attack which is targeted at &.0]
subset of flows going through a network link, with the inten-
sion of shutting off these flows by synchronizing the attack
traffic in such a way to cause these flows to perpetually time-
out. For the purpose of this paper, the “shrew” attack would11]
be an over-kill, not to mention the suspicious concern it may
trigger as victim flows cannot send any packets across the neftt2]
work. Moreover, it can't be tuned to achieve different levels

of damage. RoQ attacks [4] could be tuned, through adjust13]
ing the parameters, to cause the minimum damage possible
for achieving its goal, that of providing additional bandwidth

to a set of flows by stealing it from competing flows. [14]

5 Conclusion

In this paper, we have exposed an adversarial scheme capal[ﬂé]
of providing additional bandwidth to a particular set of flows

by stealing it from competing flows. This was achieved by
launching a distributed RoQ attack on links that carry compet-
ing flows. Our results show that such attacks could be orched16]
trated with a small number of zombie clients while evading
detection. We believe that shedding light on such vulnerabil-
ities and how they can be exploited is crucial as it motivates
the need for the development of new mechanisms for detect-
ing these new forms of distributed attacks.

Acknowledgment: We thank Jeffrey Considine for
his comments and fruitful discussions on this work.

References

CERT Coordination Center, “Denial of Service Attacks,”
http://www.cert.org/techiips/denialof_service.html.

Distributed Denial of Service (DDoS) Attacks/tools
“http://staff.washington.edu/dittrich/misc/ddos/,” .

The Salt Lake Tribune, “As forecast, worm takes
SCO offline (February 2, 2004),” Available from
http://www:.sltrib.com/2004/Feb/02022004/utah/134908.asp.

M. Guirguis, A. Bestavros and |. Matta, “Exploiting the Tran-
sients of Adaptation for RoQ Attacks on Ineternet Resources,”
in Proceedings of the 12th IEEE ICNBPct 2004.

A. Kuzmanovic and E. Knightly, “Low-Rate TCP-Targeted
Denial of Service Attacks (The Shrew vs. the Mice and Ele-
phants),” inProceedings ACM SIGCOMM’Q&arlsruhe , Ger-
many, August 2003.

CERT Coordination Center, “CERT Advisory CA-1996-21

TCP SYN Flooding and IP Spoofing Attacks Original issue
date: September 19, 1996, http://www.cert.org/advisories/CA-
1996-21.html.

D. Chiu and R. Jain, “Analysis of the Increase and Decrease
Algorithms for Congestion Avoidance in Computer Networks,”
Computer Networks and ISDN Systerdd. 17, pp. 1-14, 1989.

D. Bansal and H. Balakrishnan, “Binomial congestion control
algorithms,” inProceedings of INFOCOM'20Q2001.

The PSC Networking group, “The TCP-Friendly Website,”
http://www.psc.edu/networking/tcfriendly.html.

H. Balakrishnan and V. Padmanabhan and S. Seshan and R.
Kartz, “A Comparison of Mechanisms for Improving TCP Per-
formance over Wireless Links,” iRroceedings of ACM SIG-
COMM, 1996.

E. Amir et al., “UCB/LBNL/VINT Network Simulator - ns
(version 2),” Available at http://www.isi.edu/nsnam/ns/.

iproute2 and t¢ “http://snafu.freedom.org/linux2.2/iproute-
notes.html,” .

CERT Coordination Center, “Trends in Denial
of Service Attack Technology, October 2001/
http://www.cert.org/archive/pdf/Da8ends.pdf.

A. Hussain, J. Heidemann, and C. Papadopoulos, “A framework
for classifying denial of service attacks,” Rroceedings of the
2003 conference on Applications, technologies, architectures,
and protocols for computer communicatio603, pp. 99-110,
ACM Press.

J. Mirkovic, J. Martin, and P. Reiher, “A Taxonomy of DDoS
Attacks and DDoS Defense MechanismsTechnical report
020018 Computer Science Department, University of Califor-
nia, Los Angeles

C. Meadows, “A formal framework and evaluation method for
network denial of servic,” inProceedings of the 12th IEEE
Computer Security Foundations Workshdpne 1999.



