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Abstract

Documentatiorof the HTTP protocol includesprecise
descriptionof the syntaxof the protocol, but lacks sim-
ilarly precisespeci cationof thesemantic®f messges
and messge bodies. Semanticsare statedin English
prose; while this malesthe documenimore intuitively
accessibleit males any sort of formal claims of cor-

rectnesor interopembility dif cult to derivefrom the
speci cationitself. We propose‘layeredtypes”, a for-

mal descriptionof the interpretive semanticof HTTP
messge bodiesbasedupon the stadced type syntax.
Thismodelallows usto formally declae semanticgor

content-elatedHTTP heades and offers a preciseway
of characterizinginteropemability betweencurrent and
future protocolrevisionsand extensions.

1. Intr oduction

The fundamentapremiseof the web architectureas
quite straightforvard: the web providesa syntactically
consistentind semanticallypredictableinterfaceto ar
bitrary network-connectedesourcessia the exchange
of representationgdocumentsvhich representhestate
of their creators)8].

While this coreis fairly straightforvard, the HTTP
protocolitself [7] hasintegrateda variety of (largely
performance-orientedieatures[10] which have been
integratedwith the protocol's syntaxand speci cation
in alargely ad hocmanner Theresultis aspeci cation
with uneven precision, making it dif cult to directly
reasoraboultits correctnes§s, 4].

Oneareaof imprecisionin the speci cationis with
respecto the contentmode] i.e., the semanticf rep-
resentationgmessagepayloads)in their raw and de-
codedformsandtherelationshipbetweertheseseman-
ticsandtheprotocols syntax.While Mogul hasoffered
an excellentintuitive contentmodel[14] incorporated
into a standards-tracRFC[15], it is not presentedsa
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formalismwhich can be preciselyand unambiguously
relatedto the syntaxof the protocol. The purposeof
this paperis to formally de ne and describethe con-
tentmodelof the HTTP protocol,andto usethis model
to establishsyntax-directedsemanticfor HTTP mes-
sages. The increasedprecisionsimpli es the assess-
mentof theprotocol's correctnesandtheinteroperabil-
ity betweermultiple revisionsandextensions.

This paper is organized as follows: Section 2
presentanovervien of theHTTP protocolwith partic-
ularemphasisiponthede nition of its datamodel. Sec-
tion 3 presentdayered types an unambiguougormal-
ism representinghe HTTP datamodel; layeredtypes
areemployed in Section4 asthe basisfor specifying
syntax-diected semanticsfor HTTP messagesinder
several versionsof the HTTP protocol,andtechniques
for assessingorrectnessndinteroperabilityof HTTP
revisionsandextensionsarethendiscussed.

2.An Overview of HTTP

HTTP is a statelesslient-sener request-response
protocol which roughly adheresto the REST (Repre-
sentationabtateTransfer)architecturabtyle[8], mean-
ing (intuitively) thatclientsinteractwith senersby ex-
changingdocumentswhich representhe state of the
applicationsemplgying the protocol. Theserepresenta-
tions may have arbitrary underlyingmediatypes(text,
audio,video, etc) andmaybe encodedr transformed
in a variety of waysto supportperformanceoptimiza-
tionsandotherfeatureqd10].

A resouceis ary objectwhich hasa name(a URI)
and can be accessedhroughan HTTP sener. The
HTTP protocolis built aroundthe exchangeor request
andresponsanessges A messageonsistsof a sin-
gle control line which speci es the basicactionor re-
sult representedy the messagezeroor moreheaders
whichmodify or re ne themeaningof themessageand
anoptionalmessge bodycarryinga (possiblyencoded
or transformedYyepresentationf the stateof somere-
source.A messagenay be eitherarequesta message
askingthatsomeactionbe performedupona particular
resourcepr aresponsga messagee ecting theresult
of arequest)clientsareagentsvhich transmitrequests



and receve responseswhile serves processrequests
by performingtherequestedctionuponaresourceand
sendingesponsere ecting theresults.A proxyis both
asenerandaclient, forwardingrequest@&ndresponses
from its own clientsto upstreamsenersandback. A
cache is a storeof responses$o pastrequestsusually
connectedo a proxy or a client to reducethe number
of interactionswith seners and therebyimprove per
formance.

2.1.Data Model

An HTTP messagéody is a transformedand en-
codedmediaobject. The particular sequenceof en-
codingsandtransformatiorappliedto thatobjectmake
up whatis calledthe message data modelor (equiv-
alently) content mode] the set of all such encod-
ing/transformsequencesupportedby the protocol is
the protocols data model or (equivalently) content
model.

In additionto structuringthe orderof encodingsand
transforms,the data model attachesa structuredset
of semanticgo variouspointswithin the encodingse-
guence.Speci cally, we saythattherearefour phases
to the HTTP datamodel: variant, instance entity, and
messge;! eachcorrespondswith a distinct set of se-
manticsfor agentswhich wish to interpretandusethe
contentof amessagéody, asdescribedelow.

Variants A variantis a primitive value producedby
a resourcentendedfor direct presentatiorto a user a
non-HTTP-speci csoftware componentpr a resource.
Variantsusuallytake theform of individual documents,
imagesaudioor video les in somewell-knovn encod-
ings(e.g., HTML, JPEGMP3,andRealMediayespec-
tively), andno processindpeyondthatwhichis intrinsic
to that encodingis neededo renderthe variantto the
appropriateoutputdevice(s)or presentt to thetargeted
applicationlogic.

Instances An instances a variantwith zeroor more
content-codingsapplied to it. Content-codingsare
transformswhich presere the wholenessor semantic
integrity of a variant/instancevhile altering the byte-
wise contentof its presentationfor example:

2 Compression (e.g.,
deflate )

2 Wrappingcontent(encryptedsigned,or both)in a
cryptographicenvelope

2 Integrity checkge.g., MD5 checksums)

gzip , compress ,

Becausenstancesemain semanticallywhole rep-
resentationsthey aresuitable(in principle) for shared
cachedo storeanduseto answersubsequentequests.

1our work builds upon the four-phasedatamodel proposedoy
Mogul etal [14, 15] asare nementof RFC26165three-phasenodel.

Also note that a variant can always be coercedto be-
comeaninstancehut notviceversa

Entities An entity is an instancewith zero or more
instance-manipulationsipplied to it. An instance-
manipulationis an operationwhich doesnot necessar
ily presere thesemantidntegrity or “wholeness’of its

operandFor example:

2 Range selection (Content-Range header
multipart/byteranges Content-Tpe)

2 Deltacoding[11, 15]

2 Cyclonecoding[16]?

2 Compressioh

2 Wrappingcontentin a cryptographiernvelope
2 Integrity checkgContent-MD5 header)

While an instancerepresents whole thing (a rep-
resentatiorwhich is of itself expressve of the stateof
the resourcewhich producedit), an entity is not nec-
essarilyuseful of itself, but rathermay provide an ap-
plication with enoughinformationto be able to con-
structacompletanstancdrom otherinformationit also
possessefe.g., by providing a deltaagainsta previous
instanceor lling a gapin a previous aborteddown-
load). More formally, content-codingwill alwaysbe
“lossless”with respectto the essentiainformation of
a representationywhile instance-manipulationsay be
“lossy” transformgqsuchthatthe lostinformationmust
be acquiredvia a separateequesibr otherout-of-band
means). Becauseof their potentialirreversibility (and
the resultingpotentialinability to recover a usablein-
stanceor variantwithout additionalout-of-bandinfor-
mation),entitiesarenotsuitablefor corventionalshared
caching.

Anotherdistinctionbetweenan instanceandan en-
tity is thataninstances an end-to-endbbjectfrom the
applications perspectie; upon successfucompletion
of anHTTP transactiontheclientandtheorigin sener
should (if the systemhasbehaed properly) agreeon
the bytewise contentof the instancein question. Enti-
ties, in contrast,are not necessarilyend-to-endn this
samesenseasproxiesmayinterpretan entity andthen
senda very different entity on to their next inbound
or outboundpeer(e.g., patchinga hole in the caches

2Cyclonecodingwas proposedas a media-codingj.e., the vari-
antwould itself be a cyclone-codedbiject; see[2] for a critique of
this designdecisionand motivation for classifyingit asaninstance-
manipulation.

3Compressioris one of several operatorsalso mentionedas a
content-codingnda transfercoding; intuitively, this is requiredbe-
causea “compressecntity”, a “compressednstance”,anda “com-
pressedmessage’have different meanings(inasmuchas entity, in-
stance,and messagehave different meanings);e.g., a compressed
deltamustbe handleddifferentlythana compressesariant.



copy of aninstancewith onebyterangethentransmit-
ting a differentbut overlappingbyterangerequestedby
theclient).

While in principle thereis nothingwrong with lay-
ering multiple instance-manipulationsipon one an-
other doing so is simply not supported by the
HTTP/1.1 protocol [7], which supports only one
transformatre instance-manipulatio(byterangeselec-
tion, i.e, “partial downloads”) and one annotatve
instance-manipulatio(instancechecksummingia the
Content-MD5 header)andthosetwo appliedonly in
that order This restrictionis relaxed by a standards-
track proposedxtensionto HTTP [15].

Messages As the nal phasea messagés an entity
with zero or more transfercodingsappliedto it; this
processs often called serialization Transfercodings
are annotationsand transformationof an entity or a
messagavhich allow a recipientto reliably delineate
theunderlyingcontent.e.g.:

2 Messagd.ength(Content-Length  header)

2 Chunking(chunked Transfercoding)

2 Wrappingcontentin a self-delimiting(e.g., ASCII
armored)cryptographicernvelope

2 Compressiorfusingself-delimitingencodings)

The messagéengthtransform(we modelit asatrans-
form, asit x esunambiguouslythe boundarieof the
stream)is simpleenoughto understandin orderto use
whatever objectis length-describedthe recipientmust
receve the statednumberof bytes. “Chunking” is a
techniqueintroducedin HTTP/1.1to allow senersto
begin transmissiorof messagebeforethey candeter
mine their length (e.g., whena representatioiis being
producedby ascript)[10].

While it is possiblein principle to sendan entity
without applyingary meaningfultransfercodings,this
is notadvisableasit preventstherecipientfrom having
areliableHTTP-level indicator of the end of the mes-
sage; assuch,it musttreatthe messagasanunlimited
byte sourcewhich happengo eventuallybeterminated
by an out-of-bandevent (closureof the transportcon-
nection).

2.2 Syntaxand Semantics

The intent of an HTTP messageés to use headers
to syntactically expressthe data model of the mes-
sagebodyto allow arecipientto correctlyinterpretthe
messagebody; while the syntaxof the HTTP proto-
col is well-de ned [7] andthe above datamodel has
beenclearly statedfor the HTTP engineeringcommu-
nity [15], therelationshipbetweersyntax(headerand
theirvalues)andsomeprecisemodelof semanticge.g.,

layeredtypes)is statedstrictly with englishprose open-
ing the doorto potentialambiguity incompletenesr
contradictionwithin the speci cation.

In formal programminglanguagetheory suchpre-
ciserelationshipsare often establishedy de ning the
syntax-diectedsemanticsof a language,usually as a
functionwhichtakesablock of syntaxandreturnssome
representationf the result,effects,or meaningof that
syntax. We uselayeredtypesasa referencemodelfor
thesemantice®f HTTP messagéodiesandpresenter-
eral examplesof syntax-directedsemanticgfor differ-
entversionsof the HTTP protocol. We arealsoableto
presentan exampleof a semantic-diectedsyntaxfunc-
tion which translatesnodelsof desiredsemantic$ack
into the standardHTTP syntax.

This exercisehasseveral bene ts. First, a precise
modelof semanticgivesus a way to formally reason
aboutsuchdesirablepropertiesas interopembility be-
tweenrevisions and extensions,somethingwhich has
not alwaysbeendiligently maintained.

Secondthe ruleswe develop for comparingpartic-
ular messagalatamodelsoffer a useful run-timetool
for assessinthe usefulnessf agivenmessagasinput
to a given application; for example,if an application
expressesdts willingnessto acceptary messag®f the
type “gzipped XML document’andit is senta mes-
sageof thetype “gzippedXHTML document” thetra-
ditional HTTP ruleswould rule this asan unacceptable
mismatch® by contrastwe develop a systemin which
subtypingrules can be usedto infer the suitability of
one representatiofior useby an applicationrequiring
a representationvith a differing description,and even
to (in somecases)dentify stratgiesfor transforminga
representatioto make it usableto the application.

3. Layered Types

Ourrepresentationf theHTTP datamodelis based
uponlayered types[2]. The layeredtype systemis a
precisedescriptiornof thecompositiorof transformatre
andannotatve operationsn the constructionof repre-
sentationdor usein protocolslike (but not limited to)
HTTP Layeredtypesdescribdatentor internalseman-
ticsandpropertieof dataasit is operatediponin ways
which presere (perhapsn part)thatmeaningbut alter
theform, presentationpr encodingof thedata,or which
alterthe setof annotationattachedo thatdata.

In essence,a layered type preseres the history
of transformatre anddescriptve operationgerformed

4This is evidencedby the potential deadlockconditionswhich
emegedbetweenHTTP/1.0andHTTP/1.1agentsmplementingthe
now-obsoletedRFC20683] aswell asin initial proposaldor persis-
tentconnection$13].

SMore precisely for this situationto proceedsuccessfullywould
require the applicationto exhaustvely list all MIME-types which
have beenassignedo XML-basedencodings.
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Figure 1. Layered Type [ta[to[ta[t2[]]]]]

uponarepresentatiowith anunambiguousrderingof
their application. Thus, it describesand therebyre-
stricts)not only theimmediatenterpretatiorof therep-
resentationput alsoprovidesanimplicit stratey for the
managementf the representationifs comparisorand
compositionwith other representationsand (in mary
casespstratgy for applyinginvertedtransformgo de-
rive themorebasicunderlyingdataforms.

3.1.Syntax of Layered Types

Layeredtypesare expressedusing the stadced type
syntax (developedand employed for several applica-
tionsin [2]). Ratherthan representinghe type of a
valuewith asinglesymbol(e.g., int or bool),thestacled
type syntaxexpresseghe type of a valuewith a stack
of suchsymbolswherethe headof the stackrepresents
themostimmediaté‘layer” of semanticsvhichmustbe
correctlyhandledn orderto reachtheinner*“layers” of
semanticgthe stacks tail). Thisis representedraphi-
cally in Figurel, wheret; is thehead(outermost}ype
which mustbe correctlyinterpretedo reacha value of
typet, andsoforth.

Layeredtypeshave the syntax:

Y= [stadkel ¥ []

Intuitively, a layeredtype (%) is a stack(list) of type
elementqstackelementsr stadels), eachdenotinga
particulartransformationor annotation terminatedby
the empty-stacksymbol ([]) at the tail. For example,
[t1 [t2 [t3 [t [III]] (thetypeillustratedin Figurel) is a
stackconsistingof four stadels with t; asits head.
A usefulconstrucfor layeredtypesis concatenation

of type¥? ontotheheadof %; written as¥#%andde ned
as:

8
29 if %= []
Y%= Rz if %46 [and¥¥= []

© [v¥£93] if 3.6 [ and¥® = [v 399

3.2.Layered Type Basics

Whenavalue(arepresentatioby anothemame)has
atype[s ¥} for somes andsome¥; it canbe thought
of asbelongingto the sets. Thevaluein questionwill
(in general)be transformablénto oneof type ¥by ap-
plying a function which removes, undoes,or decodes
whatever transformis indicatedby s.

For example, consideran HTML documentcom-
pressedisingthe gzip algorithm. The contentsof this
le constituteasimplevalue(callit F); thelayeredtype
of this valuewould be [gzipped[HTML []]], indicating
thatthe valuemustbe gunzippedeforethe HTML can
beinterpreted.

For mostconventionalmeaning®of subtypesthetail
clearlyencodes subtypeof whatever typeinformation
is identi ed by thehead.ConsiderF above; in the set-
theoreticsenseits typeindicatesnotonly thatthevalue
isamemberof thesetof valid gzippedstreamgthehead
element) but thatit is oneof a subsef suchstreams
which, whenrunthroughthegunzipalgorithm,produce
HTML documentgthetail).

We expresssubtypesusingthe corventionalre ex-
ive subtypeoperator< :;, where*a <: b’ means‘ais a
subtypeof b’. Onecouldthink of <: ashaving asimilar
meaningo [, in that“a < : b’ means'the setof values
describeddy a is a subse{not necessarilystrict) of the
setof valuesdescribedy b'.

We de ne the emptystacksymbol[] ascarryingno
typeinformation,andthusthe universalsupertype For
all stadkels s andall layeredtypes¥; we stateasaxioms
that

Ya<:] @)

andthat
[s¥3<:[sll. (2)
A natural corollary of Equation1 is that[] <: []
(which alsofollows from there exivity of <:).

We canestablishsubtyperelationshipsamongindi-
vidual stadeels of theforms; <: s;, eq,

HTML3.2<: HTML

and

byteran®es, kg @ssxs < : PYteRNEskp@72xE

Thelatterexamplemayseencounterintuitve at rst, as
the rst typecarriesasupesetof thebytesof thelatter.
Considerit insteadin termsof informationcontent of
all of the messagesarryingthe 8KB beginning at off-
set72KB, thosewhich carry 32KB beginning at offset
64KB areastrict subset.

We composesubtyperelationshipshetweenayered
typesof theform %4 <: ¥, usingEquationsl and2 and



by inductionusingtherule
[s1 ¥a] <:[s2 %] 3)

wheres; <: s; and¥; <: ¥. To illustratethis, con-
sidertwo gzippedXML documentsX; andX,. Sup-
pose X ,'s underlying contentis actually XHTML, a
sub-languagésubtype)of XML. Also supposéhatX ;
is compressedising the most aggressie gzip setting
(9). Thenthesetwo valuesaretyped

X1 : [gzipped XML []]]

and
X2 : [gzipped [XHTML]].

Intuitively, thetypeof X , is asubtypeof X 1, in thatall
XHTML documentareXML documentsandall level-
9 gzippeddocumentaregzippeddocumentsSince

XHTML <: XML

and
gzipped <: gzipped
it follows from 3 that

[XHTML[] <: [XML]]

andsubsequentlyalsofrom 3) that

[9zipped [XHTMLI]]] <: [gzipped XML (]]].

Thisagreewith ourintuition, thattheinformationboth
aboutandwithin theoutergzippedayerallows usto es-
tablisha subtyperelationshipbetweertypeswhich are
distinctatevery layer.

3.3.Varieties of Stack Elements

Thelayeredtypesystenis usefulfor specifyingato-
tal orderingof operationgperformedin the preparation
of a representation.Suchoperationsare divided into
threecateyories,which re ect distinct attributesof the
way HTTP operatesuponand describesnessagéod-
ies: transformativeoperations,annotativeoperations,
andphasdabels

Transformativeoperationsare thosewhich actually
alterthe contentof the objectbeingoperatedipon;the
obvious exampleis the gzip compressioralgorithm. In
essenceqtransformatie operations ary functiont for
which t(x) 6 x for at leastone representatiorx; as
aresult,reliably retrieving x from t(x) requiresaccess
to the inversefunction, ti %, suchthatti 1(t(x)) = x
for all x (e.g., gunzipfor gzip). Transformatie opera-
tionsareusedin HTTP to supporta numberof features
from compressiorto byterangeselectionto chunking
anddeltacoding.

Annotativeoperationsare thosewhich provide ad-

ditional side-bandinformationabouta value which is
not necessaryo interpretthe valueitself. Annotative
operationanbe computationallytrivial (countingthe
numberof bytesin anobject)or highly involved (com-
puting public-key signaturesor messagedligests),but
they never changethe contentof the representatiotit-
self. HTTP supportseveralannotatve operationsgost
notablythe computatiorof MD5 checksums.

If a messagédody x hasthe type [s ¥} ands rep-
resentsa transformatie operation,thenretrieving the
underlyingvalueof type ¥%will requirethattheinverse
of thattransformbe appliedto x. However, if s denotes
an annotatve operation.thens (intuitively) simply of-
fers subtypeinformationto the type % in this case x
cansafelybetreatedashaving type ¥ Formally, for ev-
ery staclel a which is annotatve andfor every layered
type¥s

[a¥] <: Y. 4)

Takentogethemwith Equation3, this canbe thoughtof
asa limited variationon the conceptof multipleinher-
itance (a controversial conceptin object-orientedoro-
gramming)or alternatelyasanintersectiontype[5], by
whichthetypeof theexpressioris describablasa sub-
typeboth of the stacks headandof its tail. (Of course,
thisonly worksfor annotatve headsnottransformatie
ones.)

Furthermore, becauseannotatve operations are
idempotentwith respectto messageontent,it is also
truethatfor all annotatve stackelements; anda, and
for every layeredtype ¥athat

[a1 [a2 #A] < [az [au ] )

(i.e., annotatve stadels arecommutatie).

PhaseLabels Recallin Section2.1 our description
of the four phasesof the HTTP datamodel: variant,
instance entity, and messge. We representach of
thefour phasedy pushinga correspondingdenti er (a
phaselabel) onto a layeredtype stackto denoteits re-
lationshipwith the transformsand annotationsapplied
to therepresentationUnderMogul's four phasemodel,
all HTTP messagesanbedescribedvith layeredtypes
of theform:

¥ [messge ¥, [entity ¥ [instance¥y [variant ¥s]]]].

Intuitively, an agentwhich receves a typed mes-
sageneedonly interpretenoughlayersof that type to
reachthe phase-identifyingelementcorrespondingo
the phaseof the datamodel with which that particu-
lar agentis concerned. For example, cachesare in-
terestedin instances,so for a messageof the above
type a cacheneedonly possesgapabilitiesto interpret
Ya[messge ¥» [entity ¥ []]] (and can be completely
ambialentto ¥ and¥s); a useragentis interestedn



variantsand would needto also understandhe data
model of %, while a “pure” proxy (with no attached
cache)is simply interestedn receving andforwarding
entitiesand so would only needto comprehendnes-
sageof thetype¥s [messge ¥ []].

Sublayers Recallourde nition of avariantas“anin-
stancewith zeroor morecontent-codingappliedto it”.
Thisintuitively suggestshatvariant < : instancewould
beareasonablsubtyperule to introduce andsimilarly
instance<: entity andentity <: messge. However,
suchruleswould be problematidn our systembecause
their applicationremares one phasemarler from the
stackandreplacest with another For example,con-
sideravariant (call it V) with thetype

[variant[\Validated gy [XML/L.1[]]]] .

Usingthesubtyperule variant < : instancewe canalso
safelytreatV ashaving thetype

[instance]Validated yg;) [XML/1.1[]]]] .

Now, imaginethat we apply the gzip operationto V,
yielding a new representatiol ° with type

[instancegzipped Validated yr;y XML/L.1[]]] .

This type haslost an importantpiece of information,
namely atwhatpointin thestackwe stopdescribingan
instanceandstartdescribingthe underlyingvariant is
thevariantitself gzip-compressedyr wasthe compres-
sionperformedasa content-coding?

Layersubtyperuleslike variant < : instanceareun-
desirablebecausdype promotionruleswould (for ex-
ample)discardhevariantelemenfrom thestackwhere
it shouldbe preseredto indicatethe contentmodel of
the objectat the time of its “type promotion”. To ac-
complishthis, we introducesublayes asa variationon
traditionalsubtyping.

Wewrite thataphasdabelt; is asublayeiof another
phasdabelt, as:

1, A to.

The interpretationof this declarationis thatt; always

appearsn thetail of ary layeredtypewith t, asits head.

(Notethat,unlike < :, the A relationis notre exive.)
Sublayereclarationsareusedby thetypeinference

rule: it 9 At
X[ty ¥ 1At
X[tz [t1 ¥ ©)

An equialentstatementvould bethatt; A t, implies
[t1 ¥ <: [tz [t1 ¥); intuitively, arepresentationf type
[t1 ¥] canbepromotedo have atypeof theform[t, :::]
by pushingt, ontothe headof its type stack,but not by
replacingt; with t,.
Therearethreesublayemrelationsde ned for HTTP

layeredtypes: variant A instance instanceA entity,
andentity A messge.

Other PhaselLabel Issues As mentionedin Section
3.3, HTTP's practical featuresrequire that we distin-
guishbetweentransformatie andannotatve stackele-
ments.This raisesanimportantquestion:arethe phase
labels(variant, instance entity, andmessge) transfor
mative or annotatve, or shouldthey betreatedassome-
thing distinct?

As we have alreadystated value-wiseevery variant
canbe thoughtof asalsobeingan instance this sug-
geststhat the phaselabelsare purely annotatie. This
supportsseveralusefulconclusionsg.g.,

[instancgvariant¥]] <: [variant¥]

(i.e, aninstancewith no content-codingsanbetreated
as a variant). Taken togetherwith the variant A
instancerule, this suggestshat

[instancevariant¥]] © [variant¥}

(i.e., thatthe two typesareequialent). Treatingphase
labelsasannotationslsoallows usto take advantageof
commutatvity of annotationsn interestingways,e.d.,

a[instancelchedksUnoxedcbaos Al < :
Ya[chedsUNjedcpass)linstanceyA]]

for all %and¥%, i.e., anannotatiorappliedto aninstance
equialentlydescribesnentityto which notransforma-
tive content-codingbave beenapplied.

However, the commutatvity of annotationswould
alsoleadto suchnonsensicatonclusionas

[variant[instance¥]] <: [instancevariant¥]] .

Therefore,we preferto de ne phaselabelsas neither
annotatve nor transformatre, but as their own third
classof stackelements,and specify subtyperelation-
shipswhich retainthe desirablepropertiesabove while
avoiding problemswith commutatvity. Speci cally, for
ary phasdabelsp andp® andary %

[p[P°%4] <: [P°4, ()

andfor ary phasdabelp, any annotatve stackelement
a, andary ¥

pPla¥] <:[alp¥] (8)
[alp¥] <:[p[a¥] 9)

Thus, properties like [instance [variant %]
[variant ¥} andcommutatvity of phasdabelswith an-
notationsareretainedwithout allowing phaseabelsto
commutewith eachother



4. Syntax-DirectedHTTP Semantics

In this sectionwe formalizethe datamodelsof dif-
ferentversionsof the HTTP protocolthroughthe use
of a syntax-directedype inferencealgorithmsde ned
over the HTTP messagesyntax. We refer to these
inferencealgorithmsasinterpreters, asthey (in areal
senseje ect anabstractnodelof theprocesanHTTP
agentgoesthroughin interpretinga messageo derive
its own internal representatiorof that message data
model.

Taken togetherwith the typing rules given in the
previous section, this unambiguouslydeclaresthe set
of correctinterpretationgor a given messageallowing
usto reasoraboutcorrectnessndinteroperabilitywith
precision. A completepresentatiorof a suite of such
formalisms, along with interpretersfor Mogul's pro-
posedmodi cations[15, 12] andanovel HTTP variant
explicitly serializinglayeredtypes (and thus substan-
tially broadeninghe HTTP datamodel),canbe found
in [2].

4.1.Inter preting HTTP/1.0 Messages

HTTP/1.0[1] hasaverysimpledatamodelfor repre-
sentationsa representatiommasa basicmediatype, no
more than one content-codingand delimits messages
with a byte count® A suitableinterpreter| 1 o JE¢dK
canbede ned asin Figure2 (with its helperfunction
| 9,J0¢in Figure3); thesefunctionsareevaluatedus-
ing a rst-match strateyy to simplify their presentation.

4.2.Inter preting HTTP/1.1 Messages

Becausef thead hocway HTTP headerdiave been
addedandmappedntoits datamodel,therulesfor in-
terpretinga conventionalHTTP/1.1headeblock must
of necessitybe far more complicatedthan those for
HTTP/1.0messagesThe function| 1 ; J¢¢Kinterprets
HTTP/1.1headerso construcialayeredtypefor theat-
tachedmessagéody Headergrovide the bulk of the
type information, althoughfor responsemessageshe
requesimethod(GET, HEAD, PUT, POST etq andre-
sponsestatuscode (200, 304, 404, 500, etc) canboth
signi cantly alterthe meaningof theresponsenessage
andthetypeit shouldbeassigned.

The function | ;1 ; J6¢dK wrapsthe interpretational-
gorithm by taking two arguments: the syntax of the
messageo be interpretedand a boolean ag indicat-
ing whetherthis messagés a responseo a HEAD re-
quest. (Naturally, this booleanvalue will always be

8HTTP/1.0alsoallows responsenessaget® bedelimitedby clos-
ing the transportconnectionasnotedpreviously, this makesa com-
pleterepresentatiomdistinguishabldrom an abortedor incomplete
one,sowe do notincludeit in thismodel.

falsewheninterpretinga request.) This function then
returnsthe messagéodywith anappropriatedypedec-
oration. To simplify the speci cation of this function,
the rst-match rule is usedwhenidentifying the appli-
cablecasefor ary givenarguments.| ; 1 J¢¢Kis speci-
ed in Figure4; the symbol“either” matchedothtrue
andfalsevalues.

The helperfunction, | 9, J6¢K (statedin Figure 5),
takesasanamgumentablock of HTTP syntax(headers
followed by a potentially empty messagéody) deco-
ratedwith alayeredtype,andreturnsthe messagéody
with the completdayeredtype appropriateo theinitial
typeandtheheaderpresenin thesyntaxblock. Useof
the rst-match rule again simpli es the speci cation.

Thesefunctionsactuallyre ect several disambigua-
tions of the HTTP standard RFC2616). For example,
thereis an apparenton ict in the speci cation of the
206 responseode,in thatit is de ned only asa valid
responsdo the GET method;this (arguably) excludes
it asa valid responsd¢o HEAD, but thatin turn raises
a contradictionwith the de nition of HEAD (whichis
supposedb duplicatetheresultsof a GET with themes-
sagebody repressedand “SHOULD” bearthe same
meta-data)Our formalizationerrson the sideof allow-
ing 206 responseto HEADS; this allows usto under
standresponseso HEAD requestsndicating that the
sener would have transmitteda messagewith partial
contenthadtherequesbeena GET.

In a similar spirit, while HTTP/1.1 seemsto de-
ne byteranganstance-manipulationstrictly for 206
responses,our interpreter follows the IETF inter
operability principle (“be conserative in what you
send, liberal in what you accept”) by including
rules by which the Content-Range  header or
multipart/byteranges mediatype canbe used
to signaltheuseof thisinstanceananipulatiorregardless
of theresponsetatus-codeprovidedno otherinstance-
manipulationshave beenapplied. This species an
interpretationof messagegor which HTTP/1.15 se-
mantics are simply unde ned; as stated, it also en-
ablesour interpreterto attachatypeto messagewhich
are explicitly forbidden by the speci cation (e.g., a
responsewith the 416 statuscode must not usethe
multipart/byteranges type),but this canbe ex-
plicitly excludedwith a fairly verbose(but not terribly
illuminating) changeo thefunction.

4.3.Formalizing Inter operability

This sectionpresentsa model for partially assess-
ing theinteroperabilityof HTTP agents'contentmodels
baseduponthe layeredtype model. Whenspeakingof
interoperabilitybetweenHTTP agents,we have three
criteriain mind: completenesssoundnessand agree-
ment.

Capability CompletenessFor two agentgo interoper



| 10JRequest-Line Headers MessageBody ; falseK

= 1 f_OJHeaders MessageBody : [messge [entity[instancevariant []]]]] K

1 10JHTTP-Version SP "204" SP Reason-Phrase

CRLF Headers MessageBody ; eitheiK

= 1 f.OJHeaders MessageBody : [T-repress[messge [entity[instance[variant []]]]]] K

| 10JHTTP-Version SP "304" SP Reason-Phrase

CRLF Headers MessageBody ; eitheiK

= | E_OJHeaders MessageBody : [T-repressimessge [entity[instance[variant []]]]]] K

| 10JStatus-Line Headers MessageBody ; falseK

= 1 f_OJHeaders MessageBody : [messge [entity[instancevariant []]]]] K

| 1,0JStatus-Line Headers MessageBody ; trueK

= 1 f‘OJHeaders MessageBody : [T-repress[message [entity[instancevariant []]]]]] K

Figure 2. The I 1 ¢J¢¢Kfunction

| f_OJ"Coment—Type:" media-type = CRLF Headers MessageBody : ¥4 [variant[]]K

= If_OJHeaders MessageBody : ¥ [variant[T-contenfediatype []] K

| goJ”Content-Encoding:” content-coding CRLF Headers MessageBody : ¥x [instance[variant¥p J]K
= | f‘OJHeaders MessageBody : ¥4 [instance[T-content-coding [variant¥p]]] K
| f_OJ"Coment—Length:" digits CRLF Headers MessageBody : ¥ [messge ¥ 1K

= I?_Oquaders MessageBody : ¥4 [T-lengthygs [messge%g]]y

IS_OJHeader Headers MessageBody : ¥K = If‘OJHeaders MessageBody : ¥K
| f_OJCRLF MessageBody : [T-rer¥K = | E_OJCRLF MessageBody : ¥K
| f_OJCRLF MessageBody : [messge [entity[instancevariant[][II K = [T-nil []]
| 9,JCRLF MessageBody : ¥K = %

Figure 3. The | {,J¢¢dhelper function

ate,eachmustbe ableto producea messagaype
which can be correctly interpretedby the other
i.e., if A producesamessag® of type¢a, thenB

mustbe ableto understanch messagef type ¢g

whereéa <: ¢ég.

Inter pretive SoundnessPossessionf a particularca-

pability (e.g., the ability to decompressa gzip-
encodedstream)doesnot meanthatthe agentwill
necessarilyjknow if or whento employ that ca-
pability (e.g., to identify the appropriatepoint in
theinterpretatiorpipelineto applythedecompres-
sion).

We de ne a serializer as a software agentwhich
transformssome representatiorof a messags
datamodelinto an actualblock of HTTP syntax
(i.e.,, a semantic-directegyntax function). For
two agentsto interoperatepne mustserializethe
messagén suchaway thatthe recipientcanboth
(syntactically)understandhe descriptionand(se-
mantically)discernthatthe messagéodyis of an
agreeableype;i.e., if A producesromthetypeéa

a messageisinga serializerSa Jt¢dKandB uses
theinterpreted g J¢¢K then

a <:1gJSp M : ¢aKK

Intuitively, the serialization/deserialization
pipeline may lose type information about the
messageo long asit doesnot introducespurious
or unintendedtype information which would in-
correctly alter the interpretationof the message'
contents.

Agreementbetweenlnter pretation and Capabilities

Noticethatanagentmaybeableto discernthein-
tendedsemanticof amessagavithout possessing
the capabilitiesto theninterpretthe contentof the
message.(e.g., the agentmay recognizethat the
contentis bzip-compressetut lack the necessary
algorithmto decompresst.) For two agentsto
interoperate, they must share the capabilities
understoodby the recipientas the model of the



| 1.1 JRequest-Line

Headers MessageBody ; falseK

= 1 f_lJHeaders MessageBody : [messge [entity[instance[variant []]]]] K

| 1.1 JHTTP-Version

SP "204" SP Reason-Phrase

CRLF Headers MessageBody ; eitheiK

= 1 fvlJHeaders MessageBody : [T-repressimessge [entity [instancevariant []]]]]] K

| 1.1 JHTTP-Version
= [Tnil[]]
| 1.1 JHTTP-Version

SP "205" SP Reason-Phrase

SP "206" SP Reason-Phrase

CRLF Headers MessageBody ; eitheiK

CRLF Headers MessageBody ; falseK

= 1 fvlJHeaders MessageBody : [messge [entity[T-range [instance[variant [J]]]]] K

| 1.1 JHTTP-Version

SP "206" SP Reason-Phrase

CRLF Headers MessageBody ; trueK

= | f_ldHeaders MessageBody : [T-repressimessge [entity[T-range [instance]variant []]]]]]] K

| 1.1 JHTTP-Version

SP "304" SP Reason-Phrase

CRLF Headers MessageBody ; eitheiK

= 1 f_lJHeaders MessageBody : [T-repressmessge [entity[instancevariant [[]]]]] K

| 1.1 JHTTP-Version

SP "416" SP Reason-Phrase

CRLF Headers MessageBody ; falseK

= 1 fvlJHeaders MessageBody : [T-rcr [message [entity[instance[variant []]]]]] K

| 1.1 JHTTP-Version

SP "416" SP Reason-Phrase

CRLF Headers MessageBody ; trueK

= | f_leeaders MessageBody : [T-rcr [T-repress[messge [entity [instance[variant [J]]]]]] K

| 1.1 JStatus-Line

Headers MessageBody ; falseK

= 1 f_lJHeaders MessageBody : [messge [entity[instancelvariant []]]]] K

| 11 JStatus-Line

Headers MessageBody ; trueK

= fvlJHeaders MessageBody : [T-repressimessge [entity [instancevariant []]]]]] K

Figure 4. The | 1, Jt¢&Kfunction

messagea content,.e.,
I g JSA M : eaKK: ¢p

for some¢g comprehensibloB. Inwords,B can
soundlydiscovertheintendedsemanticef M and
possessethe capabilitienecessaryo interpretv
itself correctly

In summaryfor any messageM of type¢a sentby
agentA, thenecessargndsufcient conditionfor agent
B to beableto correctlyinterpretthemis preciselyB's
ability to interpretmessagesf sometype ¢g where

éa <:1gJSa IM : iaKK: ¢g

For example with respecto capabilitycompleteness
amessagef type¢; can(theoretically)alwaysbe cor
rectlyinterpretecby anHTTP agentwhich understands
messagesf type ¢, if ¢1 <: ¢2. Soif asenersendsa
messageavith thetype

[messge [T-chunled[entity[T-delta-coded
[instanceA-MD5 [T-gzippedvariant
[T'Conte n&ppl ication=xml D]]]]

m

it mustbe carefulonly to do so whencommunicating
with a clientwhich understandmessagesf thetype

[messge [T-chunled[entity[T-delta-coded
[instanceT-gzippedvariant
[T'Comengppl ication=xml []]]]

m

orit will risk theclientincorrectlyinterpretingandpre-
sentingthemessage.

4.4.Protocol Corr ectness

Therearetwo sphere®f correctnessve wishto use
this formalismto assess.The rst is with respectto
a protocolitself; the speci cation (call it A) de nesa
canonicalmessageanterpreterl o J¢¢d&K for converting
HTTP syntaxinto layeredtypesand a genericserial-
izer Sa Je¢Kwhich acceptsasan argumentevery lay-
eredtype supportedby the protocols datamodeland
outputs(non-deterministically}very possiblesyntactic
representationf each. Given thesetwo functions,the
correctnes®f the protocolitself restsupon thesetwo
criteria:

1. The speci cation doesnot allow constructionof
ary messagewhich the canonicainterpretercan-
not handle,i.e., the rangeof Sy Jt¢&K mustbe a
subsebf thedomainof | 5 JC¢dK



|0 s "Content-Type:" "multipart/byteranges” """ "boundary="  BoundaryString CRLF {
11 Headers MessageBody: ¥ [T-range¥s]
= f_lr Headers MessageBody : % [Trangefem o, 3/4312
|0 s "Content-Type:" "multipart/byt_era}nges" """ "boundary=" BoundaryString CRLF {
11 Headers MessageBody : ¥4 [entity[instance¥s]]
= f_lr Headers MessageBody : ¥ [entity[T-rangEemaysyng  LNStance¥e ]]]Z
| f_l J'Content-Type:" media-type  CRLF Headers MessageBody : ¥4 [variant[]]K
= | f_lJHeaders MessageBody : ¥ [variant[T-contenfedia-type [l K
| f_l J'Content-Range:" content-range-spec CRLF Headers MessageBody : ¥y [T-rcr ¥%p]1K
= | fllJHeaders MessageBody : ¥y ¥pK
| f_l J'Content-Range: *[*  instance-length CRLF Headers MessageBody : ¥4 [instance¥p]K
= | f_queaders MessageBody : ¥a [T-lengthygiance-iength [instance’%;z]]y
| f_l J'Content-Range:" byte-range-resp-spec "*"  CRLF Headers MessageBody : ¥y [T-range ¥»]K
= | f_queaders MessageBody : ¥4 [T-rangsy,ie.range-resp-spec %]y
0 s "Content-Range:" byte-range-resp-spec "' instance-length CRLF t

! Headers MessageBody : ¥4 [T-range ¥p [instance¥s]]

q . y
= | 31 Headers MessageBody : ¥ [T-rangeby[e_range_resp_spec Yo [T-Iengthnstance_Iength [instance¥s]]]

| f_l J'Content-Range:" byte-range-resp-spec "*" CRLF Headers MessageBody : ¥ [entity[instance¥p]]K

= | f_queaders MessageBody : ¥4 [entity[T-rangy e.range-resp-spec [instance’/:g]]]y

|0 "Content-Range:" byte-range-resp-spec ""  instance-length CRLF
11 Headers MessageBody : ¥4 [entity[instance¥s]]

q . ) y
= I f.l Headers MessageBody . 3/41 [em'ty[T'ran%yxe—range—respfspec [T'IengthnstaEce—length [lnStanC§/4'2]]]]

|0 s "Content-Encoding:" content-coding 1#content—coding_ CRLF
11 Headers MessageBody : ¥4 [instance¥p]
- 0 S "Content-Encoding:" 1#cc_>ntent-coding CRITF
11 Headers MessageBody : ¥4 [instanceT-content-coding Yp]]
| f_l J"Content-Encoding:" content-coding CRLF Headers MessageBody : ¥ [instance¥p]K
= | f_lJHeaders MessageBody : ¥y [instance[T-content-coding YplIK
| f_l J'Content-MD5:" md5-digest CRLF Headers MessageBody : ¥ [entity¥s]K
= IfllJHeaders MessageBody : ¥a [A-mdSnds.digest  [entity ¥p JIK
| f_l J'Content-Length:" digits CRLF Headers MessageBody : ¥s [messge ¥» K
= If_queaders MessageBody : ¥4 [T-lengthygis [messge%g]]y
|0 "Transfer-Encoding:" transfer-coding ""  1#transfer-coding CRLF {
11 Headers MessageBody : ¥ [messge ¥»]
- 0 s "Transfer-Encoding:" 1#transfer-coding CRLF {
11 Headers MessageBody : ¥ [messge [T-transfer-coding Yp1]
| f_l J'Transfer-Encoding:" transfer-coding CRLF Headers MessageBody : ¥3 [messge ¥»]K
= | f_lJHeaders MessageBody : ¥4 [messge[T-transfer-coding YplIK
I;’_lJHeader Headers MessageBody : ¥K = If_lJHeaders MessageBody : ¥K
I 9, JCRLF MessageBody : [T-rcr¥dK = 12, JCRLF MessageBody : ¥K
| fllJCRLF MessageBody : [messge [entity[instancevariant[[]]] K = [T-nil ]
| f_lJCRLF MessageBody : ¥K = %

Figure 5. The | 9, J¢6¢dhelper function



S11 q3/4[T-x [variantf*/aoj]y =

S1:1 q3/4[A-x [variant%?]]y =

S1:1 q%[T—Iength( [messge %)”y =

S11 q3/4[A-x [messge 3/Pj]y =

S1:1 q3/4[A-X [entityf*/‘?]]y =

S1:1 q3/4[A-md5< ?/Q[entity%’ﬁ]y =

S1:1 q%[A-mds( [entity%oj]y =

S1:1 q3/4[T-Iength( [instancé/ﬁ’]]y =

S1:1 q3/4[entity[T-rangex [Tlength, [instance?/f?]]]]y =
Si1 q%[entity[T-rangax [instancé/?]]]z =

r .
Sp:1 Y[T-rangg™Part [instance¥s T-content ||

“Content-Type:
Si.1 Ba[T-conten; JK =
S1:1 %[T-x[entity¥4]]
S11 q3/4[A-X 3/ﬂy
S11 q3/4[T—x 3/;9]y
S1:1 JIK

“Content-Encoding:
Si1 q%[variant%ﬂy
“Content-Length:
S1:1 q3/4[messge 3/40]y
Si1 q%[entity%fﬂy forx 8 md5
S 990 [entity%?(]y for¥f6 [|
“Content-MD5:
“Content-Range:
“Content-Range:

“Content-Range:

multipart/byteranges
“Content-Type:
“Transfer-Encoding:
51;1 q3/43/40y
Error: unsupported@ontentmodel
CRLF

X" ¢CRLF ¢Sg.1 q%[variam:«y?]]y

X" ¢CCRLF ¢Sg.1 q%[messge 3/?]y

x” ¢CRLF ¢Sg.q q%[entity%’]y
*x " ¢CRLF ¢Sy.1 q3/4[instancé/P]y
xly " ¢CRLF ¢S1:q q%[entity[instance3/4°J]y
x/* " ¢CRLF ¢Sy.q q3/4[entity[instance3/§’]]y

" ¢CRLF ¢S1.1 q%[instance%o]y
X" ¢CRLF ¢Sy.1 J¥K
X" ¢CRLF ¢S;:q q3/4[entity%ojy

Figure 6. The S;.; Je¢&Kfunction

2. Sa Ji¢K and | o Je¢K are sound (as de ned
above).

Thebroadnessf S, J¢¢Kmaygive theimpressiorthat
proving thesetwo propertieswill be highly dif cult,
but this is in fact not the case. HTTP declaresthat
mary syntacticallydiffering messagearesemantically
equialent,andif we can prove theseequialencedor

I A JeCdwe cansigni cantly reducethesizeof themes-
sagesetto beconsideredo includeonly asinglecanon-
ical form for every suchequivalenceclass. For exam-
ple:

2 Heademamesarecase-insensite. We assumehe
rulescapturethis, andconsideronly the canonical
spellingsusedin the RFC.

2 Thereis tremendoudiberty in the use of white
spacen headersWe assumeherulescapturehis,
andconsideonly asinglespaceasrepresentingll
linearwhite spacestrings.

2 Value-listheadersnaypresentheirlistsusingone
or severalheadersi.e.,

Transfer-Encoding: gzip, chunked
is equivalentto

Transfer-Encoding: gzip
Transfer-Encoding: chunked

Notice (for example) Figure 5's
rules  for Content-Encoding and
Transfer-Encoding capture this, so it is
safeto consideronly one-\alue-pefline presenta-

tion.

2 Headerorderingis very liberal; so long as in-
stancesof value-list headers(see immediately
above) are kept in order there are no order
ing rules between headers. Our use of the
% [matd-string 3] form in the interpretie rules
malkes them largely agnosticto ordering,so it is
safeto consideronly analphabeticaheadeiorder

ing.

A portion of the function S;.; J¢¢Kis presentedn
Figure6 asa rst-match rule setasa partialso-reduced
modelof HTTP/1.1serialization.(We have omittedthe
sectionglealing.e.g., with unusualequestmethoddike
HEAD andunusuakesponsetatuscodedik e 304,and
insteadpresenbnly thoseruleswhich pertainto header
constructiorin normalrequestandresponsenessages.)
The proof that the completeform of this function and
| 1.1 Je¢K satisfy the above two correctnesgproperties
is straightforvard but voluminous,andis omittedhere
for wantof space’.

"The proof, alongwith a completedeclarationof S;:o Jé¢d and
S1:1 J¢¢d will be publishedin a technicalreport version of this
paper



Inter operability These same technigues can be

used to test the backward-compatibility of a pro-

tocol. Consider HTTP/1.0 and 1.1, represented
by the function pairs hS.qJ6¢; | 1.0 JCCK and

hS .1 JECK; | 1.1 JCCA, respectiely. We can say that

1.1is backward-compatiblewith 1.0 if for every mes-

sagecontentmodel3ain the domainof S;.o JC¢K

Ya< | 1:0 JS;.1 FKK

and
¥<iliqq JSl;o J/KK

(i.e, al.lagentcanalwaysunderstanél.0agentand
al.0agentcanalwaysunderstané 1.1 agentwhenca-
pability completenesss satis ed), which is in factthe
case.

4.5.Implementation Corr ectness

Similarly, we areconcernedvith assessingvhether
a particular implementatiorof the protocolis correct
with respectto the formalized speci cation. Call the
implementatiorZ , andthe standardt aspireso R; its
correctnessestsuponbothof thefollowing criteria:

1. Z'ssyntaxinterpreter ; Jt¢dagreewith theref-
erencenterpreter g J¢¢K (e.g., | 1.1 JC¢K) for all
messagesvithin the scopeof the protocol. For-
mally, for every syntaxblock x in the rangeof
Sr XK eitherl g XK<: | z XKor | z IxKis un-
de ned (theinterpreterejectsthe message).

2. Theimplementatiors serializerS; J¢¢dKis a cor-
rect instantiation of the referenceserialization
modelSg JieK i.e., for every x in theintersection
of the domainof S; J¢¢K and Sg J6¢K Sy IxK
only producessyntaxthat could have beenpro-
ducedby Sg XK

Proving this for a given implementationrequiresex-
tractingmodelsof S; Jt¢Kandl z J¢¢d directly from
the code;while this taskis certainlynot trivial, neither
doesit seemintractabl€6, 9].

5. Summary

We have proposedayered typesasa formalismfor
specifyingthe contentmodel semanticf representa-
tional protocolssuchas HTTP. By capitalizingupon
well-understoodonceptsuchasubtypesandintroduc-
ing novel type constructysuchassublayes) to repre-
sentparticularsof the kernelof HTTP's contentmodel,
we areableto de ne bothatype-basedyntax-directed
semanticdor the payloadsof HTTP protocolmessages
anda precisenotionof correctnesandinteroperability
againstwhich new revisionsandextensiongo the pro-
tocol canbe comparedandtested.
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