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Abstract

Documentationof the HTTP protocol includesprecise
descriptionsof thesyntaxof theprotocol,but lackssim-
ilarly precisespeci�cationof thesemanticsof messages
and message bodies. Semanticsare statedin English
prose; while this makesthe documentmore intuitively
accessible, it makesany sort of formal claimsof cor-
rectnessor interoperability dif�cult to derive from the
speci�cationitself. We propose“layered types”, a for-
mal descriptionof the interpretivesemanticsof HTTP
message bodiesbasedupon the stacked type syntax.
Thismodelallowsusto formally declare semanticsfor
content-relatedHTTPheaders andoffersa preciseway
of characterizinginteroperability betweencurrent and
futureprotocolrevisionsandextensions.

1. Intr oduction

The fundamentalpremiseof thewebarchitectureis
quitestraightforward: thewebprovidesa syntactically
consistentandsemanticallypredictableinterfaceto ar-
bitrary network-connectedresourcesvia the exchange
of representations(documentswhichrepresentthestate
of their creators)[8].

While this core is fairly straightforward, the HTTP
protocol itself [7] has integrateda variety of (largely
performance-oriented)features[10] which have been
integratedwith the protocol's syntaxandspeci�cation
in a largelyadhocmanner. Theresultis aspeci�cation
with uneven precision,making it dif�cult to directly
reasonaboutits correctness[3, 4].

Oneareaof imprecisionin the speci�cation is with
respectto thecontentmodel, i.e., thesemanticsof rep-
resentations(messagepayloads)in their raw and de-
codedformsandtherelationshipbetweentheseseman-
ticsandtheprotocol'ssyntax.While Mogul hasoffered
an excellent intuitive contentmodel [14] incorporated
into a standards-trackRFC[15], it is not presentedasa
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formalismwhich canbe preciselyandunambiguously
relatedto the syntaxof the protocol. The purposeof
this paperis to formally de�ne and describethe con-
tentmodelof theHTTPprotocol,andto usethismodel
to establishsyntax-directedsemanticsfor HTTP mes-
sages. The increasedprecisionsimpli�es the assess-
mentof theprotocol'scorrectnessandtheinteroperabil-
ity betweenmultiple revisionsandextensions.

This paper is organized as follows: Section 2
presentsanoverview of theHTTPprotocolwith partic-
ularemphasisuponthede�nition of itsdatamodel.Sec-
tion 3 presentslayered types, an unambiguousformal-
ism representingthe HTTP datamodel; layeredtypes
are employed in Section4 as the basisfor specifying
syntax-directedsemanticsfor HTTP messagesunder
several versionsof theHTTP protocol,andtechniques
for assessingcorrectnessandinteroperabilityof HTTP
revisionsandextensionsarethendiscussed.

2. An Overview of HTTP

HTTP is a statelessclient-server request-response
protocol which roughly adheresto the REST (Repre-
sentationalStateTransfer)architecturalstyle[8], mean-
ing (intuitively) thatclientsinteractwith serversby ex-
changingdocumentswhich representthe stateof the
applicationsemploying theprotocol.Theserepresenta-
tions may have arbitraryunderlyingmediatypes(text,
audio,video,etc.) andmaybeencodedor transformed
in a variety of waysto supportperformanceoptimiza-
tionsandotherfeatures[10].

A resource is any objectwhich hasa name(a URI)
and can be accessedthrough an HTTP server. The
HTTP protocolis built aroundtheexchangeor request
and responsemessages. A messageconsistsof a sin-
gle control line which speci�es the basicactionor re-
sult representedby the message,zeroor moreheaders
whichmodify or re�ne themeaningof themessage,and
anoptionalmessage bodycarryinga (possiblyencoded
or transformed)representationof the stateof somere-
source.A messagemaybeeithera request(a message
askingthatsomeactionbeperformedupona particular
resource)or a response(a messagere�ecting theresult
of a request);clientsareagentswhich transmitrequests
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and receive responses,while servers processrequests
by performingtherequestedactionuponaresourceand
sendingresponsesre�ecting theresults.A proxyis both
aserverandaclient, forwardingrequestsandresponses
from its own clients to upstreamserversandback. A
cache is a storeof responsesto pastrequests,usually
connectedto a proxy or a client to reducethe number
of interactionswith servers and therebyimprove per-
formance.

2.1.Data Model

An HTTP messagebody is a transformedand en-
codedmedia object. The particular sequenceof en-
codingsandtransformationappliedto thatobjectmake
up what is calledthe message's data modelor (equiv-
alently) content model; the set of all such encod-
ing/transformsequencessupportedby the protocol is
the protocol's data model or (equivalently) content
model.

In additionto structuringtheorderof encodingsand
transforms,the data model attachesa structuredset
of semanticsto variouspointswithin the encodingse-
quence.Speci�cally, we saythat therearefour phases
to theHTTP datamodel: variant, instance, entity, and
message;1 eachcorrespondswith a distinct set of se-
manticsfor agentswhich wish to interpretandusethe
contentof amessagebody, asdescribedbelow.

Variants A variant is a primitive valueproducedby
a resourceintendedfor direct presentationto a user, a
non-HTTP-speci�csoftwarecomponent,or a resource.
Variantsusuallytake theform of individualdocuments,
images,audioor video�les in somewell-known encod-
ings(e.g., HTML, JPEG,MP3,andRealMedia,respec-
tively), andnoprocessingbeyondthatwhichis intrinsic
to that encodingis neededto renderthe variant to the
appropriateoutputdevice(s)or presentit to thetargeted
applicationlogic.

Instances An instanceis a variantwith zeroor more
content-codingsapplied to it. Content-codingsare
transformswhich preserve the wholenessor semantic
integrity of a variant/instancewhile altering the byte-
wisecontentof its presentation;for example:

² Compression (e.g., gzip , compress ,
deflate )

² Wrappingcontent(encrypted,signed,or both)in a
cryptographicenvelope

² Integrity checks(e.g., MD5 checksums)

Becauseinstancesremainsemanticallywhole rep-
resentations,they aresuitable(in principle) for shared
cachesto storeanduseto answersubsequentrequests.

1Our work builds upon the four-phasedatamodel proposedby
Mogul etal [14,15] asare�nementof RFC2616'sthree-phasemodel.

Also note that a variantcanalwaysbe coercedto be-
comeaninstance,but not viceversa.

Entities An entity is an instancewith zero or more
instance-manipulationsapplied to it. An instance-
manipulationis an operationwhich doesnot necessar-
ily preserve thesemanticintegrity or “wholeness”of its
operand.For example:

² Range selection (Content-Range header,
multipart/byteranges Content-Type)

² Deltacoding[11, 15]

² Cyclonecoding[16]2

² Compression3

² Wrappingcontentin acryptographicenvelope

² Integrity checks(Content-MD5 header)

While an instancerepresentsa whole thing (a rep-
resentationwhich is of itself expressive of the stateof
the resourcewhich producedit), an entity is not nec-
essarilyusefulof itself, but rathermay provide an ap-
plication with enoughinformation to be able to con-
structacompleteinstancefrom otherinformationit also
possesses(e.g., by providing a deltaagainsta previous
instanceor �lling a gap in a previous aborteddown-
load). More formally, content-codingswill alwaysbe
“lossless”with respectto the essentialinformation of
a representation,while instance-manipulationsmaybe
“lossy” transforms(suchthat thelost informationmust
beacquiredvia a separaterequestor otherout-of-band
means).Becauseof their potentialirreversibility (and
the resultingpotentialinability to recover a usablein-
stanceor variantwithout additionalout-of-bandinfor-
mation),entitiesarenotsuitablefor conventionalshared
caching.

Anotherdistinctionbetweenan instanceandan en-
tity is thatan instanceis anend-to-endobjectfrom the
application's perspective; upon successfulcompletion
of anHTTP transaction,theclient andtheorigin server
should(if the systemhasbehaved properly) agreeon
the bytewise contentof the instancein question.Enti-
ties, in contrast,arenot necessarilyend-to-endin this
samesense,asproxiesmayinterpretanentity andthen
senda very different entity on to their next inbound
or outboundpeer(e.g., patchinga hole in the cache's

2Cyclonecodingwasproposedasa media-coding,i.e., the vari-
ant would itself be a cyclone-codedobject; see[2] for a critique of
this designdecisionandmotivation for classifyingit asan instance-
manipulation.

3Compressionis one of several operatorsalso mentionedas a
content-codinganda transfer-coding; intuitively, this is requiredbe-
causea “compressedentity”, a “compressedinstance”,anda “com-
pressedmessage”have different meanings(inasmuchas entity, in-
stance,and messagehave different meanings);e.g., a compressed
deltamustbehandleddifferentlythanacompressedvariant.



copy of an instancewith onebyterange,thentransmit-
ting a differentbut overlappingbyterangerequestedby
theclient).

While in principle thereis nothingwrong with lay-
ering multiple instance-manipulationsupon one an-
other, doing so is simply not supported by the
HTTP/1.1 protocol [7], which supports only one
transformative instance-manipulation(byterangeselec-
tion, i.e., “partial downloads”) and one annotative
instance-manipulation(instancechecksummingvia the
Content-MD5 header),andthosetwo appliedonly in
that order. This restrictionis relaxed by a standards-
trackproposedextensionto HTTP[15].

Messages As the �nal phase,a messageis an entity
with zero or more transfer-codingsappliedto it; this
processis often calledserialization. Transfer-codings
are annotationsand transformationsof an entity or a
messagewhich allow a recipient to reliably delineate
theunderlyingcontent,e.g.:

² MessageLength(Content-Length header)

² Chunking(chunked Transfer-coding)

² Wrappingcontentin aself-delimiting(e.g., ASCII
armored)cryptographicenvelope

² Compression(usingself-delimitingencodings)

Themessagelengthtransform(we modelit asa trans-
form, as it �x esunambiguouslythe boundariesof the
stream)is simpleenoughto understand;in orderto use
whatever objectis length-described,the recipientmust
receive the statednumberof bytes. “Chunking” is a
techniqueintroducedin HTTP/1.1 to allow servers to
begin transmissionof messagesbeforethey candeter-
mine their length(e.g., whena representationis being
producedby ascript)[10].

While it is possiblein principle to sendan entity
without applyingany meaningfultransfer-codings,this
is notadvisable,asit preventstherecipientfrom having
a reliableHTTP-level indicatorof the endof the mes-
sage; assuch,it musttreatthemessageasanunlimited
bytesourcewhich happensto eventuallybeterminated
by an out-of-bandevent (closureof the transportcon-
nection).

2.2 Syntaxand Semantics

The intent of an HTTP messageis to useheaders
to syntactically expressthe data model of the mes-
sagebodyto allow a recipientto correctlyinterpretthe
messagebody; while the syntaxof the HTTP proto-
col is well-de�ned [7] and the above datamodel has
beenclearly statedfor the HTTP engineeringcommu-
nity [15], therelationshipbetweensyntax(headersand
theirvalues)andsomeprecisemodelof semantics(e.g.,

layeredtypes)is statedstrictly with englishprose,open-
ing thedoor to potentialambiguity, incompleteness,or
contradictionwithin thespeci�cation.

In formal programminglanguagetheory, suchpre-
ciserelationshipsareoften establishedby de�ning the
syntax-directedsemanticsof a language,usually as a
functionwhichtakesablockof syntaxandreturnssome
representationof the result,effects,or meaningof that
syntax. We uselayeredtypesasa referencemodelfor
thesemanticsof HTTPmessagebodiesandpresentsev-
eral examplesof syntax-directedsemanticsfor differ-
entversionsof theHTTP protocol.We arealsoableto
presentanexampleof a semantic-directedsyntaxfunc-
tion which translatesmodelsof desiredsemanticsback
into thestandardHTTPsyntax.

This exercisehasseveral bene�ts. First, a precise
modelof semanticsgivesus a way to formally reason
aboutsuchdesirablepropertiesas interoperability be-
tweenrevisions and extensions,somethingwhich has
notalwaysbeendiligently maintained4.

Second,the ruleswe develop for comparingpartic-
ular messagedatamodelsoffer a useful run-time tool
for assessingtheusefulnessof agivenmessageasinput
to a given application; for example, if an application
expressesits willingnessto acceptany messageof the
type “gzipped XML document”and it is senta mes-
sageof thetype“gzippedXHTML document”,thetra-
ditional HTTP ruleswould rule this asanunacceptable
mismatch;5 by contrast,we developa systemin which
subtypingrules can be usedto infer the suitability of
onerepresentationfor useby an applicationrequiring
a representationwith a differing description,andeven
to (in somecases)identify strategiesfor transforminga
representationto make it usableto theapplication.

3. LayeredTypes

Our representationof theHTTP datamodelis based
upon layered types[2]. The layeredtype systemis a
precisedescriptionof thecompositionof transformative
andannotative operationsin the constructionof repre-
sentationsfor usein protocolslike (but not limited to)
HTTP. Layeredtypesdescribelatentor internalseman-
ticsandpropertiesof dataasit is operateduponin ways
which preserve (perhapsin part) thatmeaningbut alter
theform,presentation,or encodingof thedata,or which
alterthesetof annotationsattachedto thatdata.

In essence,a layered type preserves the history
of transformative anddescriptive operationsperformed

4This is evidencedby the potential deadlockconditionswhich
emergedbetweenHTTP/1.0andHTTP/1.1agentsimplementingthe
now-obsoletedRFC2068[3] aswell asin initial proposalsfor persis-
tentconnections[13].

5More precisely, for this situationto proceedsuccessfullywould
require the applicationto exhaustively list all MIME-types which
havebeenassignedto XML-basedencodings.
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Figure 1. Layered Type [t1[t2[t3[t4[]]]]]

uponarepresentationwith anunambiguousorderingof
their application. Thus, it describes(and therebyre-
stricts)notonly theimmediateinterpretationof therep-
resentation,but alsoprovidesanimplicit strategy for the
managementof the representation,its comparisonand
compositionwith other representations,and (in many
cases)astrategy for applyinginvertedtransformsto de-
rive themorebasicunderlyingdataforms.

3.1.Syntaxof LayeredTypes

Layeredtypesareexpressedusingthe stacked type
syntax(developedand employed for several applica-
tions in [2]). Ratherthan representingthe type of a
valuewith asinglesymbol(e.g., int or bool),thestacked
type syntaxexpressesthe type of a valuewith a stack
of suchsymbols,wheretheheadof thestackrepresents
themostimmediate“layer” of semanticswhichmustbe
correctlyhandledin orderto reachtheinner“layers” of
semantics(thestack's tail). This is representedgraphi-
cally in Figure1, wheret1 is thehead(outermost)type
which mustbecorrectlyinterpretedto reacha valueof
typet2 andsoforth.

Layeredtypeshave thesyntax:

¾::= [stackel ¾] j []

Intuitively, a layeredtype (¾) is a stack(list) of type
elements(stackelementsor stackels), eachdenotinga
particulartransformationor annotation,terminatedby
the empty-stacksymbol ([]) at the tail. For example,
[t1 [t2 [t3 [t4 []]]]] (the type illustratedin Figure1) is a
stackconsistingof four stackels with t1 asits head.

A usefulconstructfor layeredtypesis concatenation
of type¾0ontotheheadof ¾, writtenas¾0¾andde�ned
as:

¾0¾=

8
><

>:

¾0 if ¾= []
¾ if ¾6= [] and¾0 = []
[v ¾00¾] if ¾6= [] and¾0 = [v ¾00]

3.2.LayeredTypeBasics

Whenavalue(arepresentationby anothername)has
a type [s ¾] for somes andsome¾, it canbe thought
of asbelongingto thesets. Thevaluein questionwill
(in general)betransformableinto oneof type¾by ap-
plying a function which removes, undoes,or decodes
whatever transformis indicatedby s.

For example, consideran HTML documentcom-
pressedusingthe gzip algorithm. The contentsof this
�le constituteasimplevalue(call it F ); thelayeredtype
of this valuewould be [gzipped[HTML []]], indicating
thatthevaluemustbegunzippedbeforetheHTML can
beinterpreted.

For mostconventionalmeaningsof subtypes,thetail
clearlyencodesasubtypeof whatever typeinformation
is identi�ed by thehead.ConsiderF above; in theset-
theoreticsense,its typeindicatesnotonly thatthevalue
isamemberof thesetof validgzippedstreams(thehead
element),but that it is oneof a subsetof suchstreams
which,whenrunthroughthegunzipalgorithm,produce
HTML documents(thetail).

We expresssubtypesusingthe conventionalre�ex-
ive subtypeoperator< :, where“a < : b” means“a is a
subtypeof b”. Onecouldthink of < : ashaving asimilar
meaningto µ , in that“a < : b” means“the setof values
describedby a is a subset(not necessarilystrict) of the
setof valuesdescribedby b”.

We de�ne theemptystacksymbol[] ascarryingno
typeinformation,andthustheuniversalsupertype.For
all stackelss andall layeredtypes¾, westateasaxioms
that

¾< : [] (1)

andthat
[s ¾] < : [s []] . (2)

A natural corollary of Equation1 is that [] < : []
(whichalsofollows from there�exivity of < :).

We canestablishsubtyperelationshipsamongindi-
vidual stackels of theform s1 < : s2, e.g.,

HTML3.2< : HTML

and

byterange32KB@64KB < : byterange8KB@72KB

Thelatterexamplemayseemcounterintuitiveat �rst, as
the�rst typecarriesasupersetof thebytesof thelatter.
Considerit insteadin termsof informationcontent: of
all of themessagescarryingthe8KB beginningat off-
set72KB, thosewhich carry32KB beginningat offset
64KB areastrict subset.

We composesubtyperelationshipsbetweenlayered
typesof theform ¾1 < : ¾2 usingEquations1 and2 and



by inductionusingtherule

[s1 ¾1] < : [s2 ¾2] (3)

wheres1 < : s2 and¾1 < : ¾2. To illustratethis, con-
sidertwo gzippedXML documents,X 1 andX 2. Sup-
poseX 2 's underlying contentis actually XHTML, a
sub-language(subtype)of XML. Also supposethatX 2
is compressedusing the most aggressive gzip setting
(9). Thenthesetwo valuesaretyped

X 1 : [gzipped[XML []]]

and
X 2 : [gzipped9 [XHTML[]]].

Intuitively, thetypeof X 2 is asubtypeof X 1, in thatall
XHTML documentsareXML documentsandall level-
9 gzippeddocumentsaregzippeddocuments.Since

XHTML < : XML

and
gzipped9 < : gzipped

it follows from 3 that

[XHTML[]] < : [XML []]

andsubsequently(alsofrom 3) that

[gzipped9 [XHTML[]]] < : [gzipped[XML []]].

Thisagreeswith our intuition, thattheinformationboth
aboutandwithin theoutergzippedlayerallowsusto es-
tablisha subtyperelationshipbetweentypeswhich are
distinctatevery layer.

3.3.Varietiesof StackElements

Thelayeredtypesystemis usefulfor specifyingato-
tal orderingof operationsperformedin thepreparation
of a representation.Suchoperationsare divided into
threecategories,which re�ect distinct attributesof the
way HTTP operatesuponanddescribesmessagebod-
ies: transformativeoperations,annotativeoperations,
andphaselabels.

Transformativeoperationsare thosewhich actually
alter thecontentof theobjectbeingoperatedupon;the
obviousexampleis thegzipcompressionalgorithm. In
essence,a transformativeoperationis any functiont for
which t(x) 6= x for at leastone representationx; as
a result,reliably retrieving x from t(x) requiresaccess
to the inversefunction, t ¡ 1, suchthat t ¡ 1(t(x)) = x
for all x (e.g., gunzipfor gzip). Transformative opera-
tionsareusedin HTTP to supporta numberof features
from compressionto byterangeselectionto chunking
anddeltacoding.

Annotativeoperationsare thosewhich provide ad-

ditional side-bandinformationabouta valuewhich is
not necessaryto interpretthe value itself. Annotative
operationscanbecomputationallytrivial (countingthe
numberof bytesin anobject)or highly involved(com-
puting public-key signaturesor messagedigests),but
they never changethe contentof the representationit-
self. HTTPsupportsseveralannotativeoperations,most
notablythecomputationof MD5 checksums.

If a messagebody x hasthe type [s ¾] and s rep-
resentsa transformative operation,then retrieving the
underlyingvalueof type¾will requirethat the inverse
of thattransformbeappliedto x. However, if s denotes
an annotative operation,thens (intuitively) simply of-
fers subtypeinformationto the type ¾; in this case,x
cansafelybetreatedashaving type¾. Formally, for ev-
ery stackel a which is annotative andfor every layered
type¾,

[a ¾] < : ¾. (4)

Taken togetherwith Equation3, this canbethoughtof
asa limited variationon theconceptof multiple inher-
itance(a controversial conceptin object-orientedpro-
gramming)or alternatelyasanintersectiontype[5], by
whichthetypeof theexpressionis describableasasub-
typebothof thestack's headandof its tail. (Of course,
thisonly worksfor annotativeheads,not transformative
ones.)

Furthermore, becauseannotative operations are
idempotentwith respectto messagecontent,it is also
truethatfor all annotativestackelementsa1 anda2 and
for every layeredtype¾that

[a1 [a2 ¾]] < : [a2 [a1 ¾]] (5)

(i.e., annotative stackels arecommutative).

PhaseLabels Recall in Section2.1 our description
of the four phasesof the HTTP datamodel: variant,
instance, entity, and message. We representeachof
thefour phasesby pushingacorrespondingidenti�er (a
phaselabel) ontoa layeredtypestackto denoteits re-
lationshipwith the transformsandannotationsapplied
to therepresentation.UnderMogul's four phasemodel,
all HTTPmessagescanbedescribedwith layeredtypes
of theform:

¾1 [message ¾2 [entity¾3 [instance¾4 [variant¾5]]]].

Intuitively, an agentwhich receives a typed mes-
sageneedonly interpretenoughlayersof that type to
reachthe phase-identifyingelementcorrespondingto
the phaseof the datamodel with which that particu-
lar agentis concerned. For example, cachesare in-
terestedin instances,so for a messageof the above
typea cacheneedonly possesscapabilitiesto interpret
¾1[message ¾2 [entity ¾3 []]] (and can be completely
ambivalentto ¾4 and¾5); a user-agentis interestedin



variantsand would needto also understandthe data
model of ¾4, while a “pure” proxy (with no attached
cache)is simply interestedin receiving andforwarding
entitiesand so would only needto comprehendmes-
sagesof thetype¾1 [message ¾2 []].

Sublayers Recallourde�nition of avariantas“an in-
stancewith zeroor morecontent-codingsappliedto it”.
This intuitively suggeststhatvariant < : instancewould
bea reasonablesubtyperule to introduce,andsimilarly
instance< : entity and entity < : message. However,
suchruleswould beproblematicin our systembecause
their applicationremovesone phasemarker from the
stackandreplacesit with another. For example,con-
sideravariant (call it V ) with thetype

[variant [Validated(URI) [XML/1.1[]]]] .

Usingthesubtyperulevariant < : instance, wecanalso
safelytreatV ashaving thetype

[instance[Validated(URI) [XML/1.1[]]]] .

Now, imaginethat we apply the gzip operationto V ,
yieldinganew representationV 0 with type

[instance[gzipped[Validated(URI) XML/1.1[]]]] .

This type haslost an importantpieceof information,
namely, atwhatpoint in thestackwestopdescribingan
instanceandstartdescribingtheunderlyingvariant: is
thevariant itself gzip-compressed,or wasthecompres-
sionperformedasacontent-coding?

Layersubtyperuleslike variant < : instanceareun-
desirablebecausetype promotionruleswould (for ex-
ample)discardthevariantelementfromthestackwhere
it shouldbepreserved to indicatethecontentmodelof
the objectat the time of its “type promotion”. To ac-
complishthis,we introducesublayers asa variationon
traditionalsubtyping.

Wewrite thataphaselabelt1 is asublayerof another
phaselabelt2 as:

t1 Á t2.

The interpretationof this declarationis that t1 always
appearsin thetail of any layeredtypewith t2 asits head.
(Notethat,unlike< :, theÁ relationis not re�exive.)

Sublayerdeclarationsareusedby thetypeinference
rule:

x : [t1 ¾] t1 Á t2

x : [t2 [t1 ¾]]
(6)

An equivalentstatementwould bethat t1 Á t2 implies
[t1 ¾] < : [t2 [t1 ¾]]; intuitively, a representationof type
[t1 ¾] canbepromotedtohaveatypeof theform [t2 : : :]
by pushingt2 ontotheheadof its typestack,but not by
replacingt1 with t2.

Therearethreesublayerrelationsde�ned for HTTP

layeredtypes: variant Á instance, instanceÁ entity,
andentityÁ message.

Other PhaseLabel Issues As mentionedin Section
3.3, HTTP's practical featuresrequire that we distin-
guishbetweentransformative andannotative stackele-
ments.This raisesanimportantquestion:arethephase
labels(variant, instance, entity, andmessage) transfor-
mativeor annotative,or shouldthey betreatedassome-
thingdistinct?

As we have alreadystated,value-wiseevery variant
canbe thoughtof asalsobeingan instance; this sug-
geststhat the phaselabelsarepurely annotative. This
supportsseveralusefulconclusions;e.g.,

[instance[variant¾]] < : [variant¾]

(i.e., aninstancewith nocontent-codingscanbetreated
as a variant). Taken togetherwith the variant Á
instancerule, this suggeststhat

[instance[variant¾]] ´ [variant¾]

(i.e., that the two typesareequivalent). Treatingphase
labelsasannotationsalsoallowsusto takeadvantageof
commutativity of annotationsin interestingways,e.g.,

¾[instance[checksum(0xfedcba98)¾0]] < :
¾[checksum(fedcba98)[instance¾0]]

for all ¾and¾0, i.e., anannotationappliedtoaninstance
equivalentlydescribesanentityto whichnotransforma-
tivecontent-codingshave beenapplied.

However, the commutativity of annotationswould
alsoleadto suchnonsensicalconclusionsas

[variant [instance¾]] < : [instance[variant¾]] .

Therefore,we prefer to de�ne phaselabelsas neither
annotative nor transformative, but as their own third
classof stackelements,and specify subtyperelation-
shipswhich retainthedesirablepropertiesabove while
avoidingproblemswith commutativity. Speci�cally, for
any phaselabelsp andp0 andany ¾,

[p [p0 ¾]] < : [p0 ¾] , (7)

andfor any phaselabelp, any annotative stackelement
a, andany ¾,

[p [a ¾]] < : [a [p ¾]] (8)

[a [p ¾]] < : [p [a ¾]] (9)

Thus, properties like [instance [variant ¾]] ´
[variant ¾] andcommutativity of phaselabelswith an-
notationsareretainedwithout allowing phaselabelsto
commutewith eachother.



4. Syntax-DirectedHTTP Semantics

In this sectionwe formalizethedatamodelsof dif-
ferent versionsof the HTTP protocol throughthe use
of a syntax-directedtype inferencealgorithmsde�ned
over the HTTP messagessyntax. We refer to these
inferencealgorithmsas interpreters, as they (in a real
sense)re�ect anabstractmodelof theprocessanHTTP
agentgoesthroughin interpretinga messageto derive
its own internal representationof that message's data
model.

Taken togetherwith the typing rules given in the
previous section,this unambiguouslydeclaresthe set
of correctinterpretationsfor a givenmessage,allowing
usto reasonaboutcorrectnessandinteroperabilitywith
precision. A completepresentationof a suiteof such
formalisms,along with interpretersfor Mogul's pro-
posedmodi�cations [15, 12] anda novel HTTP variant
explicitly serializing layeredtypes(and thus substan-
tially broadeningtheHTTP datamodel),canbe found
in [2].

4.1.Inter preting HTTP/1.0 Messages

HTTP/1.0[1] hasaverysimpledatamodelfor repre-
sentations;a representationhasa basicmediatype,no
more thanone content-coding,anddelimits messages
with a byte count.6 A suitable interpreterI 1.0 J¢¢¢K
canbe de�ned asin Figure2 (with its helperfunction
I 0

1.0 J¢¢¢Kin Figure3); thesefunctionsareevaluatedus-
ing a �rst-match strategy to simplify theirpresentation.

4.2.Inter preting HTTP/1.1 Messages

Becauseof theadhocwayHTTPheadershavebeen
addedandmappedontoits datamodel,therulesfor in-
terpretinga conventionalHTTP/1.1headerblock must
of necessitybe far more complicatedthan thosefor
HTTP/1.0messages.The function I 1.1 J¢¢¢Kinterprets
HTTP/1.1headersto constructa layeredtypefor theat-
tachedmessagebody. Headersprovide thebulk of the
type information, althoughfor responsemessagesthe
requestmethod(GET, HEAD, PUT, POST, etc) andre-
sponsestatuscode(200, 304, 404, 500, etc) canboth
signi�cantly alterthemeaningof theresponsemessage
andthetypeit shouldbeassigned.

The function I 1.1 J¢¢¢Kwrapsthe interpretational-
gorithm by taking two arguments: the syntax of the
messageto be interpretedand a boolean�ag indicat-
ing whetherthis messageis a responseto a HEAD re-
quest. (Naturally, this booleanvalue will always be

6HTTP/1.0alsoallowsresponsemessagesto bedelimitedby clos-
ing the transportconnection;asnotedpreviously, this makesa com-
pleterepresentationindistinguishablefrom anabortedor incomplete
one,sowedonot includeit in thismodel.

falsewhen interpretinga request.)This function then
returnsthemessagebodywith anappropriatetypedec-
oration. To simplify the speci�cationof this function,
the �rst-match rule is usedwhenidentifying theappli-
cablecasefor any givenarguments.I 1.1 J¢¢¢Kis speci-
�ed in Figure4; thesymbol“either” matchesbothtrue
andfalsevalues.

The helperfunction, I 0
1.1 J¢¢¢K(statedin Figure5),

takesasanargumenta block of HTTP syntax(headers
followed by a potentiallyemptymessagebody) deco-
ratedwith a layeredtype,andreturnsthemessagebody
with thecompletelayeredtypeappropriateto theinitial
typeandtheheaderspresentin thesyntaxblock. Useof
the�rst-match ruleagainsimpli�es thespeci�cation.

Thesefunctionsactuallyre�ect severaldisambigua-
tions of the HTTP standard(RFC2616).For example,
thereis an apparentcon�ict in the speci�cationof the
206 responsecode,in that it is de�ned only asa valid
responseto the GET method;this (arguably)excludes
it asa valid responseto HEAD, but that in turn raises
a contradictionwith the de�nition of HEAD (which is
supposedto duplicatetheresultsof aGETwith themes-
sagebody repressed,and “SHOULD” bear the same
meta-data).Our formalizationerrson thesideof allow-
ing 206 responsesto HEADs; this allows us to under-
standresponsesto HEAD requestsindicating that the
server would have transmitteda messagewith partial
contenthadtherequestbeenaGET.

In a similar spirit, while HTTP/1.1 seemsto de-
�ne byterangeinstance-manipulationsstrictly for 206
responses,our interpreter follows the IETF inter-
operability principle (“be conservative in what you
send, liberal in what you accept”) by including
rules by which the Content-Range header or
multipart/byteranges mediatype canbe used
tosignaltheuseof thisinstancemanipulationregardless
of theresponsestatus-code,providednootherinstance-
manipulationshave beenapplied. This speci�es an
interpretationof messagesfor which HTTP/1.1's se-
mantics are simply unde�ned; as stated, it also en-
ablesour interpreterto attacha typeto messageswhich
are explicitly forbidden by the speci�cation (e.g., a
responsewith the 416 statuscode must not use the
multipart/byteranges type),but this canbeex-
plicitly excludedwith a fairly verbose(but not terribly
illuminating)changeto thefunction.

4.3.Formalizing Inter operability

This sectionpresentsa model for partially assess-
ing theinteroperabilityof HTTPagents'contentmodels
baseduponthe layeredtypemodel. Whenspeakingof
interoperabilitybetweenHTTP agents,we have three
criteria in mind: completeness,soundness,andagree-
ment.

Capability CompletenessFor two agentsto interoper-



I 1.0 JRequest-Line Headers MessageBody ; falseK

= I 0
1.0 JHeaders MessageBody : [message [entity[instance[variant []]]]] K

I 1.0 JHTTP-Version SP "204" SP Reason-Phrase CRLF Headers MessageBody ; eitherK

= I 0
1.0 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

I 1.0 JHTTP-Version SP "304" SP Reason-Phrase CRLF Headers MessageBody ; eitherK

= I 0
1.0 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

I 1.0 JStatus-Line Headers MessageBody ; falseK

= I 0
1.0 JHeaders MessageBody : [message [entity[instance[variant []]]]] K

I 1.0 JStatus-Line Headers MessageBody ; trueK

= I 0
1.0 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

Figure 2. The I 1.0 J¢¢¢Kfunction

I 0
1.0 J"Content-Type:" media-type CRLF Headers MessageBody : ¾1 [variant []]K

= I 0
1.0 JHeaders MessageBody : ¾1 [variant [T-contentmedia-type []]] K

I 0
1.0 J"Content-Encoding:" content-coding CRLF Headers MessageBody : ¾1 [instance[variant¾2 ]]K

= I 0
1.0 JHeaders MessageBody : ¾1 [instance[T-content-coding [variant¾2 ]]]K

I 0
1.0 J"Content-Length:" digits CRLF Headers MessageBody : ¾1 [message ¾2 ]K

= I 0
1.0

q
Headers MessageBody : ¾1 [T-lengthdigits [message ¾2 ]]

y

I 0
1.0 JHeader Headers MessageBody : ¾K = I 0

1.0 JHeaders MessageBody : ¾K

I 0
1.0 JCRLF MessageBody : [T-rcr ¾]K = I 0

1.0 JCRLF MessageBody : ¾K

I 0
1.0 JCRLF MessageBody : [message [entity[instance[variant []]]]] K = [T-nil []]

I 0
1.0 JCRLF MessageBody : ¾K = ¾

Figure 3. The I 0
1.0 J¢¢¢Khelper function

ate,eachmustbeableto producea messagetype
which can be correctly interpretedby the other,
i.e., if A producesamessageM of type¿A , thenB
mustbe ableto understanda messageof type ¿B
where¿A < : ¿B .

Inter pretive SoundnessPossessionof a particularca-
pability (e.g., the ability to decompressa gzip-
encodedstream)doesnot meanthattheagentwill
necessarilyknow if or when to employ that ca-
pability (e.g., to identify the appropriatepoint in
theinterpretationpipelineto applythedecompres-
sion).

We de�ne a serializer asa softwareagentwhich
transformssome representationof a message's
datamodel into an actualblock of HTTP syntax
(i.e., a semantic-directedsyntax function). For
two agentsto interoperate,onemustserializethe
messagein sucha way that therecipientcanboth
(syntactically)understandthedescriptionand(se-
mantically)discernthatthemessagebodyis of an
agreeabletype;i.e., if A producesfrom thetype¿A

a messageusinga serializerSA J¢¢¢KandB uses
theinterpreterI B J¢¢¢K, then

¿A < : I B JSA JM : ¿A KK

Intuitively, the serialization/deserialization
pipeline may lose type information about the
messageso long asit doesnot introducespurious
or unintendedtype information which would in-
correctlyalter the interpretationof the message's
contents.

AgreementbetweenInter pretation and Capabilities
Noticethatanagentmaybeableto discernthein-
tendedsemanticsof a messagewithoutpossessing
thecapabilitiesto theninterpretthecontentof the
message.(e.g., the agentmay recognizethat the
contentis bzip-compressedbut lack thenecessary
algorithm to decompressit.) For two agentsto
interoperate, they must share the capabilities
understoodby the recipientas the model of the



I 1.1 JRequest-Line Headers MessageBody ; falseK

= I 0
1.1 JHeaders MessageBody : [message [entity[instance[variant []]]]] K

I 1.1 JHTTP-Version SP "204" SP Reason-Phrase CRLF Headers MessageBody ; eitherK

= I 0
1.1 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

I 1.1 JHTTP-Version SP "205" SP Reason-Phrase CRLF Headers MessageBody ; eitherK

= [T-nil []]

I 1.1 JHTTP-Version SP "206" SP Reason-Phrase CRLF Headers MessageBody ; falseK

= I 0
1.1 JHeaders MessageBody : [message [entity[T-range [instance[variant []]]]]] K

I 1.1 JHTTP-Version SP "206" SP Reason-Phrase CRLF Headers MessageBody ; trueK

= I 0
1.1 JHeaders MessageBody : [T-repress[message [entity[T-range [instance[variant []]]]]]] K

I 1.1 JHTTP-Version SP "304" SP Reason-Phrase CRLF Headers MessageBody ; eitherK

= I 0
1.1 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

I 1.1 JHTTP-Version SP "416" SP Reason-Phrase CRLF Headers MessageBody ; falseK

= I 0
1.1 JHeaders MessageBody : [T-rcr [message [entity[instance[variant []]]]]] K

I 1.1 JHTTP-Version SP "416" SP Reason-Phrase CRLF Headers MessageBody ; trueK

= I 0
1.1 JHeaders MessageBody : [T-rcr [T-repress[message [entity[instance[variant []]]]]]] K

I 1.1 JStatus-Line Headers MessageBody ; falseK

= I 0
1.1 JHeaders MessageBody : [message [entity[instance[variant []]]]] K

I 1.1 JStatus-Line Headers MessageBody ; trueK

= I 0
1.1 JHeaders MessageBody : [T-repress[message [entity[instance[variant []]]]]] K

Figure 4. The I 1.1 J¢¢¢Kfunction

message's content,i.e.,

I B JSA JM : ¿A KK< : ¿B

for some¿B comprehensibletoB . In words,B can
soundlydiscover theintendedsemanticsof M and
possessesthecapabilitiesnecessaryto interpretM
itself correctly.

In summary, for any messagesM of type¿A sentby
agentA, thenecessaryandsuf�cient conditionfor agent
B to beableto correctlyinterpretthemis preciselyB 's
ability to interpretmessagesof sometype¿B where

¿A < : I B JSA JM : ¿A KK< : ¿B

For example,with respectto capabilitycompleteness
a messageof type¿1 can(theoretically)alwaysbecor-
rectly interpretedby anHTTPagentwhichunderstands
messagesof type¿2 if ¿1 < : ¿2. So if a server sendsa
messagewith thetype

[message [T-chunked[entity[T-delta-coded
[instance[A-MD5 [T-gzipped[variant

[T-contentappl ication=xml []]]]]
]]]]]

it mustbe carefulonly to do so whencommunicating
with aclientwhichunderstandsmessagesof thetype

[message [T-chunked[entity[T-delta-coded
[instance[T-gzipped[variant

[T-contentappl ication=xml []]]]
]]]]]

or it will risk theclient incorrectlyinterpretingandpre-
sentingthemessage.

4.4.ProtocolCorr ectness

Therearetwo spheresof correctnesswe wish to use
this formalism to assess.The �rst is with respectto
a protocol itself; the speci�cation (call it A) de�nes a
canonicalmessageinterpreterI A J¢¢¢K for converting
HTTP syntaxinto layeredtypesand a genericserial-
izer SA J¢¢¢Kwhich acceptsasan argumentevery lay-
eredtype supportedby the protocol's datamodeland
outputs(non-deterministically)everypossiblesyntactic
representationof each.Given thesetwo functions,the
correctnessof the protocol itself restsupon thesetwo
criteria:

1. The speci�cation doesnot allow constructionof
any messageswhich thecanonicalinterpretercan-
not handle,i.e., the rangeof SA J¢¢¢Kmust be a
subsetof thedomainof I A J¢¢¢K.



I 0
1.1

s
"Content-Type:" "multipart/byteranges" ";" "boundary=" BoundaryString CRLF
Headers MessageBody : ¾1 [T-range ¾2 ]

{

= I 0
1.1

r
Headers MessageBody : ¾1 [T-rangemultipar t

BoundaryString ¾2 ]
z

I 0
1.1

s
"Content-Type:" "multipart/byteranges" ";" "boundary=" BoundaryString CRLF
Headers MessageBody : ¾1 [entity[instance¾2 ]]

{

= I 0
1.1

r
Headers MessageBody : ¾1 [entity[T-rangemultipar t

BoundaryString [instance¾2 ]]]
z

I 0
1.1 J"Content-Type:" media-type CRLF Headers MessageBody : ¾1 [variant []]K

= I 0
1.1 JHeaders MessageBody : ¾1 [variant [T-contentmedia-type []]] K

I 0
1.1 J"Content-Range:" content-range-spec CRLF Headers MessageBody : ¾1 [T-rcr ¾2 ]K

= I 0
1.1 JHeaders MessageBody : ¾1 ¾2 K

I 0
1.1 J"Content-Range: */" instance-length CRLF Headers MessageBody : ¾1 [instance¾2 ]K

= I 0
1.1

q
Headers MessageBody : ¾1 [T-lengthinstance-length [instance¾2 ]]

y

I 0
1.1 J"Content-Range:" byte-range-resp-spec "/*" CRLF Headers MessageBody : ¾1 [T-range¾2 ]K

= I 0
1.1

q
Headers MessageBody : ¾1 [T-rangebyte-range-resp-spec ¾2 ]

y

I 0
1.1

s
"Content-Range:" byte-range-resp-spec "/" instance-length CRLF
Headers MessageBody : ¾1 [T-range¾2 [instance¾3 ]]

{

= I 0
1.1

q
Headers MessageBody : ¾1 [T-rangebyte-range-resp-spec ¾2 [T-lengthinstance-length [instance¾3 ]]]

y

I 0
1.1 J"Content-Range:" byte-range-resp-spec "/*" CRLF Headers MessageBody : ¾1 [entity[instance¾2 ]]K

= I 0
1.1

q
Headers MessageBody : ¾1 [entity[T-rangebyte-range-resp-spec [instance¾2 ]]]

y

I 0
1.1

s
"Content-Range:" byte-range-resp-spec "/" instance-length CRLF
Headers MessageBody : ¾1 [entity[instance¾2 ]]

{

= I 0
1.1

q
Headers MessageBody : ¾1 [entity[T-rangebyte-range-resp-spec [T-lengthinstance-length [instance¾2 ]]]]

y

I 0
1.1

s
"Content-Encoding:" content-coding "," 1#content-coding CRLF

Headers MessageBody : ¾1 [instance¾2 ]

{

= I 0
1.1

s
"Content-Encoding:" 1#content-coding CRLF
Headers MessageBody : ¾1 [instance[T-content-coding ¾2 ]]

{

I 0
1.1 J"Content-Encoding:" content-coding CRLF Headers MessageBody : ¾1 [instance¾2 ]K

= I 0
1.1 JHeaders MessageBody : ¾1 [instance[T-content-coding ¾2 ]]K

I 0
1.1 J"Content-MD5:" md5-digest CRLF Headers MessageBody : ¾1 [entity¾2 ]K

= I 0
1.1 JHeaders MessageBody : ¾1 [A-md5md5-digest [entity¾2 ]]K

I 0
1.1 J"Content-Length:" digits CRLF Headers MessageBody : ¾1 [message ¾2 ]K

= I 0
1.1

q
Headers MessageBody : ¾1 [T-lengthdigits [message ¾2 ]]

y

I 0
1.1

s
"Transfer-Encoding:" transfer-coding "," 1#transfer-coding CRLF
Headers MessageBody : ¾1 [message ¾2 ]

{

= I 0
1.1

s
"Transfer-Encoding:" 1#transfer-coding CRLF
Headers MessageBody : ¾1 [message [T-transfer-coding ¾2 ]]

{

I 0
1.1 J"Transfer-Encoding:" transfer-coding CRLF Headers MessageBody : ¾1 [message ¾2 ]K

= I 0
1.1 JHeaders MessageBody : ¾1 [message [T-transfer-coding ¾2 ]]K

I 0
1.1 JHeader Headers MessageBody : ¾K = I 0

1.1 JHeaders MessageBody : ¾K

I 0
1.1 JCRLF MessageBody : [T-rcr ¾]K = I 0

1.1 JCRLF MessageBody : ¾K

I 0
1.1 JCRLF MessageBody : [message [entity[instance[variant []]]]] K = [T-nil []]

I 0
1.1 JCRLF MessageBody : ¾K = ¾

Figure 5. The I 0
1.1 J¢¢¢Khelper function



S1:1
q

¾[T-x [variant¾0]]
y

= “Content-Encoding: x” ¢CRLF ¢S1:1
q

¾[variant¾0]]
y

S1:1
q

¾[A-x [variant¾0]]
y

= S1:1
q

¾[variant¾0]
y

S1:1
q

¾[T-lengthx [message¾0]]
y

= “Content-Length: x” ¢CRLF ¢S1:1
q

¾[message¾0]
y

S1:1
q

¾[A-x [message¾0]]
y

= S1:1
q

¾[message¾0]
y

S1:1
q

¾[A-x [entity¾0]]
y

= S1:1
q

¾[entity¾0]
y

for x 6= md5

S1:1
q

¾[A-md5x ¾0 [entity¾00]]
y

= S1:1
q

¾¾0 [entity¾00]
y

for ¾0 6= []

S1:1
q

¾[A-md5x [entity¾0]]
y

= “Content-MD5: x” ¢CRLF ¢S1:1
q

¾[entity¾0]
y

S1:1
q

¾[T-lengthx [instance¾0]]
y

= “Content-Range: */x ” ¢CRLF ¢S1:1
q

¾[instance¾0]
y

S1:1
q

¾[entity[T-rangex [T-lengthy [instance¾0]]]]
y

= “Content-Range: x/y ” ¢CRLF ¢S1:1
q

¾[entity[instance¾0]]
y

S1:1
q

¾[entity[T-rangex [instance¾0]]]
y

= “Content-Range: x/* ” ¢CRLF ¢S1:1
q

¾[entity[instance¾0]]
y

S1:1

r
¾[T-rangemultipart

x [instance¾0 T-contentx ]]
z

=

“Content-Type: multipart/byteranges ” ¢CRLF ¢S1:1
q

¾[instance¾0]
y

S1:1 J¾[T-contentx ]K = “Content-Type: x” ¢CRLF ¢S1:1 J¾K

S1:1
q

¾[T-x [entity¾0]]
y

= “Transfer-Encoding: x” ¢CRLF ¢S1:1
q

¾[entity¾0]
y

S1:1
q

¾[A-x¾0]
y

= S1:1
q

¾¾0y

S1:1
q

¾[T-x ¾0]
y

= Error: unsupportedcontentmodel

S1:1 J[]K = CRLF

Figure 6. The S1:1 J¢¢¢Kfunction

2. SA J¢¢¢K and I A J¢¢¢K are sound (as de�ned
above).

Thebroadnessof SA J¢¢¢Kmaygive theimpressionthat
proving thesetwo propertieswill be highly dif�cult,
but this is in fact not the case. HTTP declaresthat
many syntacticallydiffering messagesaresemantically
equivalent,andif we canprove theseequivalencesfor
I A J¢¢¢Kwecansigni�cantly reducethesizeof themes-
sagesetto beconsideredto includeonly asinglecanon-
ical form for every suchequivalenceclass. For exam-
ple:

² Headernamesarecase-insensitive. Weassumethe
rulescapturethis,andconsideronly thecanonical
spellingsusedin theRFC.

² There is tremendousliberty in the use of white
spacein headers.Weassumetherulescapturethis,
andconsideronly asinglespaceasrepresentingall
linearwhitespacestrings.

² Value-listheadersmaypresenttheir listsusingone
or severalheaders,i.e.,

Transfer-Encoding: gzip, chunked

is equivalentto

Transfer-Encoding: gzip
Transfer-Encoding: chunked

Notice (for example) Figure 5's
rules for Content-Encoding and
Transfer-Encoding capture this, so it is
safeto consideronly one-value-per-line presenta-
tion.

² Headerordering is very liberal; so long as in-
stancesof value-list headers(see immediately
above) are kept in order, there are no order-
ing rules between headers. Our use of the
¾[match-string ¾0] form in the interpretive rules
makes them largely agnosticto ordering,so it is
safeto consideronly analphabeticalheaderorder-
ing.

A portion of the function S1:1 J¢¢¢Kis presentedin
Figure6 asa �rst-match rulesetasa partialso-reduced
modelof HTTP/1.1serialization.(We have omittedthe
sectionsdealing,e.g., with unusualrequestmethodslike
HEAD andunusualresponsestatuscodeslike 304,and
insteadpresentonly thoseruleswhichpertainto header
constructionin normalrequestandresponsemessages.)
The proof that the completeform of this function and
I 1:1 J¢¢¢Ksatisfy the above two correctnessproperties
is straightforward but voluminous,andis omittedhere
for wantof space.7

7The proof, alongwith a completedeclarationof S1:0 J¢¢¢Kand
S1:1 J¢¢¢K, will be publishedin a technicalreport version of this
paper.



Inter operability These same techniques can be
used to test the backward-compatibility of a pro-
tocol. Consider HTTP/1.0 and 1.1, represented
by the function pairs hS1:0 J¢¢¢K; I 1:0 J¢¢¢Ki and
hS1:1 J¢¢¢K; I 1:1 J¢¢¢Ki , respectively. We can say that
1.1 is backward-compatiblewith 1.0 if for every mes-
sagecontentmodel¾in thedomainof S1:0 J¢¢¢K,

¾< : I 1:0 JS1:1 J¾KK

and
¾< : I 1:1 JS1:0 J¾KK

(i.e., a1.1agentcanalwaysunderstanda1.0agent,and
a1.0agentcanalwaysunderstanda1.1agentwhenca-
pability completenessis satis�ed), which is in fact the
case.

4.5.Implementation Corr ectness

Similarly, we areconcernedwith assessingwhether
a particular implementationof the protocol is correct
with respectto the formalizedspeci�cation. Call the
implementationZ , andthestandardit aspiresto R; its
correctnessrestsuponbothof thefollowing criteria:

1. Z 'ssyntaxinterpreterI Z J¢¢¢Kagreeswith theref-
erenceinterpreterI R J¢¢¢K(e.g., I 1:1 J¢¢¢K) for all
messageswithin the scopeof the protocol. For-
mally, for every syntax block x in the rangeof
SR JxK, eitherI R JxK< : I Z JxKor I Z JxKis un-
de�ned (theinterpreterrejectsthemessage).

2. The implementation's serializerSZ J¢¢¢Kis a cor-
rect instantiation of the referenceserialization
modelSR J¢¢¢K, i.e., for everyx in theintersection
of the domainof SZ J¢¢¢K and SR J¢¢¢K, SZ JxK
only producessyntax that could have beenpro-
ducedby SR JxK.

Proving this for a given implementationrequiresex-
tractingmodelsof SZ J¢¢¢KandI Z J¢¢¢Kdirectly from
thecode;while this taskis certainlynot trivial, neither
doesit seemintractable[6, 9].

5. Summary

We have proposedlayered typesasa formalismfor
specifyingthe contentmodelsemanticsof representa-
tional protocolssuch as HTTP. By capitalizing upon
well-understoodconceptssuchasubtypesandintroduc-
ing novel type constructs(suchassublayers) to repre-
sentparticularsof thekernelof HTTP's contentmodel,
we areableto de�ne botha type-basedsyntax-directed
semanticsfor thepayloadsof HTTP protocolmessages
anda precisenotionof correctnessandinteroperability
againstwhich new revisionsandextensionsto thepro-
tocol canbecomparedandtested.
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