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A Digital Fountain Approa
h to Asyn
hronousReliable Multi
astJohn W. Byers, Mi
hael Luby and Mi
hael Mitzenma
her

Abstra
t|The proliferation of appli
ations that must reliably dis-tribute large, ri
h 
ontent to a vast number of autonomousre
eivers motivates the design of new multi
ast and broad-
ast proto
ols. We des
ribe an ideal, fully s
alable proto
olfor these appli
ations that we 
all a digital fountain. A dig-ital fountain allows any number of heterogeneous re
eiversto a
quire 
ontent with optimal eÆ
ien
y at times of their
hoosing. Moreover, no feedba
k 
hannels are needed toensure reliable delivery, even in the fa
e of high loss rates.We develop a proto
ol that 
losely approximates a digitalfountain using two new 
lasses of erasure 
odes that for largeblo
k sizes are orders of magnitude faster than standarderasure 
odes. We provide performan
e measurements thatdemonstrate the feasibility of our approa
h and dis
uss thedesign, implementation and performan
e of an experimentalsystem.Keywords| Reliable multi
ast, 
ontent delivery, forwarderror 
orre
tion, erasure 
odes, s
alability.I. Introdu
tionA natural solution for 
ompanies that plan to eÆ
ientlydisseminate large, ri
h 
ontent over the Internet to millionsof 
on
urrent re
eivers is multi
ast or broad
ast transmis-sion. These transmissions must be fully reliable, have lownetwork overhead, support vast numbers of re
eivers withheterogeneous 
hara
teristi
s, and should be deployed witha minimum of server-side infrastru
ture investment. A
-tivities that have su
h requirements in
lude distribution ofsoftware, ar
hived video, �nan
ial information, musi
 andgames. One method for 
ontent dissemination is to \push"
ontent from a single sour
e to multiple re
eivers, whi
h
an be a
hieved by reliable multi
ast. But many appli
a-tions require more than just a reliable multi
ast proto
ol,sin
e re
eivers will wish to a

ess the data at times of their
hoosing, their a

ess speeds will vary, and their a

esstimes will overlap with those of other re
eivers. Our gen-eral approa
h will a

ommodate both of these appli
ationstyles.While uni
ast proto
ols su

essfully use re
eiver initiatedJ. Byers is with the Dept. of Computer S
ien
e at Boston Univer-sity and Digital Fountain, In
. and is supported by National S
ien
eFoundation grant ANIR-9986397 and NSF CAREER award ANIR-0093296. E-mail: byers�
s.bu.edu. M. Luby is with Digital Fountain,In
., Fremont, CA, E-mail: luby�digitalfountain.
om. J. Byers andM. Luby initiated this resear
h while with the International ComputerS
ien
e Institute, Berkeley, California, with the support of NSF grantNCR-9416101. M. Mitzenma
her is with the Division of Engineer-ing and Applied S
ien
es at Harvard University and is supported inpart by National S
ien
e Foundation operating grants CCR-9983832,CCR-0118701, CCR-0121154, and by an Alfred P. Sloan Resear
hFellowship. E-mail: mi
haelm�ee
s.harvard.edu. M. Mitzenma
herinitiated this resear
h while at Digital Systems Resear
h Center, PaloAlto, California; part of the work was done while the author wasvisiting Digital Fountain, In
. A preliminary version of this paperappeared in Pro
. of ACM SIGCOMM '98 in Van
ouver, Canada [8℄.

requests for retransmission of lost data to provide reliabil-ity, it is widely known that the multi
ast analogue of thissolution is uns
alable. For example, 
onsider a server dis-tributing a new software release to thousands of re
eivers.As re
eivers lose pa
kets, their requests for retransmission
an qui
kly overwhelm the server in a pro
ess known asfeedba
k implosion. Even in the event that the server 
anhandle the requests, the retransmitted pa
kets are oftenof use only to a small subset of the re
eivers. More so-phisti
ated solutions that address these limitations by us-ing te
hniques su
h as lo
al repair, polling, or the use ofa hierar
hy have been proposed [10℄, [15℄, [26℄, [21℄, [34℄,but these solutions as yet appear inadequate [24℄. More-over, whereas adaptive retransmission-based solutions areat best uns
alable and ineÆ
ient on terrestrial networks,they are unworkable on satellite networks, where the ba
k
hannel typi
ally has high laten
y and limited 
apa
ity, ifit is available at all.The problems with solutions based on adaptive retrans-mission have led many resear
hers to 
onsider applying For-ward Error Corre
tion based on erasure 
odes (also knownas FEC 
odes) to reliable multi
ast [11℄, [22℄, [23℄, [25℄,[28℄, [29℄, [31℄, [32℄. The basi
 prin
iple behind the use oferasure 
odes is that the original sour
e data, in the formof a sequen
e of k pa
kets, along with additional redundantpa
kets, are transmitted by the sender, and the redundantdata 
an be used to re
over lost sour
e data at the re-
eivers. A re
eiver 
an re
onstru
t the original sour
e dataon
e it re
eives a suÆ
ient number of pa
kets. The mainbene�t of this approa
h is that di�erent re
eivers 
an re-
over from di�erent lost pa
kets using the same redundantdata. In prin
iple, this idea 
an greatly redu
e the numberof retransmissions, as a single retransmission of redundantdata 
an potentially bene�t many re
eivers simultaneously.The work of Nonnenma
her, Biersa
k and Towsley [25℄de�nes a hybrid approa
h to reliable multi
ast, 
ouplingrequests for retransmission with transmission of redundant
odewords, and quanti�es the bene�ts of this approa
h inpra
ti
e. Their work, and the work of many other authors,fo
us on erasure 
odes based on Reed-Solomon 
odes [12℄,[22℄, [23℄, [28℄, [29℄, [31℄. The limitation of these 
odes isthat en
oding and de
oding times are slow on large blo
ksizes (quadrati
 in the blo
k size), e�e
tively limiting k tosmall values for pra
ti
al appli
ations. Hen
e, their solu-tion involves breaking the sour
e data into small blo
ksof pa
kets and en
oding over these blo
ks. Re
eivers thathave not re
eived a pa
ket from a given blo
k request re-transmission of an additional 
odeword from that blo
k.They demonstrate that this approa
h is e�e
tive for dra-mati
ally redu
ing the number of retransmissions when
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ket loss rates are low (they typi
ally 
onsider 1% lossrates). However, this approa
h 
annot eliminate the needfor retransmissions, espe
ially as the number of re
eiversgrows large or for higher rates of pa
ket loss. This generalapproa
h also does not enable re
eivers to join the sessiondynami
ally.To eliminate the need for retransmission and to allowre
eivers to a

ess data asyn
hronously, the use of a data
arousel or broad
ast disk approa
h 
an ensure full relia-bility [1℄. In a data 
arousel approa
h, the sour
e repeat-edly loops through transmission of all data pa
kets. Re-
eivers may join the stream at any time, then listen untilthey re
eive all distin
t pa
kets 
omprising the transmis-sion. Clearly, the re
eption overhead at a re
eiver, mea-sured in terms of unne
essary re
eptions, 
an be extremelyhigh using this approa
h. As shown in [2℄, [29℄, [31℄, addingredundant 
odewords to the 
arousel 
an dramati
ally re-du
e re
eption overhead. These papers advo
ate adding a�xed amount of redundan
y to blo
ks of the transmissionusing Reed-Solomon 
odes. The sour
e then repeatedlyloops through the set of blo
ks, transmitting one data orredundant pa
ket about ea
h blo
k in turn until all pa
k-ets are exhausted, and then repeats the pro
ess. This in-terleaved approa
h enables the re
eiver to re
onstru
t thesour
e data on
e it re
eives suÆ
iently many pa
kets fromea
h blo
k. The limitation of using this approa
h over lossynetworks is that the re
eiver may still re
eive many unne
-essary pa
kets from blo
ks that have already been re
on-stru
ted while waiting for the last pa
kets from the lastfew blo
ks it still needs to re
onstru
t. We quantify theperforman
e 
ost of su
h an approa
h in Se
tion VI.The approa
hes des
ribed above that limit the need forretransmission requests 
an be thought of as imperfe
t ap-proximations of an ideal solution, whi
h we 
all a digitalfountain. A digital fountain is 
on
eptually simpler, moreeÆ
ient, and appli
able to a broader 
lass of networks thanprevious approa
hes. A digital fountain inje
ts a stream ofdistin
t en
oding pa
kets into the network, from whi
h are
eiver 
an re
onstru
t the sour
e data. The key propertyof a digital fountain is that the sour
e data 
an be re
on-stru
ted inta
t from any subset of the en
oding pa
ketsequal in total length to the sour
e data. The digital foun-tain 
on
ept resembles ideas found in the seminal works ofMaxem
huk [20℄ and Rabin [27℄. Our approa
h is to 
on-stru
t better approximations of a digital fountain from fasterasure 
odes as a basis for proto
ols that perform reliabledistribution of bulk data.We emphasize that the digital fountain 
on
ept is quitegeneral and 
an be applied in diverse network environ-ments. For example, our framework for data distribu-tion is appli
able not only to multi
ast on the Internet,but also to satellite and wireless networks. These environ-ments are quite di�erent in terms of pa
ket loss 
hara
ter-isti
s, 
ongestion 
ontrol me
hanisms, and end-to-end la-ten
y; we strive to develop a solution independent of theseenvironment-spe
i�
 variables. These 
onsiderations moti-vate us to study, for example, a wide range of pa
ket lossrates in our 
omparisons.

The body of the paper is organized as follows. In thenext se
tion, we des
ribe in more detail the 
hara
teristi
sof the problems we 
onsider. In Se
tion III, we des
ribethe digital fountain solution. In Se
tion IV, we des
ribehow to build a good theoreti
al approximation of a digitalfountain using erasure 
odes. A major hurdle in imple-menting a digital fountain is that standard Reed-Solomon
odes have una

eptably high running times for these ap-pli
ations. Hen
e, in Se
tion V, we des
ribe Tornado 
odes[18℄, a 
lass of erasure 
odes that have extremely fast en
od-ing and de
oding algorithms, but whi
h still do not realizeall the bene�ts of a digital fountain solution. We then out-line the properties of a new 
lass of 
odes, LT 
odes [17℄,whi
h for all pra
ti
al purposes, realize the digital fountainsolution, and have been used 
ommer
ially in the produ
tsof Digital Fountain, In
. [9℄. Both of these 
lasses of 
odesgenerally yield a far superior approximation to a digitalfountain than 
an be realized with Reed-Solomon 
odes inpra
ti
e, as we show in Se
tion VI. In Se
tion VII, we de-s
ribe the design and performan
e of a working prototypesystem for bulk data distribution based on Tornado 
odesthat is built on top of IP Multi
ast. The performan
e ofthe prototype bears out the simulation results, and it alsodemonstrates the interoperability of this work with the lay-ered multi
ast te
hniques of [32℄, [6℄ and others. We 
on-
lude with additional resear
h dire
tions we are pursuingwhi
h instantiate the digital fountain approa
h for other
ontent distribution methods.II. Requirements for an Ideal Proto
olWe re
all an example appli
ation in whi
h millions ofre
eivers want to download a new release of software overthe 
ourse of several days. For this appli
ation, we assumethat there is a single distribution server, and that the serverwill send out a stream of pa
kets (using either broad
astor multi
ast) as long as there are re
eivers attempting todownload the new release. This software download appli
a-tion highlights several important features 
ommon to manysimilar appli
ations that must distribute bulk data. In ad-dition to keeping network traÆ
 to a minimum, a proto
olfor distributing the software using multi
ast should be:� S
alable: Server load remains 
onstant whether thereare one or a million re
eivers.� Reliable: An exa
t 
opy of the original �le is re
on-stru
ted by ea
h re
eiver.� Re
eption-eÆ
ient: The total number of pa
kets ea
hre
eiver needs to re
onstru
t the �le is minimal. Ideally, theaggregate length of pa
kets needed is equal to the lengthof the original �le.� Time-eÆ
ient: The amount of pro
essing required togenerate pa
kets at the server and to re
onstru
t the �lefrom re
eived pa
kets at the re
eiver is minimal.� Time-independent: Re
eivers may initiate the down-load at their dis
retion, implying that di�erent re
eiversmay start the download at widely disparate times. Re-
eivers may sporadi
ally be interrupted and 
ontinue thedownload at a later time.
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eivers may 
olle
t pa
kets forthe �le from one or more servers that are transmitting pa
k-ets. No 
oordination between servers should be required forthis.� Tolerant: The proto
ol should tolerate a heterogeneouspopulation of re
eivers, espe
ially a variety of end-to-endpa
ket loss rates and data rates.We also state our assumptions regarding 
hannel 
har-a
teristi
s. IP multi
ast on the wired Internet, or group
ommuni
ation over satellite, wireless, and 
able are repre-sentative of 
hannels we 
onsider. Perhaps the most impor-tant property of these 
hannels is that the return feedba
k
hannel from the re
eivers to the server is typi
ally of lim-ited 
apa
ity, or is non-existent. This is espe
ially appli
a-ble to satellite transmission. These 
hannels are generallypa
ket based, and ea
h pa
ket has a header in
luding aunique identi�er. They are best-e�ort 
hannels designedto attempt to deliver all pa
kets, but frequently pa
ketsare lost or 
orrupted. Wireless networks are parti
ularlyprone to high rates of pa
ket loss and all of the networkswe des
ribe are prone to bursty loss periods. We assumethat error-
orre
ting 
odes (used independently from theerasure 
odes we 
onsider) are used to dete
t and 
orre
terrors within a pa
ket. If a pa
ket 
ontains more errorsthan 
an be 
orre
ted by these 
odes, the error dete
tionis used to re
ognize that the pa
ket still 
ontains un
or-re
table errors and the pa
ket is dis
arded and treated asa loss. Thus a pa
ket either arrives 
ompletely inta
t anderror-free, or it is lost.The requirement that the solution be reliable, re
eption-eÆ
ient, and either time-independent, server-independentor tolerant implies that re
eiver robustness to any patternof missing pa
kets is 
ru
ial. For example, a re
eiver maysporadi
ally be interrupted, resuming the download one ormore times before 
ompletion. During the interruptionsthe server will 
ontinue sending out a stream of pa
kets(to other interested re
eivers) that an interrupted re
eiverwill miss. The eÆ
ien
y requirement implies that the totallength of all the 
ontent that a re
eiver must re
eive inorder to re
over the �le should be approximately equal tothe total length of the �le.III. The Digital Fountain SolutionIn this se
tion, we outline an idealized solution thata
hieves all the obje
tives laid out in the previous se
tionfor the 
hannels of interest to us. In subsequent se
tions,we des
ribe and evaluate a new approa
h that implementsan approximation to this ideal solution that is superior toprevious approa
hes.A universe of re
eivers wish to a
quire a sour
e �le.In the idealized solution, one or more servers send outa stream of en
oding pa
kets (ea
h pa
ket distin
t fromall others) that 
ontain en
oding data generated from thesour
e �le. The servers will generate and transmit en
od-ing pa
kets whenever there are any re
eivers joined to thesessions 
arrying the pa
kets. A 
lient remains joined tosessions from a subset of the servers until the aggregatelength of all en
oding pa
kets it has re
eived is equal to

the length of the sour
e �le. In this idealized solution,ea
h re
eiver 
an re
onstru
t an exa
t 
opy of the origi-nal �le from the re
eived en
oding pa
kets, independentof whi
h servers generated the en
oding pa
kets, indepen-dent of losses, and independent of the intervals of time there
eiver was joined to the sessions. Ideally, the amountof pro
essing required by the servers to generate en
odingpa
kets and by the re
eivers to re
onstru
t the �le fromre
eived en
oding pa
kets is minimal.We metaphori
ally des
ribe the stream of en
oding pa
k-ets produ
ed by one of the servers in this idealized solu-tion as a digital fountain. The digital fountain has proper-ties similar to a fountain of water; drinking a glass of wa-ter, irrespe
tive of the parti
ular drops that �ll the glass,quen
hes one's thirst. The digital fountain approa
h has allthe desirable properties listed in the previous se
tion andfun
tions over 
hannels with the 
hara
teristi
s outlined inthe previous se
tion.An ideal way to implement a digital fountain is to di-re
tly use an erasure 
ode that takes sour
e data 
onsistingof k sour
e pa
kets and produ
es suÆ
iently many en
od-ing pa
kets to meet user demand. Indeed, standard erasure
odes su
h as Reed-Solomon erasure 
odes have the idealproperty that a de
oder at the 
lient side 
an re
onstru
tthe original sour
e data whenever it re
eives any k of theen
oded pa
kets. But as we shall show in the next se
tion,a straightforward implementation of a digital fountain us-ing a Reed-Solomon 
ode is impra
ti
al.IV. Limitations of Building a Digital Fountainwith Reed-Solomon CodesWe now 
onsider implementation issues asso
iated withbuilding a digital fountain from Reed-Solomon 
odes.There are two related 
onsiderations. The �rst is runningtime, spe
i�
ally the time it takes to generate an en
od-ing, and the time it takes to de
ode. The se
ond and moresubtle 
onsideration is a pra
ti
al limitation on the size ofan en
oding that 
an be generated.We begin with some terminology. Erasure 
odes are typ-i
ally used to stret
h a �le 
onsisting of k sour
e pa
ketsinto n en
oding pa
kets, where both k and n are input pa-rameters. We refer to s = n=k as the stret
h fa
tor of anerasure 
ode. This �nite stret
h fa
tor naturally limits theextent to whi
h erasure 
odes 
an approximate a digitalfountain; a reasonable approximation proposed by otherresear
hers (e.g., [23℄, [28℄, [29℄, [32℄), is to set n to be amultiple of k, then repeatedly 
y
le through transmissionof these n en
oding pa
kets.For Reed-Solomon 
odes, the size of the �nite �eld sym-bol alphabet is an upper bound on n, and this size limitsthe stret
h fa
tor. In most pra
ti
al implementations, thealphabet size is 256 (ea
h symbol is one byte), whi
h limitsn to values of 256 or less. It is possible to use a largeralphabet size for Reed-Solomon 
odes, e.g., 65,536 (ea
hsymbol is two bytes), but in this 
ase the pra
ti
al stret
hfa
tor is severely limited to small values due to pro
ess-ing 
onsiderations. On the en
oding side, the operationsneeded to generate n en
oding pa
kets requires k(n�k)A=2
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lusive-ors of sour
e pa
kets, where A is the length of asymbol (16 in this example). Thus, for example, if k =10,000, and n = 20,000 (a moderate stret
h fa
tor of 2),then it takes 800,000,000 ex
lusive-ors of sour
e pa
kets toprodu
e 20,000 en
oding pa
kets from 10,000 sour
e pa
k-ets, or around 80,000 ex
lusive-ors of sour
e pa
kets persour
e pa
ket, whi
h is prohibitively expensive. Thus evena moderate stret
h fa
tor of 2 is not pra
ti
ally possiblefor moderate values of k. For all but very small valuesof k the pra
ti
al limitation on n � k is a few hundred atmost, as the pro
essing overhead to produ
e the en
odingper sour
e pa
ket is linear in (n� k)A=2. (Values used in[25℄, [29℄, [32℄, [31℄ have k and n�k ranging from 8 to 256.)The de
oding time is typi
ally 
omparable to the en
odingtime for Reed-Solomon 
odes.There are several other signi�
ant limitations with 
on-stant stret
h fa
tors. The �rst limitation regards pa
ketloss in the network | for any pre-spe
i�ed value of s, un-der suÆ
iently high loss rates a re
eiver may not re
eivek out of n pa
kets in one 
y
le. In su
h a setting, a re-
eiver may re
eive useless dupli
ate transmissions in 
y
lessubsequent to the �rst before being able to re
onstru
t thesour
e data, thereby de
reasing the 
hannel eÆ
ien
y. Asimilar e�e
t would o

ur if a user wished to pause dur-ing a download. Upon resuming a download, the re
eivermight obtain a signi�
ant number of dupli
ate transmis-sions depending on where in the 
y
le they resume. Amore signi�
ant limitation arises when re
eivers do not ob-tain transmitted pa
kets for reasons other than pa
ket lossin the network. An example we 
onsider in more detailin Se
tion VII-B is that of a 
umulative layered multi
asts
heme used to serve heterogeneous re
eivers with di�erenttransfer rates. Slow re
eivers re
eive only a fra
tion of thepa
kets transmitted to the fastest re
eiver by virtue of theirlower subs
ription level. Hen
e data en
oded with a 
on-stant stret
h fa
tor must be s
heduled very 
arefully amongthe layers to redu
e the in
iden
e of dupli
ate transmis-sions. Similar 
onsiderations arise in the 
ase of a paralleldownload, where a sour
e may download en
oding pa
ketsfrom several re
eivers 
on
urrently. A �nite stret
h fa
torrequires proper s
heduling to redu
e the in
iden
e of du-pli
ate transmissions, as explained in [7℄. For all of thesereasons, systems where en
oding pa
kets 
an be generatedon-the-
y may be preferable in many situations.The �rst alternative we propose to avoid the problemsof Reed-Solomon 
odes is to use Tornado 
odes [18℄. Themain drawba
k of using Tornado 
odes relative to Reed-Solomon is that the de
oder requires slightly more than kof the transmitted pa
kets to re
onstru
t the sour
e data.This tradeo� is the main fo
us of our 
omparative sim-ulation studies that we present in Se
tion VI. We alsosuggest a se
ond alternative, LT 
odes [17℄. Whereas Tor-nado 
odes admit only moderate stret
h fa
tors and havea de
oding time that depends on n, LT 
odes 
an generateen
odings with e�e
tively unbounded stret
h fa
tors and
an be de
oded in time depending only on k (and not n).We provide a des
ription of the 
onstru
tions used to buildthese 
odes and their properties in the next se
tion.

V. Tornado and LT CodesIn this se
tion, we des
ribe in some detail the 
onstru
-tion of a spe
i�
 Tornado 
ode and explain some of thegeneral prin
iples behind Tornado 
odes. We also brie
ydes
ribe the properties of the LT 
ode, whi
h are similarin some respe
ts to Tornado 
odes, but exhibit additionalkey properties whi
h provide a better approximation to anidealized digital fountain. We �rst outline how the the-oreti
al basis for these 
odes di�ers from the traditionalReed-Solomon (RS) erasure 
odes. Then we give a spe
i�
example of a Tornado 
ode based on [18℄, [19℄ and 
ompareits performan
e to a standard RS 
ode. For the rest of thedis
ussion, we will 
onsider erasure 
odes that take a setof k sour
e data pa
kets and produ
e a set of ` redundantpa
kets for a total of n = k + ` en
oding pa
kets all of a�xed length P .A. TheoryWe begin by providing intuition behind Reed-Solomon
odes. We think of the ith sour
e data pa
ket as 
on-taining the value of a variable xi, and the jth redundantpa
ket as 
ontaining the value of a variable yj that is alinear 
ombination of fxigki=1 over an appropriate �nite�eld. (For ease of des
ription, we asso
iate ea
h vari-able with the data from a single pa
ket, although in oursimulations ea
h pa
ket may hold values for several vari-ables.) For example, the third redundant pa
ket might holdy3 = x1 + x2� + : : : + xk�k�1, where � is some primitiveelement of the �eld. Typi
ally, the �nite �eld multipli
a-tion operations are implemented using table lookup andthe addition operations are implemented using ex
lusive-or. Ea
h time a pa
ket arrives, it is equivalent to re
eivingthe value of one of these variables.RS 
odes guarantee that su

essful re
eipt of any k dis-tin
t pa
kets enables re
onstru
tion of the sour
e data.When e redundant pa
kets and k � e sour
e data pa
ketsarrive, there is a system of e equations 
orresponding to thee redundant pa
kets re
eived. Substituting all values 
or-responding to the k re
eived pa
kets into these equationstakes time proportional to (k�e+1)e. The remaining sub-system has e equations and e unknowns 
orresponding tothe sour
e data pa
kets not re
eived. With RS 
odes, thissystem has a spe
ial form that allows one to solve for theunknowns in time proportional to e2 via a matrix inversionand matrix multipli
ation. Theoreti
al work demonstratesmethods for Reed-Solomon en
oding and de
oding whi
hare asymptoti
ally faster than quadrati
 time, but never-theless perform more slowly than the quadrati
 algorithmsfor pra
ti
al values of k and l.The large de
oding time for RS 
odes arises from thedense system of linear equations used. Both Tornado andLT 
odes are built using a set of random equations that aresparse, i.e. the average number of variables per equationis small. This sparsity allows substantially more eÆ
ienten
oding and de
oding. The pri
e paid for mu
h fasteren
oding and de
oding is that k pa
kets no longer suÆ
eto re
onstru
t the sour
e data; instead, slightly more thank pa
kets are needed. Designing the proper stru
ture for
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Fig. 1. Stru
ture of Tornado Codes
the system of equations so that the number of additionalpa
kets and the 
oding times are simultaneously small is adiÆ
ult 
hallenge [18℄, [19℄.For both Tornado and LT 
odes, the linear equationshave the form y3 = x1 � x4 � x7, where � is bitwiseex
lusive-or. Tornado 
odes also use equations of the formy53 = y3 � y7 � y13; that is, redundant pa
kets may bederived from other redundant pa
kets, and in general theremay be several layers of redundant pa
kets ea
h dependingon the previous layer of pa
kets. For Tornado 
odes, theequations of various forms are 
arefully 
hosen in advan
e.In parti
ular, the number of en
oding pa
kets n must bepredetermined before en
oding, and thus the stret
h fa
torfor Tornado 
odes is �xed at en
oding time. For pra
ti
alpurposes, the stret
h fa
tor for Tornado 
odes is restri
tedto be a small multiple of k, i.e. the stret
h fa
tor is gener-ally ten or less. This restri
tion 
auses similar limitationsto those des
ribed earlier for Reed-Solomon 
odes, albeitnot as severe. The number of ex
lusive-ors of sour
e pa
k-ets per sour
e pa
ket to produ
e the en
oding is a small
onstant, e.g., in the Tornado Z implementation in Se
tion5.2 where k = 16; 000 and n = 32; 000, this 
onstant is 14.Thus, unlike Reed-Solomon 
odes, the en
oding time persour
e pa
ket does not grow as k and n grow. The de
od-ing time for Tornado 
odes is essentially the same as theen
oding time.For LT 
odes, there is no predetermined value of n, asthe equations pla
ed into ea
h en
oding pa
ket are gener-ated independently of all other en
oding pa
kets. Thus,the stret
h fa
tor for LT 
odes is inherently unlimited, asan unlimited number of en
oding pa
kets 
an be gener-ated. For LT 
odes the average number of ex
lusive-orsto generate ea
h en
oding pa
ket and to re
onstru
t ea
hsour
e pa
ket is upper bounded by the average number ofvariables in ea
h equation. For values of k that are in thehundreds of thousands, for 
urrent 
ommer
ial implemen-tations of LT 
odes, this average is around 20. Thus, unlikeReed-Solomon 
odes, the average time to produ
e ea
h en-
oding pa
ket and to de
ode ea
h sour
e pa
ket does notgrow dramati
ally as k grows.The de
oding pro
ess for both Tornado and LT 
odesrepeatedly uses the following simple re
overy rule: Findany equation with exa
tly one variable, re
over the value of

the variable by setting it equal to the value of the equation(this uses up the equation), and then remove the newlyre
overed variable from any other equations that it appearsin by ex
lusive-oring its value into ea
h of these equations.For example, 
onsider the equations y1 = x3; y2 = x2 �x3; y3 = x3 � x1 and y4 = x4 � x2 � x1. Then, applyingthe re
overy rule repeatedly:1. The value of x3 is re
overed from the equation y1 = x3.Then, the value of x3 is XORed into y2 and y3 yieldingnew simpli�ed equations y02 = x2 and y03 = x1, togetherwith the un
hanged equation y4 = x4 � x2 � x1.2. The value of x2 is re
overed from the equation y02 =x2. Then, the value of x2 is XORed into y4 yielding thenew simpli�ed equation y04 = x4 � x1 together with theun
hanged equations y03 = x1.3. The value of x1 is re
overed from the equation y03 = x1.Then, the value of x1 is XORed into y04 yielding the newsimpli�ed equation y004 = x4.4. The value of x4 is re
overed from the equation y004 = x4.The appli
ability of the re
overy rule usually remains min-imal until slightly more than k en
oding pa
kets have ar-rived. Then, often the single arrival of a new en
odingpa
ket 
ontaining an equation triggers a whirlwind of ap-pli
ations of the rule, leading to the re
overy of all k sour
epa
kets. This whirlwind explains the origin of the nameTornado 
odes.The de
oding may stop as soon as enough pa
kets ar-rive so that the sour
e data 
an be re
onstru
ted. Notethat the fast erasure 
odes use only ex
lusive-or operationsand avoid both the �eld operations and the matrix inver-sion inherent in de
oding RS 
odes. The total number ofex
lusive-or operations for de
oding is at most the numberused for en
oding, and in general is less.For Tornado 
odes and LT 
odes, we say that the de-
oding ineÆ
ien
y is 1 + � if (1 + �)k en
oding pa
kets arerequired to re
onstru
t the sour
e �le 
onsisting of k sour
epa
kets. For both of these 
odes, the loss pattern asso
i-ated with en
oding pa
kets is immaterial as to whether ornot a re
eiver 
an re
over the sour
e �le from a given num-ber of en
oding pa
kets, but there is some varian
e in thenumber of en
oding pa
kets needed to re
over the sour
e�le due to the randomness used by the en
oding algorithms.For the Tornado Z 
ode implementation des
ribed in Se
-
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oding ineÆ
ien
y is more than 1.06 withprobability 1/10, and was not more than 1.10 in 10,000 tri-als. Nevertheless, these implementations of Tornado 
odesdo not have tight enough bounds on the de
oding ineÆ-
ien
y for 
ommer
ial appli
ations. For the 
urrent DigitalFountain 
ommer
ial implementations of LT 
odes, the de-
oding ineÆ
ien
y is more than 1.05 with probability lessthan 10�8 for almost any size sour
e �le.One of the advantages of Tornado 
odes and LT 
odesover standard 
odes is that they trade-o� a small degrada-tion in de
oding ineÆ
ien
y for a substantial improvementin en
oding and de
oding times. Re
all that Reed-Solomon
odes have en
oding and de
oding times proportional tok(n � k)AP , where A is the size of the �nite �eld symbolalphabet and P is the pa
ket size. In 
ontrast, Tornado
odes have asymptoti
 in k en
oding and de
oding timesproportional to n ln(1=�)P with de
oding ineÆ
ien
y 1+ �.A summary 
omparing the asymptoti
 properties of en
od-ing pa
ket generation and �le re
onstru
tion for Tornado
odes and Reed-Solomon 
odes is provided in Table I.Tornado 
odes have the drawba
k that a stret
h fa
tormust be predetermined before en
oding takes pla
e andthat the de
oding time is proportional to the stret
hed en-
oding length. Furthermore, the stret
h fa
tor in pra
ti
e
an only be a small multiple, e.g., 4. Tornado 
odes are notentirely suitable for situations where there are substantialloss rates, or when the re
eiver may request to re
eive onlya fra
tion of the en
oding pa
kets transmitted, or whenthe re
eiver may re
eive en
oding pa
kets from multiplesenders for the same �le. LT 
odes do not share any ofthese limitations. With LT 
odes, ea
h en
oding pa
ket isprodu
ed on-the-
y from an extremely large set of possi-bilities at the same average pro
essing 
ost as every otheren
oding pa
ket. Be
ause of this, the fra
tion of dupli
ateen
oding pa
kets produ
ed is tiny. Thus a re
eiver is un-likely to re
eive any signi�
ant number of dupli
ate en
od-ing pa
kets, even if re
eiving pa
kets from multiple sendersfor the same �le, and even if re
eiving only a small fra
tionof the generated en
oding pa
kets, independent of the losspattern. The analysis of the de
oding ineÆ
ien
y for LT
odes a

ounts for this possibility, and as stated previouslythe probability of failing to re
over the sour
e �le from anyset of 1:05k en
oding pa
kets is tiny for 
ommer
ial imple-mentations of LT 
odes. LT 
odes have asymptoti
 in ktime per en
oding pa
ket of ln(k)P and de
oding time forthe sour
e �le of k ln(k)P with de
oding ineÆ
ien
y thatis asymptoti
ally 1. Spe
i�
ally, a failure probability � foran LT 
ode 
an be a
hieved with a de
oding ineÆ
ien
y of1 + O(ln2(k=�)=pk); note that this is less than 1 + � forany 
onstant � for suÆ
iently large k. Thus, LT 
odes area pra
ti
al realization of an idealized digital fountain. Asummary 
omparing the asymptoti
 properties of en
odingpa
ket generation and �le re
onstru
tion for LT 
odes andReed-Solomon 
odes is provided in Table 2.In the next se
tion, we present an example of a fast Tor-nado 
ode with de
oding ineÆ
ien
y 1 + � � 1:054 whoseperforman
e we 
ompare dire
tly with RS 
odes.

Tornado Reed-SolomonDe
oding ineÆ
ien
y 1 + � 1En
oding times n ln(1=�)P k(n� k)APDe
oding times n ln(1=�)P k(n� k)APTABLE IProperties of Tornado vs. Reed-Solomon 
odes when a fixedstret
h fa
tor is employed
LT Reed-SolomonDe
oding ineÆ
ien
y 1 +O(ln2(k=�)=pk) 1Per pa
ket en
oding times ln(k)P kAPDe
oding times k ln(k)P k(n� k)APTABLE IIProperties of LT vs. Reed-Solomon on-the-fly 
odes.

B. An ExampleWe now provide a spe
i�
 example of a Tornado 
ode.It is 
onvenient to des
ribe the asso
iation between thevariables and the equations in terms of a layered graph,as depi
ted in Figure 1. The nodes of the leftmost layerof the graph 
orrespond to the sour
e data. Subsequentlayers 
ontain the redundant data. Ea
h redundant pa
ketis the ex
lusive-or of the pa
kets held in the neighboringnodes in the layer to the left, as depi
ted on the right side ofFigure 1. The number of ex
lusive-or operations requiredfor both en
oding and de
oding is thus dominated by thenumber of edges in the entire graph.We spe
ify the 
ode by spe
ifying the random graphs topla
e between 
onse
utive layers. The mathemati
s behindthis 
ode, whi
h we 
all Tornado Z, is des
ribed in [18℄, [19℄and will not be 
overed here. This 
ode has 16,000 sour
edata nodes and 16,000 redundant nodes, i.e. it employsa stret
h fa
tor of two. The 
ode uses three layers; thenumber of nodes in the layers are 16,000, 8,000 and 8,000respe
tively.The graph between the �rst two layers is the union of twosubgraphs, G1 and G2. The graph G1 is based on a trun-
ated heavy tail distribution. We say that a layer has a trun-
ated heavy tail distribution with parameter D when thefra
tion of nodes of degree i is D+1Di(i�1) for i = 2; : : : ; D+1.The graph G1 
onne
ts the 16,000 sour
e data nodes to7,840 of the nodes at the se
ond layer (the remaining 160nodes at the se
ond layer are used in G2). The node de-grees on the left hand side are determined by the trun
atedheavy tail distribution, with D = 200. For example, thismeans that there are (16;000)(201)(200)(2)(1) = 8,040 nodes of degree2 on the left hand side. Ea
h edge is atta
hed to a node
hosen uniformly at random from the 7,840 on the righthand side.1 The distribution of node degrees on the right1Noti
e that this may yield some nodes of degree 0 on the righthand side; however, this happens with small probability, and su
hnodes 
an be removed. Also, there may be multiple edges betweenpairs of nodes. This does not a�e
t the behavior of the algorithm dra-mati
ally, although the redistribution of su
h multiple edges improves
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ond graph G2, ea
h of the 16,000 nodes on theleft has degree 2. The nodes on the right are the remaining160 nodes at the se
ond layer, and ea
h of these nodes hasdegree 200. The edges of G2 are generated by randomlypermuting the 32,000 edge slots on the left and 
onne
tingthem in that permuted order to the 160 nodes on the right.The graph G2 helps prevent small 
y
les in G1 from haltingprogress during de
oding.The graph between the se
ond and third layers of nodesuses a spe
i�
 distribution, designed using a linear pro-gramming tool dis
ussed in [18℄, [19℄. The linear programis used to �nd graphs that have low de
oding ineÆ
ien
y.In this graph, all of the 8,000 nodes on the left have de-gree 12. On the right hand side there are 4,093 nodes ofdegree 5; 3,097 nodes of degree 6; 122 nodes of degree 33;472 nodes of degree 34; 1 node of degree 141; 27 nodes ofdegree 170; and 188 nodes of degree 171. The 
onne
tionsbetween the edge slots on the left and right are sele
tedby permuting the edge slots on the left randomly and then
onne
ting them to the edge slots on the right. In totalthere are 222,516 edges in this graph, or approximately 14edges per sour
e data node. The sparseness of this graphenables the very fast en
oding and de
oding.C. Performan
eIn pra
ti
e, Tornado 
odes where values of k and ` areon the order of tens of thousands 
an be en
oded andde
oded in just a few se
onds. In this se
tion, we 
om-pare the eÆ
ien
y of Tornado 
odes with standard 
odesthat have been previously proposed for network appli
a-tions [11℄, [25℄, [28℄, [29℄, [31℄, [32℄. The erasure 
ode listedin Tables III and IV as Cau
hy [4℄ (available at [13℄), isa standard implementation of Reed-Solomon erasure 
odesbased on Cau
hy matri
es. The Tornado Z 
odes were de-signed as des
ribed earlier in this se
tion. The implementa-tions were not 
arefully optimized, so their running times
ould be improved by 
onstant fa
tors. All experimentswere ben
hmarked on a Sun 167 MHz UltraSPARC 1 with64 megabytes of RAM running Solaris 2.5.1. Although thishardware is no longer state of the art, the running timesnevertheless re
e
t the essential asymptoti
 and behavioraldi�eren
e between RS 
odes and Tornado 
odes. All runsare with pa
ket length P = 1KB. For all runs, a �le 
on-sisting of k pa
kets is en
oded into n = 2k pa
kets, i.e., thestret
h fa
tor is 2.For the de
oding of the Cau
hy 
odes, we assume thatk=2 original �le pa
kets and k=2 redundant pa
kets wereused to re
over the original �le. This assumption holdsapproximately when a 
arousel en
oding with stret
h fa
tor2 is used, so that roughly half the pa
kets re
eived areredundant pa
kets.Tornado Z has an average de
oding ineÆ
ien
y of 1.054,so on average 1:054 � k=2 original �le pa
kets and 1:054 �k=2 redundant pa
kets were used to re
over the original�le. Our results demonstrate that Tornado 
odes 
an beperforman
e marginally.

En
oding Ben
hmarksReed-Solomon Codes Tornado CodesSIZE Cau
hy Tornado Z250 KB 4.6 se
onds 0.11 se
onds500 KB 19 se
onds 0.18 se
onds1 MB 93 se
onds 0.29 se
onds2 MB 442 se
onds 0.57 se
onds4 MB 1717 se
onds 1.01 se
onds8 MB 6994 se
onds 1.99 se
onds16M Bytes 30802 se
onds 3.93 se
ondsTABLE IIIComparison of en
oding times.
De
oding Ben
hmarksReed-Solomon Codes Tornado CodesSIZE Cau
hy Tornado Z250 KB 2.06 se
onds 0.18 se
onds500 KB 8.4 se
onds 0.24 se
onds1 MB 40.5 se
onds 0.31 se
onds2 MB 199 se
onds 0.44 se
onds4 MB 800 se
onds 0.74 se
onds8 MB 3166 se
onds 1.28 se
onds16 MB 13629 se
onds 2.27 se
ondsTABLE IVComparison of de
oding times.

en
oded and de
oded mu
h faster than RS 
odes, even forrelatively small �les.We note that there is a small variation in the de
od-ing ineÆ
ien
y for de
oding Tornado 
odes depending onwhi
h parti
ular set of en
oding pa
kets are re
eived. Tostudy this variation, we ran 10,000 trials using the TornadoZ 
ode. In Figure 2, we show the per
entage of trials forwhi
h the re
eiver 
ould not re
onstru
t the sour
e datafor spe
i�
 values of the de
oding ineÆ
ien
y. For exam-ple, using Tornado Z 
odes with ea
h node representingone pa
ket, a de
oding ineÆ
ien
y of 1:064 
orresponds tore
eiving 17; 024 = 1:064 �16; 000 pa
kets. Over 90% of there
eivers were able to re
onstru
t the sour
e data beforere
eiving this many pa
kets.
Decoding Inefficiency, Tornado Z
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Fig. 2. De
oding ineÆ
ien
y variation over 10,000 trials of TornadoZ.
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oding ineÆ
ien
y was 1.0536,the maximum re
eption ineÆ
ien
y was 1.10, and thestandard deviation was 0.0073. For all 10,000 trials thesame graph was used; this graph was not spe
ially 
hosen,but was generated randomly as des
ribed in Se
tion V-B. In pra
ti
e one 
an a
hieve slightly better performan
eby testing various random graphs for performan
e before
hoosing one. Our tests suggest that the performan
e givenin Figure 2 is representative.VI. Simulation ComparisonsFrom the previous se
tion, it is 
lear that using RS era-sure 
odes to en
ode over large �les for bulk data distri-bution has prohibitive en
oding and de
oding overhead.But another approa
h, des
ribed in the introdu
tion, is themethod of interleaving suggested in [25℄, [28℄, [29℄, [31℄. In-terleaved 
odes are 
onstru
ted as follows: suppose K + Len
oding pa
kets are to be produ
ed from K sour
e pa
k-ets. Partition the K sour
e pa
kets into blo
ks of lengthk, so that there are B = K=k blo
ks in total. Stret
hea
h blo
k of k sour
e pa
kets to an en
oding blo
k ofk + ` pa
kets using a standard RS erasure 
ode by adding` = kL=K redundant pa
kets. Then, form the en
odingof length K +L by interleaving the en
oding pa
kets fromea
h blo
k, i.e., the en
oding 
onsists of sequen
es of B en-
oding pa
kets, ea
h of whi
h 
onsist of exa
tly one pa
ketfrom ea
h blo
k.The 
hoi
e of the value of the parameter k for interleavedRS 
odes is 
ru
ial. To optimize en
oding and de
odingspeed of the interleaved 
odes, k should 
learly be 
hosento be as small as possible. But 
hoosing k to be very smalldefeats the purpose of using en
oding, sin
e any redundantpa
ket that arrives 
an only be used to re
onstru
t a sour
edata pa
ket from the same blo
k. Moreover, redundantpa
kets that arrive for data blo
ks that have already beenre
onstru
ted su

essfully do not bene�t the sender.To explain this in more detail, let us say that a blo
k isfull from the viewpoint of a re
eiver when at least k distin
ten
oding pa
kets asso
iated with that blo
k have been re-
eived. The entire �le 
an only be de
oded by the re
eiverwhen all blo
ks are full. The phenomenon that arises whenk is relatively small is illustrated in Figure 3; while waitingfor the last few blo
ks to �ll, the re
eiver may re
eive manyen
oding pa
kets from blo
ks that have already been re-
onstru
ted su

essfully. These useless pa
kets 
ontributedire
tly to the de
oding ineÆ
ien
y. To summarize, the
hoi
e of the value of k for interleaved 
odes introdu
es atradeo� between de
oding speed and de
oding ineÆ
ien
y.To 
ompare various proto
ols, we 
ompare the de
od-ing ineÆ
ien
y and de
oding speed at ea
h re
eiver. Re-
all that the de
oding ineÆ
ien
y is 1 + � if one must ob-tain (1 + �)k distin
t en
oding pa
kets in order to de
odethe sour
e data. For both Tornado and LT 
odes, thereis some overhead in the de
oding ineÆ
ien
y due to thesparse nature of the 
odes and the randomness used intheir 
onstru
tion. For interleaved 
odes, de
oding ineÆ-
ien
y arises be
ause in pra
ti
e one must obtain more thank en
oding pa
kets to have enough pa
kets to de
ode ea
h

k

B blocks

= source data

= redundancy

Fig. 3. Waiting for the last blo
ks to �ll...
blo
k. We emphasize that for interleaved 
odes the de
od-ing ineÆ
ien
y is a random variable that depends on theloss rate, loss pattern, and the blo
k size. The tradeo� be-tween de
oding ineÆ
ien
y and 
oding time for interleaved
odes motivates the following set of experiments.� Suppose we 
hoose k in the interleaved setting so thatthe de
oding ineÆ
ien
y is 
omparable to that of TornadoZ. How does the de
oding time 
ompare?� Suppose we 
hoose k in the interleaved setting so thatthe de
oding time is 
omparable to that of Tornado Z. Howdoes the de
oding ineÆ
ien
y 
ompare?While we have 
hosen Tornado Z 
odes to perform this
omparison, a similar 
omparison 
an be made with theLT 
odes whi
h have 
omparable de
oding ineÆ
ien
y andstri
tly faster de
oding time than Tornado Z.In our initial simulations, we assume probabilisti
 losspatterns in whi
h ea
h transmission to ea
h re
eiver is lostindependently with a �xed probability p. Using bursty lossmodels instead of this uniform loss model does not impa
tour results for Tornado 
ode performan
e; only the overallloss rate is important. This is be
ause when using Tor-nado 
odes we 
ompute the entire en
oding ahead of timeand send out en
oding pa
kets in a random order from thesour
e. Therefore, any loss pattern appears equivalent toa uniform loss pattern on the re
eiver end. The 
hoi
e ofthe uniform loss model does however impa
t the perfor-man
e results of the interleaved 
odes, whi
h (unless thesame randomization of the transmission order is used) arehighly dependent on the loss pattern. In parti
ular, we ex-pe
t interleaved 
odes to have slightly better performan
eunder random losses than under bursty losses. To 
on�rmthis intuition, in our previous work [8℄, we provided re-sults from tra
e-driven simulations of Internet traÆ
 takenfrom [33℄. The following results fo
us on the random lossmodel, sin
e this is the easiest model to analyze, it pro-vides a lower bound on the de
oding ineÆ
ien
y for inter-leaved Reed-Solomon 
odes, and be
ause in the 
ases wemeasured on the Internet tra
e data the di�eren
e in thede
oding ineÆ
ien
y for interleaved Reed-Solomon 
odesbetween random and bursty losses is small.A. Equating De
oding IneÆ
ien
yOur �rst simulation 
ompares the de
oding time of Tor-nado Z with an interleaved 
ode with de
oding ineÆ
ien
y
omparable to that of Tornado Z. In Se
tion V, we deter-



IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATION, TO APPEAR, 2002 9
Decoding Inefficiency on a 1MB File, p = 0.1

1

1.2

1.4

1.6

1.8

1 10 100 1000 10000

Receivers

D
ec

od
in

g 
In

ef
fi

ci
en

cy

Tornado Z

Interleaved, k = 50

Interleaved, k = 20

Decoding Inefficiency on a 1MB File, p = 0.5

1

1.2

1.4

1.6

1.8

2

2.2

1 10 100 1000 10000

Receivers

D
ec

od
in

g 
In

ef
fi

ci
en

cy

Tornado Z

Interleaved, k = 50

Interleaved, k = 20

Fig. 4. Comparison of de
oding ineÆ
ien
y for 
odes with 
omparable de
oding times.
Speedup fa
tor for Tornado Zerasure probabilitiesSIZE 0.01 0.05 0.10 0.20 0.50250 KB 1.37 2.05 5.55 11.1 11.1500 KB 2.29 5.51 8.33 16.7 33.31 MB 4.12 10.3 17.1 25.8 51.62 MB 6.34 16.9 26.2 48.4 96.84 MB 7.87 22.3 34.6 62.7 1158 MB 11.1 28.2 46.9 80 18216 MB 14.2 34.9 56.4 100 212TABLE VSpeedup of Tornado Z 
odes over interleaved RS 
odes with
omparable ineffi
ien
y.

mined experimentally that Tornado Z 
odes have the prop-erty that the de
oding ineÆ
ien
y is greater than 1:076 lessthan 1% of the time. In Table V, we present the ratio be-tween the running time of an interleaved 
ode for whi
hk is 
hosen so that this property is also realized and therunning time of Tornado Z. Of 
ourse, this ratio 
hangesas the loss probability and �le size 
hange.We explain how the entries in Table V are derived. To
ompute the running time for interleaved 
odes, we �rstuse simulations to determine for ea
h loss probability valuethe maximum number of blo
ks the sour
e data 
an be splitinto while still maintaining a de
oding ineÆ
ien
y less than1:076 for less than 1% of the time. (For example, a twomegabyte �le 
onsisting of 2000 one kilobyte pa
kets 
anbe split into at most eleven blo
ks while maintaining thisproperty when pa
kets are lost with probability 0:10.) Wethen 
al
ulate the per blo
k de
oding time, and multiplyit by the number of blo
ks to obtain the de
oding time forthe interleaved 
ode. With a stret
h fa
tor of two, one halfof all pa
kets inje
ted into the system are redundant en-
oding pa
kets and the other half are sour
e data pa
kets.Therefore, in 
omputing the de
oding time per blo
k, weassume that half the pa
kets re
eived are redundant en-
oding pa
kets. Based on the data previously presentedin the Cau
hy 
odes 
olumn of Table IV, we approximatethe de
oding time for a blo
k of k sour
e data pa
kets by

k2=31250 se
onds. To 
ompute the running time for Tor-nado Z, we simply use the de
ode times for Tornado Z asgiven earlier in Table IV.As an example, suppose the en
oding of a 16 MB �leis transmitted over a 1 Mbit/se
ond 
hannel with a lossrate of 50%. It takes just over 4 minutes to re
eive enoughpa
kets to de
ode the �le using either Tornado Z or an in-terleaved 
ode (with the desired de
oding ineÆ
ien
y guar-antee). However, the de
oding time is almost 8 minutes forthe interleaved 
ode 
ompared with just over 2 se
onds forTornado Z. Comparisons of en
oding times yield similar re-sults. We note that by using slightly slower Tornado 
odeswith less de
oding ineÆ
ien
y, we would a
tually obtaineven better speedup results at high loss rates. This is be-
ause interleaved 
odes would be harder pressed to mat
hstronger de
oding guarantees.B. Equating De
oding TimeOur se
ond set of simulations examines interleaved
odes that have 
omparable de
oding times to Tornado Z.Cau
hy 
odes with blo
k length k = 20 are roughly equiva-lent in speed to the Tornado Z 
ode. We also 
ompare witha blo
k length k = 50, whi
h is slower but still reasonablein pra
ti
e.Using these blo
k sizes, we now study the maximum de-
oding ineÆ
ien
y observed as we s
ale to a large numberof re
eivers. The sender 
arousels through a two megabyteen
oding of a one megabyte �le, while re
eivers asyn-
hronously attempt to download it. We simulate resultsfor the 
ase in whi
h pa
kets are lost independently anduniformly at random at ea
h re
eiver at rates of 10% and50%. The 10% loss rates are representative of 
ongestedInternet 
onne
tions, while the 50% loss rates are near theupper limits of what a mobile re
eiver with poor 
onne
tiv-ity might reasonably experien
e. The results we give 
an beinterpolated to provide intuition for performan
e at inter-mediate rates of loss. For 
hannels with very low loss rates,su
h as the 1% loss rates studied in [25℄, interleaved 
odesand Tornado have generally 
omparable performan
e.Figure 4 shows, for di�erent numbers of re
eivers, theworst 
ase de
oding ineÆ
ien
y experien
ed for any of there
eivers averaged over 100 trials. In these �gures, p refersto the probability a pa
ket is lost at ea
h re
eiver. Sin
e
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h graph 
orresponds to the 
aseof one re
eiver, this point is also just the average de
odingineÆ
ien
y. The interesting feature of this �gure is how theworst 
ase de
oding ineÆ
ien
y grows with the number ofre
eivers.For pa
ket loss rates of 10% and a blo
k size of k = 50,the average ineÆ
ien
y of interleaved 
odes is 
omparableto that of Tornado Z. But as pa
ket loss rates in
rease,or if a smaller blo
k size is used, the ineÆ
ien
y of inter-leaved 
odes rises dramati
ally. Also, the ineÆ
ien
y of theworst-
ase re
eiver does not s
ale with interleaved 
odes asthe re
eiver size grows large. Tornado 
odes exhibit morerobust s
alability and better toleran
e for high loss rates.C. S
aling to Large FilesOur next experiments demonstrate that Tornado 
odesalso s
ale better than an interleaved approa
h as the �lesize grows large. This is due to the fa
t that the number ofen
oding pa
kets a re
eiver must re
eive to re
onstru
t thesour
e data when using interleaving grows super-linearlyin the size of the sour
e data. (This is the well-known\
oupon 
olle
tor's problem" [16℄.) In 
ontrast, the num-ber of en
oding pa
kets the re
eivers require to re
onstru
tthe sour
e data using the 
odes grows linearly in the size ofthe sour
e data, and in parti
ular the de
oding ineÆ
ien
ydoes not in
rease as the �le size in
reases.The e�e
t of this di�eren
e is easily seen in Figure 5.In this 
ase both the average de
oding ineÆ
ien
y and themaximum de
oding ineÆ
ien
y grow with the length of the�le when using the interleaving approa
h. This e�e
t is
ompletely avoided by using Tornado 
odes.VII. Implementation of an Asyn
hronousReliable Multi
ast Proto
olIn this se
tion, we des
ribe our simulations for distribut-ing bulk data to a large number of heterogeneous re
eiverswho may a

ess the data asyn
hronously. Our implemen-tation is designed for the Internet using a proto
ol builton top of IP Multi
ast. We outline our te
hniques to han-dle re
eiver heterogeneity using layered multi
ast [21℄, [23℄and des
ribe how our digital fountain approa
h for relia-bility 
leanly integrates with TCP-friendly, re
eiver-driven
ongestion 
ontrol methods su
h as the work of Vi
isano,Rizzo and Crow
roft [32℄. In a 
ompanion paper [6℄, we
onsider multirate multi
ast 
ongestion 
ontrol (espe
iallysuitable for 
ontent en
oded using a digital fountain ap-proa
h) in its own right. While we note that the systemdeveloped and des
ribed here 
onstitutes a feasibility study,we emphasize that we have leveraged this prototype designto 
reate a 
ompletely fun
tional multi
ast proto
ol whi
his now shipping in produ
t form.We expe
t that the digital fountain approa
h via fasterasure 
odes will also prove useful in other environmentsbesides a multi
ast-enabled Internet, su
h as satellite orwireless based systems. In these settings, di�erent 
han-nel 
hara
teristi
s would suggest di�erent approa
hes for
ongestion 
ontrol and toleran
e to re
eiver heterogeneity.However, the general approa
h for reliability whi
h we ad-

vo
ate would remain essentially the same, even under vary-ing end-to-end bandwidths and pa
ket loss rates.We now present the design of our multi
ast proto
ol.The two main issues are the use of layered multi
ast and theapproa
h the re
eiver uses to de
ode the message. Then wedes
ribe the experimental setup and performan
e results ofour system.A. Integration with Layered Congestion ControlThe approa
h to a

ommodating re
eiver heterogeneitywith appropriate 
ongestion 
ontrol me
hanisms whi
h wepropose follows the lead of other authors who advo
atelayered multi
ast [21℄, [23℄, [32℄. The main idea underly-ing this approa
h is to enable the sour
e to transmit dataa
ross multiple multi
ast groups, thereby allowing the re-
eivers to subs
ribe to an appropriate subset of these lay-ers. When su
h a s
heme is also used to provide 
ongestion
ontrol, it is typi
ally 
alled a multirate 
ongestion 
on-trol s
heme. Of 
ourse, pra
ti
al 
onsiderations warrantkeeping the number of multi
ast groups asso
iated with agiven sour
e to a minimum. A re
eiver's subs
ription levelis based on fa
tors su
h as the bottlene
k bandwidth enroute to the sour
e and network 
ongestion. Basi
 ideas
ommon to the proposed layered s
hemes are:� The server transmits data over multiple layers, where thelayers are ordered by in
reasing transmission rate.� The layers are 
umulative, i.e. a re
eiver subs
ribing tolayer i also subs
ribes to all layers less than i. We say thata re
eiver subs
ribes to level i when it subs
ribes to layers0 through i.For example, in the simplest version of our implementa-tion, we use geometri
ally in
reasing transmission rates:Bi = 2i�1 is the rate of the ith layer. Thus, a re
eiver atsubs
ription level i would re
eive bandwidth proportionalto 2Bi, for i � 1. A proto
ol with whi
h our approa
h is
ompatible, and whi
h we use in our basi
 evaluation is thes
heme des
ribed in work of Vi
isano, Rizzo and Crow
roft[32℄ that proposes the following novel ideas, summarizedhere brie
y:� Congestion 
ontrol is a
hieved by the use of syn
hroniza-tion points (SP's) that are spe
ially marked pa
kets in thestream. A re
eiver 
an attempt to join a higher layer onlyimmediately after an SP, and keeps tra
k of the historyof events only from the last SP. The rate at whi
h SP'sare sent in a layer is inversely proportional to the layerbandwidth, thus lower bandwidth re
eivers are given morefrequent opportunities to add higher layers.� Instead of expli
it join attempts by re
eivers, the servergenerates periodi
 bursts during whi
h pa
kets are sent attwi
e the normal rate on ea
h layer. This has the e�e
tof 
reating network 
ongestion 
onditions similar to thosethat re
eivers would experien
e following an expli
it join.If a re
eiver witnesses no pa
ket losses during and after theburst, it adds a layer at the next SP.� Re
eivers also use pa
ket loss events as an indi
ation of
ongestion. If a re
eiver witnesses pa
ket losses during orafter a burst, it does not add a layer at the next SP; more-over, re
eivers drop to a lower subs
ription level whenever
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Fig. 5. Comparison of de
oding ineÆ
ien
y as �le size grows.
a pa
ket loss event o

urs outside of a burstBoth the sending of SP's and burst periods are drivenby the sender, with the re
eivers rea
ting appropriately.The most attra
tive feature of this approa
h is s
alability| sin
e the transmission s
hedule at the sender is �xed inadvan
e, the sender behaves the same whether there are ahandful or a million re
eivers. Moreover, this method of
ongestion 
ontrol prevents feedba
k implosion as it doesnot require re
eivers to send expli
it feedba
k to the sender,sin
e joins and leaves 
an often be pro
essed at down-stream routers. Another attra
tive feature of this generalapproa
h is that re
eivers 
an a
t autonomously, i.e. re-
eivers need not 
oordinate join attempts with one another.These features of the 
ongestion 
ontrol algorithm are par-ti
ularly important when integrating with the digital foun-tain approa
h to reliability in whi
h re
eiver-to-sour
e andinter-re
eiver 
ommuni
ation are undesirable. We refer thereader to [32℄ for further details, in
luding evaluation of theTCP-friendliness of this s
heme.B. S
heduling Transmissions A
ross Multiple Multi
astGroupsAs des
ribed earlier, a re
eiver at level i subs
ribes toall layers 0 through i. Therefore, when using 
odes with a
onstant stret
h fa
tor 
, it is important to s
hedule pa
kettransmissions 
arefully a
ross the multiple layers, so as tominimize the number of dupli
ate pa
kets that a re
eiverre
eives. In our previous work [8℄, we provided heuris-ti
s for s
heduling pa
kets from a �nite Tornado en
odinga
ross multiple layers, following the work of Bhatta
haryyaet al. [3℄, who demonstrated that a pa
ket s
hedulings
heme for 
umulative layered multi
ast exists whereby thesender transmits a permutation of the entire set of en
od-ing pa
kets on any given set of 
umulative layers beforerepeating a pa
ket.However, the LT 
odes make this s
heduling 
onsider-ation obsolete, as the en
oding pro
ess is on-the-
y andmemoryless, thus these 
odes 
an naturally be employedwith a memoryless s
heduling pro
ess, where any pa
keton any given layer is 
onstru
ted independently from anyother pa
ket. In brief, this eliminates 
orrelations betweenpa
kets a
ross layers, and any subset of pa
kets of a givensize is equally likely to restitute the sour
e �le, regardless

of whi
h layers those pa
kets were transmitted on.C. Re
onstru
tion at the Re
eiverAs detailed in the previous subse
tion, the re
eiver is re-sponsible for performing re
eiver-driven joins and leaves tofa
ilitate 
ongestion 
ontrol. The other a
tivity that there
eiver must perform is the re
onstru
tion of the sour
edata. There are two ways to implement the re
eiver de
od-ing proto
ol. The �rst is an in
remental approa
h in whi
hthe re
eiver performs preliminary de
oding operations af-ter ea
h pa
ket arrives. This approa
h leads to some re-dundant 
omputation: re
onstru
ted sour
e data may laterarrive inta
t. Moreover, there may be a modest overheadin pro
essing individual pa
kets immediately on arrival. Ase
ond, patient approa
h that redu
es these e�e
ts is towait until a �xed number of pa
kets arrive from whi
h it islikely that the sour
e 
an be re
onstru
ted, based on sta-tisti
al observations. If the de
oding 
annot be 
ompletedat this time, then additional pa
kets may be pro
essed in-dividually or in small groups. While the in
remental ap-proa
h has the bene�t of enabling some de
oding 
omputa-tion to be overlapped with pa
ket re
eption, we found thepatient approa
h to be simpler to implement in pra
ti
e,with little loss of de
oding speed. In the Tornado Z imple-mentation we des
ribe, we wait until 1:06k pa
kets arrive2,attempt to de
ode, and then pro
ess additional pa
kets in-dividually as needed until de
oding is su

essful.D. Experimental Setup and ResultsNow we turn to measurements of the eÆ
ien
y of ourexperimental system. First, we 
larify the two sour
es ofineÆ
ien
y. Re
all that the de
oding ineÆ
ien
y, 1 + � =�
, 
aptures the ineÆ
ien
y due spe
i�
ally to our use ofsparse 
odes. It is de�ned as�
 = # of distin
t pa
kets r
vd before re
onstru
tion# of sour
e data pa
kets :There is, however, another possible sour
e of ineÆ
ien
y:a re
eiver 
ould obtain dupli
ate pa
kets. The distin
tnessineÆ
ien
y, �d, 
aptures the loss in eÆ
ien
y 
aused by re-
eiving dupli
ate pa
kets. This 
an o

ur either by 
y
ling2This quantity is 
arefully 
hosen based on statisti
al observationsand depends on both the 
ode used and the �le size.
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arousel under high loss rates by temporarilysuspending the transfer, or by 
hanging the re
eiver sub-s
ription layer as des
ribed in Se
tion VII-B. It is de�nedas �d = Total # of pa
kets re
eived# of distin
t pa
kets re
eived :Combining these two e�e
ts yields the re
eption ineÆ-
ien
y, �. It is de�ned as� = # of pa
kets re
eived prior to re
onstru
tion# of sour
e data pa
kets :It is 
lear that � = �
�d.The experimental results measure our prototype imple-mentation. Besides testing the layered proto
ol we havedes
ribed, we also test a single layer proto
ol. That is,we also measure the re
eption ineÆ
ien
y when the servertransmits the �le on a single multi
ast group at a �xedrate. These results allow us to fo
us on the eÆ
ien
y ofthe pa
ket transmission s
heme independent of the layer-ing s
heme for 
ongestion 
ontrol. In both 
ases the serveren
odes using Tornado Z to produ
e the en
oding. Theserver runs two threads: a UDP uni
ast thread that pro-vides various 
ontrol information su
h as multi
ast groupinformation and �le length to the re
eiver and a multi-
ast transmission thread. For both proto
ols, the re
eivers
onne
t to the server's known UDP port for 
ontrol infor-mation and on re
eipt of the information, subs
ribe to theappropriate multi
ast groups.Our test sour
e data 
onsisted of a Qui
ktime movie (a
lip available from www.nfl.
om) with size slightly over twomegabytes. The en
oding algorithm used a stret
h fa
tor of
 = 2 to produ
e 8264 pa
kets of size 500 bytes. The pa
k-ets were additionally tagged with 12 bytes of information(pa
ket index, serial number and group number) to give a�nal pa
ket size of 512 bytes. The server and re
eivers wereon three di�erent subnets, lo
ated at Berkeley, CMU andCornell. There were 16 hops on the path from Berkeley toCMU, and the bottlene
k bandwidth (obtained by usingmtra
e and path
har [14℄) was 8 Mb/s with an RTT of 60ms. There were 17 hops on the path from Berkeley to Cor-nell, and the bottlene
k bandwidth was 9.3 Mb/s with anRTT of 87 ms. The base layer bandwidth was set to a rateranging from 64 Kb/s to 512 Kb/s. We ran experimentswith the server both at Berkeley and at CMU and with there
eivers lo
ated at the other two subnets. Lo
ating theserver at CMU tended to generate higher pa
ket loss ratesfor the same transmission bandwidth. The ma
hines usedat all three sites were running Solaris 2.5.1. When runningthe layered proto
ol, we used 4 layers.In our initial experiments, in some 
ases we witnessedloss rates over the 
ourse of the transmission of nearly 20%{ rates that are admittedly far higher than the 
onges-tion 
ontrol te
hniques of [32℄ were intended to handle. Togenerate even higher loss rates that might arise in otherenvironments, su
h as mobile wireless networks, we turnedo� 
ongestion 
ontrol and set the base layer rate arti�
iallyhigh, 
ausing a router within our LAN to drop pa
kets per-sistently.

The data from the two sets of experiments are shownin Figure 6. As seen from the graphs for the single lay-ered 
ase, for pa
ket losses of less than 50%, the distin
t-ness ineÆ
ien
y is almost always 1, as is to be expe
ted.Thus, for low loss rates, the re
eption ineÆ
ien
y is ef-fe
tively the de
oding ineÆ
ien
y, whi
h in our examplewas roughly 1:07 on average. (This de
oding ineÆ
ien
y isslightly higher than for Tornado Z be
ause a slightly dif-ferent 
ode was used in these experiments, and be
ause wewait until at least 1:06k pa
kets arrive before trying to de-
ode.) We further observe that the transmission s
heme isrobust even under severe loss rates - even at loss rates ap-proa
hing 50%, the re
eption ineÆ
ien
y is generally below1:4. This re
eption ineÆ
ien
y 
an be mitigated either bythe use of Tornado 
odes with a larger stret
h fa
tor or bythe use of LT 
odes.Figure 6 also shows experimental data for the multilay-ered 
ase. We observe that the use of multiple layers for
ongestion 
ontrol in
reases the distin
tness ineÆ
ien
y.This is natural as swit
hing among subs
ription levels 
an
ause the re
eiver to re
eive pa
kets that had already beenobtained at other subs
ription levels. For high loss rates,the distin
tness ineÆ
ien
y remained low be
ause re
eiversgenerally subs
ribed only to the base layer. Again this 
ost
an be mitigated with the use of LT 
odes.VIII. Con
lusionThe introdu
tion of fast erasure 
odes yields signi�
antnew possibilities for the design of reliable multi
ast proto-
ols. To explore these possibilities, we formalized the no-tion of an ideal digital fountain and explained how Tornado
odes and LT 
odes 
an yield a mu
h 
loser approximationto a digital fountain than previous systems based on stan-dard Reed-Solomon erasure 
odes. The prototype multi-
ast data distribution system whi
h we built demonstratesthat simple proto
ols using Tornado 
odes are e�e
tive inpra
ti
e.Given that we 
an 
losely approximate a digital fountainwith Tornado and LT 
odes, we 
on
lude with other pos-sible appli
ations for su
h en
oding s
hemes. One appli
a-tion is dispersity routing of data from endpoint to endpointin a pa
ket-routing network. With pa
kets generated by adigital fountain, the sour
e 
an inje
t pa
kets along mul-tiple paths in the network. Those pa
kets that experien
e
ongestion are delayed, but the destination 
an re
over thedata on
e a suÆ
ient number of pa
kets arrive, irrespe
-tive of the paths they took. This appli
ation dates ba
kto the seminal works on dispersity routing by Maxem
huk[20℄ and information dispersal by Rabin [27℄. Both sug-gested using standard erasure 
odes, but we expe
t thatfaster 
odes and the digital fountain approa
h will lead toimproved pra
ti
al dispersity routing s
hemes.Related appli
ations whi
h we have 
onsidered in
ludedownloading 
ontent in parallel from multiple mirror sites[7℄ and 
ontent delivery in overlay networks su
h as peer-to-peer networks [5℄. By en
oding the 
ontent, 
lients,servers, and peers are freed from 
omplex negotiations thatarise when all of the individual, unen
oded pa
kets from
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Fig. 6. Experimental Results of the Prototype
the sour
e �le must be 
olle
ted a
ross heterogeneous end-to-end 
onne
tions. Instead, by using the digital fountainparadigm, re
eivers 
an draw en
oded 
ontent from serversor peers in parallel until they re
eive suÆ
iently many en-
oded pa
kets to re
onstru
t the �le.A
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