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Abstract— Considerable attention has been focused on the
properties of graphs derived from Internet measurements.
Router-level topologies collected via traceroute-like methods have
led some to conclude that the router graph of the Internet is
well modeled as a power-law random graph. In such a graph,
the degree distribution of nodes follows a distribution with a
power-law tail.

We argue that the evidence to date for this conclusion is at
best insufficient. We show that when graphs are sampled using
traceroute-like methods, the resulting degree distribution can
differ sharply from that of the underlying graph. For example,
given a sparse Erdös-Rényi random graph, the subgraph formed
by a collection of shortest paths from a small set of random
sources to a larger set of random destinations can exhibit a
degree distribution remarkably like a power-law.

We explore the reasons for how this effect arises, and show that
in such a setting, edges are sampled in a highly biased manner.
This insight allows us to formulate tests for determining when
sampling bias is present. When we apply these tests to a number
of well-known datasets, we find strong evidence for sampling
bias.

I. INTRODUCTION

A significant challenge in formulating, testing and validating
hypotheses about the Internet topology is a lack of highly
accurate maps. This problem is especially acute when studying
the router-level topology, the graph formed by taking the set
of routers as vertices and adding an edge between any pair
of routers which are one IP hop apart. In lieu of accurate
maps, researchers currently rely on a variety of clever probing
methods and heuristics to assemble an overall picture of the
router-level topology. One such strategy is to use traceroute,
a probing tool which reports the interfaces along the IP path
from a source to a destination. Intuitively, traceroute has the
capability to sample an end-to-end path through the network.
If one assimilates the results of a large number of traceroutes,
each of which sheds a small amount of light on the underlying
connectivity of the router-level topology, the resulting sampled
subgraph is a reflection of the entire topology. But how
accurate a reflection does this procedure produce? It is well
known that the process is not perfect [1]. For instance, it
is only possible to run traceroute from a cooperating source
machine, thus the choice of sources in such an experiment is
highly constrained. Furthermore, some routers ignore trace-
route probes, and others respond incorrectly. Nevertheless,
these methods, or closely related methods, are widely used
in mapping studies such as [2]–[6] and provide the basis for
drawing deeper conclusions about the Internet topology as a
whole [7]–[10].

One such conclusion, and indeed, one of the most sur-
prising findings reported in [7], is evidence for a power-
law relationship between frequency and degree in the router-
level topology. Using their formalism, consider the router-
level topology G = (V,E) where vertices in V correspond
to routers and undirected edges in E correspond to one hop
IP connectivity between routers. Then, let d be a given degree,
and define fd to be the frequency of degree d vertices in G,
i.e. fd = #{v ∈ V s.t. #{(v, x) ∈ E} = d}. The power-law
relationship they then provide evidence for is fd ∝ dc, for a
constant power-law exponent c. At the time their study was
conducted, maps of the router-level topology were scarce; one
of the very few available was a dataset collected by Pansiot
and Grad in 1995 [2]. The evidence for the frequency vs.
degree power-law (reproduced directly from the dataset in [2])
is presented in Figure 1(a) as a plot on log-log scale. The upper
graph is a plot of the pdf as it originally appeared in [7]; the
lower graph is a plot of the log-log complementary distribution
(ccdf).

As noted earlier, and as with other maps collected from
traceroute-based methods, the Pansiot and Grad inventory of
routers and links was undoubtedly incomplete. However, there
is a more serious problem with drawing conclusions about
characteristics of the router-level topology from this dataset
(or any similar traceroute-driven study) than that of incomplete
data, namely sampling bias.

In a typical traceroute-driven study [9], traceroute destina-
tions are passive and plentiful, while active traceroute sources
require deployment of dedicated measurement infrastructure,
and are therefore scarce. As such, when traces are run from
a relatively small set of sources to a much larger set of
destinations, those nodes and links closest to the sources are
sampled much more frequently than those that are distant from
the sources and destinations. To demonstrate the significant
impact this sampling bias can cause, we show the following
experiment (more details and variations are in Section II).

We are interested in the subgraph induced by taking a
sample of nodes and edges traversed by paths from k sources
to m destinations, and focus on whether the measured degree
distribution in the subgraph is representative of the entire
graph. We choose G = (V,E) to be a GN,p graph using
the classical Erdös-Rényi graph model, i.e. where |V | = N
and where each edge (u, v) is chosen to be present in E
independently with probability p. Modeling the intricacies
of IP routing is beyond the scope of this experiment; we
simply assign edges random weights 1 + ε, where ε is chosen
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(a) Pansiot-Grad (b) Subgraph sampled from GN,p

Fig. 1. Evidence for a Frequency Vs Degree Power Law in (a) the Pansiot-Grad dataset and (b) a sampled subgraph of a random graph.

uniformly at random from [− 1
N ,

1
N ] and use shortest-path

routing (the random weights are chosen solely to break ties
between shortest-path routes).

In Figure 1(b), we present a frequency vs. degree plot on
log-log scale of the induced subgraph when k = 1, m = 1000,
N = 100,000, and Np = 15 (where Np is the average degree
of a vertex). These parameters were chosen specifically to
provide visual similarity to the plot from the dataset in [2]; we
report on similar results for many other parameter settings later
in the paper. While the induced subgraph demonstrates a sim-
ilar frequency vs. degree power-law fit, this is a measurement
artifact and is not representative of the underlying random
graph. The degree distribution of the underlying random graph
is far from a power-law; it is well-known to be Poisson. The
degree distribution of the sampled graph is contrasted with the
degree distribution of the underlying graph in the lower plot
of Figure 1(b), which shows how different they are.

Clearly, this sort of misidentification is more likely when
the data values only span a narrow range, as is the case here.
In fact, the data used to argue for a power-law distribution
in [7] spans a range of values that is too small for conclusive
judgements. However, even over this narrow range, the differ-
ence between the two distributions in Figure 1(b) is so great
as to be important for modeling purposes.

These observations form the motivation for our work and
lead us to the following questions which we will study in this
paper. What are the root causes of sampling bias in traceroute

mapping studies? Are observed power-laws in router degree
distributions a fact or a measurement artifact? Can we detect
sampling bias in well known traceroute datasets?

We explore the sources and effects of sampling bias in
several stages. First, in Section II, we investigate sampled
subgraphs on generated topologies, namely classical random
graphs and power-law random graphs (PLRGs), and expand
upon and develop the arguments presented earlier in the
introduction. We then explore possible sources of sampling
bias. Next, we analytically examine the causes for sampling
biases in Section III and formulate tests to detect the presence
of sampling bias. Then, in Section IV, we consider a number
of traceroute-based datasets, and conclude that they show
evidence of sampling bias.

II. EXAMINING NODE DEGREE DISTRIBUTION OF

SAMPLED SUBGRAPHS

The previous section showed an example of a sampled
subgraph whose degree distribution deviates substantially from
the degree distribution of the underlying topology. In this
section, we present further evidence of a prevalent sampling
bias across a broad spectrum of sampled subgraphs on both
classical random graphs [11] and power-law random graphs
derived from the PLRG model [12]. We then examine possible
sources of the bias responsible for the disparity between the
degree distribution of the underlying graph and the degree
distribution of the sampled graph.
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(a) 1 source, 1000 destinations (b) 5 sources, 1000 destinations (c) 10 sources, 1000 destinations

Fig. 2. Degree Distribution of subgraph sampled from Erdös-Rényi random graph (N = 100, 000, p = 0.00015)
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(a) 1 source, 1000 destinations (b) 5 sources, 1000 destinations (c) 10 sources, 1000 destinations

Fig. 3. Degree Distribution of subgraph sampled from power-law random graph (N = 112, 959, η = 2.1)

We begin by introducing our experimental setup, relevant
terminology and assumptions.

A. Definitions and Assumptions

Let G = (V,E) be a given sparse undirected graph with
|V | = N . Our experimental methodology assigns random
real-valued weights to the edges as follows: for all edges e
in E, let the link weight w(e) = 1 + ε where ε is chosen
uniformly and independently for each edge from the interval
[− 1

N ,
1
N ]. Then assume that we have k distinct source vertices

selected at random from V , and m distinct destination vertices
also selected at random. For each source-destination pair, we
compute the shortest path between them. We let Ĝ denote the
graph (edges and vertices) induced by taking the union of the
set of shortest paths between the k sources andm destinations.
We will often refer to G as the underlying graph and Ĝ as
the sampled graph. We will call such an experiment a (k,m)-
traceroute study.

This experimental setup aims to model the prevalent
methodology employed to discover the Internet topology. In
a typical traceroute-driven study, point-to-point measurements
conducted from a set of distributed vantage points to a large
set of destinations are used to shed light on the underlying
topology. Of course, our simple model does not attempt to
capture all of the intricacies that such a live study encounters,
i.e., the complexities of IP routing, BGP policies, and topo-
logical location of end-points. But it is sufficient to explose
potential sources of bias.

We begin by presenting experimental evidence of measure-
ment bias in two choices of underlying graphs: graphs gen-
erated by the classical Erdös-Rényi random graph model [11]
and graphs generated by the power-law random graph (PLRG)
model [12]. These two graph models can be thought of as
lying at two extremes of the degree spectrum: the degree
distribution of classical random graphs is Poisson, while the
degree distribution of PLRG graphs follows a power-law.

B. Sampling Random Graphs

Our first set of experiments employ the classical Erdös-
Rényi random graph model described in the introduction.
In all the random graphs we consider the average degree,
Np, is sufficiently large so that the graph is connected with
high probability. For our experiments, we ensured that each
generated graph was connected.

Figure 2 shows the degree distribution of Ĝ induced by k =
1, 5, 10 sources and m = 1000 destinations. Our underlying
graph in this case has 100,000 nodes and 749,678 edges (p =
0.00015) with average degree 15. Each plot shows the 90%
confidence intervals of 100 trials.

The results presented in these plots are important for two
reasons. First, the degree distribution of Ĝ, while not a strict
power-law, is clearly long-tailed in each instance and can be
potentially mistaken for (or approximated by) a power-law.
Second, the degree distribution of Ĝ is vastly different from
the true Poisson degree distribution of GN,p, implying that
Ĝ is not a representative sample of our underlying G. As
















