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SUPERFISH 



 A advertising company that develops various 

advising-support software based on a virtual search 

engine.  

 Bad track record with user 

WindowShopper (2011) is created as adware but treated 

as malware by users. 

WHAT IS SUPERFISH? 

 Fun Fact: Forbes listed the 

company as number 64 on their 

list of America's most promising 

companies. 
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SUPERFISH CERT IN ROOT STORE 
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OOPS 



 Superfish performs a Man in the Middle attack 

between the user and all websites that the user visits  

 For every website the user visits, Superfish will 

generate certs on the fly (signed by themselves)  

 Since Superfish is installed by the manufacturers, 

they have an unrestricted root certificate  

are given the same authority and trust as Microsoft’s 

root certificate 

browsers will trust this certificate as well as all 

certificates signed by Superfish 

 

HOW IS IT MALICIOUS  
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SUPER.PEM 



 Simply search for “PRIVATE KEY” in super.txt  

FOUND PRIVATE KEY 



 View the encrypted certificate chain using 

OpenSSL 

VIEW WITH OPENSSL 



 Password must be in memory dump as well  

 Use a dictionary of all the (lowercase) words in the 
memory dump: 2203 

 

FOUND PASSWORD 



With the password, 

“komodia”, Graham 

was able to decode the 

private key 

DECODE PRIVATE KEY 



 Komodia created a product called “SSL Digestor” (or SSL 
Hijacker) which is what Superfish uses to intercept user 
searches. 

 SSL Digestor was intended to be used for parental control, 
spam filtering, and traffic monitoring  

 Product description from Komodia’s  website: 

 

 “Our advanced SSL hijacker SDK is a brand new technology 
that allows you to access data that was encrypted using SSL 
and perform on the fly SSL decryption. The hijacker uses 
Komodia’s  Redirector platform to allow you easy access to the 
data and the ability to modify, redirect, block, and record the 
data without triggering the target browser’s certification 
warning.”  

 

THE SECRET BEHIND THE PASSWORD 
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OTHER COMPANIES AFFECTED BY 

KOMODIA 

 KeepMyFamilySecure (Komodia) 

 Qustodio (parental control)  

 StaffCop 

 Lavasoft (Ad-Aware Antivirus)  

 Kurupira Webfilter 

 Atom Security Inc. 

 DyKnow (classroom monitoring) 

 

 

 

Fun Fact: Marc Rogers confirmed that the password encrypting 

the private key was “komodia” for all of these companies  

 



 Superfish insisted its product was a visual search 

tool designed to “enhance the online shopping 

experience” 

 Claimed VisualDiscovery did not collect any personal 

data 

 Superfish CEO Adi Pinhas claims:  

 

SUPERFISH’S RESPONSE 



 Stopped preloading in January 

 Published an official uninstall guide  

 Lenovo stated that Superfish was only installed in 

laptops shipped between September to December 

2014 

 Also stated that they did “not track nor re-targeted” 

and “every session is independent” with SuperFish 

 Only installed in non-ThinkPad laptops 

LENOVO: “WE MESSED UP”  



 Class-action lawsuit 

 Jessica Bennett  

 “fraudulent” business practices and making Lenovo PCs 

vulnerable 

 Government endorses removal of Superfish adware :  

 

LEGAL ISSUES 



For Users: 

Download the Superfish removal tool from Lenovo’s 

website: 

http://support.lenovo.com/us/en/product_security/s

uperfish_uninstall  

Double check that it was removed by uninstalling 

SuperFish VisualDiscovery 

 Go to Manage Certificates and remove the Superfish 

certificate from Trusted Root CA store  

 

HOW TO PREVENT VULNERABILITIES 

http://support.lenovo.com/us/en/product_security/superfish_uninstall
http://support.lenovo.com/us/en/product_security/superfish_uninstall


For Lenovo: 

 Let the users know what features are included in 

their computers 

Do not bundle ad software (Especially ad software 

that has been treated like malware in the past) 

http://malwaretips.com/blogs/superfish-window-

shopper-adware/ 

HOW TO PREVENT VULNERABILITIES 



For Komodia: 

Don’t advertise where the private key is in the 

memory dump 

 

HOW TO PREVENT VULNERABILITIES 



For Komodia: 

Don’t encrypt the certificate with an easily obtained 

password (company name), and don’t put references 

to your password in the memory dump 

Don’t create your own certificate to validate a site  

 

HOW TO PREVENT VULNERABILITIES 
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