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ABSTRACT
Wepresentatransportprotocolwhosegoalis to reducepower
consumptionwithout compromisingdelivery requirements
of applications. To meetits goal of energy efÞciency, our
transportprotocol(1) containsmechanismsto balanceend-
to-endvs. localretransmissions;(2) minimizesacknowledg-
menttrafÞcusingreceiver regulatedrate-basedßow control
combinedwith selectedacknowledgementsandin-network
cachingof packets;and(3) aggressively seeksto avoid any
congestion-basedpacket loss. Within a recentlydeveloped
ultra low-power multi-hop wirelessnetwork system,exten-
sive simulationsandexperimentalresultsdemonstratethat
our transportprotocolmeetsits goal of preservingthe en-
ergy efÞciency of theunderlyingnetwork.

1. INTRODUCTION
Motiv ation: Multi-hop wirelessnetworks are plagued
with uniquechallenges:contention for the wirelessmedium,
time-varying topology due to the variable quality of
links or mobilit y, and power constraints imposed by
battery lifetimes. The focus of this paper is the last
challenge: power constraints. We seekto minimize the
usageof energysoasto extend the lifetime of both indi-
vidual nodesand the network asa whole, while meeting
the requirements of applications.

While energye!ciency hasbeenrecognizedasa chal-
lengefor sometime [38],until recently , very little progress
has beenmade. In the past coupleof yearswe have be-
gun to seee"orts to reducethe energyconsumedin the
radio circuit, which draws most of the battery power.

Low power [37], adjustable power [41], as well as
two-stage receiver radios [31] have been designedand
implemented in an e"ort to minimize the energy con-

Permissionto make digital or hard copiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor proÞtor commercialadvantageandthatcopies
bearthisnoticeandthefull citationon theÞrstpage.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior speciÞc
permissionand/ora fee.
CoNEXTÕ07,December10-13,2007,New York, NY, U.S.A.
Copyright 2007ACM 978-1-59593-770-4/07/0012...$5.00.

sumption while transmitting and receiving packets. In
order to minimize the energy spent on ÒidleÓlistening
of the channel, new MA C protocolshave beenproposed
that implement coordinated wake-up schedulesthat al-
low nodesto be turned o" for long periods of time. Also
in an e"ort to minimize network control (e.g. routing)
tra!c, controlled scoping of topology information [30]
has beenproposed.

As an example,the JAVeLEN system[11,26] achieves
dramatic results demonstrating networks that consume
100 times less energy for the same e"ective network
goodput, comparedto a typical 802.11multi-hop wire-
lessnetwork running the OLSR routing protocol.

Thesetype of highly energy-e!cient systemspresent
a challenge to network protocol designers. All high-
layer protocols need to be examined and, if necessary,
redesignedto make sure they are conservative in their
transmissions. A parsimoniousmedia-accessprotocol is
of limited beneÞtif applications chooseto bechatt y and
consumepower with low-value transmissions.

In this paper we examine the problem of designing
a transport protocol that is energy conserving and is
suitable for deployment over energy-conscioussystems.
Extensive studies (reviewed in Section 7) have demon-
strated the inadequacy of TCP to serve as a trans-
port protocol in wirelessenvironments. Later attempts
to enhanceor redesignTCP for wireless scenariosare
mainly focusedon improving performancemetrics such
as goodput and delay, but not on minimizing energy
consumption.

Designing an energy-conscioustransport protocol is
simultaneously simple and hard. The problem is sim-
ple because,for practical purposes,we can usea simple
metric to minimize: the total number of node transmis-
sionsfor each packet, or each conversation.1 The prob-
lem is hard becausevery little is known about minimiz-
ing transmissionsacrossmultiple nodes. There is plenty
of research work on minimizing transmissions end-to-

1This metric admittedly ignores energy costs for computa-
tion and memory in the nodes. The usual logic for ignoring
these costs is that the radio consumes far more energy.
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end, especially limiting the number of acknowledgments
sent, but almost nothing on intermediate transmissions.
And the one key piece of work in the area, LudwigÕs
work on the interaction of end-to-end and hop-by-hop
retransmissions[22], gives a depressingresult: namely
in a world where one needsboth end-to-end and hop-
by-hop retransmissions,it is very easyto have the two
transmissionmechanismsinteract to causemore, rather
than less, total transmissions. Our transport protocol
coordinates end-to-endand hop-by-hop retransmissions
by allowing the endsof the connectionto explicitly con-
trol the amount of local retransmission e"ort, based
on applicationÕsreliabilit y requirement. JTPÕsobjec-
tiv e of minimizing the number of total transmissionsis
not only beneÞcialin energy-constrainednetworks, but
in any wirelessnetwork since limiting the overall num-
ber of link-layer transmissionse"ectively increasesthe
network-wide capacity.
Our Con tribution: Our transport protocol mediates
between an applicationÕsneed to share information of
varying importance over the network, and the systemÕs
goal of minimizing energy expenditure per successfully
delivered bit. Given that JAVeLEN is the state of the
art in energyconservingnetwork systems,our protocol
usesJAVeLEN as the underlying architecture and thus
we will refer to it as JTP (JAVeLEN Transport Pro-
tocol). Although JTP is implemented to work within
JAVeLEN, it is designedto operate within any wireless
(or wireline) architecture that provides an interface for
JTP to both, control the number of node retransmis-
sions made by the media-accessprotocol, and get at
least indication of the available capacity of the channel,
and of the packet loss rate. JTPÕsarchitecture strives
to maximize the modularit y of the system. Information
is propagatedthrough packet headersand all the neces-
sary hop-by-hop operations are performedby a separate
module that is usedby the MA C.

In this paper, we present a summary of our design
and the novel features of JTP as follows:

¥ To the best of our knowledge, JTP is the Þrst
multi-hop wireless end-to-end transport protocol
designed to perform hop-by-hop soft-state oper-
ations to improve (goodput and energy) perfor-
mance while preserving the end-to-end principle
[29] (Section 2).

JTP employs mechanisms akin to the Dynamic
Packet State [34]Ñusing packet headersto prop-
agate informationÑto avoid maintaining per-ßow
state and maintain the modularit y of the system.

¥ JTP exploits any energy-gain opportunities pro-
vided by the applications. Historically, transport
protocols have o"ered a particular reliabilit y/QoS
model and the applicationÕstask was to pick the
transport protocol whosemodel most closely met

the applicationÕsneeds(e.g. UDP, TCP, ITP [25],
RTP [13]). JTP is designedto act as a ÒgenericÓ
transport protocol tailored by the application based
on its speciÞcQoS semantics. JTP usesthe tol-
eranceof the application to lossesand limits the
networkÕse"ort in trying to deliver a packet, based
on the packetÕsindividual importance as well as
current energy costs (Section 3).

¥ In JTP, the receiver is fully responsible for con-
trolling all transmission parameters; connectionÕs
sendingrate, retransmissionrequestsfor missing/lost
packets, as well as the frequency of such controls.
To the best of our knowledge, JTP is the Þrst
transport protocol that supports variable destination-
controlled feedback trying to keepfeedback as low
as the stabilit y and reliabilit y of the network per-
mits (Section 5).

¥ JTP implements a caching mechanism which en-
ables intermediate nodesalong the path of a JTP
connection to temporarily store traversing pack-
ets.2 This enablesthe recovery of lost packets as
close to the receiver as possible. These pipelines
of caches along paths generalize the single-level
caching often employedin cellular-type(singlewire-
less hop) networks [5]. Although a system that
supports symmetric routes betweenhosts, like the
JAVeLEN system, would exploit caching beneÞts
to its fullest, the opportunistic designof the caching
systemwould seizeany chancefor locally recover-
ing lost packets, without interfering with the end-
to-end semantics of each connection.

To allocate bandwidth fairly among ßows in the
presenceof in-network caching and retransmissions,
a JTP sender backs o" its sending rate to ac-
count for ÒinternalÓretransmissionstriggered from
cacheson its behalf (Section 4).

¥ JTP also employs a (congestion-avoidance) rate-
based ßow controlÑusing ATM-lik e explicit rate
feedback from the networkÑin an attempt to elim-
inate energy wastageassociated with congestion-
induced packet drops.

¥ JTP is implemented as ÒsharedcodeÓthat can be
run either in simulation or on real radio nodes.
Results from simulation and from a protot ype of
JAVeLEN radios (Section 6) conÞrm the premise
of JTP in reducing the energy consumedper de-
livered bit.

2We note that e! ciency achieved by caching and repairing
errors earlier using such in-network caching does not con-
tradict the end-to-end argument of system design [29]Ñthe
source does not delete its copy of a packet until it gets an
acknowledgment from the Þnal destination that it has suc-
cessfully received the packet. Furtherm ore, the soft-state
nature of caches provides resilience to route changes.
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2. JTP DESIGN
As we sought to designa protocol that minimizes the

total number of node transmissionsrequired to deliver
application data, we choseto decomposethat goal into
three subgoals:
(1) Minimize end-to-endretransmissions. LudwigÕswork
showed that we neededto strike a balancebetweenend-
to-end (source) and local retransmissions. End-to-end
retransmissionse"ectively waste all the energy already
expendedon getting the packet at least part way to the
destination by the initial transmission. So, while occa-
sional retransmissionsfrom the sourceare required (e.g.
due to intermediate node failure or topology changes),
we sought to do everything we could to retransmit a
lost packet from the farthest downstream, intermediate
node along the packetÕspath which had received the
packet successfully.
(2) Minimize acknowledgments. Acknowledgments are,
often, pure overheadÑthey carry no application data.
Yet, they consumeroughly as much energy as a data
transmission. So, consistent with reliabilit y and other
goals,we would like to minimize acknowledgments.
(3) Avoid congestion loss in the nodes. By design, a
classicTCP-lik econgestioncontrol inducespacket drops,
sincelossis the only sign of congestion. The energyex-
pendedby packets that are discarded,simply to signal
congestion, is wasted. In a world where energy is the
key metric, congestioncontrol should consumelessen-
ergy than what discarding a packet implies. Assuming
that JTP is e"ective in only transmitting data when
necessary, JTP aims to avoid congestioninstead of con-
trolling it.

The result of these goals was the JTP architecture
shown in Figure 1. JTP usesrate-based transmission
controlled by the destination. Intermediate wireless
nodesreport on their condition in data packet headers.
A Path Monitor and Path Controller at the destina-
tion collect this path performancedata and adjust data
rates to avoid congestion. Intermediate nodes retrans-
mit packets on a per hop basis, cache packets, and ex-
amine end-to-end acknowledgments. If an acknowledg-
ment indicates a packet waslost further along the path,
the node will retransmit this packet, thereby avoiding
an end-to-end retransmission (a la the work of Balakr-
ishnan et al. [5]). Basedon this design,we next look at
how JTP actually works.

Before we delve into the details of JTP, we provide
a brief description of the JAVeLEN system. JAVeLEN
deploys a TDMA MA C which orchestratesnodesÕtrans-
missionsby using pseudo-randomschedules,providing
collision-free accessto the channel and allowing nodes
to turn o" their radios when they are not in use. Each
node also keepsstatistics about link transmissionsand
idle slots in order to provide estimates of the available
transmission rate and of the packet loss rate on every

link. JAVeLEN uses an energy conserving link-state
routing algorithm [30], that provides each node with a
local, possibly inaccurate, view of the networkÕstopol-
ogy.

Figure 1: Elemen ts of JTP
2.1 A Packet-basedView of JTP

We begin by describing JTP in terms of packetsÑ
data and acknowledgment packetsÑand how they ßow
between sourceand destination. Due to spacerestric-
tions a detailed description of the packet format is omit-
ted Ñthe reader is referred to [27] for more details.

2.1.1 Data Packets
Data packets travel from the sourceto the destination

of a JTP connection. In JTP, data packetscontain three
novel Þelds: available rate, loss tolerance, and energy
budget.
¥ Available rate: The available rate of a link, from a
node to its neighbor, represents its current available
transmissioncapacityÑin a TDMA MA C, likethe JAVe-
LEN MA C, that available rate is determined by the
current rate of unused (idle) time slots during which
the neighbor is awake for reception; in CSMA/CA net-
works, a method similar to [20] can be usedto estimate
the available bandwidth. At each node visited, a packet
is stampedwith the minimum available rate collectedso
far along the path of the JTP connection As described
in Section 5, this available rate is usedby the ßow con-
troller at the destination to update the sendingrate of
the source. Note that due to retransmissionsthat may
be required to get the packet to the next hop, a packet
may consumemore than one MA C-level transmission
slot. So the available rate value must be normalized by
the averagenumber of MA C-level transmissions. Lud-
wig [22] pointed out that allowing multiple MA C-level
transmissionscan increasepacket delay and alsoreduce
the e"ective bandwidth that an application perceives.
As we will seelater, by allowing applications to control
the number of MA C-level transmissionsper link, JTP
e"ectively givesapplications control over the delay and
e"ective bandwidth on every link.
¥ Loss tolerance: A source node encodes the desired
end-to-end losstolerance in packet headers.Each node
along the path pre-computesthe maximum number of
transmission attempts to the next hop, given the re-
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maining length of the path (known from the nodeÕsview
of the topology) and packetÕslosstolerance. The packet
is dropped if this pre-determined maximum number of
local attempts is exceeded.As described in Section 3,
beforeforwarding the packet, the node updates the loss
tolerance Þeld so any left-over attempts (from the pre-
determined maximum number) do not get used down-
stream, thus reducing the variabilit y in energy con-
sumption acrossnodesalong the path.
¥ Energy budget: The sourceinitially assignseach packet
an energy budget value based on the energy the net-
work would typically expend to deliver the packet suc-
cessfully. A packet is dropped whenever the energy
used exceedsthe energy budget of the packet. This
approach provides an energy-consciousmechanism for
dealingwith routing loops(asopposedto the traditional
hop-count TTL) and, as we elaborate later, in conjunc-
tion with the loss tolerance Þeld, createsa sturdy way
to managethe energy expenditure per packet.

The available rate Þeldaddressesthe goal of avoiding
congestion loss. BecauseJAVeLEN provides a practi-
cally collision-freeMA C layer, if the JTP ßow controller
ensuresthat it doesnot drive the available rate to zero,
congestion-inducedlossesare avoided.3

The energy budget and loss tolerance Þeldsmanage
the expenditure of energy per packet. By limiting the
e"ort of each node to successfullydeliver a packet, the
loss tolerance Þeld bounds the total transmission en-
ergy spent by each node. The energy budget on the
other hand, sets an upper bound on the energy that
the whole network might expend to deliver a packet to
the destination.

2.1.2 Ac kno wledgmen t Packets
JTP ACK packets carry data acknowledgments, as

well as transmission rate and energy budget informa-
tion from the receiver to the sender. The rate at which
ACKs are fed back to the senderis regulated by the re-
ceiver, basedon the stabilit y conditions of the path. For
a stable path, a minimum feedback rate is determined
by the application basedon its requirementsÑfor exam-
ple, an application with a more stringent delay require-
ment would require a higher feedback rate to achieve
a more timely recovery of missing data. A lower feed-
back rate, if tolerated by the application, allows JTP
to aggregate ACK information in a single packet, thus
reducing feedback load.

It is well known that rate-basedßow control is vulner-
able to the loss of feedback messages.As we elaborate
in Section5, JTP overcomesthis problem by having the

3Even if the underlying MA C doesnot provide collision-free
access,JTPÕsoperation will not be a"ected, since collisions
would only increase the link loss experienced by packets,
thus increasing the number of link-la yer retransmissionsper
packet and e"ectiv ely reducing the measuredavailable band-
width, which in turn forces the sourcesto back o".

receiver inform the senderof its feedback rate. So if the
senderdoesnot get an ACK within the expected feed-
back delay, it backs o" its transmission rate. Further-
more, short-term, and signiÞcant, variations in pathÕs
conditions (available rate or energyused) would be de-
tected by the path monitoring function at the receiver,
thus triggering an early feedback.

In addition to reporting rate and energyinformation,
an ACK packet carries both positive cumulativ e and
negative selective acknowledgments. Each intermediate
node on the path examinesthe SNACKs and retrans-
mits missingpackets if thesepackets are in the interme-
diate nodeÕscacheÑif they are, the node appropriately
modiÞesthe ACK packet so the senderis explicitly in-
formed of such in-network retransmissionsdone on its
behalf (cf. Section 4). Caching, and acknowledgments,
are discussedin more detail in Section 4.

2.2 JTP Components
As mentioned earlier in Section 1, although JTP is

an end-to-endtransport protocol, it also performs hop-
by-hop operations to improve its performance. In order
to alleviate the overhead of the hop-by-hop operations
and increase the protocolÕse!ciency , JTP is divided
into two main components: the end-to-endJTP (eJTP)
and the hop-by-hop(or, intermediate) JTP (iJTP).

2.2.1 End-to-end JTP
The functionalities of eJTP are further categorized

into application-speciÞc and network-speciÞc modules.
This modularit y makesJTP a more versatile transport
protocol. In this work, we focus on bulk data transfers
over multi-hop wirelessnetworks.
¥ The application-speciÞc module of eJTP is responsible
for fragmentation and reassembly of applicationÕsdata.
Moreover, it expressesthe QoSrequirements (e.g. relia-
bilit y level) to the network-speciÞcmodule to inßuence
in-network packet handling decisions,ßow control, and
retransmission requestsonly for those missing packets
that are important to the application.
¥ The network-speciÞc module managesall JTP connec-
tions and implements the path monitor and the (congestion-
avoidancerate-based)controller of per-packet transmis-
sion parameters.

2.2.2 Hop-b y-hop JTP
iJTP performsall the mid-path (intermediate) cache-

related and soft-state operations. It managesthe local
cache of every node by ensuring that only valuable data
packets are stored, data packets indicated in SNACKs
are retransmitted, and cached data packets are evicted
basedon the selectedcaching policy.

Soft-state per-packet operations performed by iJTP
at each node, include:
¥ Update the availablerate Þeld: iJTP is responsible for
acquiring from the MA C layer an estimate of the avail-
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able rate to every neighbor, aswell asan estimate of the
packet loss rate on that link. It usesthis information
to estimate the e!ective available rate to each neighbor.
iJTP stamps each passingpacket with the lowest e"ec-
tiv e available rate (throughput) observed thus far along
the path.
¥ Update the loss tolerance Þeld: Basedon the loss tol-
erancecarried in the packetÕsheaderand the linkÕses-
timated packet lossrate, iJTP sets the number of data
transmission attempts on that link, as we elaborate in
Section 3. The loss tolerance Þeld is then updated to
reßect its value for the remainder of the path.

Besidesthe fact that iJTP must processall JTP pack-
ets that passthrough a node, the above described soft-
state operations require the crafting of cross-layer inter-
actions with the MA C layer. In order not to compro-
mise the performanceof a node, by redundant copying,
context switching, and messagepassing between JTP
and the MA C layer, we implemented iJTP asa separate
loadable plug-in module of the MA C protocol. iJTP is
invoked whenever a packet is received or about to be
transmitted over the air interface.4 The reader is re-
ferred to [27] for a more detailed description of iJTP
operations.

3. ADJUSTABLE RELIABILITY FOR EN-
ERGY CONSERVATION

Not all applications (e.g. voice, video, images [25])
require full reliabilit y to perform well. Given reliabilit y
targets from applications (provided by the application
module), and knowledge of packet loss rates (provided
by the MA C layer 5), JTP adjusts the e"ort it puts into
delivering each packet, seekingto expend only enough
energy to deliver ÒneededÓpackets. SpeciÞcally, iJTP
controls the number of node transmission attempts on
a per packet basis. In JTP, the reliabilit y level is ex-
pressedin terms of the loss tolerance percentage (e.g.
10% of packets can be lost) encoded in the header of
each packet.

Let le2e be the end-to-endlosstolerancerequestedby
the application. Let ni , i ! [0,H] be the nodeson the
path from the sourcen0 to the destination nH , where
H is the total number of links on the path. Let qi , i !
[0,H " 1] denote the probabilit y that a packet sent by
node ni will be successfullydelivered to the next node
ni +1 . In order to satisfy the end-to-end loss tolerance
of the application, the following equation should hold:

le2e = 1 " # H ! 1
i =0 qi (1)

The value of qi changesdepending on the number of
4Although within the JAVeLEN system, iJTP residesin the
MA C, iJTP operations can be performed by eJTP using an
overlay type of architecture.
5The MA C layer keeps statistics about successful packet
transmissionsand estimates the averagepacket loss rate ex-
perienced over each link.

node transmission attempts indicated to the MA C by
iJTP. Let pi denote the probabilit y that a single node
transmissionfrom ni to ni +1 fails, and let Mi denotethe
total number of node transmission attempts requested
for a packet on link (ni , ni +1 ). Then qi = 1" pM i

i , from
which we can compute Mi as:6

Mi = max(1, min(#
log(1 " qi )

log(pi )
$,MAX ATTEMPTS))

(2)
whereMAX ATTEMPTS is the maximum number of
link transmissionsthat the MA C allows. The challenge
is to dynamically adjust the valuesof Mi for each packet
in a ßow so as to satisfy the desired le2e.

If the length of the path to the destination is known,
the valuesfor qi Õscan be directly computed from equa-
tion (1), and encoded in the headersof packets. How-
ever, in a network setting where the topological views
at the nodesare typically not accurate, the path length
is estimated basedon a nodeÕscurrent view. Therefore,
JTP carries out the computation of qi Õsat each node,
as the packet travels toward the destination, thus using
increasingly more accurate views.

Let lti be the loss tolerance that is encoded in the
packet when received by nodeni . Let Hi be the number
of links from ni to the destination. Before the node
transmits the packet to its next-hop, it updates the loss
tolerance Þeld as follows:

# i + H i ! 1
j = i qj = 1 " lti % qi #

i + H i ! 1
j = i +1 qj = 1 " lti % (3)

lt ( i +1) = 1 "
1 " lti

qi

Although there aremany di"erent strategiesthat might
be employed to compute qi on each linkÑe.g. impos-
ing higher successfuldelivery requirement on lessloaded
links or on nodeswith higher available energyÑin this
paper we assumethat JTP attempts to assignthe same
qi = q for all the links. From Equation (1) we get:

q = (1 " lti )
1

H i (4)

By dynamically adjusting the hop-by-hop successprob-
abilit y experiencedby each packet, the end-to-end re-
liabilit y requirements are met even if the topological
views at di"erent nodes are inconsistent, or the path
changes.Moreover, by assigninga losstolerance target
to each individual packet, JTP enablesthe application
to prioritize its packets (e.g. video frames of varying
importance).

WetestedJTP under di"erent reliabilit y levels. Three
di"erent levels are considered0% (jtp0), 10% (jtp10)
and 20% (jtp20).

6The successprobabilit y is equal to
PM i ! 1

k =0 pk
i (1 ! pi ) =

(1 ! pM i
i ).
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Figure 2: Di!eren t reliabilit y lev els: jtp0, jtp10,
jtp20 have loss tolerance of 0%, 10% and 20%, re-
spectiv ely.

Figures 2(a) and (b) demonstrate that by neither
overachieving (e.g. TCP-lik e full reliabilit y for all), nor
underachieving (e.g.UDP-lik eno reliabilit y for all), JTP
managesto save energy and still satisÞesan applica-
tionÕsrequirements, denoted by the horizontal dotted
lines in Figure 2(b).7 (SeeSection 6 for simulation de-
tails.) Figure 2(c) shows the maximum number of node
retransmissionsset by iJTP for each packet at the third
node along a 4-node path. Packets that request higher
reliabilit y are retransmitted more times by the link layer
in caseswhen the link quality is not good enough,and
thus JTP directly a"ects the amount of networkÕse"ort
in delivering each packet.8

4. CACHING
JTP employs in-network caching of data packets to

avoid end-to-end (source) retransmissions as much as
possible. Caching can be viewed as a secondline of de-
fense if all MA C-level attempts fail; for example, due
to a temporary excessive degradation in link quality.
Moreover packetsmight be lost downstreamdueto bu"er
overßows or route failures. Employing opportunistic,
soft-state caching would avoid unnecessaryend-to-end
retransmissions.The destination, which hasbetter knowl-
edge of the applicationÕsrequirements than mid-path
nodes,may request any of thesecached packets that it
is missing, and are still neededby the application.

Upon receivinga traversingACK packet, a nodechecks
the Selective Negative ACK (SNACK) Þeld to deter-
mine whether any packet(s) requested for retransmis-
sion exists in the nodeÕslocal cache. Requestedpackets
found in the cache are forwarded downstream toward
the destination.

Besidesthe SNACK Þeld,an ACK packet headeralso

7The j tp20 plot is always above the applicationÕsrequire-
ment since the aggregateloss rate of the path is below 20%.
8The ßow that corresponds to 0% loss tolerance is omitted
from this plot since iJTP will always assign its packets the
maximum number of node attempts.

contains a locally-recovered packets Þeld, used to indi-
cate which of the packets requestedfor retransmission
have beenalready locally retransmitted by somenode.
Upstream nodes check this Þeld to avoid multiple re-
transmissions of the same packets. When the source
of the transfer receivesan ACK, it will only retransmit
packets that remain in the SNACK Þeld.

If the cache of a node becomesfull, to insert a newly
arriving packet, the packet evicted from the cache is
the least recently manipulated, i.e. Least Recently Used
(LRU) policy. The motivation is that it is unlikely that
those packets not recently requestedfor retransmission
would be ever requestedin the future. A detailed study
of di"erent cache replacement strategies is the subject
of future work.

In order to assessthe beneÞtsof caching, we analyti-
cally computed the gain of locally recovering lost pack-
ets. Due to spacelimitations we only provide a sum-
mary and the main results of the analysisÑthe reader
is referred to [27] for more details.

The analysis aims at computing an upper bound on
the gains achieved by caching so we assumea best-case
scenariowhereby cache sizesare inÞnite, and the path
is symmetric, thus each lost packet will be recovered
by the last downstream node which has successfullyre-
ceived it.

If p is the link loss probabilit y, then with a sim-
ple probabilistic analysis the expected total number of
node transmissionsrequired by JTP in order to deliver
k packets over H hops is given by:

E[T J T P
tot ] = k & H &

1
1 " p

(5)

In the caseof JTP with no in-network caching (de-
noted JNC), the analysis is a little bit more compli-
cated. The main idea is to compute the number of
packets, S, that the sourceneedsto sendso as the des-
tination receivesk of them, and then compute the total
number of node transmissionstriggered by each of the
S packets as:

E[T J N C
tot ] =

k & H

(1 " pn )H ! 1(1 " p)
(6)

wheren is the maximum number of link attempts. Ob-
serve that the cost of JNC is 1

(1 ! pn )H ! 1 times higher
than that of JTP.

4.1 Fair In-network Caching
Enabling mid-path nodes to retransmit packets on

behalf of sourcesmay causea violation of sending rate
compliance imposed by the destination of a transfer.
For the sake of fairness and congestion control, the
source node must incorporate in-network retransmis-
sions in its sendingrate calculations. To this end, JTP
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Figure 3: Short-term (top row) and long-term
(b ottom row) average of the reception rate for
two comp eting ßows: (a) the source backs o! for
lo cally recovered packets; (b) it does not.

forces sourcesto back o" in accordanceto the extra
tra!c that is induced by in-network retransmissions.
When an ACK packet is received, the sourceusesthe
locally-recovered packetsÞeld to adjust its sendingrate.
Let r(t) be the rate indicated to the sourceby a received
ACK at time t. Let N be the number of packets locally
recovered within the network, and let sj , j ! [1, N ]
be the sizesof these packets. The sourcecomputes an
appropriate back-o" period tb as follows:

tb =

! N
j =1 sj

r(t)

Figure 3 shows the short- (top plots) and long- (bot-
tom plots) term average of the packet reception rate
(throughput) at the destination for two competing ßows.
(See Section 6 for simulation details.) Flow 1 does
not requestpacket retransmissions(i.e. UDP-lik e ßow),
while ßow 2 requires that all its packets be delivered
and thus invoking the local recovery mechanism of the
in-network caches. We observe in the right plots, spikes
in the reception rate of ßow 2 when it doesnot back o"
its sendingrate to account for its additional in-network
retransmissionsÑthe unfairnessintro duced is more ev-
ident from the long-term averageplots.

5. DESTINATION BASED CONTROL

5.1 Path Monitoring usingFlip-ßop Filtering
One designconceptof JTP is to adaptively minimize

the frequencyat which the destination node informs the
sourceof new transmission parameters, such as a new
sendingrate. To this end, the end-to-endcomponent of
JTP, eJTP, collects sample measurements of the state
of the connectionÕspath, such as the minimum avail-
able rate over the links of the path. Let xi denote the

ith sampleof a pathÕsmetric, øx the estimated average,
and øR the estimated range of sample values. We use
principles from statistical quality control [23] to detect
a signiÞcant changein the pathÕsstate, which then trig-
gersthe destination to sendadditional feedback signal,
in addition to feedback sent regularly at a low frequency.

To that end, we estimate the EWMAÕsøx and range
øR as follows:

øx = (1 " α)øx + αxi , initially øx = x0 (7)

øR = (1 " β) øR + β | xi " xi ! 1 | , initially øR =
x0

2
øR is used to estimate the deviation around øx. øR is
calculated only from samplesxi within the following
upper and lower control limits:

UCL = øx + 3
øR

1.128
; LCL = øx " 3

øR
1.128

(8)

Under normal operation, stable EWMA Þlters are
employed, i.e. the weights α and β are small so short-
term variations areÞlteredout. As long asxi lieswithin
the control limits, the state of the connectionÕspath is
consideredstable and feedback is only reported to the
source at low frequency, say every T seconds. Other-
wise, xi is consideredan outlier . A certain number of
consecutive outliers is used as indication of signiÞcant
and persistent change in the state of the path, which
would then trigger an immediate feedback to the source
node. At this point, eJTP at the destination switches
to an agile EWMA Þlter wherea larger α value is used,
so that øx catches up with the actual value. Once xi

falls back again within the control limits, eJTP at the
destination switches back to the stable Þlter for this
connection. This usageof both stable and agile Þlters
is known as a Flip-ßop Filter [6].

In our implementation, we set T as a function of the
sendingrate and of the cache sizeused in the network.
SpeciÞcally,

T = max(TLow er B ound , n & 1
Sending R ate ); n ' 1.

Notice that this ensuresthat the destination doesnot
send feedback/SNA CK messagesat a rate higher than
the sending rate. The value of TLow er B ound is depen-
dent on the sizeof in-network caches,sinceif packets re-
questedfor retransmission by a feedback messagehave
already been evicted from the cache then the energy
savings achievedby infrequent feedback messageswould
be o"set by the energy consumedby packets that have
to be retransmitted from the source. If C is the e"ec-
tiv e cache sizeand RTT is the round-trip time for the
connection then9

TLow er B ound ( C & SendingRate " RTT

Figure 4 depicts the energy gains achieved by using

9Estim ating the e"ectiv e cache size for each ßow is hard, so
the value for the parameter C should be set conservativ ely.
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Figure 4: The gains achiev ed by using variable
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variable-rate feedback instead of a constant rate. In
this experiment, a linear topology of 8 nodes is used,
with one long-lived ßow competing with several short-
lived ßows. (SeeSection 6 for simulation details.) We
vary the rate of constant-rate feedbackÑas expected,as
the feedback rate increases,the total energy consumed
(Figure 4(a)) increasessincemore feedback/A CK pack-
etsaregenerated;and for low feedback rates, weobserve
a high number of packet drops in the queuesof inter-
mediate nodes (Figure 4(b)) becausethe senderof the
long-lived ßow does not back o" fast enough causing
congestionin the system. Using variable-rate feedback,
JTP not only achieveslow energyconsumption, but also
minimizes packet drops in the system since whenever
the system load increases,it sendsa timely feedback
forcing the senderto back o".

5.2 CongestionAvoidanceMechanism
When the ßip-ßop path monitor triggers a new feed-

back message,the path controller at the destination
should set the sending rate, to be used by the source
for the subsequent packets until a new feedback is re-
ceived.

5.2.1 PI2/MD SendingRateController
This controller at the destination sets the sending

rate using the minimum available rate collected along
the path of the JTP connection. Let øA denote the av-
erage available path rate measured at the eJTP des-
tination, and δ ' 0 indicate the target available path
rate.10 If øA > δ then the source increasesits sending
rate r in proportion to the current available capacity
and, to improve fairness among competing ßows, in-
versely proportional to the current sendingrate:

r(t + 1) = r(t) + KI

øA(t)
r(t)

, 0 < KI < 1 (9)

On the other hand, if there is little available rate ( øA
10In this paper we use ! = 0, but it is possible to use more
conservativ e values, guaranteeing that there would be avail-
able bandwidth within the network for a better start up for
new ßows.

< δ), then the sourcedecreasesits sending rate multi-
plicativ ely:

r(t + 1) = KD r(t), 0 < KD < 1 (10)

We note that the eJTP destination also limits the
sending rate by its delivery rate up the stack to the
receiving-sideof the application.

In order to analyze the stabilit y of the controller, we
considereda single JTP ßow adapting its sending rate
over a Þxed-capacity channel. The details of the anal-
ysis are omitted due to spacelimitationsÑrefer to [27]
for details. We usedLyapunov functions to analyzesta-
bilit y of this non-linear system. Weshowed that KI > 0
and KD < 1 are su!cien t conditions for convergence.
We alsoproved that the controller is e!cien t and it will
convergeeven for low frequencyof sending-rateupdate
albeit at a slower pace.

5.2.2 PI2/MD FairnessunderDynamicConditions
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Figure 5: R ate adaptation for two comp eting
JTP ßows.

Figure 5 demonstrates the behavior of the ßip-ßop
path monitor of a long-livedßow 1 whencompeting with
a short-lived ßow 2 which starts and endsat times 1000
and 1250, respectively. We observe (in the zoomed-in
bottom plots) how the average value of available rate
catches up with the instantaneous reported values as
the monitor switchesto the agile EWMA Þlter, so that
the JTP sourceof ßow 1 quickly backs o" or increases
its rate accordingly. The top plots show the fair con-
vergenceof ßow rates when ßow 2 is present.

6. PERFORMANCE EVALUATION
Earlier in the paper, we have shown simulation re-

sults that demonstrate the operation and performance
of the various mechanisms in JTP. In this section, we
present additional results from the evaluation and test-
ing of JTP.
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JTP is written as ÒsharedcodeÓso it can run on any
operating-system/hardware platform. To date, adap-
tation layers have beenwritten to interface the shared
code of JTP with either the OPNET simulation envi-
ronment [1] or the Linux OS over JAVeLEN radios [11,
26]. We start by showing OPNET simulation results,
then Linux testbed results.
6.1 Simulation Results

In order to thoroughly evaluate the performance of
JTP, two types of topology are considered. Initially ,
JTP was tested on static linear topologies in order to
study the e"ect of path length betweensenderand re-
ceiver on performance. We also evaluated JTP on ran-
dom topologies, with and without mobilit y of nodes, to
show its performancein realistic scenarios.

In order to provide a comprehensiveand fair compari-
sonagainst existing transport approachesfor multi-hop
wirelessnetworks [9,21,35,42], JTP is comparedagainst
two representativ e protocols.
¥ TCP-SA CK: TCP-SACK is chosenas a representa-
tiv e for all window-basedapproaches and as the most
commonly implemented protocol in working systems.
In order to have a more competitiv e performance, we
usea rate-basedßavor of TCP-SACK, whereby the rate
of each ßow is set by the well-known throughput equa-
tion of TCP [24]. Thus we remove artifacts from the
window-induced burstiness of data and ACK streams,
similar to what TCP pacing [2] does. Moreover, we
useddelayed ACKs (one ACK every two packets) in an
attempt to reduce the rate of the ACK stream. The
SACK version helps TCP selectively retransmit lost
packets only.
¥ ATP-lik e: In order to compare against the classof
explicit rate-basedtransport protocols,we implemented
a protocol which adjusts the sendingrate basedon ex-
plicit feedback collected by intermediate nodes, sup-
ports only end-to-end recovery, and has constant-rate
feedback from the receiver. The feedback period is set
to be larger than RTT as suggestedfor ATP [35]. ATP
adjusts its sendingrate basedon explicit rate feedback
from the path and thus takes into account real conges-
tion capturing the behavior of TCP CLAMP [3].

Given that TCP-SACK and ATP only support 100%-
reliabilit y transfers, we will consideronly bulk transfers
with 0% loss tolerance. Unless otherwise stated, the
conÞguration parameters used throughout the experi-
ments are listed in Table1. In this protot ype implemen-
tation the JTP header is 28 bytes and the JTP ACK
header is 200 bytes. 11

In this paper, weshow two di"erent performancemet-
rics to comparethe e!ciency of each protocol.
¥ Energy per delivered bit: This measurecaptures the
system-wide energy consumedto deliver each data bit

11The JTP headers,and especially the ACK headersare not
optim ized in this protot ype implementation.

Table 1: ParametersÕ default value
Parameter Value Parameter Value

MAX ATTEMPTS 5 JTP Pkt Size 800 bytes
Cache Size 1000pkts TLow er bound 10s
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Figure 6: R esults for Linear Topologies.
to applications. Since our goal is to evaluate the en-
ergy consumption of transport protocols, we are only
concerned with the energy actually spent to transfer
packets of the transport layer, and thus we will not
considerthe energyconsumedfor network maintenance
by the lower layers. To this end, a monitor is placed
in the link layer that computes the energy spent for
the transmission of each transport-layer packet based
on the transmissionpower, the radioÕsdatarate and the
packetÕslength.
¥ Goodput: This measure captures the total rate at
which the network deliversnewdata to the applications,
and thus represents how e!cien t the network resources
are utilized.

6.1.1 StaticLinearTopologies
In these experiments the sourceand the destination

of two competing ßows are placed at the two ends of
the network. To capture the varying quality of wireless
links, the valueof the averagepathlossof each link alter-
nates between a good state (low loss) and a bad state
(high loss). Each link is in bad state approximately
10% of the time. The averageduration of the bad pe-
riod is 3 seconds.The results shown are the averageof
twenty (independent) runs along with 95% conÞdence
intervals. Each simulation run lasted for 2500seconds,
and ßowswerestarted randomly after a warm-up period
of 900 seconds.

Figure 6(a) shows the energy per delivered bit for
each protocol for varying network sizes. JTP signiÞ-
cantly outperforms all the other protocols. As the path
length increases,ATP endsup expending twice asmuch
energyas JTP to deliver onebit, while TCP-SACK ex-
pendsalmost Þve times more energy for the delivery of
each bit.

Figure 6(b) demonstratesthat JTP not only provides
great energysavings, but also achieveshigher goodput.
Without sacriÞcing systemÕsperformance, JTP mini-
mizes the amount of feedback control messages,which
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Figure 7: R esults for Static R andom Topologies.

in a wireless network environment, e"ectively ÒstealÓ
bandwidth from usersÕdata.

6.1.2 RandomTopologies
We begin by testing JTP over static random topolo-

gies. Nodesarerandomly distributed in a two-dimensional
Þeld. In order to avoid getting disconnected topolo-
gies, the Þeld size is set to ensure that the network is
connectedwith high probabilit y. The sourceand des-
tination nodes of 5 simultaneous ßows are chosenran-
domly. The presented results are the averageof 10 in-
dependent runs, of 4000s each both for the static and
the mobile scenarios. Given that the placement of the
nodesand ßows are chosenat random, the system-wide
performancemight vary signiÞcantly . In order to mean-
ingfully compareacrossdi"erent protocols, we ensured
that all the protocols run under the sameconditions in
the samerun.

Figures 7(a) and (b) show the energy per delivered
bit and the goodput achieved by various protocols for
varying network size. JTP outperforms both ATP and
TCP in both metrics.

In the next set of experiments, we tested JTPÕsper-
formance in a mobile setting for a 15-node network.
Each nodemoveswithin the Þeldat variousspeeds(low:
0.1m/s, moderate: 1m/s, fast: 5m/s). We used the
random way point mobilit y model in which each node
choosesa random direction and movesin that direction
for an average distance of 47m. There is an average
pauseof 100s betweenmovements for each node.

Figures8(a) and (b) show the energyper deliveredbit
and the goodput achieved by the three protocols. Fig-
ure 8(c) presents the relation between end-to-end and
locally recoveredpacketsÑthe valuespresented are nor-
malized by the total data delivered to the applications.
This graph shows that even in mobile environments,
where the path betweentwo nodesis constantly chang-
ing, deploying local cachesis beneÞcialÑwe observe in-
network retransmissions which result in energy gains
and better distribution of retransmission e"ort across
nodes.

6.2 Linux Results
In order to verify our simulation results, we imple-

mented and tested JTP in a real JAVeLEN system. In

Table 2: JA VeLEN system results
Energy per delivered bit Averagegoodput

(mJ/bit) (kbps)
JTP 0.0054 0.63
ATP 0.0068 0.44
TCP 0.0105 0.17

this system, the MA C is running in RTLin ux, while the
non real-time part of the system, like the applications,
are running on top of Linux. In theseexperiments, we
used14 such systemsand we ran JTP, TCP-SACK and
ATP. Each experiment lasted for 30 minutes. During
these 30 minutes, ßows were generated in each node
with an average interarriv al time of 400secand aver-
age transfer size of 100KB. A summary of the results
is shown in Table 2. Given that in the real system
the pathloss of the links is not controlled but it is only
determined by the in-door multipath fading, the links
are more stable and their quality is much better, which
results in lower energy consumption for all protocols.
Nevertheless,JTP still outperformsboth ATP and TCP
in both metrics. Notice that the goodput achieved by
TCP is higher than that achieved in simulation due to
the low packet lossrate.

7. RELATED WORK
Extensive studies [14] have demonstrated the inade-

quacy of TCP to serve as a transport protocol in wire-
lessenvironments. Enhancements have mainly focused
on alleviating the e"ects of assumingthat packet losses
are only due to congestion.
Pro xy-based approac hes: Focus on hiding wireless
lossesfrom the TCP sender[4,5] by retransmitting from
caches at the wireline-wireless boundary. Ludwig has
shown that, if not designedcarefully, end-to-endand in-
network retransmissions,usedtogether, cancauseworse
performance than either alone [22]. Energy conserva-
tion in multi-hop wireless networks led us to extend
this concept to retransmissions from caches anywhere
along the wireless path. As we showed in this paper,
JTP gives the ends of the connection explicit control
over the amount of local retransmissione"ort. In addi-
tion, redundant source retransmissionsare avoided by
explicitly informing the senderof local (cache) retrans-
missionsdone on its behalf.
End-to-end approac hes: Attempt to identify the type
of loss either explicitly such as ATCP [21], or implic-
itly such as WTCP [33]. Even perfect knowledge of
the reason of packet loss (e.g. congestion-inducedvs.
transmission error) at the sender, often, does not im-
prove throughput performance[6,19]. Moreover, these
schemessu"er from the slow adaptation of TCPÕsAIMD
mechanism [16] to the fast changing conditions of wire-
less links. TCP-Westwood [8] addressesthis problem
by augmenting AIMD with an estimate of the available
bandwidth measuredbasedon the ACK reception rate.
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Other approachestried to alleviate the e"ects of bursty
TCP tra!c by clamping the congestionwindow [3] or
by pacing TCP packets [2]. Although theseapproaches
signiÞcantly improve TCP performance they still rely
on packet loss to identify congestion. Our JTP proto-
col is rate-basedand avoids congestionaltogether.
R eceiver-based control: The sendercentric approach
of TCP requires frequent feedback which may cause
congestionand force the senderto back o". A receiver
centric ßavor of TCP, such as RCP [15], has beenpro-
posed,however the rate of the backward ACK stream is
not reduced. Our JTP protocol is also receiver-based,
but the feedback rate is dynamically adjusted basedon
the stabilit y and reliabilit y conditions of the forward
path.
R ate-based ßow control: To ameliorate the ACK
compressionproblem, rate-basedprotocols[10]havebeen
proposed,whereby the available rate could be explicitly
collected and fed back to the sender [35]. These so-
lutions still use frequent constant-rate feedback which
competes with data ßows for resources.Our JTP pro-
tocol attempts to reducethe feedback rate constrained
by the conditions and cache sizeson the forward path.
Application-sp eciÞc proto cols: Transport protocols
cognizant of a certain applicationÕsQoS requirements
have beendevised,such as RTP [13] and ITP [25]. Our
JTP protocol further generalizessuch proposalsby en-
abling any application to not only inßuencethe ßow and
error control mechanismsbut also in-network decisions
regarding the handling of its packets.
Energy-conscious scheduling and routing: In all
aforementioned research, energy consumption has not
been examined. Approaches have been proposed to
monitor and even shape applicationÕsdata to turn on
and o" the network interface on end-nodesfor the pur-
poseof energysavings, while still satisfying the applica-
tionÕsrequirements [18]. These monitoring techniques
are hard to apply in multi-hop wirelessnetworks, where
each node is both, a router and an end-node.

In the context of proxy-based schemes,the tradeo"
betweenthroughput performanceand energycosts(due
to transmission power and error control) was analyzed
in [7]. For multi-hop wirelessnetworks, several power-
aware MA C scheduling and routing protocolshave been

proposed[28,32,36,40]. JAVeLEN [11,26] builds on this
body of prior work. We demonstrated in this paper,
that even if network nodes are parsimonious in their
use of energy (e.g. nodes turned o" when there is no
data to transmit or receive), an energy-aware transport
protocol, such as JTP, can achieve greater energygains
by turning on the radios only when it is absolutely
necessary. To this end, JTP minimizes control tra!c
and avoids data transmissionsthat are unnecessaryfor
meeting given delivery requirements of applications.
Sensor proto cols: Energy-aware transport protocols
have been proposed in the realm of sensor networks,
such asPSFQ [39]. Given the goal of one-to-many reli-
able delivery in such sensornetwork realm (e.g. to pro-
gram the sensors),issuesthat arise in multi-hop wire-
lessnetworks regarding the fair allocation of resources
among ßows and the reduction of in-network overhead
have not beenconsidered.
Other wireline proto cols: Other protocols,proposed
for wireline networks, such asSCTP [12] and XCP [17],
su"er from ine!ciencies similar to TCP when employed
in multi-hop wirelessenvironments.

8. CONCLUSIONS AND FUTURE WORK
Wepresented JTP, an energy-conscioustransport pro-

tocol, that is rate-basedreceiver-oriented with variable
feedback, coordinated in-network error recovery, and
application-awareper packet handling. Our resultsshow
that JTP outperforms traditional transport protocols
(TCP and UDP) and a representativ e multi-hop wire-
lesstransport protocol (ATP) in every respect. For all
network sizesand mobilit y settings evaluated, JTP con-
sistently provided higher goodput and consumed less
energy per node and over the entire network.

Our research also contributes in the form of lessons
learned. For example, we have demonstrated the need
to have multi-lev el error recovery, via the MA C and
caching, that is explicitly controlled by the endsof con-
nections. This showsthat problemsin energy-awareness
can yield non-intuitiv e solutions.

JTP provides a fresh perspective that o"ers many
opportunities for future work. We are currently in-
vestigating energy-awarenessin cache/memory manage-
ment, and the support of other applications such asdata
collection and image transfers.
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