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ABSTRACT

We presentitransporprotocolwhosegoalis to reducepower
consumptionwithout compromisingdelivery requirements
of applications. To meetits goal of enegy efbcieng, our
transportprotocol (1) containsmechanismso balanceend-
to-endvs. localretransmissiong2) minimizesacknavledg-
menttrafbcusingrecever regulatedrate-base®ow control
combinedwith selectedacknavledgementsandin-network
cachingof paclets;and(3) aggressiely seekso avoid ary
congestion-basepaclet loss. Within a recentlydeveloped
ultra low-power multi-hop wirelessnetwork system,exten-
sive simulationsand experimentalresultsdemonstratehat
our transportprotocol meetsits goal of preservingthe en-
ergy efbcieny of theunderlyingnetwork.

1. INTRODUCTION

Motiv ation: Multi-hop wirelessnetworks are plagued

with unique challenges:contention for the wirelessmedium,

time-varying topology due to the variable quality of
links or mobility, and power constraints imposed by
battery lifetimes. The focus of this paper is the last
challenge: power constraints. We seekto minimize the
usageof energysoasto extend the lifetime of both indi-
vidual nodesand the network asa whole, while meeting
the requiremerts of applications.

While energyelciency hasbeenrecognizedasa chal-
lengefor sometime [38], until recenly, very little progress
hasbeenmade. In the past couple of yearswe have be-
gun to seee"orts to reducethe energyconsumedin the
radio circuit, which draws most of the battery power.

Low power [37], adjustable power [41], as well as
two-stage receiver radios [31] have been designedand
implemented in an e"ort to minimize the energy con-
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sumption while transmitting and receiving padkets. In
order to minimize the energy spert on QOidleQistening
of the channel, new MA C protocols have beenproposed
that implement coordinated wake-up schedulesthat al-
low nodesto beturned o" for long periods of time. Also
in an e"ort to minimize network cortrol (e.g. routing)
tralc, cortrolled scoping of topology information [30]
has beenproposed.

As an example,the JAVeLEN system[11,26] achieves
dramatic results demonstrating networks that consume
100 times less energy for the same e"ective network
goodput, comparedto a typical 802.11multi-hop wire-
lessnetwork running the OLSR routing protocol.

Thesetype of highly energy-elcient systemspresert
a challenge to network protocol designers. All high-
layer protocols needto be examined and, if necessary
redesignedto make sure they are consenative in their
transmissions. A parsimoniousmedia-accesprotocol is
of limited benebtif applications chooseto be chatty and
consumepower with low-value transmissions.

In this paper we examine the problem of designing
a transport protocol that is energy conserving and is
suitable for deployment over energy-consciousystems.
Extensive studies (reviewed in Section 7) have demon-
strated the inadequacy of TCP to sere as a trans-
port protocol in wirelessenvironments. Later attempts
to enhanceor redesign TCP for wireless scenariosare
mainly focusedon improving performancemetrics suc
as goodput and delay, but not on minimizing energy
consumption.

Designing an energy-consciougransport protocol is
simultaneously simple and hard. The problem is sim-
ple becausefor practical purposes,we can usea simple
metric to minimize: the total number of node transmis-
sionsfor eact packet, or ead corversation.! The prob-
lem is hard becausevery little is known about minimiz-
ing transmissionsacrossmultiple nodes. There is plenty
of researtt work on minimizing transmissions end-to-

This metric admittedly ignores energy costs for computa-
tion and memory in the nodes. The usual logic for ignoring
these costsis that the radio consumesfar more energy.



end, especially limiting the number of acknowledgmerts
sent, but almost nothing on intermediate transmissions.
And the one key piece of work in the area, LudwigOs
work on the interaction of end-to-end and hop-by-hop
retransmissions[22], gives a depressingresult: namely
in a world where one needsboth end-to-end and hop-
by-hop retransmissions,it is very easyto have the two
transmission mecanismsinteract to causemore, rather
than less,total transmissions. Our transport protocol
coordinates end-to-end and hop-by-hop retransmissions
by allowing the endsof the connectionto explicitly con-
trol the amount of local retransmission e"ort, based
on applicationOsreliability requiremert. JTPOsobjec-
tive of minimizing the number of total transmissionsis
not only benebcialin energy-constrainednetworks, but
in any wirelessnetwork sincelimiting the overall num-
ber of link-layer transmissions e"ectively increasesthe
network-wide capacity.
Our Contribution:  Our transport protocol mediates
between an applicationOsneed to share information of
varying importance over the network, and the systemOs
goal of minimizing energy expenditure per successfully
delivered bit. Given that JAVeLEN is the state of the
art in energy conservingnetwork systems,our protocol
usesJAVeLEN asthe underlying architecture and thus
we will refer to it as JTP (JAVeLEN Transport Pro-
tocol). Although JTP is implemented to work within
JAVEeLEN, it is designedto operate within any wireless
(or wireline) architecture that provides an interface for
JTP to both, cortrol the number of node retransmis-
sions made by the media-accessprotocol, and get at
leastindication of the available capacity of the channel,
and of the padket lossrate. JTPOsarchitecture strives
to maximize the modularity of the system. Information
is propagatedthrough padet headersand all the neces-
sary hop-by-hop operations are performed by a separate
module that is usedby the MAC.

In this paper, we presert a summary of our design
and the novel features of JTP as follows:

¥ To the best of our knowledge, JTP is the brst
multi-hop wireless end-to-end transport protocol
designedto perform hop-by-hop soft-state oper-
ations to improve (goodput and energy) perfor-
mance while preserving the end-to-end principle
[29] (Section 2).

JTP employs mechanisms akin to the Dynamic
Padket State [34]Nusing padket headersto prop-
agate informationNto avoid maintaining per-Rov
state and maintain the modularity of the system.

¥ JTP exploits any energy-gain opportunities pro-
vided by the applications. Historically, transport
protocols have o"ered a particular reliabilit y/QoS
model and the applicationOgtask was to pick the
transport protocol whose model most closely met

the applicationOseeds(e.g. UDP, TCP, ITP [25],
RTP [13]). JTP is designedto act asa OgenericO
transport protocoltailored by the application based
on its specibc QoS semartics. JTP usesthe tol-
erance of the application to lossesand limits the
networkOg"ort in trying to deliver a padet, based
on the pacetOsindividual importance as well as
current energy costs (Section 3).

¥ In JTP, the receiwer is fully responsible for con-
trolling all transmission parameters; connectionOs
sendingrate, retransmissionrequestsfor missing/lost
padkets, as well asthe frequency of such corntrols.
To the best of our knowledge, JTP is the brst
transport protocol that supports variable destination-
controlled feedback trying to keepfeedbadk as low
as the stability and reliabilit y of the network per-
mits (Section 5).

¥ JTP implements a cacing mechanism which en-
ablesintermediate nodesalong the path of a JTP
connection to temporarily store traversing pad-
ets? This enablesthe recovery of lost padkets as
closeto the receiver as possible. These pipelines
of cades along paths generalize the single-lewel
caching often employedin cellular-type (single wire-
less hop) networks [5]. Although a system that
supports symmetric routes betweenhosts, like the
JAVeLEN system, would exploit cacing benebts
to its fullest, the opportunistic designof the caching
systemwould seizeany chancefor locally recover-
ing lost padkets, without interfering with the end-
to-end semartics of ead connection.

To allocate bandwidth fairly among Rows in the
presenceof in-network cacing and retransmissions,
a JTP sender badcks 0" its sending rate to ac-
court for OirternalOretransmissionstriggered from
cacheson its behalf (Section 4).

¥ JTP also employs a (congestion-avoidance) rate-
based RBow cortrolNusing ATM-lik e explicit rate
feedbak from the networkNin an attempt to elim-
inate energy wastage assaiated with congestion-
induced packet drops.

¥ JTP is implemented as OsharedcodeOthat can be
run either in simulation or on real radio nodes.
Results from simulation and from a prototype of
JAVeLEN radios (Section 6) conbrm the premise
of JTP in reducing the energy consumedper de-
livered bit.

2We note that e! ciency achieved by caching and repairing
errors earlier using such in-network caching does not con-
tradict the end-to-end argument of system design [29]Nthe
source does not delete its copy of a packet until it gets an
acknowledgment from the Pnal destination that it has suc-
cessfully received the packet. Furtherm ore, the soft-state
nature of caches provides resilience to route changes.



2. JTP DESIGN

As we sought to designa protocol that minimizes the
total number of node transmissionsrequired to deliver
application data, we choseto decomposethat goal into
three subgoals:

(1) Minimize end-to-endretransmissions LudwigOsvork
showvedthat we neededto strike a balancebetweenend-
to-end (source) and local retransmissions. End-to-end

retransmissionse"ectively waste all the energy already
expendedon getting the padket at least part way to the

destination by the initial transmission. So, while occa-
sional retransmissionsfrom the sourceare required (e.g.

due to intermediate node failure or topology changes),
we sough to do ewerything we could to retransmit a
lost packet from the farthest downstream, intermediate

node along the packetOspath which had received the

padket successfully

(2) Minimize acknowledgments Acknowledgmerts are,

often, pure overheadNthey carry no application data.

Yet, they consumeroughly as much energy as a data

transmission. So, consistert with reliability and other

goals,we would like to minimize acknowledgmerts.

(3) Avoid congestion loss in the nodes By design, a
classicTCP-lik e congestioncortrol inducespacket drops,
sincelossis the only sign of congestion. The energy ex-

pendedby padkets that are discarded, simply to signal

congestion, is wasted. In a world where energy is the

key metric, congestioncontrol should consumelessen-
ergy than what discarding a padket implies. Assuming
that JTP is e"ective in only transmitting data when
necessaryJTP aimsto avoid congestioninstead of con-
trolling it.

The result of these goals was the JTP architecture
shown in Figure 1. JTP usesrate-basedtransmission
cortrolled by the destination. Intermediate wireless
nodesreport on their condition in data padket headers.
A Path Monitor and Path Controller at the destina-
tion collect this path performancedata and adjust data
rates to avoid congestion. Intermediate nodes retrans-
mit packets on a per hop basis, cathe padets, and ex-
amine end-to-end acknowledgmerts. If an acknowledg-
mernt indicates a padket waslost further alongthe path,
the node will retransmit this packet, thereby avoiding
an end-to-end retransmission (a la the work of Balakr-
ishnan et al. [5]). Basedon this design,we next look at
how JTP actually works.

Before we delve into the details of JTP, we provide
a brief description of the JAVeLEN system. JAVeLEN
deploysa TDMA MA C which orchestratesnodes@ans-
missionsby using pseudo-randomscdedules, providing
collision-free accessto the channel and allowing nodes
to turn 0" their radios when they are not in use. Each
node also keepsstatistics about link transmissionsand
idle slots in order to provide estimates of the available
transmission rate and of the padet lossrate on every

link. JAVeLEN usesan energy conserving link-state
routing algorithm [30], that provides eac node with a
local, possibly inaccurate, view of the networkOdopol-

ogy.
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Figure 1: Elements of JTP
2.1 A Packet-basedView of JTP
We begin by describing JTP in terms of padetsN
data and acknowledgmert packetsNand how they Row
between source and destination. Due to spacerestric-
tions a detailed description of the padket format is omit-
ted Nthe readeris referredto [27]for more details.

2.1.1 Data Packets

Data padketstravel from the sourceto the destination
ofaJTP connection. In JTP, data padkets corntain three
novel belds: available rate, loss tolerance, and energy
budget.
¥ Available rate: The available rate of a link, from a
node to its neighbor, represerts its current available
transmission capacityNin aTDMA MAC, likethe JAVe-
LEN MAC, that available rate is determined by the
current rate of unused (idle) time slots during which
the neighbor is awake for reception; in CSMA/CA net-
works, a method similar to [20] canbe usedto estimate
the available bandwidth. At ead node visited, a padket
is stampedwith the minimum available rate collectedso
far along the path of the JTP connection As described
in Section 5, this available rate is usedby the Bow con-
troller at the destination to update the sendingrate of
the source. Note that due to retransmissionsthat may
be required to get the padket to the next hop, a packet
may consumemore than one MA C-level transmission
slot. Sothe available rate value must be normalized by
the averagenumber of MA C-level transmissions. Lud-
wig [22] pointed out that allowing multiple MA C-level
transmissionscan increasepadket delay and alsoreduce
the e"ective bandwidth that an application perceiwes.
As we will seelater, by allowing applications to cortrol
the number of MA C-level transmissions per link, JTP
e"ectively givesapplications control over the delay and
e"ective bandwidth on every link.
¥ Loss tolerance: A source node encades the desired
end-to-end losstolerance in packet headers. Each node
along the path pre-computesthe maximum number of
transmission attempts to the next hop, given the re-



maining length of the path (known from the nodeOsiew
of the topology) and packetOgosstolerance. The padket
is dropped if this pre-determined maximum number of
local attempts is exceeded. As described in Section 3,
beforeforwarding the padcet, the node updatesthe loss
tolerance beld so any left-over attempts (from the pre-
determined maximum number) do not get used down-
stream, thus reducing the variability in energy con-
sumption acrossnodesalong the path.

¥ Energy budget The sourceinitially assignsead padet
an energy budget value based on the energy the net-
work would typically expend to deliver the packet suc-
cessfully A packet is dropped whenewer the energy
used exceedsthe energy budget of the packet. This
approac provides an energy-consciousmecanism for
dealingwith routing loops(asopposedto the traditional

hop-court TTL) and, aswe elaborate later, in conjunc-
tion with the losstolerance beld, createsa sturdy way
to managethe energy expenditure per padcket.

The available rate beld addressegshe goal of avoiding
congestionloss. BecauseJAVeLEN provides a practi-
cally collision-freeMA C layer, if the JTP Row cortroller
ensuresthat it doesnot drive the available rate to zero,
congestion-inducedlossesare avoided 2

The energy budget and loss tolerance pelds manage
the expenditure of energy per padket. By limiting the
e"ort of eah node to successfullydeliver a packet, the
loss tolerance beld bounds the total transmission en-
ergy spent by ead node. The energy budget on the
other hand, sets an upper bound on the energy that
the whole network might expend to deliver a padet to
the destination.

2.1.2 Acknowledgmen t Packets

JTP ACK padkets carry data acknowledgmerts, as
well as transmission rate and energy budget informa-
tion from the receiver to the sender. The rate at which
ACKs are fed bad to the senderis regulated by the re-
ceiver, basedon the stability conditions of the path. For
a stable path, a minimum feedbad rate is determined
by the application basedon its requiremertsNfor exam-
ple, an application with a more stringent delay require-
ment would require a higher feedbadk rate to achieve
a more timely recovery of missing data. A lower feed-
bad rate, if tolerated by the application, allows JTP
to aggegate ACK information in a single padket, thus
reducing feedbad load.

It is well known that rate-basedRow cortrol is vulner-
able to the loss of feedbak messagesAs we elaborate
in Section5, JTP overcomesthis problem by having the

3Evenif the underlying MA C doesnot provide collision-free
access,JTPOsoperation will not be a"ected, since collisions
would only increase the link loss experienced by packets,
thus increasing the number of link-la yer retransmissions per
packet and e"ectiv ely reducing the measuredavailable band-
width, which in turn forcesthe sourcesto back o".

receiver inform the senderof its feedbad rate. Soif the

senderdoesnot get an ACK within the expected feed-
bad delay, it backs 0" its transmission rate. Further-

more, short-term, and signibcar, variations in pathOs
conditions (available rate or energy used) would be de-

tected by the path monitoring function at the receiwer,

thus triggering an early feedbadk.

In addition to reporting rate and energyinformation,
an ACK padket carries both positive cumulative and
negative selective adknowledgmerts. Each intermediate
node on the path examinesthe SNACKs and retrans-
mits missing padkets if thesepadkets are in the interme-
diate nodeOsadeNif they are, the node appropriately
modibPesthe ACK padket sothe senderis explicitly in-
formed of sud in-network retransmissionsdone on its
behalf (cf. Section 4). Caching, and adknowledgmerts,
are discussedin more detail in Section 4.

2.2 JTP Components

As mentioned earlier in Section 1, although JTP is
an end-to-endtransport protocol, it also performs hop-
by-hop operations to improve its performance. In order
to alleviate the overhead of the hop-by-hop operations
and increasethe protocolOse!ciency, JTP is divided
into two main componerts: the end-to-endJTP (eJTP)
and the hop-by-hop(or, intermediate) JTP (iJTP).

2.2.1 End-to-end JTP

The functionalities of eJTP are further categorized
into application-specibc and network-specibc modules.
This modularity makesJTP a more versatile transport
protocol. In this work, we focus on bulk data transfers
over multi-hop wirelessnetworks.
¥ The application-specibc module of eJTP is responsible
for fragmertation and reasserbly of applicationOglata.
Moreover, it expresseshe QoSrequiremerts (e.g. relia-
bilit y level) to the network-specibcmodule to inuence
in-network padket handling decisions,3ow cortrol, and
retransmission requestsonly for those missing packets
that are important to the application.
¥ The network-specibPc module managesall JTP connec-

tions and implemerts the path monitor and the (congestion-

avoidancerate-based)controller of per-padet transmis-
sion parameters.

2.2.2 Hop-b y-hop JTP

iJTP performsall the mid-path (intermediate) cache-
related and soft-state operations. It managesthe local
cache of every node by ensuringthat only valuable data
padkets are stored, data padkets indicated in SNACKs
are retransmitted, and caced data packets are evicted
basedon the selectedcacding policy.

Soft-state per-padket operations performed by iJTP
at ead node, include:
¥ Update the availablerate beld iJTP is responsible for
acquiring from the MAC layer an estimate of the avail-



able rate to every neighbor, aswell asan estimate of the
padket lossrate on that link. It usesthis information
to estimate the elective available rate to ead neighbor.
iJTP stamps ead passingpadket with the lowest e"ec-
tiv e available rate (throughput) obsenedthus far along
the path.
¥ Update the loss tolerance beld Basedon the losstol-
erancecarried in the packetOseaderand the linkOses-
timated padket lossrate, iIJTP setsthe number of data
transmission attempts on that link, aswe elaborate in
Section 3. The losstolerance beld is then updated to
ref3ectits value for the remainder of the path.
Besidesthe fact that iJTP must processall JTP pack-
ets that passthrough a node, the above described soft-
state operations require the crafting of cross-lgyer inter-
actions with the MAC layer. In order not to compro-
mise the performanceof a node, by redundarnt copying,
context switching, and messagepassing between JTP
and the MAC layer, we implemented iJTP asa separate
loadable plug-in module of the MAC protocol. iJTP is
invoked whenewer a padket is received or about to be
transmitted over the air interface? The reader is re-
ferred to [27] for a more detailed description of iIJTP
operations.

3. ADJUSTABLE RELIABILITY FOR EN-
ERGY CONSERVATION

Not all applications (e.g. voice, video, images [25])
require full reliability to perform well. Given reliabilit y
targets from applications (provided by the application
module), and knowledge of packet lossrates (provided
by the MAC layer ®), JTP adjusts the e"ort it puts into
delivering eat padket, seekingto expend only enough
energy to deliver Oneeded@ackets. Specibcally iJTP
cortrols the number of node transmission attempts on
a per padket basis. In JTP, the reliability level is ex-
pressedin terms of the loss tolerance percertage (e.g.
10% of padkets can be lost) encaded in the header of
ead padcket.

Let lo2¢ bethe end-to-endlosstolerancerequestedby
the application. Let n;, ¢! [0, H] be the nodeson the
path from the sourceng to the destination ny, where
H is the total number of links on the path. Let ¢, 3!
[0, H" 1] denotethe probability that a padket sert by
node n; will be successfullydeliveredto the next node
nj+1 . In order to satisfy the end-to-end loss tolerance
of the application, the following equation should hold:

leze = 1" #{L5 g 1)
The value of ¢; changesdepending on the number of

4Although within the JAVeLEN system, iJTP residesin the
MAC, iIJTP operations can be performed by eJTP using an
overlay type of architecture.

5The MAC layer keeps statistics about successful packet
transmissionsand estimates the average packet lossrate ex-
perienced over ead link.

node transmission attempts indicated to the MAC by
iJTP. Let p; denote the probability that a single node
transmissionfrom n; to nj.+, fails, andlet M; denotethe
total number of node transmission attempts requested
for a pacet on link (nj,ni+1 ). Then g = 1" pM', from
which we can compute M; as®

log(1" g
M; = max(@min(#22 " D rrax aTTEMPTS))

log(pi) ?

where MAX_ATTEMPTS is the maximum number of
link transmissionsthat the MA C allows. The challenge
isto dynamically adjust the valuesof M; for ead packet
in a Bow soasto satisfy the desiredlegge.

If the length of the path to the destination is known,
the valuesfor ¢ Osan be directly computed from equa-
tion (1), and encaled in the headersof padkets. How-
ever, in a network setting where the topological views
at the nodesare typically not accurate, the path length
is estimated basedon a nodeOsurrent view. Therefore,
JTP carries out the computation of ¢;Osat ead node,
asthe packet travelstoward the destination, thus using
increasingly more accurate views.

Let I; be the losstolerance that is encaled in the
padket whenreceived by noden;. Let H; bethe number
of links from n; to the destination. Before the node
transmits the padket to its next-hop, it updatesthe loss
tolerance beld as follows:

#IEH g =1y %g# L g =1 s % (3)
1"
gi

Although there are many di"erent strategiesthat might
be employed to compute ¢ on ead linkNe.g. impos-
ing higher successfublelivery requiremert on lessloaded
links or on nodeswith higher available energyNin this
paper we assumethat JTP attempts to assignthe same
gi = q for all the links. From Equation (1) we get:

lyivy = 1"

g= @" Ij)7 4

By dynamically adjusting the hop-by-hop succesgrob-
ability experiencedby ead padket, the end-to-end re-
liabilit y requiremerts are met even if the topological
views at di"erent nodes are inconsistert, or the path
changes. Moreover, by assigninga losstolerance target
to eadh individual padket, JTP enablesthe application
to prioritize its padets (e.g. video frames of varying
importance).

Wetested JTP under di"erent reliabilit y levels. Three
di"erent levels are considered 0% (jtpo), 10% (jtp1o)
and 20% (jtp2o).

The successprobability is equal to S \'i) 'pi(L! p) =
@ p'.
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Figure 2: Dileren t reliabilit y levels: jtpo, jtpio,
jtpeo have loss tolerance of 0%, 10% and 20%, re-
spectiv ely.

Figures 2(a) and (b) demonstrate that by neither
overadieving (e.g. TCP-lik e full reliability for all), nor
underadieving (e.g. UDP-lik enoreliabilit y for all), JTP
managesto save energy and still satisbesan applica-
tionOsrequiremerts, denoted by the horizontal dotted
lines in Figure 2(b).” (SeeSection 6 for simulation de-
tails.) Figure 2(c) shows the maximum number of node
retransmissionsset by iJTP for ead padet at the third
node along a 4-node path. Padkets that request higher
reliabilit y are retransmitted moretimes by the link layer
in caseswhen the link quality is not good enough,and
thus JTP directly a"ects the amourt of networkO"ort
in delivering each padcet.®

4. CACHING

JTP employs in-network cacing of data padkets to
avoid end-to-end (source) retransmissionsas much as
possible. Caching can be viewed as a secondline of de-
fenseif all MA C-level attempts fail; for example, due
to a temporary excessie degradation in link quality.
Moreover padkets might be lost downstreamdueto bu'er
overf3ows or route failures. Employing opportunistic,
soft-state cacing would avoid unnecessaryend-to-end
retransmissions. The destination, which hasbetter knowl-
edge of the applicationOsrequiremerts than mid-path
nodes, may requestany of these cached packets that it
is missing, and are still neededby the application.

UponreceivingatraversingACK padket, anode chedks
the Selective Negative ACK (SNACK) beld to deter-
mine whether any padet(s) requestedfor retransmis-
sion existsin the nodeO#ocal cache. Requestedpadkets
found in the cade are forwarded downstream toward
the destination.

Besidesthe SNACK bPeld,an ACK padket headeralso

"The jtpao plot is always above the applicationOsrequire-
mernt sincethe aggregatelossrate of the path is below 20%.
8The Row that corresponds to 0% loss tolerance is omitted
from this plot since iJTP will always assignits packets the
maximum number of node attem pts.

contains a locally-recovered packets peld, usedto indi-
cate which of the padkets requestedfor retransmission
have beenalready locally retransmitted by somenode.
Upstream nodes ched this beld to avoid multiple re-
transmissions of the same padkets. When the source
of the transfer receivesan ACK, it will only retransmit
padets that remain in the SNACK beld.

If the cadche of a node becomesfull, to insert a newly
arriving padket, the padket evicted from the cade is
the leastrecertly manipulated, i.e. Least Recertly Used
(LRU) policy. The motivation is that it is unlikely that
those padkets not recerily requestedfor retransmission
would be ever requestedin the future. A detailed study
of di"erent cade replacemen strategiesis the subject
of future work.

In order to assesshe benebtsof caching, we analyti-
cally computed the gain of locally recovering lost pack-
ets. Due to spacelimitations we only provide a sum-
mary and the main results of the analysisNthe reader
is referred to [27] for more details.

The analysis aims at computing an upper bound on
the gains achieved by cacing sowe assumea best-case
scenariowhereby cade sizesare inbnite, and the path
is symmetric, thus ead lost packet will be recovered
by the last downstream node which has successfullyre-
ceived it.

If p is the link loss probability, then with a sim-
ple probabilistic analysisthe expected total number of
node transmissionsrequired by JTP in order to deliver
k padkets over H hopsis given by:

1

Bl 1= k& H& 35— ()

In the caseof JTP with no in-network cacing (de-

noted JNC), the analysis is a little bit more compli-

cated. The main idea is to compute the number of

packets, S, that the sourceneedsto sendsoasthe des-

tination receivesk of them, and then compute the total

number of node transmissionstriggered by ead of the
S padkets as:

INCT _ k& H
E[T{ot - (1 n pn)H! 1(1 " p)
(6)

wheren is the maximum number of link attempts. Ob-
sene that the cost of JNC is W times higher
than that of JTP.

4.1 Fair In-network Caching

Enabling mid-path nodes to retransmit padkets on
behalf of sourcesmay causea violation of sendingrate
compliance imposed by the destination of a transfer.
For the sake of fairness and congestion cortrol, the
source node must incorporate in-network retransmis-
sionsin its sendingrate calculations. To this end, JTP
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Figure 3: Short-term (top row) and long-term
(b ottom row) average of the reception rate for
two comp eting RBows: (a) the source backs o! for
locally recovered packets; (b) it does not.

forces sourcesto badk 0" in accordanceto the extra
tralc that is induced by in-network retransmissions.
When an ACK padket is received, the source usesthe
locally-recovered packets beldto adjust its sendingrate.
Let r(¢) bethe rate indicated to the sourceby areceived
ACK at time t. Let N bethe number of packets locally
recovered within the network, and let s;, j ! [1, V]
be the sizesof these padkets. The sourcecomputes an
appropriate badk-o0" period ¢, asfollows:

|

j=1 5i

r(t)

Figure 3 shows the short- (top plots) and long- (bot-
tom plots) term average of the padket reception rate
(throughput) at the destination for two competing 3ows.
(See Section 6 for simulation details.) Flow 1 does
not requestpadket retransmissions(i.e. UDP-lik e Bow),
while Bow 2 requires that all its padkets be delivered
and thus invoking the local recovery mechanism of the
in-network cactes. We obsene in the right plots, spikes
in the reception rate of Bow 2 whenit doesnot back o"
its sendingrate to accoun for its additional in-network
retransmissionsNthe unfairnessintro duced is more ev-
ident from the long-term averageplots.

5. DESTINATION BASED CONTROL

5.1 Path Monitoring using Flip-R3op Filtering

One designconceptof JTP is to adaptively minimize
the frequencyat which the destination node informs the
source of new transmission parameters, such as a new
sendingrate. To this end, the end-to-end componert of
JTP, eJTP, collects sample measuremets of the state
of the connectionOpath, such as the minimum avail-
able rate over the links of the path. Let x; denote the

th =

i" sampleof a pathOgnetric, @ the estimated average,
and R the estimated range of sample values. We use
principles from statistical quality control [23]to detect
asigniPant changein the pathOstate, which then trig-
gersthe destination to sendadditional feedbad signal,
in addition to feedbad sert regularly at alow frequency

To that end, we estimate the EWMAQs® and range
R asfollows:

@ =
R

1" a)s+ ax, initially = xg (7)

@ PR+ B " initially A= 22

0
2
R is used to estimate the deviation around &. R is
calculated only from samplesz; within the following
upper and lower cortrol limits:

zit 1],

" R
118 [OFT 31 ®

Under normal operation, stable EWMA blters are
employed, i.e. the weights « and  are small so short-
term variations are bltered out. As long asz; lieswithin
the cortrol limits, the state of the connectionOgath is
consideredstable and feedbadk is only reported to the
source at low frequency say every T seconds. Other-
wise, z; is consideredan outlier. A certain number of
consecutive outliers is used as indication of signibcan
and persistert changein the state of the path, which
would then trigger an immediate feedbad to the source
node. At this point, eJTP at the destination switches
to an agile EWMA blter where a larger « value is used,
so that @ catches up with the actual value. Once z;
falls badk again within the cortrol limits, eJTP at the
destination switches badk to the stable blter for this
connection. This usageof both stable and agile blters
is known as a Flip-Rop Filter [6].

In our implementation, we setT as a function of the
sendingrate and of the cade sizeusedin the network.
Specibcally

T = max(Tiow er Bound ;7 & Sendm Rate 1

Notice that this ensuresthat the estlnatlon doesnot
send feedba&/SNA CK messagest a rate higher than
the sendingrate. The value of T ow er_Bound IS depen-
dent on the sizeof in-network cades,sinceif packetsre-
questedfor retransmissionby a feedba& messagehave
already been evicted from the cade then the energy
savings achieved by infrequent feedbak messagesvould
be 0"set by the energy consumedby padkets that have
to be retransmitted from the source. If C' is the e"ec-
tive cache sizeand RT'T is the round-trip time for the
connection then®

UCL= @+ 3——

Tiower Bound ( C & SendingRate” RTT

Figure 4 depicts the energy gains achieved by using

9Estimating the e"ectiv e cadhe sizefor eadh Row is hard, so
the value for the parameter C should be set consenativ ely.
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variable-rate feedba& instead of a constart rate. In
this experimert, a linear topology of 8 nodesis used,
with one long-lived Row competing with seweral short-
lived Bows. (SeeSection 6 for simulation details.) We
vary the rate of constart-rate feedba&Nas expected,as
the feedba rate increases.the total energy consumed
(Figure 4(a)) increasessincemore feedba&/A CK pack-
etsare generated;and for low feedbad rates, we obsene
a high number of padet drops in the queuesof inter-
mediate nodes (Figure 4(b)) becausethe senderof the
long-lived Row does not badk 0" fast enough causing
congestionin the system. Using variable-rate feedbad,
JTP not only achieveslow energyconsumption, but also
minimizes padket drops in the system since wheneer
the system load increases,it sendsa timely feedbad
forcing the senderto bad o".

5.2 CongestionAvoidanceMechanism

When the RBip-Rop path monitor triggers a new feed-
badk message,the path cortroller at the destination
should set the sendingrate, to be used by the source
for the subsequeh padkets until a new feedbadk is re-
ceived.

5.2.1 PI?/MD SendingRateContmoller

This cortroller at the destination sets the sending
rate using the minimum available rate collected along
the path of the JTP connection. Let # denote the av-
erage available path rate measuredat the eJTP des-
tination, and 6 * 0 indicate the target available path
rate.’® If & > ¢ then the sourceincreasesits sending
rate r in proportion to the current available capacity
and, to improve fairness among competing RBows, in-
versely proportional to the current sendingrate:

A1)

r(t) + K, 0 0<K <1 (9

On the other hand, if there is little available rate (#

r(t+1) =

0In this paper we use! = 0, but it is possibleto use more
consenativ e values, guaranteeing that there would be avail-
able bandwidth within the network for a better start up for
new Rows.

< 6), then the sourcedecreasests sendingrate multi-
plicativ ely:

r(t+1) = Kp r(t), 0< Kp <1 (20)

We note that the eJTP destination also limits the
sending rate by its delivery rate up the stadk to the
receiving-sideof the application.

In order to analyzethe stability of the cortroller, we
considereda single JTP RBow adapting its sending rate
over a bxed-capaciy channel. The details of the anal-
ysis are omitted due to spacelimitationsNrefer to [27]
for details. We usedLyapunov functions to analyzesta-
bilit y of this non-linear system. We shavedthat K, > 0
and Kp < 1 are sulcient conditions for convergence.
We alsoprovedthat the cortroller is elcien t and it will
convergeeven for low frequency of sending-rate update
albeit at a slower pace.

5.2.2 PI?/MD FairnessunderDynamicConditions

(a)Instantaneous Throughput
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JTP Rows.

for two comp eting

Figure 5 demonstrates the behavior of the RBip-Rop
path monitor of along-lived Row 1 when competing with
a short-lived Bow 2 which starts and endsat times 1000
and 1250, respectively. We obsene (in the zoomed-in
bottom plots) how the averagevalue of available rate
catches up with the instantaneous reported values as
the monitor switchesto the agile EWMA Plter, sothat
the JTP sourceof Bow 1 quickly badks 0" or increases
its rate accordingly. The top plots show the fair con-
vergenceof Bow rates when Row 2 is presert.

6. PERFORMANCE EVALUATION

Earlier in the paper, we have shovn simulation re-
sults that demonstrate the operation and performance
of the various mechanismsin JTP. In this section, we
preser additional results from the evaluation and test-
ing of JTP.



JTP is written as OsharedcodeOsoit canrun on any
operating-system/hardware platform. To date, adap-
tation layers have beenwritten to interface the shared
code of JTP with either the OPNET simulation ervi-
ronmert [1] or the Linux OS over JAVeLEN radios [11,
26]. We start by shoving OPNET simulation results,
then Linux testbed results.

6.1 Simulation Results

In order to thoroughly evaluate the performance of
JTP, two types of topology are considered. Initially ,
JTP was tested on static linear topologies in order to
study the e"ect of path length betweensenderand re-
ceiver on performance. We also evaluated JTP on ran-
dom topologies with and without mobility of nodes,to
show its performancein realistic scenarios.

In order to provide a comprehensie and fair compatri-
sonagainst existing transport approacesfor multi-hop
wirelessnetworks [9,21,35,42], JTP is comparedagainst
two represenativ e protocols.
¥ TCP-SA CK: TCP-SACK is chosenasa represena-
tive for all window-based approaches and as the most
commonly implemented protocol in working systems.
In order to have a more competitive performance, we
usea rate-basedRavor of TCP-SACK, whereby the rate
of eadh Bow is set by the well-known throughput equa-
tion of TCP [24]. Thus we remove artifacts from the
window-induced burstiness of data and ACK streams,
similar to what TCP pacing [2] does. Moreover, we
useddelayed ACKs (one ACK ewery two padkets) in an
attempt to reduce the rate of the ACK stream. The
SACK version helps TCP selectiwely retransmit lost
padets only.
¥ ATP-lik e: In order to compare against the classof
explicit rate-basedtransport protocols, weimplemented
a protocol which adjusts the sendingrate basedon ex-
plicit feedba&k collected by intermediate nodes, sup-
ports only end-to-end recovery, and has constart-rate
feedbak from the receiver. The feedbadk period is set
to be larger than RTT assuggestedfor ATP [35]. ATP
adjusts its sendingrate basedon explicit rate feedbad
from the path and thus takesinto accourt real conges-
tion capturing the behavior of TCP CLAMP [3].

Giventhat TCP-SACK and ATP only support 100%-
reliabilit y transfers, we will consideronly bulk transfers
with 0% loss tolerance. Unless otherwise stated, the
conbguration parameters used throughout the experi-
merts arelisted in Table1. In this prototypeimplemen-
tation the JTP headeris 28 bytes and the JTP ACK
headeris 200 bytes. !

In this paper, we show two di"erent performancemet-
rics to comparethe elciency of ead protocol.
¥ Energy per delivered bit: This measurecaptures the
system-wide energy consumedto deliver ead data bit

1The JTP headers,and especially the ACK headersare not
optimized in this protot ype implementation.

Table 1: Parameters® default value

| Parameter Value [ Parameter | Value |
MAX _ATTEMPTS 5 JTP Pkt Size | 800 bytes
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Figure 6: Results for Linear Topologies.

to applications. Since our goal is to evaluate the en-
ergy consumption of transport protocols, we are only
concernedwith the energy actually spent to transfer
padets of the transport layer, and thus we will not
considerthe energy consumedfor network maintenance
by the lower layers. To this end, a monitor is placed
in the link layer that computes the energy spent for
the transmission of ead transport-layer padket based
on the transmission power, the radioOslatarate and the
packetOdength.

¥ Goodput: This measure captures the total rate at
which the network deliversnew data to the applications,
and thus represens how elcien t the network resources
are utilized.

6.1.1 StaticLinear Topolagies

In these experimerts the sourceand the destination
of two competing Rows are placed at the two ends of
the network. To capture the varying quality of wireless
links, the value of the averagepathlossof ead link alter-
nates between a good state (low loss) and a bad state
(high loss). Each link is in bad state approximately
10% of the time. The averageduration of the bad pe-
riod is 3 seconds.The results showvn are the averageof
twenty (independert) runs along with 95% conbdence
intervals. Each simulation run lasted for 2500 seconds,
and Bows werestarted randomly after a warm-up period
of 900 seconds.

Figure 6(a) shaws the energy per delivered bit for
ead protocol for varying network sizes. JTP signib-
cantly outperforms all the other protocols. As the path
length increases ATP endsup expending twice asmuch
energyasJTP to deliver onebit, while TCP-SACK ex-
pendsalmost bve times more energy for the delivery of
ead bit.

Figure 6(b) demonstratesthat JTP not only provides
great energy savings, but also achieveshigher goodput.
Without sacribcing systemOgperformance, JTP  mini-
mizesthe amount of feedbak control messagesyhich

energy expended (b) Average goodput experi-
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Table 2: JAVeLEN system results

Energy per delivered bit | Averagegoodput
(mJ/bit) (kbps)
JTP 0.0054 0.63
ATP 0.0068 0.44
TCP 0.0105 0.17

(a) Total energy expended per (b) Average goodput experi- this system,the MAC is running in RTLin ux, while the
application data bit delivered. encedby Rows in the network.

Figure 7: Results for Static Random Topologies.

in a wireless network ernvironment, e"ectively OstealO
bandwidth from users@ata.

6.1.2 Randomlopolagies
We begin by testing JTP over static random topolo-

gies. Nodesarerandomly distributed in atwo-dimensional

Peld. In order to avoid getting disconnected topolo-
gies, the Peld sizeis set to ensurethat the network is
connectedwith high probability. The sourceand des-
tination nodes of 5 simultaneous Rows are chosenran-
domly. The presened results are the averageof 10 in-
dependert runs, of 4000 ead both for the static and
the mobile scenarios. Given that the placemen of the
nodesand Rows are chosenat random, the system-wide
performancemight vary signibcarily. In order to mean-
ingfully compareacrossdi"erent protocols, we ensured
that all the protocolsrun under the sameconditions in
the samerun.

Figures 7(a) and (b) show the energy per delivered
bit and the goodput achieved by various protocols for
varying network size. JTP outperforms both ATP and
TCP in both metrics.

In the next set of experimerts, we tested JTPOsper-
formance in a mobile setting for a 15-node network.
Each node moveswithin the beldat various speeds(low:
0.1m/s, moderate: 1m/s, fast: 5m/s). We used the
random way point mobility model in which ead node
choosesa random direction and movesin that direction
for an average distance of 47m. There is an average
pauseof 100s betweenmovemens for eac node.

Figures 8(a) and (b) show the energyper deliveredbit
and the goodput achieved by the three protocols. Fig-
ure 8(c) preseris the relation between end-to-end and
locally recovered padketsNthe valuespreseried are nor-
malized by the total data deliveredto the applications.
This graph shows that even in mobile ervironments,
wherethe path betweentwo nodesis constartly chang-
ing, deploying local cachesis benebcialNwe obsene in-
network retransmissions which result in energy gains
and better distribution of retransmission e"ort across
nodes.

6.2 Linux Results
In order to verify our simulation results, we imple-
mented and tested JTP in a real JAVeLEN system. In
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non real-time part of the system, like the applications,
are running on top of Linux. In these experiments, we
used14 such systemsand we ran JTP, TCP-SACK and
ATP. Each experiment lasted for 30 minutes. During
these 30 minutes, Rows were generatedin ead node
with an average interarrival time of 400secand aver-
age transfer size of 100KB. A summary of the results
is showvn in Table 2. Given that in the real system
the pathloss of the links is not cortrolled but it is only
determined by the in-door multipath fading, the links
are more stable and their quality is much better, which
results in lower energy consumption for all protocols.
Nevertheless, JTP still outperformsboth ATP and TCP
in both metrics. Notice that the goodput achieved by
TCP is higher than that achieved in simulation due to
the low padket lossrate.

7. RELATED WORK

Extensive studies [14] have demonstrated the inade-
quacy of TCP to serw as a transport protocol in wire-
lessenvironments. Enhancemerts have mainly focused
on alleviating the e"ects of assumingthat padket losses
are only due to congestion.

Pro xy-based approac hes: Focus on hiding wireless
lossedrom the TCP sender[4,5] by retransmitting from
cadhes at the wireline-wireless boundary. Ludwig has
shown that, if not designedcarefully, end-to-endand in-
network retransmissions,usedtogether, can causeworse
performance than either alone [22]. Energy consena-
tion in multi-hop wireless networks led us to extend
this concept to retransmissionsfrom cades anywhere
along the wireless path. As we showed in this paper,
JTP gives the ends of the connection explicit cortrol

over the amount of local retransmissione”ort. In addi-
tion, redundant source retransmissionsare avoided by
explicitly informing the senderof local (cache) retrans-
missionsdone on its behalf.

End-to-end approac hes: Attempt to identify the type
of loss either explicitly such as ATCP [21], or implic-

itly such as WTCP [33]. Even perfect knowledge of
the reason of padet loss (e.g. congestion-inducedvs.
transmission error) at the sender, often, does not im-

prove throughput performance([6,19]. Moreover, these
schemessu"er from the slow adaptation of TCPOAIMD

medanism [16] to the fast changing conditions of wire-
lesslinks. TCP-Westwood [8] addressesthis problem
by augmeniing AIMD with an estimate of the available
bandwidth measuredbasedon the ACK reception rate.
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Other approadestried to alleviate the e"ects of bursty
TCP tralc by clamping the congestionwindow [3] or
by pacing TCP packets [2]. Although theseapproaces
signibcarly improve TCP performance they still rely
on padket lossto identify congestion. Our JTP proto-
col is rate-basedand avoids congestionaltogether.
Receiver-based control: The sendercertric approac
of TCP requires frequert feedba& which may cause
congestionand force the senderto badk o0". A receiver
certric RBavor of TCP, such as RCP [15], has been pro-
posed,however the rate of the badkward ACK streamis
not reduced. Our JTP protocol is also receiver-based,
but the feedbadk rate is dynamically adjusted basedon
the stability and reliability conditions of the forward
path.

Rate-based Row control: To ameliorate the ACK
compressiorproblem, rate-basedprotocols[10] have been
proposed,wherely the available rate could be explicitly
collected and fed badk to the sender[35]. These so-
lutions still use frequernt constant-rate feedba& which
competeswith data Rows for resources.Our JTP pro-
tocol attempts to reducethe feedbad rate constrained
by the conditions and cace sizeson the forward path.
Application-sp ecibc proto cols: Transport protocols
cognizart of a certain applicationOsQoS requiremerts
have beendevised,such asRTP [13]and ITP [25]. Our
JTP protocol further generalizessuch proposalsby en-
abling any application to not only inBuencethe Row and
error control mechanismsbut also in-network decisions
regarding the handling of its padets.
Energy-conscious scheduling and routing: In all
aforemertioned researt, energy consumption has not
been examined. Approaches have been proposed to
monitor and even shape applicationOsdata to turn on
and 0" the network interface on end-nodesfor the pur-
poseof energysavings, while still satisfying the applica-
tionOsrequiremerts [18]. These monitoring techniques
are hard to apply in multi-hop wirelessnetworks, where
ead node is both, a router and an end-node.

In the context of proxy-based schemes,the tradeo"
betweenthroughput performanceand energycosts(due
to transmission power and error control) was analyzed
in [7]. For multi-hop wirelessnetworks, seweral power-
aware MA C scheduling and routing protocolshave been
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proposed[28,32,36,40]. JAVeLEN [11,26] builds on this
body of prior work. We demonstrated in this paper,
that ewven if network nodes are parsimonious in their
use of energy (e.g. nodes turned 0" when there is no
data to transmit or receiw), an energy-avare transport
protocol, such asJTP, can achieve greater energy gains
by turning on the radios only when it is absolutely
necessary To this end, JTP minimizes cortrol tralc
and avoids data transmissionsthat are unnecessaryfor
meeting given delivery requiremerts of applications.
Sensor proto cols: Energy-aware transport protocols
have been proposedin the realm of sensornetworks,
such asPSFQ [39]. Giventhe goal of one-to-mary reli-
able delivery in such sensornetwork realm (e.g.to pro-
gram the sensors),issuesthat arise in multi-hop wire-
less networks regarding the fair allocation of resources
among Rows and the reduction of in-network overhead
have not beenconsidered.

Other wireline proto cols: Other protocols,proposed
for wireline networks, such as SCTP [12] and XCP [17],
su"er from inelciencies similar to TCP whenemployed
in multi-hop wirelessenvironments.

8. CONCLUSIONS AND FUTURE WORK

We preseried JTP, an energy-consciousransport pro-
tocol, that is rate-basedreceiver-oriented with variable
feedbadk, coordinated in-network error recovery, and
application-aware per padket handling. Our results shov
that JTP outperforms traditional transport protocols
(TCP and UDP) and a represenativ e multi-hop wire-
lesstransport protocol (ATP) in every respect. For all
network sizesand mobility settings evaluated, JTP con-
sistertly provided higher goodput and consumed less
energy per node and over the ertire network.

Our researt also contributes in the form of lessons
learned. For example, we have demonstrated the need
to have multi-lev el error recovery, via the MAC and
cading, that is explicitly cortrolled by the endsof con-
nections. This showvsthat problemsin energy-avareness
canyield non-intuitiv e solutions.

JTP provides a fresh perspective that o"ers many
opportunities for future work.  We are currently in-
vestigating energy-avarenessn cache/memory manage-
ment, and the support of other applications such asdata
collection and image transfers.
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