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Abstract

In order to eliminate the costsof proprietary systems
and special purposehardware, many real-time and em-
beddedcomputingplatformsare being built on commod-
ity operatingsystemsandgenerichardware. Unfortunately,
many such systemsare ill-suited to the low-latencyand
predictabletiming requirementsof real-timeapplications.
This paper, therefore, focuseson application-speci�cser-
vice technologies for low-cost commodityoperating sys-
temsandhardware, sothatreal-timeserviceguaranteescan
be met. We describecontrasting methodsto deploy�rst-
classserviceson commoditysystems,that are dispatched
with low latencyand executeasynchronouslyaccording to
boundsonCPU, memoryandI/O deviceusage. Speci�cally,
we presenta “user-level sandboxing”(ULS) mechanism,
that relies on hardware protectionto isolate application-
speci�c servicesfrom the core kernel. This approach is
compared with a hybrid language and run-timeprotection
schemecalled “SafeX”, that allows untrustedservicesto
bedynamicallylinkedandloadedinto a basekernel.SafeX
andULShavebeenimplementedon commodityLinux sys-
tems.Experimentalresultsshowthat bothapproachesare
capableof reducingserviceviolations(and, hence, better
qualitiesof service)for real-timetasks,comparedto tradi-
tional user-level methodsof servicedeploymentin process-
private addressspaces.ULS imposesminimal additional
overheadson servicedispatch latencycompared to SafeX,
with the advantage that it doesnot require application-
speci�c servicesto executein thetrustedkerneldomain.

1. Intr oduction

Recenttrendshave seenthe useof commercialoff-the-
shelf(COTS)systemsandhardwarebeingdeployedin real-
time andembeddedcomputingenvironments[9]. Not only

doesthis lead to reductionin developmentand operation
costsbut also it enablesa commoncode-basefor systems
software to be usedin both special-and general-purpose
computing.However, COTS systems(e.g. Linux) aretyp-
ically ill-suited to the needsof speci�c applications,espe-
cially whenthey mustoperatewith real-timerequirements.

The protectionafforded by commodity operatingsys-
tems usually restrictsapplicationsto process-private ad-
dressspacesvia which systemcalls can be madeto ac-
cessmoreprivilegedservicesof the trustedkernel. While
the processmodel hasmany virtues, it incurs signi�cant
overheadsdue to scheduling,context-switchingand inter-
processcommunication.Similarly, thereis oftena “seman-
tic gap” betweenthe requirementsof codethatexecutesat
user-level andtheinterfacevia which requestsaremadefor
kernel-level services. For example, to implementa real-
timemonitoringandcontrolapplicationmayrequireoneor
moreprocessesto beexecutedperiodicallyand/ormay in-
volvevarioustasksto respondto asynchronousevents(e.g.,
hardware interrupts)with boundedlatency. Using tradi-
tional systemcalls to establishhandlersfor kernel events
(e.g., via signals)and to ensureprocessesexecutewithin
speci�c deadlinesis cumbersomeat best, but more typi-
cally doesnot guaranteethe necessaryresponsivenessof
real-timeapplications.For this reason,wehavebeendevel-
oping variousmechanismsto supportapplication-speci�c
serviceson commodityoperatingsystemsthat can be ac-
tivatedwith low latency and executedaccordingto strict
timing requirementswithout the needfor schedulingand
context-switchingbetweenprocessprivateaddressspaces.

In our original work on supportfor application-speci�c
serviceextensionsof commodityoperatingsystems,wede-
veloped“SafeX” [25]. SafeXis ahybrid languageandrun-
time approach,supportingkernel-level serviceextensions
with quality-of-service(QoS)requirements.Extensionsare
writtenin atype-safelanguageandrestrictedontherangeof
memoryaddressesthey mayaccess.By dynamicallylink-



ing theminto a runningkernel, they canbe usedto affect
servicemanagementdecisions,by monitoringandadapting
resourceusageonbehalfof speci�c applications.

While SafeXenablesapplicationsto bridgethesemantic
gapbetweentheir needsandtheprovisionsof theunderly-
ing system,it con�icts with oneof the basicphilosophies
of goodsystemdesign. For many years,systemdesigners
haveconsideredtheideaof akernelto betheaddressspace
in which only the most trustedand fundamentalservices
shouldreside. For this reason,we have taken the lessons
learnedfrom SafeX to develop a new mechanismfor de-
ploying “�rst-class” application-speci�cservicesandhan-
dlersatuser-level. Theideabehind�rst-classuser-level ser-
vicesis to grantthem(wherepossible)thesameprivileges
andcapabilitiesof kernelservices,with the exceptionthat
thekernelmayrevoke accessrightsto any servicesabusing
their privileges.

With this vision in mind, this papercomparesour “user-
level sandboxing”(ULS) schemeagainst SafeX for the
purposeof implementingreal-timeandasynchronousser-
vicesandhandlersoncommodityoperatingsystemssuchas
Linux. Weshow how user-level servicesmaybedispatched
with almostthesamelatency askernel-level interrupthan-
dlers [24], while also being executedwithout scheduling
andcontext-switchingoverheadsassociatedwith processes.
In fact,bothSafeXandULS ensurethatserviceextensions
are invoked (whennecessary)without beingat the mercy
of kernel-level schedulingpoliciesthatareinherentlynon-
real-time,or which may result in unboundeddelays. For
example,in many traditionalsystems,user-level processes
may register signal handlersto be invoked when speci�c
kerneleventsoccur, but thesehandlersonly run whenthe
correspondingprocessis scheduledand that may be after
anarbitraryamountof time.

In contrast,our approachesenablean applicationpro-
cess,Pi to registera �rst-classhandlerthatrespondsto e.g.,
timer interruptswithout Pi having to execute. Given our
ability to boundthedispatchlatency of application-speci�c
services,we show empirically the improved serviceguar-
anteesandreducedviolation ratesof bothULS andSafeX
comparedto alternative user-level methodsof implement-
ing application-speci�cservices. Speci�cally, we com-
pareuser- andkernel-level implementationsof a feedback-
control service, for managingthe allocation of CPU cy-
clesto applicationprocessesaccordingto their resourcere-
quirementsover �nite windows of real-time. Sucha ser-
vice might bebene�cial to multimediaapplicationsrequir-
ing speci�c CPUsharesat designatedtime intervals to en-
code/decodeaudioandvideostreams.Alternatively, a con-
trol applicationmaywishto guaranteethatthecorrectshare
of CPU time is available to processsensorreadingsin a
timely fashion.

From experiments,we show that ULS and SafeX are

low-cost mechanismsfor the timely and predictableexe-
cutionof application-con�gurableservicesandhandlerson
commodityoperatingsystems.A seriesof adaptive CPU
servicemanagementtestson Linux shows that ULS han-
dlersandSafeXkernelextensionscanreducedeadlinemiss
ratesby a factorof four, comparedto process/thread-based
methodsof serviceexecution. ULS andSafeXbridgethe
gap betweenthe agnosticservicesof general-purposesys-
tems and the needsof individual applications,including
thosewith real-timerequirements.UnlikeSafeX,ULS does
not requirethe corekernel to be pollutedwith potentially
unsafecodethatmayjeopardizetheintegrity of thesystem
and,therefore,its ability to meetserviceguarantees.

In the next sectionwe provide a brief overview of our
prior work on SafeX,followedby furtherdetailsaboutthe
ULS methodto deploy �rst-classservicesin Section3. The
performancebene�ts of ULS andSafeXareevaluatedem-
pirically in Section4. Relatedwork is discussedin Sec-
tion 5, while conclusionsand future work areoutlined in
Section6.

2 SafeXSupport for First-ClassServices

SafeX and ULS representtwo disparatemethodsfor
achieving somesenseof isolation between�rst-class ser-
vices and the rest of the system,while providing a pre-
dictableand ef�cient executionmechanism. When striv-
ing for performanceand predictability, both methodsuti-
lize comparablestrategies. Namely, both allow execution
in the context of a “bottom half” 1 for low-latency execu-
tion in responseto events,and both mitigate the costsof
context-switches.Likewise, both approachesemploy sim-
ilar run-timechecksto ensureCPU isolationandfairness.
However, SafeXreliesentirely on language-level software
techniquesto provide memoryprotectionwhile ULS iso-
latesits servicesoutsidethekernel.A brief summaryof the
SafeXapproachnow follows, with furtherdetailsavailable
in ourearlierwork [25].
Language Support – SafeX requiresthat serviceexten-
sionsbewrittenin thePopcorn[17] programminglanguage.
Popcornis designedfor syntacticsimilarity to C, and is
compiledto TALx86, an extendedversionof the Intel IA-
32 assemblylanguage. TALx86 is an instanceof Typed
AssemblyLanguage(TAL) [17] that,by addingtyping an-
notationsandtyping rulesto traditionalassemblylanguage
guaranteesmemory, control �o w and type safetyof TAL
programs.Popcornis supportedby a numberof TALx86
tools that canverify internal type consistency of TALx86
source�les andlinkedobjectcode.

1A bottomhalf is functionalityrequiredin responseto aninterruptthat
maybeprocessedat a convenienttime, ratherthanimmediatelywhenthe
interruptoccurs.



Memory Protection – Extensionsrunningwithin the ker-
nel addressspacemay potentially accessand modify any
datawithin the kernelandviolate the memoryprotections
enforcedonuserprocessesaswell astheintegrity of kernel
datastructuresandcode. The type safetyof Popcornpre-
ventsextensioncodefrom forging pointersto arbitraryad-
dressesor castingpointersto arbitrarytypes.Therefore,by
controlling thepointerspassedto extensioncode,theparts
of thekerneladdressspacethatmaybeaccessedby anex-
tensioncanbe�nely controlled.

Anotherissueraisedby passingpointersto extensionsis
thepossibilitythatmemoryreferencedby a pointermaybe
deallocatedor reusedby the corekernel. Extensioncode
cannotbe trustedto stop using pointersto suchmemory
after reuseor deallocation. Consequently, someform of
garbagecollectionmustbeusedto safelymanagememory
referencedby extensions.The currentsafeextensionsim-
plementationdoesnot do suchgarbagecollection,but de-
fersdeallocationof memoryobjectsuntil all extensionsref-
erencingthemareunloadedfrom thekernel'saddressspace.
CPU Protection – Extensioncodemaypotentiallyexecute
for unboundedperiodsof time, taking control of the sys-
tem. SafeXrequiresthatapplicationsreserve CPUtime for
extensionsbeforethey areexecuted. SafeXenforcestime
limits by abortingexecutionof extensioncodethatexceeds
its reservation.In thisway, SafeXcanlimit thetotalamount
of CPU time given to and usedby extensions. The CPU
time usedby an extensionis chargedto the associatedap-
plicationsothatthetotalCPUtimeconsumedonthebehalf
of the applicationis consideredin its scheduling. SafeX
tracksextensionexecutiontime by decrementinga counter
ateachsystemtimer interrupt.
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Figure 1. The internals of a SafeX kernel ser-
vice manager.

SafeXService Managers: SafeXallows servicemanagers
(seeFigure1) to bede�ned within a kernel,to manageser-
vice of a speci�c nature(e.g., to control schedulingand
synchronizationof threadson available CPUs,or to con-
trol memoryallocation). Eachservicemanagerenqueues
and invokes application-speci�cmonitoring and handling
functionsthatareableto observe actualservicelevelsand,

consequently, affect servicechanges.Monitor andhandler
functionsoperateonattributeclasses. Thesearedatastruc-
turesthat hold the namesof variousserviceattributesand
their correspondingvalues(e.g.,a CPUschedulingpriority
andits correspondingvalue).Serviceextensionsgetandset
theseattributesby name,aslongasthey have thenecessary
accessrights.
Guard Functions: Eachservicemanageris equippedwith
aguard functionthatis automaticallygeneratedby thecode
generatorin a SafeXdaemonprocessrunningon thesame
host. A guardfunction is responsiblefor the mappingof
attributes,containedin attribute classes,to kernel policy-
speci�c structures.It ensuresthatattributesarewithin valid
rangesandwill not adverselyaffect theQoSguaranteesto
thecorrespondingapplication,or otherapplications.More-
over, eachSafeXdaemonis capableof generatingcodefor
run-timesafetychecksof extensions,therebyguaranteeing
they have boundedexecutiontime.
SafeXInterfaces: To affectchangesto theservicereceived
by anapplication,thehandlersneedinterfacesto adjustthe
parametersof theunderlyingmechanismproviding theser-
vice. Thoughhandlersexecutewithin the kernel address
space,they cannotbetrustedto directlymodify corekernel
data.SafeX,therefore,providesserviceextensionswith in-
terfacesto manipulatekernel datastructuresand perform
operationsrequiring specialprivileges (e.g., for synchro-
nization purposes,so that interruptsare not inadvertently
disabled). SafeX interface functions may be usedonly
by servicespossessingthecapabilitiesfor theseinterfaces.
Suchcapabilitiesarein factpointerswhichareunforgeable
dueto thetypesafetyof theextensionlanguage.

SafeXinterfaces,like systemcalls, mustvalidateargu-
mentspassedto themby application-speci�cservices.They
mustalsoensurethatrequestedoperationsaresafe,assome
operationsor decisions,while not violating systemprotec-
tion, may have a negative effect on systemperformance.
SafeXinterfacesare thereforeresponsiblefor limiting the
possibleglobal effects of operationsrequestedby service
extensionsandrequirecarefuldesignbalancingthedegree
of applicationcontrol over resourceallocationswith con-
cernfor systemstability.

3 ULS Support for First-ClassServices

Overview: The basicidea of user-level sandboxingis to
modify the addressspaceof all processes,or logical pro-
tection domains,to containone or more sharedpagesof
virtual addresses.The virtual addressrangesharedby all
processesprovidesa sandboxedmemoryregion into which
application-speci�cservicesmay be mapped. Undernor-
maloperation,thesesharedpageswill beaccessibleonly by
the kernel. However, whenthe kernelwishesto passcon-
trol to a serviceextension,it changestheprivilege level of



thesharedpage(or pages)containingtheservicecodeand
data,sothat it canbeexecutedwith user-level capabilities.
Thispreventsapplication-speci�cservicecodefrom violat-
ing the integrity of the kernel, with the bene�t that such
codecanrun in thecontext of anyuser-spaceprocess,even
onethatdid not registertheservicewith thesystem.There
is potentialfor corruptor ill-written serviceextensioncode
to modify thememoryareaof a runningprocess.To guard
againstthis, we requireapplication-speci�cservicesregis-
teredwith thesystemto eitherbewritten by a trustedpro-
grammer, or to haveadditionalsoftwaresafetychecks(e.g.,
usingtype-safelanguages[8, 13, 17, 18] or software-based
fault isolation[23]).

In the absenceof application-speci�c servicesbeing
writtenby atrustedprogrammer(suchasakerneldeveloper
who wishesto isolateseparateservices),we only require
software safety checkson untrustedcode mappedto the
sandbox.All otherapplicationandsystem-level codecan
bewritten in non-type-safelanguages.Thisdiffersfrom the
approachof the SPIN system[4] andJavaOSthat require
all softwareobjectsto betype-safe.

3.1. Hardw are Supp ort for Memory-Safe
First-Class Services

Our approachassumesthat hardware provides paging
(i.e., MMU) capabilities.A seriesof caches,mostnotably
oneor moreuntaggedtranslationlook-asidebuffers(TLBs)
is desirablebut not necessary. This minimumhardwarere-
quirementis metby many processorsmadetodayincluding
thoseusedin embeddedsystems(e.g.,theIntel XScale).

On many processors,switchingbetweenprotectiondo-
mainsmappedto differentpagesof virtual (or linear) ad-
dresses,requiresswitchingpagetablesstoredin mainmem-
ory, and then reloadingTLBs with the necessaryaddress
translations.Suchcourse-grainedprotectionprovidedatthe
hardware-level is becomingmoreundesirableasthedispar-
ity betweenprocessorandmemoryspeedsincreases[22].
This is certainlythecasefor processorsthatarenow clock-
ing in thegigahertzrange,while mainmemoryis accessed
in the 108Hz range. In practice,it is clearly desirableto
keepaddresstranslationsfor separateprotectiondomainsin
cachememoryasoftenaspossible.ULS avoidstheneedfor
expensivepagetableswitchesandTLB reloadsby ensuring
thesandboxis commonto all addressspaces.

3.2. Implemen tation Details

We have implementedULS on a Linux x86-basedsys-
tem,with a few smallchanges(approximately100lines)to
thecorekernel.Thesechangesarerequiredto: (1) createa
sharedsandboxregion, (2) supportprotectedmappingof a
sandboxedservice,(3) allow accessto restrictedsandboxed

memoryregionsfrom conventionalprocessaddressspaces,
and(4) invokeapplication-speci�cservicesfrom within the
kernel. Thekey modi�cations involve additionalentriesin
the pagetables(or, more precisely, global directories)of
processes,andthe implementationof upcall codethat tog-
glespageprotectionbits.

For themostpart,ourapproachis notrestrictedto Linux.
However, wherenecessary, wedescribethesystem-speci�c
featuresrequiredfor user-level sandboxingto work. The
user-level sandboxingimplementationrequiresa few addi-
tional interfacefunctionsover thoseprovidedby the tradi-
tional systemcall interface. Theseinterfacefunctionsare
containedwithin kernel-loadablemodulesandinvoked via
ioctl s,avoiding theneedfor new systemcalls.
Logical Protection Domains for Application-Speci�c
Services: Traditional operatingsystemsprovide logical
protectiondomainsfor processesmappedinto separatead-
dressspaces.With user-level sandboxing,asillustratedin
Figure 2, eachprocessaddressspaceis divided into two
parts:a conventionalprocess-privatememoryregion anda
sharedvirtual memoryregion. Thesharedregion actsasa
sandboxfor mappedserviceextensions.Thesandboxitself
is dividedinto publicandprotectedareas,asexplainedlater,
but this is notageneralrequirementof theapproach.Kernel
eventsdeliveredto sandboxcodearehandledin thecontext
of thecurrentprocess,therebyeliminatingschedulingcosts.

Sometimesit is importantfor aprocessto exchangedata
with servicesregisteredin thesandbox.As a result,we al-
low controlledaccessto a region of sandboxaddressesby
bothcodein aprocess-privateregionandalsothesandbox.
SandboxRegions:Thetwo areasof thesandbox(asshown
in Figure3) have the samevirtual aswell asphysical ad-
dressesin all processes.Theseareasemploy thepagesize
extensionssupportedby the Pentiumprocessorand each
occupy one4 megabytepagedirectoryentry 2. Although
a number of MMU-enabledprocessorssupport multiple
page-sizes,a sandboxshouldbe designedto minimize the
numberof pagesit useswhile occupying the largestmem-
ory areanecessaryfor extensions.This is to minimize the
TLB footprintof extensions.

One sandboxregion is permanentlyassignedreadand
executepermissionat both user- andkernel-level andacts
as a public area. The other (protected) region is perma-
nently assignedread-writepermissionat kernel-level but,
by default, is inaccessibleat user-level. The protectedre-
gion canbe madeaccessibleto user-level by toggling the
user/supervisor�ags of its pagedirectoryentryandinvali-
datingtherelevantTLB entryvia theINVLPG instruction.
Sandbox/UpcallThr eads: Sandboxed codecanlink with
libraries that make systemcalls. Caremustbe taken that
an application-speci�cserviceregisteredby one process

2The32-bit x86processorusesa two-level pagingscheme,comprising
pagedirectoriesandtables.
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doesnot affect the progressof anotherprocess,by issuing
a blockingsystemcall. For example,if processpi registers
anextensionei that is invokedat thetime processpj is ac-
tive, it maybepossiblefor ei to affect theprogressof pj by
issuing`slow' systemcalls.Any sandboxcodethatissuesa
blockingsystemcall is promotedto a new threadof execu-
tion, if it is notalreadyassociatedwith its own thread.Since
sandboxthreadsexecutein anyprocesscontext, essentially
they areinexpensive to schedule.

A sandbox-boundthread of execution is createdvia
the create upcall() interfacefunction, invoked from
within a user-spaceprocess. This interface function has
similarities to the POSIX pthread create() library
routine,producinga new threadof controlsharingthecre-
dentialsand�le descriptortablesof the caller. The thread
producedby create upcall() , however, doesnot pos-
sessa conventionalhardware-basedaddressspace.Instead,

sandboxthreadsexecuteusing the pagetablesof the last
active addressspace.
Mapping Code into the Sandbox: The existenceof a
sharedsandboxrequiresthemodi�cation to thepagetables
andaddressspacesof all createdprocesses(whenthey are
�rst `forked'). As statedearlier, all processeswill havepage
tablesthatcanresolve virtual addressesof instructionsand
datain thismemoryarea,therebyenablingsandboxcodeto
executein any processcontext.

A loader, utilizing functionsfrom theGNU BFD (Binary
File Descriptor)library, is usedto mapextensionsinto the
sandbox.In thecurrentimplementation,anextensionmust
be compiled into a target object (currently, ELF) format.
Theloaderthenmapsthe:r odata and:text sectionsof the
object into the public super-page,with the :bss and:data
sectionsbeingmappedinto theprotectedregion.

Extensioncodeis activatedby upcallsfrom the trusted
kernel.To ensuretheprotectedregionof a sandboxis user-
level accessible,thekerneltogglestheuser/supervisor�ag
of the correspondingsuper-pagebeforeissuingthe upcall.
After toggling the privilege protection�ag, the TLB entry
for the super-pagemustbe �ushed andreloadedto elimi-
natestale�ag settings. Whenthe processwhosepageta-
bleswereusedby a sandboxfunction is again scheduled,
theuser/supervisor�ag mustberesetbeforetheprocessre-
gains control of the CPU at user-level. This is necessary
to preventmaliciousor ill-written processesfrom accessing
theprotectedsandboxarea.
Additional Support for User-Level Sandboxing: As
sandbox extensions do not have conventional address
spaces,they areunableto usecertainsysteminterfacesre-
latedto memorymanagement,without modi�cation. Some
of thetheaffectedinterfacesincludebrk() , mmap() and
shmget() . Theseinterfacesareusedto ful�ll a varietyof
needs:brk() affectsthebreakpointat theendof theheap
dataareain a process,while shmget() allocatesshared
memorysegments.Likewise, mmap() canallocateeither
process-privateor sharedvirtual memoryaswell asprovid-
ing memory-mapped�le I/O.

In ourcurrentimplementation,weallow C,Cyclone[13]
andCuckoo [26] extensionsto link with aslightly modi�ed
versionof thedietlibc library, to managesandboxmemory
andmake systemcalls. Cycloneis syntacticallysimilar to
C but providestype-safetyand,hence,memoryprotection
for multiple extensionsco-existing in thesandbox.Cuckoo
is our own languagethatis similar to Cyclonebut alsopro-
videsmemory-safetyfor multi-threadedcode.We envision
type-safelanguagesbeing usedfor extensionswritten by
untrustedusers,to prevent themfrom accessingaddresses
of othersandboxextensions,or theprivateaddressspaceof
an active processat the time the extensionis invoked. In
contrast,we allow extensionswritten in C to be produced
by trusteduserssuchaskerneldevelopers,whoareawareof



potentialside-effectsof their codeanddo not intendto be-
have in a maliciousmanner, by deliberatelycorruptingthe
sandboxor process-privateaddressspaces.It is importantto
notethat“trusted”codeimpliesthatcodeis non-malicious,
not necessarilyerror-free. The isolationprovided by ULS
allows thesystemto survive ill-written serviceextensions.
Fast Upcalls: Traditionally, signalsandothersuchkernel
eventnoti�cation schemes[3, 15] havebeenusedto invoke
actionsin user-level addressspaceswhentherearespeci�c
kernel statechanges.Unfortunately, theseschemesincur
costsassociatedwith thetraversalof thekernel-userbound-
ary, processcontext-switchingandscheduling.Our upcall
mechanismoperateslikeasoftwaretrap(i.e.,themirror im-
ageof a typical systemcall), to ef�ciently vectoreventsto
user-level sandboxextensions. To make function invoca-
tionsfrom kernelto userspace,weutilize hardwaresupport
in the form of theSYSENTERandSYSEXIT instructions
whereavailable, and stackactivationsotherwise[6]. An
upcallmadewhile in thecontext of anyprocessis termeda
“pure upcall”. Finally, to avoid the problemof generating
upcallswhennouser-level processis running,all extensions
utilize aprivatestackin thesandbox.

Though the expectedbehavior of application-speci�c
servicesis to predominantlymake pureupcallsin thecon-
text of any currentlyloadedaddressspace,it is alsopossible
for servicesto run in a threaded,schedulablecontext. For
example, if a serviceblocks on a slow systemcall it can
continueasa schedulable(albeitnot necessarilyreal-time)
thread. In this case,TLB �ushing costsarestill mitigated
whenswitchingto theservicetask.
Beyond Memory-Safety: Issuesof memory-safetyaside,
it is alsoimportantto ensurebothCPUandI/O protection.
CPU protectionis ensuredin a mannersimilar to that in
SafeX.Most importantly, the time spentexecutinga �rst-
classserviceis boundedand charged to the processthat
registeredthat service. ULS addressesI/O protectionby
ensuringthat the �le-descriptorsvisible to a �rst-class ser-
vicearethoseinheritedfrom theregisteringprocess(which
may not necessarilybe the currentprocessat the time the
serviceis invoked).

4. Experimental Evaluation

This sectionbegins by assessingthe effectivenessof a
ULS implementationappliedto a Linux kernel. With the
exceptionof theexperimentsin Section4.3,all othercases
involve a patchedLinux 2.4.9kernelrunningon a seriesof
1.4GHz Pentium4 basedsystems.Thenatureof theseex-
perimentsis partly to show thatsandboxextensionscanbe
executedwith boundedoverheadscomparedto user-level
servicesmappedinto privateaddressspaces.Suchbounded
overheadscanbe achieved by relying only on page-based
hardware as opposedto specializedfeaturessuchas seg-

mentationandtaggedTLBs. In thefollowing experimental
results,the extensionshave beenwritten in C. Our work
with Cycloneandour new language,calledCuckoo [26],
suggeststhatrun-timeoverheadsof type-safelanguagescan
bekeptfairly low, soperformanceresultsshouldbesimilar
if weusedtype-safeextensions.

4.1 In ter-Protection Domain Comm uni-
cation

To investigatethe effectsof working setsizeon the ef-
fectivenessof sandbox-basedextensions,a numberof IPC
ping-pongexperimentssimilar to thoseconductedin the
“small spaces”work [22] werecarriedout. Theseexperi-
mentsalsoconsidertheeffectsof bothinstructionanddata
TLBs, found on the x86 architecture.The Pentium4 pro-
cessorhasa64entrydataTLB andan128entryinstruction
TLB for addresstranslation. Theseexperimentsdemon-
stratethe ability of ULS to make the bestuseof system
cachesasthesizeof applicationsrunningonthesystemvary
in workingsetsize.Thispropertywill affect thepredictable
behavior of cachingfor normalprocessesexecutingon the
system.

Two threadsexchangefour byte messagesover con-
nectedpipes. One threadsimulatesan applicationthread
in a traditionaladdressspacewith a con�gurable instruc-
tion anddataTLB working set. The secondthread(hav-
ing a small, �x edTLB footprint) actsasanextensionrun-
ning either in a separatefull addressspaceor in the sand-
box. The”application”thread�lls somenumberof TLB en-
tries,sendsa messageto the”extension”thread,andreads
a reply message.To simulatevariousdataTLB sizes,the
applicationthreadreads4 bytesof data from a seriesof
memoryaddressesspaced4160byteapart.To simulatein-
structionTLB sizes,theapplicationthreadperformsaseries
of relative jumps to instructionsspaced4160 bytesapart.
Thesespacingsavoid cacheinterferenceeffects. TheTLB
misscountswereobtainedusingthePentium4 CPUperfor-
mancecounters.

Figure4(a)showsthedataTLB workingsetof theappli-
cationthreadis maintainedfor up to approximately45 en-
trieswhentheextensionthreadis mappedinto thesandbox.
Thereafter, thecombineddataTLB demandsof theOS,ap-
plicationandextensionno longer�t the64entriesavailable
on thePentium4 andeachpageaccessincursa TLB miss.
Note that for the extensionthreadin a traditionaladdress
space,every datapageaccessafter the IPC ping-pongin-
cursa TLB missregardlessof the working setsize,asall
TLB entriesarepurgedoneverycontext switch.

As shown in Figure 4(b), the instruction TLB entries
of theapplicationthreadarepreservedwhentheextension
is locatedin the sandbox.No instructionTLB missesoc-
cur until the working setapproaches110 entries,which is
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Figure 5. Latenc y of comm unication via a pipe between two protection domains, as a function of
working set sizes in terms of (a) data, and (b) instruction pages.

closeto theavailable128TLB entries.Thereafter, thenum-
ber of instructionTLB missesare similar for both exten-
sion types.Theseresultscorrespondto thosein the“small
spaces”work thatusesthesegmentationfeaturesof thex86
to implementmultiple logical protectiondomainswithin a
singleaddressspace.This shows that our user-level sand-
boxtechniquecanachieve inter-protectiondomaincommu-
nicationperformancesimilar to approachesbasedon spe-
cialist hardwarefeaturessuchassegmentation.

Finally, Figure5(a)showsthecommunicationlatency re-
mainslowerwith thesandboxextensionevenwhenthedata
TLB miss ratesaresimilar. Likewise, in Figure5(b), the
pipelatency is considerablylower for thesandboxedexten-
sion,until theinstructionTLB is �lled.

In the presenceof the executionof application-speci�c
services,we concludethatcacheswill performpredictably
for user-level processeson thesystem.This is necessaryto
maintainexecutionisolationof processesfrom the service
extensions.

4.2 Microb enchmarks

Operation Cost in CPU Cycles
Upcall includingTLB �ush/reload 11000

TLB �ush andreload 8500
Raw upcall 2500

Signaldelivery (currentprocess) 6000
Signaldelivery (differentprocess) 46000

Table 1. Micr obenc hmarks taken on a 1.4GHz
Pentium 4, 512 Megs RAM.

Table 1 presentsa number of microbenchmarksthat
point to theef�ciency of usingour fastupcallsmethodfor
invoking sandboxcode. In this table,the fastupcall costs
areshown for theSYSEXIT/ENTERimplementation.CPU
clockcyclesaremeasuredusingtheprocessor's timestamp
counter. ThecompleteupcallcostincludestheCPUcycles
requiredto gofrom kernelspaceto auser-spaceupcallhan-



dler function. This includesthecostsof �ushing thesand-
box dataareaTLB entry, placingargumentson the upcall
stack,performinga SYSEXIT andexecutingtheuser-level
prologueof theupcallhandlerfunction.TheTLB �ush and
reloadtime dominatestheoverall upcallcost,while there-
maining“raw upcall” costaccountsfor lessthana quarter
of the elapsedcycles. Copying argumentsandtrampoline
codeto the (user-level) upcall stackconsumesmajority of
theclock cyclesassociatedwith the raw upcall. The tram-
polinecodeis simply a SYSENTERinstruction,placedon
theupcallstackbeforeany argumentsandreferencedby the
returnaddress(alsoonthesamestack)of theupcallhandler.
A few hundredcyclesof theraw upcallcanbeattributedto
theSYSEXITinstruction,while therestareassociatedwith
saving informationon thekernelstackfor whenwe return
via thecorrespondingSYSENTER.

The signalcostsmeasurethe overheadsof delivering a
signalto userspacefrom thekernelwithin thesameaddress
spacecontext aswell asbetweendifferentaddressspaces.
The costsof delivering a signal within the sameaddress
spaceis lower thanthe costof an upcall, but oncean ad-
dressspaceswitch and schedulingoperationare involved
thecostsof deliveringa signalfrom kernelto a user-space
processareover 4 timesthecostof a full upcall. Notethat
themeasuredcostof deliveringa signalto a differentpro-
cessinvolvesmakingthatprocessthehighestpriority, so it
is guaranteedto beschedulednext.

4.3 User-lev el Sandb oxing versus SafeX

In this setof experiments,we comparetheperformance
of kernel-level extensionsagainstuser-level approachesfor
monitoringandadaptingsystemresourceusage.The aim
is to seewhetherit is possibleto implementsystem-wide
serviceextensionsin a user-level sandbox,andstill achieve
a similar level of controlover physical resourcesto thatof
kernel-basedapproaches,usingour SafeXapproach.This
setof experimentsusesa standalone550 Mhz PentiumIII
with 256MB of RAM. In this case,a user-level sandboxis
implementedonapatchedLinux 2.4.20kernel.

Four differentmethodsof dynamicallymanagingCPU
usagearecompared,for asetof processeseachwith speci�c
resourcerequirementsover �nite windowsof real-time.For
brevity, the detailsabout the exact setupof theseexperi-
mentsareomitted,asthey canbefoundin ourearlierSafeX
work [25]. The four methodsimplementa CPU service
managerwithin: (1) a user-level process,(2) a sandboxed
thread,(3) a pureupcall function in thesandbox,and(4) a
kernelbottom-halfhandler.

Threeprocesses,P1, P2 and P3 have target CPU de-
mandsof 40mS every periodof 400mS, 100mS every pe-
riod of 500mS, and60mS everyperiodof 200mS, respec-
tively. A processmissesa deadlineif it doesnot receive

its CPU demandwithin its currentperiod. For simplicity,
the processesareall CPU-bound,have memoryfootprints
lessthan 4K B when strippedof symbols,and merely it-
erateover a numberof integer computations.Note that in
similarexperiments,morerealisticandcomplex application
processesencodea numberof video framesinto groupsof
pictures.Resultsof theseexperimentsarenot includeddue
to spaceconstraints,andbecausethey show similar perfor-
mancepatternsto thoseshown in this section.In any case,
processesP1, P2 andP3 have staticreal-timeprioritiesini-
tializedto 80 � (tar get=period), wheretar get andperiod
denotethe targetCPUtime requiredin a givenrequestpe-
riod,measuredin milliseconds.SinceLinux real-timeprior-
ities rangefrom 1 (lowest)to 99 (highest),kerneldaemons
areassignedreal-timeprioritiesof 97or higher, therebyen-
suringthewholesystemcontinuesto functionresponsively.

Thekernel-basedservicemanageris invokedonceevery
10mS from a Linux timer queue,to monitor the CPU al-
locationsof thethreeCPU-boundprocesses.Similarly, the
upcall-basedservicemanageris invokedonceevery 10mS
by upcalleventstriggeredfrom a timer bottomhalf. Corre-
spondinghandlerfunctionsin eachcaseadjustthetimeslice
of thethreeprocessasnecessary, usingthesamePID 3 con-
troller describedin prior experiments[25]. A guardfunc-
tion allows a process's timesliceto increaseas long as its
averageCPUusage,measuredover twice its period,is not
above thetargetutilization.

Boththekernel-andpureupcall-basedservicemanagers
checktheidentity of therunningprocesswhenthey arein-
vokedvia thekerneltimer queue.Accountinginformation
for theCPU usageof thecurrentprocessis updatedto the
nearestclock tick (or jif fy). Thekernelapproachaccounts
for lost ticks but the sandboxed approachdoesnot, mak-
ing the latter methodof tracking CPU usageslightly less
accurate.In contrast,the process-and thread-basedman-
agersdeterminethe CPU usageof the threeprocessesvia
the/proc �lesystem,whenthey arescheduledby theker-
nel. To ensurepredictableservice,theprocess-andthread-
basedmanagersareassignedreal-timeprioritiesof 96.

For all four servicemanagermethods,abackgrounddis-
turbanceprocessattemptsto consumeall availableCPUcy-
cleswhen it is active. Its executionpatternis basedon a
Markov ModulatedPoissonProcess,with averageexponen-
tial inter-burst timesof 10 secondsandaveragegeometric
burst lengthsof 3 seconds.Eachburst of the disturbance
is triggeredwith aninitial priority of 96, but whenthecor-
respondingservicemanageris active, thedisturbance's pri-
ority is adjustedto maintainserviceto theotherthreepro-
cesses.In all cases,thedisturbanceis scheduledusingthe
POSIX.4SCHEDFIFOpolicy. Theaimis to maintain�ne-
grainedcontroloverCPUallocationfor processesthatcould
bepartof a real-timeapplication.

3Proportionalplusintegralplusderivative.
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Figure 6. CPU service management contr olled by (a) a user -level real-time process, and (b) a sand-
boxed thread.
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Figure 7. CPU service management contr olled by (a) a pure upcall function in the sandbo x, and (b) a
kernel bottom-half handler .

Figures 6 and 7 show the abilities of eachservice
managementmethodto maintain CPU allocationsof the
threeprocessesat their target levels. Both theprocess-and
thread-basedapproachessuffer from the needfor schedul-
ing by the kernel in order to control resourceallocation.
WhenthedisturbanceusesSCHEDFIFOschedulingit can-
not be preemptedby a servicemanagerthat is scheduled
at the sameinitial priority. For brevity, we do not include
resultsfor the casewhenthe disturbanceis scheduledus-
ing a SCHEDRR policy, but the pureupcall- andkernel-
basedapproachesstill perform better. Moreover, having
the disturbancescheduledusing SCHEDFIFO indicates
the vulnerability of process-and thread-basedapproaches
to user-level servicemanagement.That is, they aredepen-
dentupontheparametersof otherschedulableentities,and
the schedulingpolicy enforcedby the underlyingkernel.
This contrastswith the pureupcall- andkernel-basedser-
vice managers,thatdo not entirelydependupontheunder-
lying natureof thekernel's schedulingpolicy.

As canbeseenfrom Figure7, implementinganef�cient

serviceextensionfor dynamicmanagementof CPUcycles
is possibleusinguser-level sandboxing.The upcall-based
servicemanagersuccessfullymaintainsthe target CPU al-
locationsto all threeprocesses,without allowing theback-
grounddisturbanceto hogall theresourceswhenit is active.
While thekernel-basedapproachprovidesthe�nest granu-
larity of controlover resourceallocation,implementingex-
tensionsin thekernelprecludestheuseof libraries,system
callsandthebene�ts of isolatingapplication-speci�ccode
outsidethekernelprotectiondomain.With all theuser-level
approaches,includingthepureupcallmethod,conventional
systemcallssuchassched setscheduler() areavail-
able to control CPU allocations. In general,the slight re-
duction in �ne-grained control over resourcesis offset by
theeaseof programmingatuser-level.

The violation rate for tasksP1, P2 and P3, measured
in deadlinesmissedper second,is plottedin Figure8 asa
functionof time. Theability to managetheCPUon a �ne-
grainedbasisis not satis�ed by the thread-basedmethods,
even threadsrunning within a sandbox. However, sand-



boxed servicesinvoked by pureupcallsarecomparablein
their ability to manageresourcesas predictablyas SafeX
typemethodsthatplaceapplication-speci�cservicesin the
mosttrustedhardwareprotectiondomain. Both upcallsto
sandboxedhandlersandSafeXkernelextensionsyield rela-
tively low violation rates,closeto 0.2deadlinespersecond
in the steadystate,comparedto aroundfour times worse
performancefor sandboxedthreadsanduserprocesses.
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5. RelatedWork

There have beena numberof relatedresearchefforts
that focus on OS structure,extensibility, safety, and ser-
vice invocation.Extensibleoperatingsystems[21, 4, 6, 14,
11] aim to provide applicationswith greatercontrol over
the managementof their resources.Additionally, micro-
kernels[2] andExo-kernels[10] offer a few basicabstrac-
tions, while moving the implementationof morecomplex
servicesandpoliciesinto application-level components.By
separatingkernel-anduser-level services,micro-kernelsin-
troducesigni�cant amountsof interprocesscommunication
overhead,althoughit hasbeenarguedthat by leveraging
hardwaresupportmany suchcostscanbe madeto disap-
pear[16]. In effect, our sandboxingtechniqueprovidesa
way to constructmicro-kernel serviceswithout the inher-
ent costsof heavyweight inter-addressspacecommunica-
tion. We supportthis without the needfor esoterichard-
warefeatures(e.g.,segmentationasusedby Palladium[6])
to implement�ne-grained logical protectiondomains,so
that the latency to invoke application-speci�cservicesis
limited to thecostof anupcall andthe �ush of a TLB en-
try. Consequently, unboundeddelaysdue to e.g.,priority
basedschedulingof processaddressspacesdoesnot affect
thetimely executionof systemserviceextensions.

Anotherareaof researchrelatedto ourshasfocusedon
serviceinvocation,kerneleventnoti�cations [3, 15] andup-
calls [7, 12]. Much of this work is concernedwith theway

to triggeruser-level servicesor handlersdueto somecondi-
tion or eventin thekernel.With our ULS approach,we en-
ableupcallsto betriggerednomatterwhichaddressspaceis
activeat thetimeof akernelevent,therebygreatlyreducing
theoverheadsof serviceinvocation.

Finally, while othershave consideredmethodsto instru-
mentapplications,to interceptrequestsfor resourcessuch
asCPU cycles,memoryandbandwidth[5], the emphasis
of our ULS and SafeX work is to develop safeand pre-
dictable execution domainsin which application-speci�c
servicesmay be deployed. Our work enablesCOTS sys-
temsto be extendedwith resourcemanagementmethods
to improve and/orguaranteequalitiesof service[19] to in-
dividual applicationswithout the needfor entire QoS ar-
chitectures[1, 20] to be constructed. As statedearlier,
suchexecutiondomainsdo not suffer from schedulingand
context-switchingoverheadsaswould be the casefor ser-
vicesmappedinto traditionalprocessaddressspaces.

6. Conclusionsand Futur eWork

This paper comparesvarious methodsto instrument
commodityoperatingsystemswith servicesand handlers
that are tailored to the needsof real-time applications.
We comparemethodsto deploy serviceextensionsat both
kernel-anduser-level, usingourSafeXanduser-level sand-
boxing (ULS) schemes,respectively. Both approaches
enableapplicationsto deploy servicesin a mannerthat
doesnot requireexplicit schedulingandcontext-switching
betweenprocess-private addressspaces,therebyensuring
boundeddispatchlatenciesand�ner -grainedresourceman-
agement.SafeXrelieson a combinationof type-safelan-
guageandrun-timesupportto enforcememory, CPU and
I/O-spaceprotectionof untrustedapplication-speci�cser-
viceswithin the addressspaceof the trustedkernel. This
enablesusersto deploy “�rst class” serviceshaving the
samecapabilitiesas corekernel services,with the excep-
tion thatthekernelmayrevokeaccessrightsonany services
abusing their privileges. Suchan approachpreventse.g.,
anapplication-speci�cservicefrom runningfor unbounded
amountsof time and/oralteringits resourceusagebeyond
thatallowedby thekernel. However, SafeXplacesrestric-
tions on how extensionsoperatewithin the kernelby pre-
ventingthemfrom disablinginterruptsandaccessingkernel
symbolsoutsidethosewithin ade�ned API.

To alleviate the potential problems associatedwith
application-speci�cservicesexecutingin thetrustedkernel
addressspace,ourULS approachallows �rst-classservices
to executein a sandboxenvironmentisolatedby hardware-
level (i.e.,page-based)protectionfrom thekernel.This im-
posesonly minimal additionaloverheadsover thoseasso-
ciatedwith SafeX when dispatchingapplication-services.
Speci�cally, ULS requiresanupcallinto asandboxedmem-



ory region as well as a TLB �ush of a singlepageentry.
Sucha costis minimal andboundedcomparedto theover-
headsof otherwiseschedulingand context-switching be-
tweenuser-level processaddressspaces.

Experimentalresultsshow that ULS and SafeX incur
similar performancepenaltiesand bene�ts for an exam-
ple service extension that adaptively managesCPU us-
ageamongstcompetingprocessesin speci�c windows of
real-time. Both approachesyield lower serviceviolations
thanalternative user-level methodsof application-level re-
sourcemonitoring and management. Given this obser-
vation, we feel ULS is preferredover SafeX as the �rst
steptowardssupportingapplication-speci�creal-timeser-
viceson commodityOSes.ULS requiresno specialhard-
ware supportother than page-basedhardware protection
andtimer interruptsupportto control boundson CPU us-
ageby application-speci�cservices.

Future work involves extendingour ULS approachto
multiprocessorplatforms, and to provide safe and pre-
dictableresourcemanagementsupportfor entirevirtual ma-
chinesratherthanthemoresimplisticservicesandhandlers
currentlysupported.
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