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Abstract

In order to eliminate the costsof proprietary systems
and special purposehardware, many real-time and em-
beddedcomputingplatformsare being built on commod-
ity operating systemandgenerichardware. Unfortunately
many sud systemsare ill-suited to the low-latencyand
predictabletiming requirrmentsof real-timeapplications.
This paper therefore, focuseson application-speci cser
vice technolagies for low-cost commodityopeiating sys-
temsandhardware, sothatreal-timeserviceguaranteecan
be met. We describecontrasting methodsto deploy rst-
classserviceson commoditysystemsthat are dispatdied
with low latencyand executeasyntironouslyaccouding to
boundson CPU, memoryandI/O deviceusage. Speci cally,
we presenta “user-level sandboxing” (ULS) medanism,
that relies on hardware protectionto isolate application-
speci ¢ servicesfrom the core kernel. This appoad is
compaed with a hybrid language and run-time protection
schemecalled “SafeX”, that allows untrustedservicesto
bedynamicallylinkedandloadedinto a basekernel. SafeX
and ULS havebeenimplementean commodityLinux sys-
tems. Experimentakesultsshowthat both approacesare
capableof reducingserviceviolations (and, hence better
gualitiesof service)for real-timetasks,compaedto tradi-
tional userlevel method=f servicedeploymenin process-
private addressspaces. ULS imposesminimal additional
overheadson servicedispatt latencycompaedto SafeX,
with the advantae that it doesnot require application-
speci c servicedo executen thetrustedkerneldomain.

1. Intr oduction
Recenttrendshave seenthe useof commercialoff-the-

shelf(COTS) systemsandhardwarebeingdeplo/edin real-
time andembeddeatomputingervironmentg9]. Not only

doesthis lead to reductionin developmentand operation
costshut alsoit enablesa commoncode-basdor systems
software to be usedin both special-and general-purpose
computing. However, COTS systemge.g. Linux) aretyp-
ically ill-suited to the needsof speci ¢ applicationsespe-
cially whenthey mustoperatewith real-timerequirements.
The protectionafforded by commodity operatingsys-
tems usually restricts applicationsto process-priate ad-
dressspacesvia which systemcalls can be madeto ac-
cessmore privileged servicesof the trustedkernel. While
the processmodel has mary virtues, it incurs signi cant
overheadgdue to scheduling,contet-switching andinter-
procescommunicationSimilarly, thereis oftena“seman-
tic gap” betweenthe requirement®f codethat executesat
userlevel andtheinterfacevia which request@aremadefor
kernel-level services. For example,to implementa real-
time monitoringandcontrolapplicationmayrequireoneor
more processeto be executedperiodicallyand/ormayin-
volve varioustasksto respondo asynchronousvents(e.g.,
hardware interrupts)with boundedlateng. Using tradi-
tional systemcalls to establishhandlersfor kernel events
(e.g., via signals)andto ensureprocessegxecutewithin
speci ¢ deadlinesis cumbersomeat best, but more typi-
cally doesnot guaranteehe necessaryesponsienessof
real-timeapplications For thisreasonwe have beendevel-
oping various mechanismgo supportapplication-speci c
serviceson commodity operatingsystemsthat can be ac-
tivatedwith low lateny and executedaccordingto strict
timing requirementswithout the needfor schedulingand
contet-switchingbetweemrocesgrivateaddresspaces.
In our original work on supportfor application-speci ¢
serviceextensionf commodityoperatingsystemsye de-
veloped‘SafeX” [25]. SafeXis ahybrid languageandrun-
time approach,supportingkernel-lesel serviceextensions
with quality-of-servicg QoS)requirementsExtensionsare
writtenin atype-safdanguagendrestrictedontherangeof
memoryaddressethey may access.By dynamicallylink-



ing theminto a runningkernel,they canbe usedto affect
servicemanagemerdecisionspy monitoringandadapting
resourcausageon behalfof speci ¢ applications.

While SafeXenablespplicationdo bridgethe semantic
gap betweenrtheir needsandthe provisionsof the underly-
ing system,it con icts with oneof the basicphilosophies
of goodsystemdesign. For mary years,systemdesigners
have consideredheideaof akernelto betheaddresspace
in which only the most trustedand fundamentalservices
shouldreside. For this reasonwe have taken the lessons
learnedfrom SafeXto develop a nev mechanisnfor de-
ploying “ rst-class” application-speci cservicesand han-
dlersatuserlevel. Theideabehind rst-classuserlevel ser
vicesis to grantthem(wherepossible)the sameprivileges
and capabilitiesof kernelserviceswith the exceptionthat
thekernelmayrevoke accessightsto ary servicesahusing
their privileges.

With this visionin mind, this papercompare®ur “user
level sandboxing”(ULS) schemeagainst SafeX for the
purposeof implementingreal-timeand asynchronouser
vicesandhandlersoncommodityoperatingsystemsuchas
Linux. We shav how userlevel serviceanaybedispatched
with almostthe samelateny askernel-level interrupthan-
dlers [24], while also being executedwithout scheduling
andcontext-switchingoverheadsissociateavith processes.
In fact,both SafeXandULS ensurehatserviceextensions
are invoked (when necessaryithout being at the merg
of kernel-level schedulingpoliciesthatareinherentlynon-
real-time,or which may resultin unboundeddelays. For
example,in mary traditionalsystemsusetlevel processes
may register signal handlersto be invoked when speci c
kerneleventsoccur but thesehandlersonly run whenthe
correspondingprocesss scheduledand that may be after
anarbitraryamountof time.

In contrast,our approache&nablean applicationpro-
cesspP; toregistera rst-classhandlerthatrespondgo e.g.,
timer interruptswithout P; having to execute. Given our
ability to boundthe dispatchlateng of application-speci ¢
services,we shav empirically the improved serviceguar
anteesandreducedviolation ratesof both ULS and SafeX
comparedo alternatve userlevel methodsof implement-
ing application-speci cservices. Speci cally, we com-
pareuser andkernel-lezel implementation®f a feedback-
control service,for managingthe allocation of CPU cy-
clesto applicationprocesseaccordingto their resourcee-
guirementsover nite windows of real-time. Sucha ser
vice might be bene cial to multimediaapplicationsrequir
ing speci ¢ CPU sharesat designatedime intenalsto en-
code/decodaudioandvideostreamsAlternatively, acon-
trol applicationmaywishto guarante¢hatthecorrectshare
of CPU time is available to processsensorreadingsin a
timely fashion.

From experiments,we shav that ULS and SafeX are

low-cost mechanismdor the timely and predictableexe-
cution of application-con gurableservicesandhandlerson
commodity operatingsystems. A seriesof adaptie CPU
servicemanagementestson Linux shawvs that ULS han-
dlersandSafeXkernelextensionanreducedeadlinemiss
ratesby afactorof four, comparedo process/thread-based
methodsof serviceexecution. ULS and SafeX bridgethe
gap betweenthe agnosticservicesof general-purpossys-
tems and the needsof individual applications,including
thosewith real-timerequirementsUnlike SafeX,ULS does
not requirethe core kernelto be polluted with potentially
unsafecodethatmay jeopardizetheintegrity of the system
and,thereforejts ability to meetserviceguarantees.

In the next sectionwe provide a brief overview of our
prior work on SafeX,followed by further detailsaboutthe
ULS methodto deploy rst-classservicesn Section3. The
performanceene ts of ULS andSafeXareevaluatedem-
pirically in Section4. Relatedwork is discussedn Sec-
tion 5, while conclusionsand future work are outlined in
Section6.

2 SafeXSupport for First-Class Sewices

SafeX and ULS representtwo disparatemethodsfor
achiezing somesenseof isolation between rst-class ser
vices and the rest of the system,while providing a pre-
dictable and ef cient executionmechanism. When striv-
ing for performanceand predictability both methodsuti-
lize comparablestratgies. Namely both allow execution
in the context of a “bottom half” * for low-lateny execu-
tion in responsedo events,and both mitigate the costsof
contet-switches. Likewise, both approachegmploy sim-
ilar run-time checksto ensureCPU isolationandfairness.
However, SafeXreliesentirely on language-leel software
techniquedo provide memory protectionwhile ULS iso-
latesits serviceoutsidethekernel. A brief summaryof the
SafeXapproachmow follows, with furtherdetailsavailable
in our earlierwork [25].

Language Support — SafeX requiresthat service exten-
sionsbewrittenin thePopcorf17] programmindanguage.
Popcornis designedfor syntacticsimilarity to C, and is
compiledto TALx86, an extendedversionof the Intel IA-
32 assemblylanguage. TALx86 is an instanceof Typed
AssemblyLanguaggTAL) [17] that, by addingtyping an-
notationsandtyping rulesto traditionalassemblyanguage
guaranteesnemory control o w and type safetyof TAL
programs. Popcornis supportedoy a numberof TALx86
tools that can verify internaltype consisteng of TALx86
sourceles andlinkedobjectcode.

1A bottomhalf is functionalityrequiredin responséo aninterruptthat
may be processeét a convenienttime, ratherthanimmediatelywhenthe
interruptoccurs.



Memory Protection — Extensiongunningwithin the ker-
nel addressspacemay potentially accessand modify ary
datawithin the kernelandviolate the memoryprotections
enforcedon userprocesseaswell astheintegrity of kernel
datastructuresand code. The type safetyof Popcornpre-
ventsextensioncodefrom forging pointersto arbitraryad-
dresse®r castingpointersto arbitrarytypes.Therefore by
controlling the pointerspassedo extensioncode,the parts
of the kerneladdresspacethatmay be accessethy anex-
tensioncanbe nely controlled.

Anotherissueraisedby passingpointersto extensionds
the possibilitythatmemoryreferencedy a pointermay be
deallocatedbr reusedby the core kernel. Extensioncode
cannotbe trustedto stop using pointersto suchmemory
after reuseor deallocation. Consequentlysomeform of
garbagecollectionmustbe usedto safelymanagememory
referencedy extensions.The currentsafeextensionsim-
plementationrdoesnot do suchgarbagecollection, but de-
fersdeallocatiorof memoryobjectsuntil all extensiongef-
erencinghemareunloadedrom thekernelsaddresspace.
CPU Protection— Extensioncodemay potentiallyexecute
for unboundedperiodsof time, taking control of the sys-
tem. SafeXrequiresthatapplicationgesere CPUtime for
extensionsbeforethey are executed. SafeX enforcestime
limits by abortingexecutionof extensioncodethatexceeds
its resenation. In thisway, SafeXcanlimit thetotalamount
of CPU time given to and usedby extensions. The CPU
time usedby an extensionis chagedto the associatep-
plicationsothatthetotal CPUtime consumedn the behalf
of the applicationis consideredn its scheduling. SafeX
tracksextensionexecutiontime by decrementingx counter
ateachsystentimerinterrupt.

Kernel timer queue of
bottom half (SM)
functions
get_attributes()
Kernel
Class 1 policy-specific
Class 2 structures
Sel_amib'-'tes()‘)mlribute Classes Guard fn

Events out

Events in Class k

Kernel Service Manager

Figure 1. The internals of a SafeX kernel ser-
vice manager.

SafeX Sewice Managers: SafeXallows servicemanagers
(seeFigurel) to bede ned within a kernel,to manageser
vice of a speci ¢ nature(e.g., to control schedulingand
synchronizatiorof threadson available CPUs, or to con-
trol memoryallocation). Eachservicemanagerenqueues
and invokes application-speci cmonitoring and handling
functionsthatareableto obsere actualservicelevelsand,

consequentlyaffect servicechanges Monitor andhandler
functionsoperateon attribute classes Thesearedatastruc-
turesthat hold the namesof variousserviceattributesand
their correspondingalues(e.g.,a CPU schedulingpriority
andits correspondingalue). Serviceextensiongjetandset
theseattributesby name aslong asthey have thenecessary
accessights.
Guard Functions: Eachservicemanageis equippedwith
aguard functionthatis automaticallygeneratedby the code
generatoin a SafeXdaemonprocessunningon the same
host. A guardfunctionis responsiblefor the mappingof
attributes, containedin attribute classesto kernel policy-
speci ¢ structureslt ensureghatattributesarewithin valid
rangesandwill not adwerselyaffectthe QoSguaranteeso
the correspondin@pplication,or otherapplications More-
over, eachSafeXdaemoris capableof generatingcodefor
run-time safetychecksof extensionstherebyguaranteeing
they have boundedexecutiontime.
SafeXInterfaces: To affectchangeso theservicereceved
by anapplication the handlersneedinterfacesto adjustthe
parametersf the underlyingmechanisnproviding the ser
vice. Thoughhandlersexecutewithin the kernel address
spacethey cannotbetrustedto directly modify corekernel
data.SafeX,therefore providesserviceextensionswith in-
terfacesto manipulatekernel datastructuresand perform
operationsrequiring specialprivileges (e.g., for synchro-
nization purposesso that interruptsare not inadwertently
disabled). SafeX interface functions may be usedonly
by servicespossessinghe capabilitiesfor theseinterfaces.
Suchcapabilitiesarein factpointerswhich areunforgeable
dueto thetype safetyof the extensionlanguage.
SafeXinterfaces,like systemcalls, mustvalidateargu-
mentspassedo themby application-speci cservicesThey
mustalsoensurehatrequestedperationsaresafe,assome
operationr decisionswhile not violating systemprotec-
tion, may have a negative effect on systemperformance.
SafeXinterfacesare thereforeresponsibldor limiting the
possibleglobal effects of operationsrequestedy service
extensionsandrequirecarefuldesignbalancingthe degree
of applicationcontrol over resourceallocationswith con-
cernfor systemstability.

3 ULS Support for First-Class Services

Overview: The basicidea of userlevel sandboxings to
modify the addressspaceof all processesor logical pro-
tection domains,to containone or more sharedpagesof
virtual addressesThe virtual addresgangesharedby all
processeprovidesa sandbord memoryregion into which
application-speci cservicesmay be mapped. Under nor
maloperationthesesharecpageswill beaccessiblenly by
the kernel. However, whenthe kernelwishesto passcon-
trol to a serviceextension,it changeshe privilege level of



the sharedpage(or pages)ontainingthe servicecodeand
data,sothatit canbe executedwith userlevel capabilities.
This preventsapplication-speci cservicecodefrom violat-
ing the integrity of the kernel, with the bene t that such
codecanrunin the context of anyuserspaceprocesseven
onethatdid notregisterthe servicewith the system.There
is potentialfor corruptor ill-written serviceextensioncode
to modify the memoryareaof a runningprocess.To guard
againstthis, we requireapplication-speci cservicesregis-
teredwith the systemto eitherbe written by a trustedpro-
grammeyor to have additionalsoftwaresafetycheckge.g.,
usingtype-safdanguage$8, 13, 17, 18] or software-based
faultisolation[23]).

In the absenceof application-speci c servicesbeing
written by atrustedprogramme(suchasakerneldeveloper
who wishesto isolate separateservices),we only require
software safety checkson untrustedcode mappedto the
sandbox. All otherapplicationand system-lgel codecan
bewrittenin non-type-saféanguagesThis differsfrom the
approachof the SPIN system[4] and JavtaOSthat require
all softwareobjectsto betype-safe.

3.1. Hardw are Support for
First-Class Services

Memory-Safe

Our approachassumeshat hardware provides paging
(i.e., MMU) capabilities.A seriesof cachesmostnotably
oneor moreuntaggedranslationook-asidebuffers(TLBS)
is desirablebut not necessaryThis minimumhardwarere-
guiremenis metby mary processorsnadetodayincluding
thoseusedin embeddedystemqe.g.,theIntel XScale).

On mary processorsswitching betweenprotectiondo-
mainsmappedto different pagesof virtual (or linear) ad-
dressesequiresswitchingpagetablesstoredin mainmem-
ory, andthenreloadingTLBs with the necessanaddress
translationsSuchcourse-graine@rotectionprovidedatthe
hardware-level is becomingmoreundesirableasthedispar
ity betweenprocessomnd memoryspeeddncreaseg22].
This s certainlythe casefor processorshatarenow clock-
ing in the gigahertzrange while mainmemoryis accessed
in the 108Hz range. In practice, it is clearly desirableto
keepaddressranslationdor separat@rotectiondomaingn
cachanemoryasoftenaspossible ULS avoidstheneedfor
expensve pagetableswitchesandTLB reloadsby ensuring
the sandboxs commonto all addresspaces.

3.2. Implemen tation Details

We have implementedJLS on a Linux x86-basedsys-
tem,with afew smallchangegapproximatelyl00lines)to
thecorekernel. Thesechangesrerequiredto: (1) createa
sharedsandboxegion, (2) supportprotectedmnappingof a
sandbordservice,(3) allow accesgo restrictedsandbord

memoryregionsfrom corventionalprocessaddresspaces,
and(4) invoke application-speci cservicesrom within the
kernel. The key modi cations involve additionalentriesin
the pagetables(or, more precisely global directories)of
processesandtheimplementatiorof upcall codethat tog-
glespageprotectionbits.

Forthemostpart,ourapproachs notrestrictedo Linux.
However, wherenecessarywe describethe system-speci ¢
featuresrequiredfor userlevel sandboxingto work. The
userlevel sandboxingmplementatiorrequiresa few addi-
tional interfacefunctionsover thoseprovided by the tradi-
tional systemcall interface. Theseinterfacefunctionsare
containedwithin kernel-loadablenodulesandinvoked via
ioctl s, avoiding theneedfor new systemcalls.

Logical Protection Domains for Application-Specic
Sevwices: Traditional operating systemsprovide logical
protectiondomainsfor processesnappednto separated-
dressspaces.With userlevel sandboxingasillustratedin
Figure 2, eachprocessaddressspaceis divided into two
parts: a corventionalprocess-priate memoryregion anda
sharedvirtual memoryregion. The sharedregion actsasa
sandboxXor mappedserviceextensions.The sandboxtself
is dividedinto publicandprotectedareasasexplainedlater,
but thisis notageneralequiremenof theapproachKernel
eventsdeliveredto sandboxcodearehandledn the context
of thecurrentprocesstherebyeliminatingschedulingcosts.

Sometimedt is importantfor a procesgo exchangedata
with servicegegisteredin the sandbox.As aresult,we al-
low controlledaccesdo a region of sandboxaddresseby
bothcodein a process-pxiateregion andalsothe sandbox.
SandboxRegions: Thetwo areaof thesandboxasshaovn
in Figure 3) have the samevirtual aswell asphysical ad-
dressesn all processesTheseareasemploy the pagesize
extensionssupportedby the Pentiumprocessorand each
occupy one4 megabytepagedirectory entry 2. Although
a number of MMU-enabled processorssupport multiple
page-sizesa sandboxshouldbe designedo minimize the
numberof pagest useswhile occupying the largestmem-
ory areanecessaryor extensions.This is to minimize the
TLB footprint of extensions.

One sandboxregion is permanentlyassignedeadand
executepermissionat both user andkernel-level andacts
as a public area. The other (protected region is perma-
nently assignedread-writepermissionat kernel-level but,
by default, is inaccessiblat userlevel. The protectedre-
gion canbe madeaccessiblgo userlevel by toggling the
user/supervisotags of its pagedirectoryentry andinvali-
datingtherelevant TLB entryvia the INVLPG instruction.
Sandbox/Upcall Thr eads: Sandbord codecanlink with
libraries that make systemcalls. Caremustbe taken that
an application-speci cserviceregisteredby one process

2The 32-bit x86 processousesa two-level pagingschemecomprising
pagedirectoriesandtables.
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Figure 2. Each process address space has a
shared virtual memory region, or sandbo X,
into whic h application-specic  service exten-
sions are mapped.
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Figure 3. Sandboxes common to all pro-
cesses are mapped to the same physical ad-
dress ranges. Pages of the sandbo x can be
mapped into process-priv ate address spaces
to exchang e data.

doesnot affect the progressof anothemprocesshy issuing

ablockingsystemcall. For example,if procesg; registers
anextensione thatis invoked atthetime process; is ac-

tive, it maybe possiblefor g to affectthe progresof p; by

issuing'slow' systemcalls. Any sandboxcodethatissuesa

blocking systemcall is promotecto a new threadof execu-

tion, if it is notalreadyassociatevith its own thread.Since
sandboxhreadsexecutein any processontet, essentially
they areinexpensve to schedule.

A sandbox-boundhread of execution is createdvia
thecreate _upcall() interfacefunction, invoked from
within a userspaceprocess. This interface function has
similarities to the POSIX pthread _create() library
routine,producinga new threadof control sharingthe cre-
dentialsand le descriptortablesof the caller Thethread
producedby create _upcall() , however, doesnotpos-
sessa cornventionalhardware-base@ddresspace Instead,

sandboxthreadsexecuteusing the pagetablesof the last
active addresspace.

Mapping Code into the Sandbox: The existenceof a
sharedsandboxequiresthe modi cation to the pagetables
andaddresspace®f all createdprocesse$whenthey are
rst “forked'). As statecearlier all processewill have page
tablesthatcanresole virtual addressesf instructionsand
datain this memoryareatherebyenablingsandboxcodeto
executein ary processontext.

A loader utilizing functionsfrom the GNU BFD (Binary
File Descriptor)library, is usedto map extensionsinto the
sandbox.In the currentimplementationan extensionmust
be compiledinto a target object (currently ELF) format.
Theloaderthenmapsthe :r odata and:text sectionsof the
objectinto the public supefpage,with the :bssand:data
sectiondbeingmappednto the protectedegion.

Extensioncodeis actvatedby upcallsfrom the trusted
kernel.To ensurethe protectedegion of a sandboxs user
level accessiblethe kerneltogglesthe user/supervisorlg
of the correspondinguperpagebeforeissuingthe upcall.
After toggling the privilege protection ag, the TLB entry
for the superpagemustbe ushed andreloadedto elimi-
natestale ag settings. Whenthe processwhosepageta-
bleswere usedby a sandboxfunction is again scheduled,
theuser/supervisomag mustberesetbeforethe processe-
gains control of the CPU at userlevel. This is necessary
to preventmaliciousor ill-written processefrom accessing
theprotectedsandboxarea.

Additional Support for UserLevel Sandboxing: As

sandbox extensions do not have corventional address
spacesthey areunableto usecertainsysteminterfacesre-

latedto memorymanagementyithout modi cation. Some
of thethe affectedinterfacesincludebrk() , mmap() and

shmget() . Theseinterfacesareusedto ful Il avarietyof

needsbrk() affectsthe breakpointatthe endof the heap
dataareain a processwhile shmget() allocatesshared
memoryseggments. Likewise, mmap() canallocateeither
process-priateor sharedvirtual memoryaswell asprovid-

ing memory-mappede 1/O.

In ourcurrentimplementationye allow C, Cyclone[13]
andCuckoo [26] extensiongo link with aslightly modi ed
versionof thedietlibc library, to managesandboxmemory
andmake systemcalls. Cycloneis syntacticallysimilar to
C but providestype-safetyand, hence,memoryprotection
for multiple extensionsco-existing in the sandbox.Cuckoo
is our own languagehatis similarto Cyclonebut alsopro-
videsmemory-safetyor multi-threadedcode.We ervision
type-safelanguagedeing usedfor extensionswritten by
untrustedusers,to preventthemfrom accessingddresses
of othersandboyextensionspr the privateaddresspaceof
an active processat the time the extensionis invoked. In
contrast,we allow extensionswritten in C to be produced
by trusteduserssuchaskerneldeveloperswho areawareof



potentialside-efectsof their codeanddo notintendto be-
have in a maliciousmanney by deliberatelycorruptingthe
sandboyor process-priateaddresspacesilt isimportantto
notethat“trusted” codeimpliesthatcodeis hon-malicious
not necessarilyerror-free The isolationprovided by ULS
allows the systemto survive ill-written serviceextensions.
Fast Upcalls: Traditionally signalsand othersuchkernel
eventnoti cation scheme$3, 15 have beenusedto invoke
actionsin userlevel addresspacesvhentherearespeci ¢
kernel statechanges. Unfortunately theseschemesncur
costsassociateavith thetraversalof thekernel-usebound-
ary, processontext-switchingand scheduling.Our upcall
mechanisnoperatedik e asoftwaretrap(i.e., themirrorim-
ageof atypical systemcall), to ef ciently vectoreventsto
userlevel sandboxextensions. To make function invoca-
tionsfrom kernelto userspaceyve utilize hardwaresupport
in the form of the SYSENTERand SYSEXIT instructions
where available, and stack activations otherwise[6]. An
upcallmadewhile in the context of anyprocesss termeda
“pure upcall”. Finally, to avoid the problemof generating
upcallswhennouserlevel processs running,all extensions
utilize a privatestackin the sandbox.

Though the expectedbehaior of application-specic
servicess to predominantlymalke pureupcallsin the con-
text of any currentlyloadedaddresspaceit is alsopossible
for servicegto runin athreadedschedulableontet. For
example,if a serviceblockson a slow systemcall it can
continueasa schedulabldalbeit not necessarilyeal-time)
thread. In this case, TLB ushing costsarestill mitigated
whenswitchingto the servicetask.

Beyond Memory-Safety: Issuesof memory-safetyaside,
it is alsoimportantto ensureboth CPU andl/O protection.
CPU protectionis ensuredin a mannersimilar to that in
SafeX.Most importantly the time spentexecutinga rst-
classserviceis boundedand chaged to the processthat
registeredthat service. ULS addresse®O protectionby
ensuringthatthe le-descriptorsvisible to a rst-class ser
vice arethoseinheritedfrom theregisteringprocesgwhich
may not necessarilybe the currentprocessat the time the
serviceis invoked).

4. Experimental Evaluation

This sectionbegins by assessinghe effectivenessof a
ULS implementatiorappliedto a Linux kernel. With the
exceptionof the experimentdn Section4.3, all othercases
involve a patched.inux 2.4.9kernelrunningon a seriesof
1.4 GHz Pentium4 basedsystems.The natureof theseex-
perimentds partly to shav thatsandboxextensionscanbe
executedwith boundedoverheadscomparedto userlevel
servicegmappednto privateaddresspacesSuchbounded
overheadscan be achiered by relying only on page-based
hardware as opposedto specializedfeaturessuchas sey-

mentationandtagged TLBs. In thefollowing experimental
results,the extensionshave beenwritten in C. Our work
with Cycloneand our new language called Cuckoo [26],

suggestshatrun-timeoverheadsf type-safdanguagesan
be keptfairly low, soperformanceesultsshouldbe similar
if we usedtype-safeaxtensions.

4.1 Inter-Protection Domain Comm uni-

cation

To investicate the effects of working setsize on the ef-
fectivenesof sandbox-baseeéxtensions.a numberof IPC
ping-pongexperimentssimilar to thoseconductedin the
“small spaces'work [22] were carriedout. Theseexperi-
mentsalsoconsiderthe effectsof bothinstructionanddata
TLBs, found on the x86 architecture.The Pentium4 pro-
cessohasa64 entrydataTLB andan128entryinstruction
TLB for addresdranslation. Theseexperimentsdemon-
stratethe ability of ULS to make the bestuse of system
cachessthesizeof applicationgunningonthesystenvary
in working setsize. This propertywill affectthepredictable
behaior of cachingfor normalprocessesxecutingon the
system.

Two threadsexchangefour byte message®ver con-
nectedpipes. One threadsimulatesan applicationthread
in a traditional addressspacewith a con gurable instruc-
tion anddataTLB working set. The secondthread(hav-
ing asmall, x ed TLB footprint) actsasan extensionrun-
ning eitherin a separatdull addressspaceor in the sand-
box. The”application’threadlls somenumberof TLB en-
tries, sendsa messageo the "extension”thread,andreads
a reply message.To simulatevariousdataTLB sizes,the
applicationthreadreads4 bytesof datafrom a seriesof
memoryaddressespacedd160byte apart. To simulatein-
structionTLB sizestheapplicationthreadperformsaseries
of relative jumpsto instructionsspaced4160 bytesapart.
Thesespacingsavoid cacheinterferenceeffects. The TLB
misscountswereobtainedusingthe Pentiumd CPUperfor
mancecounters.

Figure4(a)shavsthedataTLB working setof theappli-
cationthreadis maintainedfor up to approximatel45 en-
trieswhentheextensionthreadis mappednto thesandbox.
ThereafterthecombineddataTLB demand®f the OS,ap-
plicationandextensionnolonger t the64 entriesavailable
on the Pentium4 andeachpageaccessncursa TLB miss.
Note that for the extensionthreadin a traditional address
space every datapageaccessfter the IPC ping-pongin-
cursa TLB missregardlessof the working setsize,asall
TLB entriesarepurgedon every context switch.

As shavn in Figure 4(b), the instruction TLB entries
of the applicationthreadare presered whenthe extension
is locatedin the sandbox.No instructionTLB missesoc-
cur until the working setapproached 10 entries,which is
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process comm unication, while the "Sandbox' case shows comm unication costs between a process

and a sandbo xed protection domain.
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Figure 5. Latency of communication via a pipe between two protection domains, as a function of
working set sizes in terms of (a) data, and (b) instruction pages.

closeto theavailable128TLB entries.Thereafterthenum-
ber of instruction TLB missesare similar for both exten-
siontypes. Theseresultscorrespondo thosein the “small
spacesivork thatuseshe sggmentatiorfeatureof thex86
to implementmultiple logical protectiondomainswithin a
singleaddressspace. This shavs that our userlevel sand-
boxtechniquecanachiere inter-protectiondomaincommu-
nication performancesimilar to approached®asedon spe-
cialisthardwarefeaturessuchassegmentation.

Finally, Figure5(a)shavsthecommunicatiodateng re-
mainslowerwith the sandboyextensionevenwhenthe data
TLB missratesaresimilar. Likewise, in Figure 5(b), the
pipelateny is considerablyower for the sandbordexten-
sion,until theinstructionTLB is lled.

In the presencef the executionof application-speci c
serviceswe concludethatcacheswill performpredictably
for userlevel processesn the system.Thisis necessaryo
maintainexecutionisolation of processe$rom the service
extensions.

4.2 Microb enchmarks

Operation Costin CPU Cycles
Upcallincluding TLB ush/reload 11000
TLB ush andreload 8500
Raw upcall 2500
Signaldelivery (currentprocess) 6000
Signaldelivery (differentprocess) 46000

Table 1. Microbenc hmarks taken on a 1.4GHz
Pentium 4, 512 Megs RAM.

Table 1 presentsa number of microbenchmarkghat
pointto the ef ciency of usingour fastupcallsmethodfor
invoking sandboxcode. In this table,the fastupcall costs
areshown for the SYSEXIT/ENTERimplementationCPU
clock cyclesaremeasuredisingthe processos time stamp
counter The completeupcall costincludesthe CPU cycles
requiredto go from kernelspaceo auserspaceaupcallhan-



dler function. This includesthe costsof ushing the sand-
box dataareaTLB entry, placingargumentson the upcall
stack,performinga SYSEXIT andexecutingthe userlevel

prologueof theupcallhandlerfunction. The TLB ush and
reloadtime dominateghe overall upcall cost,while there-

maining“raw upcall” costaccountsor lessthana quarter
of the elapsedcycles. Copying agumentsandtrampoline
codeto the (userlevel) upcall stackconsumesnajority of

the clock cyclesassociatedvith the raw upcall. The tram-
poline codeis simply a SYSENTERInstruction,placedon

theupcallstackbeforeary agumentsandreferencedby the
returnaddresgalsoonthesamestack)of theupcallhandler
A few hundredcyclesof theraw upcallcanbeattributedto

the SYSEXIT instruction,while therestareassociateavith

saving informationon the kernelstackfor whenwe return
viathecorrespondingYSENTER.

The signal costsmeasurehe overheadsf delivering a
signalto userspacdrom thekernelwithin thesameaddress
spacecontet aswell asbetweendifferentaddresspaces.
The costsof delivering a signal within the sameaddress
spaceis lower thanthe costof an upcall, but oncean ad-
dressspaceswitch and schedulingoperationare involved
the costsof delivering a signalfrom kernelto a userspace
processareover 4 timesthe costof a full upcall. Note that
the measureatostof delivering a signalto a differentpro-
cessinvolvesmakingthatprocesghe highestpriority, soit
is guaranteedb bescheduledext.

4.3 User-lev el Sandb oxing versus SafeX

In this setof experimentswe comparethe performance
of kernel-level extensionsagainstuserlevel approachefor
monitoring and adaptingsystemresourceusage. The aim
is to seewhetherit is possibleto implementsystem-wide
serviceextensiondn a userlevel sandboxandstill achieve
a similar level of control over physical resourcego that of
kernel-base@pproachesysingour SafeXapproach.This
setof experimentsusesa standaloné&50 Mhz Pentiumlll
with 256 MB of RAM. In this case a userlevel sandboxs
implementedn a patched.inux 2.4.20kernel.

Four differentmethodsof dynamicallymanagingCPU
usagearecomparedfor asetof processesachwith speci ¢
resourcgequirementsver nite windows of real-time.For
brevity, the detailsaboutthe exact setupof theseexperi-
mentsareomitted,asthey canbefoundin ourearlierSafeX
work [25]. The four methodsimplementa CPU service
managemithin: (1) a userlevel process(2) a sandbord
thread,(3) a pureupcallfunctionin the sandboxand(4) a
kernelbottom-halfhandler

Three processesP;, P, and P3 have target CPU de-
mandsof 40mS every periodof 400mS, 100mS every pe-
riod of 500mS, and60mS every periodof 200mS, respec-
tively. A processmissesa deadlineif it doesnot receve

its CPU demandwithin its currentperiod. For simplicity,
the processesreall CPU-bound have memoryfootprints
lessthan 4K B when strippedof symbols,and merelyit-
erateover a numberof integer computations.Note thatin
similarexperimentsmorerealisticandcomple application
processegncodea numberof video framesinto groupsof
pictures.Resultsof theseexperimentsarenotincludeddue
to spaceconstraintsandbecausehey shav similar perfor
mancepatterngo thoseshawn in this section.In ary case,
processe®;, P, andP; have staticreal-timeprioritiesini-
tializedto 80 (tar get=period), wheretar get andperiod
denotethetarget CPU time requiredin a givenrequestpe-
riod, measureih milliseconds.SinceLinux real-timeprior-
ities rangefrom 1 (lowest)to 99 (highest) kerneldaemons
areassignedeal-timeprioritiesof 97 or higher therebyen-
suringthewhole systencontinuego functionresponsiely.

Thekernel-basedervicemanageis invokedonceevery
10mS from a Linux timer queue,to monitor the CPU al-
locationsof the threeCPU-boundprocessesSimilarly, the
upcall-basedervicemanageis invoked onceevery 10mS
by upcalleventstriggeredfrom atimer bottomhalf. Corre-
spondinghandlerfunctionsin eachcaseadjustthetimeslice
of thethreeprocessasnecessarysingthesamePID 3 con-
troller describedn prior experimentg25]. A guardfunc-
tion allows a processs timesliceto increaseaslong asits
averageCPU usagemeasureaver twice its period,is not
above thetamgetutilization.

Boththekernel-andpureupcall-basedervicemanagers
checktheidentity of the runningprocessvhenthey arein-
voked via the kerneltimer queue.Accountinginformation
for the CPU usageof the currentprocesss updatedo the
nearestlock tick (or jiffy). Thekernelapproachaccounts
for lost ticks but the sandbord approachdoesnot, mak-
ing the latter methodof tracking CPU usageslightly less
accurate.In contrast,the process-andthread-basedhan-
agersdeterminethe CPU usageof the threeprocessesia
the/proc lesystem,whenthey arescheduledy theker
nel. To ensurepredictableservice the processandthread-
basednanagersireassignedeal-timepriorities of 96.

For all four servicemanagemethodsabackgroundlis-
turbanceprocessattemptgo consumaall availableCPUcy-
cleswhenit is active. Its executionpatternis basedon a
Markov ModulatedPoissorProcesswith averageexponen-
tial inter-bursttimesof 10 secondsand averagegeometric
burst lengthsof 3 seconds.Eachburst of the disturbance
is triggeredwith aninitial priority of 96, but whenthe cor
respondingservicemanageis active, thedisturbances pri-
ority is adjustedto maintainserviceto the otherthreepro-
cessesln all casesthe disturbancas scheduledisingthe
POSIX.4SCHEDFIFOpolicy. Theaimisto maintain ne-
grainedcontrolover CPUallocationfor processethatcould
be partof areal-timeapplication.

3proportionablusintegral plusderivative.
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Figure 6. CPU service management contr olled by (a) a user-level real-time process, and (b) a sand-

boxed thread.
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Figure 7. CPU service management contr olled by (a) a pure upcall function in the sandbo x, and (b) a

kernel bottom-half handler.

Figures 6 and 7 show the abilities of eachservice
managementnethodto maintain CPU allocationsof the
threeprocesseat their tamgetlevels. Both the processand
thread-basedpproachesuffer from the needfor schedul-
ing by the kernelin orderto control resourceallocation.
WhenthedisturbanceisesSCHED.FIFO schedulingt can-
not be preemptedby a servicemanagerthatis scheduled
at the sameinitial priority. For brevity, we do not include
resultsfor the casewhenthe disturbancdas scheduledis-
ing a SCHEDRR policy, but the pure upcall- and kernel-
basedapproachestill perform better Moreover, having
the disturbancescheduledusing SCHED FIFO indicates
the vulnerability of process-and thread-base@pproaches
to userlevel servicemanagementThatis, they aredepen-
dentuponthe parametersf otherschedulablentities,and
the schedulingpolicy enforcedby the underlyingkernel.
This contrastswith the pure upcall- and kernel-baseder
vice managersthatdo not entirely dependuponthe under
lying natureof thekernel's schedulingpolicy.

As canbeseenfrom Figure7, implementinganef cient

serviceextensionfor dynamicmanagemensf CPU cycles
is possibleusinguserlevel sandboxing.The upcall-based
servicemanagersuccessfullymaintainsthe target CPU al-
locationsto all threeprocessesyithout allowing the back-
grounddisturbanceo hogall theresourcesvhenit is active.
While the kernel-basedpproactprovidesthe nest granu-
larity of controlover resourcallocation,implementingex-
tensiondn the kernelprecludeghe useof libraries,system
callsandthe bene ts of isolatingapplication-speci ccode
outsidethekernelprotectiondomain.With all theuserlevel
approachesncludingthe pureupcallmethodcorventional
systenrallssuchassched _setscheduler() areavail-
ableto control CPU allocations. In generalthe slight re-
ductionin ne-grained control over resourcess offset by
the easeof programmingat userlevel.

The violation rate for tasksP,, P, and Pz, measured
in deadlinesmissedper secondjs plottedin Figure8 asa
functionof time. Theability to managghe CPUon a ne-
grainedbasisis not satis ed by the thread-basedhethods,
even threadsrunning within a sandbox. However, sand-



boxed servicesinvoked by pure upcallsare comparablén

their ability to manageresourcesas predictablyas SafeX
type methodgthat placeapplication-speci cservicesn the

mosttrustedhardware protectiondomain. Both upcallsto

sandbordhandlersandSafeXkernelextensiongyield rela-

tively low violation rates,closeto 0.2 deadlinegpersecond
in the steadystate,comparedo aroundfour timesworse
performancdor sandbordthreadsanduserprocesses.
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Figure 8. Deadline violation rates.

5. Related Work

There have beena numberof relatedresearchefforts
that focus on OS structure,extensibility, safety and ser
vice invocation.Extensibleoperatingsystemg21, 4, 6, 14,
11] aim to provide applicationswith greatercontrol over
the managemenbf their resources. Additionally, micro-
kernels[2] andExo-kernels[10] offer a few basicabstrac-
tions, while moving the implementationof more complex
servicesandpoliciesinto application-l@el componentsBy
separatingernel-anduserlevel servicesmicro-kernelsin-
troducesigni cant amountf interprocess€ommunication
overhead,althoughit hasbeenarguedthat by leveraging
hardware supportmary suchcostscan be madeto disap-
pear[16]. In effect, our sandboxingechniqueprovidesa
way to constructmicro-kernel serviceswithout the inher
ent costsof hearyweight interaddressspacecommunica-
tion. We supportthis without the needfor esoterichard-
warefeatureqe.g.,segmentatiorasusedby Palladium[6])
to implement ne-grained logical protectiondomains,so
that the lateny to invoke application-speci cservicesis
limited to the costof anupcallandthe ush of a TLB en-
try. Consequentlyunboundedielaysdueto e.g., priority
basedschedulingof processaddresspacesioesnot affect
thetimely executionof systemserviceextensions.

Anotherareaof researchrelatedto ourshasfocusedon
serviceinvocation kerneleventnoti cations[3, 15] andup-
calls[7, 12]. Much of thiswork is concernedvith theway

to triggeruserlevel serviceor handlersdueto somecondi-
tion or eventin thekernel. With our ULS approachwe en-
ableupcallsto betriggeredho matterwhichaddresspaces
active atthetime of akernelevent,therebygreatlyreducing
the overhead®f serviceinvocation.

Finally, while othershave considerednethodgo instru-
mentapplicationso interceptrequestdor resourcesuch
as CPU cycles, memoryand bandwidth[5], the emphasis
of our ULS and SafeX work is to develop safe and pre-
dictable execution domainsin which application-speci c
servicesmay be deployed. Our work enablesCOTS sys-
temsto be extendedwith resourcemanagemenimethods
to improve and/orguaranteeualitiesof service[19] to in-
dividual applicationswithout the needfor entire QoS ar
chitectures[1, 20] to be constructed. As statedearlier
suchexecutiondomainsdo not suffer from schedulingand
context-switching overheadsas would be the casefor ser
vicesmappednto traditionalprocessaddresspaces.

6. Conclusionsand Futur e Work

This paper comparesvarious methodsto instrument
commodity operatingsystemswith servicesand handlers
that are tailored to the needsof real-time applications.
We comparemethodsto deplogy serviceextensionsat both
kernel-anduserlevel, usingour SafeXanduserlevel sand-
boxing (ULS) schemes,respectiely. Both approaches
enableapplicationsto deplgy servicesin a mannerthat
doesnot requireexplicit schedulingand context-switching
betweenprocess-priate addressspacestherebyensuring
boundedlispatcHatenciesand ner-grainedresourcanan-
agement.SafeXrelieson a combinationof type-safelan-
guageand run-time supportto enforcememory CPU and
I/O-spaceprotectionof untrustedapplication-speci cser
viceswithin the addressspaceof the trustedkernel. This
enablesusersto deploy “rst class” serviceshaving the
samecapabilitiesas core kernel services,with the excep-
tion thatthekernelmayrevoke accessightsonary services
akusing their privileges. Suchan approachpreventse.g.,
anapplication-speci cservicefrom runningfor unbounded
amountsof time and/oralteringits resourceusagebeyond
thatallowed by the kernel. However, SafeXplacesrestric-
tions on how extensionsoperatewithin the kernelby pre-
ventingthemfrom disablinginterruptsandaccessingernel
symbolsoutsidethosewithin ade ned API.

To alleviate the potential problems associatedwith
application-speci cservicesexecutingin thetrustedkernel
addresspacepur ULS approachallows rst-classservices
to executein a sandboxervironmentisolatedby hardware-
level (i.e., page-based)rotectionfrom the kernel. Thisim-
posesonly minimal additionaloverheadsover thoseasso-
ciatedwith SafeX when dispatchingapplication-services.
Speci cally, ULS requiresanupcallinto asandbordmem-



ory region aswell asa TLB ush of a single pageentry.
Sucha costis minimal andboundedcomparedo the over-
headsof otherwiseschedulingand contet-switching be-
tweenuserlevel procesaddresspaces.

Experimentalresultsshav that ULS and SafeX incur
similar performancepenaltiesand bene ts for an exam-
ple service extensionthat adaptiely managesCPU us-
age amongstcompetingprocessesn speci ¢ windows of
real-time. Both approacheyield lower serviceviolations
thanalternatve userlevel methodsof application-leel re-
source monitoring and management. Given this obser
vation, we feel ULS is preferredover SafeX as the rst
steptowardssupportingapplication-speci creal-timeser
viceson commodityOSes. ULS requiresno specialhard-
ware supportother than page-basedhardware protection
andtimer interruptsupportto control boundson CPU us-
ageby application-speci cservices.

Future work involves extending our ULS approachto
multiprocessorplatforms, and to provide safe and pre-
dictableresourcenanagemergupportor entirevirtual ma-
chinesratherthanthemoresimplisticservicesandhandlers
currentlysupported.
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