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Abstract

Theincreasingcompleity of softwae posessigni cant
challenges for real-time and embeddedsystemsbeyond
those basedpurely on timeliness. Wth embeddedsys-
temsand applicationsrunning on everythingfrom mobile
phones,PDAs, to automobiles,aircraft and beyond, an
emegingchallengeis to ensue boththefunctionalandtim-
ing correctnesof complex softwae. We arguethat static
analysisof softwae is insufcient to verify the safetyof all
possiblecontiol ow interactions. Likewisg a static sys-
temstructure uponwhich softwae canbeisolatedin sepa-
rateprotectiondomainstherebyde ning immutablebound-
aries betweersystenand application-level codeg is too in-
exible to the challenges faced by real-time applications
with explicit timing requirrmentsThis paper therefore, in-
vestigatesa conceptcalled "mutable protectiondomains”
that supportsthe notion of hardware-adaptableisolation
boundariesbetweensoftwae components.In this way, a
systenmcan be dynamicallyrecon gured to maximizesoft-
ware fault isolation, increasingdependability while guar-
anteeingvarious tasksare executedaccording to speci c
time constaints. Using a seriesof simulationson multi-
dimensionalmultiple-doiceknapsak problems we show
how various heuristicscompae in their ability to rapidly
reorganizethe fault isolation boundariesof a component-
basedsystem{o ensue resouceconstaintswhile simulta-
neouslymaximizingisolationbene t. Our ssh oneshot
algorithm offers a promisingapproach to addresssystem
dynamics,including changing componeninvocation pat-
terns,changingexecutiontimes,and mispedictionsin iso-
lation costsdueto factors sud ascading.
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1 Intr oduction

As the compleity of emegingreal-timeandembedded
software systemsincreasesnew challengeseyond those
focusingsolely on timelinessguaranteesre becomingin-
creasinglysigni cant. In particular it is expectedthatem-
beddeddevicessuchasmobile phonesandpersonadigital
assistantsvill supporttensof millions of lines of codein
theforeseeabléuture. Webservicesyideo-on-demandnd
multimediadatabasesre alreadyappearingon hand-held
devicesandsoit makessensehatsoftwarecomplexity will
only increasevertime. Consequentlyit will beimpossible
to entirelyverify the correctnessf alarge softnaresystem
statically For example,run-timeinteractionsbetweernvar-
ious threadsof execution,asynchronousvents(e.g.,inter-
ruptsfrom I/O devices),andvariousdynamically-generated
referenceso memorylocationsmake it impossibleto guar
anteethe behaioral correctnesof a body of software at
compile-time. From a CPU protectionperspectie, deter
mining whethera threadwill terminateis, in generalunde-
cidable.We arethereforefacedwith the challengeof limit-
ing thescopeof potentiallymisbehaing, or faulty, software
on overall systemfunctionality.

Theabove arguesthatstaticveri cation of softwarecor
rectnesss a dauntingchallengeandin mary casesnsuf-
cientfor complex softwaresystemslt makessensdo lever-
age,whereappropriatehardwareand software-basedault
isolation(i.e., protection)ymechanism§l6, 4, 18, 8], tolimit
the scopeof adwerseside-efectscausedy errantsoftware.
Fault isolationoverheadge.g.,dueto page-tablenanage-
ment,or run-timesoftwaresafetychecks)mpactthegranu-
larity atwhichthey canbeimposed.They in turnimpactthe
predictabilityof softwareexecution becauséactorssuchas
TLB/cachemissespagereplacemenpolicies,garbagecol-
lection,andmemory-boundshecksmposevariablecosts.

Fault isolation provisions of modernsystemsare typi-
cally limited to coarse-graine@ntities, suchas segments



that separateuserspacefrom kernel-level, and processes
that encapsulatsystemandapplicationfunctionality. For
example,systemsuchasLinux simply separateiserspace
from a monolithic kernel addressspace. Micro-kernels
provide ner-grainedisolationbetweerhigherlevel system
servicespftenatthecostof increasedommunicatiorover-
heads Commonto all thesesystendesignss astaticstruc-
ture,thatis in e xible to changesn the granularityatwhich
faultisolationcanbe applied.

For the purpose®f ensuringbehavioral correctnessf a
comple softwaresystemijt is desirableo providefaultiso-
lation techniquest the smallestgranularitypossiblewhile
still ensuringpredictablesoftware execution. For exam-
ple, while it maybe desirableto assignthe functionalcom-
ponentsof various systemservicesto separateprotection
domains,the communicationcostsmay be prohibitive in
a real-timesetting. That s, the costsof marshalingand
unmarshalingnessagexchangedetweencomponenser
vices, the schedulingand dispatchingof separateaddress
spaceandtheimpactson cachehierarchiegamongsother
overheads)nay be unacceptablén situationswheredead-
linesmustbemet. Corversely multiplecomponenservices
mappedo a single protectiondomainexperienceminimal
communicatioroverhead$ut losethe bene ts of isolation
from oneanother

Giventhe above, this paperinvestigateghe designof a
systemwith “mutable protectiondomains”(MPDs), thatis
e xiblein its placemenbf faultisolationboundariesround
various applicationand systemcomponents. Where pos-
sible, we attemptto maximizefault isolation, by mapping
ne-grainedsoftwarecomponent$o separatéardwarepro-
tectiondomains,at the expenseof increasedccommunica-
tion overheads.In situationswheresuch ne-grainediso-
lation violates the acceptableend-to-endcommunication
coststhrougha seriesof componentservicesthat are re-
quiredto meetspeci ¢ deadlinesyve stratgically increase
theisolationgranularity By allowing dynamicchangego
systemstructure we areableto considerdiversehardware
capabilitiesof numerousembeddedcomputing platforms
uponwhich systemssoftwareis deployed. Our systemde-
signassumeshat certainisolationboundarieshave prefer
enceover others. Using a combinationof isolationbene t
valuesappliedto the boundariedbetweencomponentsand
the communicationcosts betweencomponentswe shav
how to dynamicallyrestructurea component-baseslystem
to maximizeisolationutility while maintainingtimeliness.

The restof the paperis organizedasfollows. Section2
provides an overview of the systemunderconsideration,
andformally de nesthe problembeingaddressedSystem
dynamicsand proposedsolutionsto the problemare then
described Section3 thenbrie y describeanimplementa-
tion of a systemwith mutableprotectiondomains.An ex-
perimentalevaluationis coveredin Section4, followed by

relatedwork in Section5. Finally, conclusionsandfuture
work arediscussedh Section6.

2 SystemOverview

With mutable protection domains, isolation between
componentss increasedvhenthereis a resourcesurplus,
andis decreasedvhenthereis a resourceshortage.Such
a system,comprising ne-grained componentr services,
canbedescribedy a directedagyclic graph(DAG), where
eachnodein the graphis a componentandeachedgerep-
resentsnter-componentommunicatior(with thedirection
of the edgerepresentingontrol o w). Representeé this
fashion,afunctionalhierarchybecomesxplicit in the sys-
tem construction.Multiple applicationtaskscanbe repre-
sentedas subsetof the systemgraph,that rely on lower-
level componentso managesystenresourcesComponent-
basedsystemsenablesystemand applicationconstruction
via compositiorandhave mary bene ts,speci cally to em-
beddedsystems. They allow application-speci csystem
constructionencourageodereuse andfacilitatequick de-
velopment. Taskswithin the systemarede ned by execu-
tion pathsthrougha setof components.

A naturalchallengein component-basedystemsis to
de ne whereprotectiondomainsshouldbe placed.ldeally,
the systemshouldmaximizecomponenisolation (thereby
increasingsystemdependabilityin a bene cial manner)
while meetingconstraintson applicationtasks. Task con-
straintscanvary from throughputgoalsto memoryusage,
to predictableexecutionwithin aworst-casexecutiontime
(WCET). A task's WCET is formulatedassuminga min-
imal amountof fault isolation presentwithin the system.
A scheduleis then constructedassuminghis WCET, and
the implicit requirementplacedon the systemis that the
taskmustcompletesxecutionwithin its allottedCPUshare.
In most cases,the actual executiontime of tasksis sig-
ni cantly lower thanthe pessimistiovorst case. This sur
plus processingime within atask's CPU allocationcanbe
usedto increasethe isolation betweencomponentginter-
componentommunicatiorcanusethe surplusCPUtime).

In general,task constraintson a systemwith mutable
protectiondomainscanbe de ned in termsof multiple dif-
ferent resources. We focus on timelinessconstraintsof
tasksin this paper and consideronly a single resource
(i.e., CPU time) for communicationbetween,and execu-
tion of, components.For n tasksin a system,eachtask,

k, hasa correspondindargetresourcerequirementR Ty,
which s proportionalto its worst-casexecutiontime. The
measuredesourceusage RMy, is the amountof 'sre-
sourceshareutilized by its computation.Similarly, the re-
sourcesurplusfor  is RSy, whereRSy = RTy  RMy.
For n tasksthe resourcesurplusis representedsa vector,
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Figure 1. Example Isolation Levels.

In responséo resourcesurplusesdifferentlevelsof iso-
lation can be placed at the boundariesbetweencompo-
nents,dependingupontheir inte-componentommunica-
tion overheadsThreepossibleisolationlevelsaredepicted
in Figure 1. On the left, we seecompletehardware iso-
lation, equivalentto process-leel protectionin UNIX-type
systemswhich incurs costsin termsof context switching
betweerprotectiondomains.In the center we have noiso-
lation, equivalentto how libraries are linked into the ad-
dressspaceof codethatusesthem. Suchalack of isolation
implies only function-call overheadsfor inter-component
communication. Finally, the right-handside of Figure 1
depictsan asymmetricform of isolation, wherebycompo-
nentl is insidethe protectiondomainof componen® but
not vice versa. This isolationschemes equivalentto that
foundin marny monolithicOSessuchasLinux, which sepa-
ratethekernelfrom userspacebut notvice versa.lt is also
similar to the schemeusedin our UserLevel Sandboxing
approach20].

ProblemDe nition: By adaptingsolationlevels,whichin
turn affects inter-componenttommunicationcosts,we at-
temptto increaseherobustnes®f a softwaresystemwhile
maintainingits timely execution. The problem,then,is to
nd a systemcon guration that maximizesthe bene t of
faultisolation,while respectingaskexecution(and,hence,
resource)onstraints. Using a DAG to representompo-

within the systemsuchthateachedge,e; 2 E, de nesan
isolationboundary or instance betweencomponenpairs.
For eachedge, €, thereare N; possibleisolation levels,
whereNmax = maxge 2 (Ni). Whereisolationis re-
guiredandimmutablefor securityreasonstheremightexist
only oneavailableisolationlevel (N; = 1), sothatsecu-
rity is nevercompromisedIsolationlevelj for isolationin-
stanceg;, is denoteds; . Theoverheador resourcecost,of
gj iscy, wheregj ¢ 2 ¢ ;8RS¢ 2 RS. Corverselyeach
isolationlevel providesa certainbene t to the system/; .
We assumehat the costsarealwayslower for lower isola-
tion levels andthatthe bene t is alwayshigherfor higher
isolationlevels. Finally, s denotesa solutionvectot where
isolationlevel s; 2 f1; ; N g is choserfor isolationin-
stancee;. The solutionvector de nes a systemisolation

con guration (or systemcon gurationfor short).
More formally, theproblemof nding anoptimalsystem
con gurationis asfollows:

maximize bis
I<m

subjectto - Cisik RSk; 8RSk 2 RS 1)
<m

si2fl;:::;Njg; 8¢ 2 E

Representedin this mannef we have a multi-
dimensionalmultiple-choiceknapsackproblem(MMKP).
Thoughthis problemis NP-Hard,approximationsxist [9,
10, 2, 15]. Speci cally heuristicsproposedn thesepapers
attemptto solve the objectie function:

O(E;RS) = 0<rjna>§\‘_fO(Enei;RS cy)+bjje 2Eg

2.1 SystemDynamics

Previous approacheso the MMKP for QoS attemptto
solve aresource-constraingatoblemoff-line, to maximize
systemutility. After a solutionis found, actualsystemre-
sourcesare then allocated. In our case,we wish to alter
anexisting systemcon guration on-ling, in responseo re-
sourcesurpluse®r de cits thatchangeovertime. Thedy-
namicsof the systemthat introduce changesin resource
availability andisolation costsinclude: (i) threadschang-
ing theirinvocationpatternsacrossspeci c isolationbound-
aries, thus changingthe overheadof isolation instances
throughoutthe system (ii) threadsalteringtheir computa-
tion time within componentsiysingmoreor lessresources,
thuschangingR'S, and(iii) mispredictionin thecostof iso-
lation. Thus,heuristicgo calculatesystencon gurationsto
maximizebene cial isolationover time mustadaptto such
systemdynamics.

It is dif cult to compensatdor thesedynamic effects
as the measurementthat can be taken directly from the
systemdo not yield completeinformation. Speci cally, at
eachrecon guration,the systemcanmeasureesourceus-
age,RM , but explicit informationregardingthe overhead
of isolationis notin thegenerakaseobsenable.For exam-
ple,theisolationcostshetweertwo componentsnappedo
separateprotectiondomainsmight include context-switch
overheadswhich in turn have secondarycostson caches,
including translationlook-asidebuffers (TLBs). Suchsec-
ondarycostsaredif cult to extractfrom the total runtime
of atask.Section2.6 discussesheimpactof mispredicting
isolationcostson systembehavior.

2.2 Dynamic Programming Solution

Given that our problem can be de ned as a multi-
dimensional multiple-choiceknapsackproblem,thereare



known optimal dynamicprogrammingsolutions,For com-
parison, we describeone such approachsimilar to that
in [10Q].

8
% max( 1 ;DP[i;j 1,RS] if 8 Gjk > RSk
RS | 2 RS
DPJ[i; j; RS] = bjj if i=1
2 take(; 1;RS) it j=1
' max(tak e(i; j; RS);DP[i;j 1;RS]) other wise
tak e(i; j; RS) by + DP[i 1;N; 1;RS ¢y ]

Figure 2. Dynamic programming solution.

Figure 2 shovs the dynamic programming solu-
tion DP.  The algorithm is initially invoked with

level (level 1) of anedge we assuméhesumof theminimal
isolationlevelsis a}y\/ayswithin the resourceconsumption
limits. Thatis, 8k; e 2E Gilk RS.

Therecurrencé&eepdrackof thecurrentresourcausage
anditeratesthroughall isolationlevelsfor agiveninstance,
choosingthat which providesthe bestbene t givenits re-
sourcecost. The basecasesare whenwe have run out of
resource®r reachedhelastisolationinstancei = 1).

The compleity of the algorithm re ects the memory
structureused:O(JEj] Nmax RS: RS,). Because
of the memoryandexecutiontime requirementsthis algo-
rithm is impracticalfor on-line use,but is usefulfor com-
parison.

2.3 HEU

HEUis a heuristicsolution rst proposedn [9] thatis
summarizechere.HEUis a popularcomparisorcasen the
MMKP literatureandis competitize in termsof quality of
solution. Previous algorithms,HEUincluded,assumehat
theknapsacks initially emptyandchoosatemsto placein
it from there.This algorithm's generaktratayy is to weight
isolationbene ts versustheir coststo choosewhich isola-
tion level to increase.It usesToyoda's notion of anaggre-
gateresourcecost[17] to collapsemultiple constraintdi-
mensiongnto oneby penalizingthosedimensionghatare
morescarce.Then,HEUusesa greedyalgorithmbasedon
bene t densityto choosethe isolationlevel thatwill yield
thehighestbene t for theleastresourcaisage Thischosen
isolationlevel is addedto the systemcon guration. This
processs repeatednew aggre@ateresourcecostsarecho-
senandthatisolationlevel with the bestbene t densityis
chosenuntil the resourcesare expended. Becausehe ag-
gregateresourcecostis recomputedr re ned whenchoos-
ing eachedge we will referto this algorithmasusing ne-
grainedre nement Theasymptotidime complexity of this
algorithmis O(Ej> N2, jRS)).

2.4 Computing AggregateResource Costs

Aggregateresourcecostsshould have higher contritu-
tions from resourceghat are scarce,therebyfactoringin
the costper unit resource.lnaccurateaggregatecostswill
lead to a systemthat doesnot evenly distribute resource
usageacrossits task constraintdimensions.The approach
we take to computingcostsis similar to thatin [10]. First,
we computeaninitial penaltyvectorwhich normalizeshe
total resourcecostsacrossall isolation instancesand lev-
els, ¢; , by the vectorof availableresourcesRS. Thisis
shavn in Equation? andwill besubsequentlyeferredto as

init _penalty _vect ,p.
P P .
_ . L _ 8ej2E ] N; ik
= o 2p= ! . 2
p=hp Pnijpc2p RS, (2
0
. Cis .
b= ol oezE S P oo o) (3)

( 8e 2E Cisik)+ Rsk

Equation3 is usedto re ne the penaltyvector, taking
into accountthe successof the previous value, p®. Re-
call from Section2 that s; is the chosenisolation level
for isolation instancee;, while ¢,k is the costin terms
of resourceconstraintRSy. We will subsequentlyeferto
the updatedpenalty vector calculatedfrom Equation3 as
update _penalty _vect . Finally, Equationd de nesthe
aggreyateresourcecost,c; , usingthe mostrecentpenalty
vector p.

X
G = (Cj «

8RS 2 RS

Cis ; k)(Pk) 4)

2.5 Successie State Heuristic

Our approach to solving the multi-dimensional,
multiple-choiceknapsackproblemdiffers from traditional
approachesin that we adapta systemcon guration from
the currentstate. By contrast,pastapproacheggnorethe
currentstateandrecomputean entirely new con guration,
startingwith anemptyknapsackin effect, thisis equivalent
to solving our problemwith a systeminitially in a state
with minimal componentsolation.

Our solution,whichwe termthe successivetateheuris-
tic (ssh ), successiely mutateghe currentsystemcon gu-
ration. ssh assumeshatthe aggrejateresourcecost,c; ,
for all isolation levels and all instanceshasalreadybeen
computedasin Section2.4. Edgesareinitially dividedinto
two sets:setH compriseedgeswith higherisolationlevels
thanthosein usefor the correspondingsolationinstances
in the currentsystemcon guration, while setL comprises
edgesat correspondinglylower isolation levels. Speci -
cally, e 2 H; 8j > s; andej 2 L; 8 < s;. Eachof the



edgesin thesesetsare sortedwith respecto their change
in bene tdensity (bj  bs;)=¢G; . Edgesin L aresorted
in increasingorderwith respectto their changein bene t

density while thosein H aresortedin decreasingrder A

summaryof the ssh algorithmfollows (seeAlgorithm 1

for details):

(i) While thereis a de cit of resourcesgdgesare re-
moved from the headof setL to replacethe correspond-
ing edgedn the currentcon guration. Theprocedurestops
whenenoughedgesin L have beenconsideredo account
for theresourcele cit.

(i) While thereis asurplusof resourcesgachedgein H
is consideredn turn asareplacementor thecorresponding
edgein the currentcon guration. If ej 2 H increaseshe
systembene t densityanddoesnotyield aresourcale cit,
it replacese;s, , otherwiseit is addedto a droppedlist, D.
The procedurestopswhenan edgeis reachedhatyields a
resourcale cit.

(i) At this point,we have avalid systemcon guration,
butit maybethecasehatsomeof theedgesn H couldlead
to higherbene t if isolationwerelessene@lsevhere.Thus,
the algorithmattemptsto concurrentlyadd edgesfrom the
remainingedgesin bothH andL. A new con gurationis
only acceptedf it doesnot producea resourcede cit and
heightensystenbene t.

(iv) If there is a resourcesurplus, edgesfrom the
droppedist, D, areconsideredisreplacementfor thecor
respondingedgesn the currentcon guration.

The cost of this algorithmis O(JEj Nmax l0g(JE]
Nmax )), which is boundedby the time to sortedges.The
ssh algorithmitself is invokedvia:

(1) Algorithm 2. Here, only aninitial penaltyvector
basedn Equation? is usedto derive theaggreyateresource
cost, ¢; . The costof computingthe penaltyvector and,

hence aggreateresourcecostis capturedwithin O(jRS;]
JEj Nmax ). However, in most practical casesthe edge
sortingcostof the basessh algorithmdominateghetime
compleity. We call this algorithmssh _oneshot asthe
aggrejateresourcecostis computednly once.

(2) Algorithm 3. This is similar to Algorithm 2, but
usesEquation3 to continuouslyre ne the aggreyatere-
sourcecost given de cienciesin its previous value. The
re nementin this algorithm is conductedafter an entire
con guration hasbeenfound, thuswe sayit usescoarse-
grainedre nement This is in contrastto the ne-grained
re nementin Section2.3thatadjust¢heaggreyateresource
costaftereachisolationlevelis found. We foundthatre n-
ing the aggregateresourcecostmorethan 10 times, rarely
increasedhebene t of thesolution. This algorithmhasthe
sametime complity asssh _oneshot , but doesadda
largerconstanbverheadn practice.

Algorithm 1: ssh : Successie StateHeuristic

Input: s: currentisolationlevels, RS: resourcesurplus

1 by =(bj bs;)=c; ;8i;j // benefit density change
/I sorted list of lower isolation levels

2 L=sort by.b (f8ejje 2 E"j < sig)
/I sorted list of higher isolation levels

3 H=sort by b (f8ejje 2 E"j > siQ)

4 D= /I dropped set (initially empty)

5 while9k; RS < 0" L 6 do /Il lower isolation

6 €j =remove _head( L)

7 if G < G, then

8 RS=RS+cs, o

9 Si = j

10 end

11 gj =remove _head( H)

12 while (@; RSk + Cs;k  Cjk < 0_ bIj b.si)'\ gj do
/I raise isolation greedily

13 if by > b, then /I improve benefit?

14 RS=RS+cs, o

15 Sj = j

16 elseD = D[ g

17 ej =remove _head( H)

18 end

19 replace _head( g ;H)

/I refine  isolation considering both lists
20 §0=s
21 whileH 6 "L 6 do
22 repeat /I expend resources
23 ej =remove _head( H)
24 if bIj > blsiothen /I improve benefit?
25 RS = RS + Crs—io cy
26 0= j
27 elseD = D [ gj
28 until 9k; RS < 0_H 6
29 while 9k; RS < 0_L 6 do // lower isolation
30 ej =remove _head( L)
31 if G < cisio then
32 RS=RS+czo o
33 0= j
34 end

/I _found a solution with  higher  benefit?

35 if g bso> g bs; " @GRk < Othens= 50
36 end
37 whileD 6 do /I add dropped isolation levels
38 ej =remove _head( D)
39 if j >Si’\@;RSk+Cisik cijk<0then
40 RS=RS+cs, o
41 Si = |
42 end
43 returns

2.6 Misprediction of Isolation Overheads

The proposedsystemcan measurehe numberof com-
ponentinvocationsacrossspeci ¢ isolation boundariego
estimatecommunicationcosts. However, it is dif cult to
measurethe costof a single invocation. This canbe due
to mary factorsincluding secondangcostsof cachemisses,



Algorithm 2: ssh _oneshot

Input: RS: resourcesurplus;s solutionvector
1 p=init _penalty _vect( RS,s)

2 ¢; =aggregate _resource( P, €;j),8i; ]

3 s=ssh( s,RS)
4 return's

Algorithm 3: ssh _coarse

Input: RS: resourcesurplus;s solutionvector

1 p=init _penalty _vect( RS,s)
2i=0
/I refine  penalty vector
3 whilei < 10do
4 c; =aggregate resource( p,€j),8ij
5 §0=ssh( s, RS)
6 p]—:,update _pgnalty _vect( RS,p,359
7 if giBso> g hs; then
8 s= 50 /I found better solution
9 i++
10 end
11 return's

which canbe signi cant [18]. Giventhatthe costof a sin-

gle invocationcan be mispredictedijt is essentiato guar

anteesucherrorsdo not preventthe systemcorverging on

a taiget resourceusage. We assumethat the averagees-
timate of isolation costsfor eachresourceconstraint,or

task, k, acrossall edgeshas an error factor of xy, i.e.,

estimate = xyx actual_overhead. Valuesof xx < 1

lead to heuristicsunderestimatinghe isolation overhead,
while valuesof xx > 1 leadto anoverestimatiorof over-

heads.Consequentlyfor successie invocationsof MMKP

algorithmstheresourcesurplusis mis-factorednto the ad-
justmentof resourceusage. As an algorithmtries to use
all surplusresourcesto corverge upon a target resource
value, the measuredesourceusageat successie stepsin

time, RM(t), will in turn missthe target by a function

of xx. Equation5 de nes the recurrencerelationshipbe-

tweensuccessie adjustmentso the measuredesourceus-

age RM(t), attimestepst = 0; 1;:::. Whenxy > 0:5for

the mispredictionfactor, the systemconvergesto the target
resourceusage RTk. This recurrenceelationshipapplies
to heuristicssuchasssh that adjustresourceusagefrom

thecurrentsystemcon guration.

RM (0) = resourceconsumptioratt = 0
RM(t+ 1) = RM(t)+ Xy lRSk (t) j RSk (t) = RT RM | (1)
= x 'RT+ (1 x, HRM (1)
P ,
RMi() = x 'RTi( (5@ x D)+ @ x HRM(O)
RM (1) = RTg if X > 0:5

1 otherwise

©)

For algorithmsthatdo not adaptthe currentsystemcon-
guration, they must rst calculatean initial resourceus-
agein which there are no isolation costs betweencom-
ponents. However, at the time such algorithmsare in-
vokedthey may only have availableinformationaboutthe
resourceusagefor the currentsystemcon guration (i.e.,
RM(t)). Using RM(t), the resourceusagefor a con-
guration with zero isolation costs betweencomponents
(call it RUy) mustbe estimated. RUyx simply represents
the resourcecostof threadsexecutingwithin components.
Equation6 de nestherecurrenceelationshipbetweersuc-
cessie adjustmentdo the measuredesourceusagegiven
the needto estimateRUg. In the equation, (t) repre-
sentsan estimateof RUy, which is derived from the mea-
suredresourcausagen the currentcon guration, RM i (t),
and@n estimateof the total isolatl'g)n costsattimet (i.e.,
Xk( 8i CIS.)JRMk(t) RUy = 8i CiSi)'

RM (0) = resourceonsumptioratt = 0
k()= RMy(t) xx(RM(t) RUy)
(6)
RU, + x, "(RTk k(1)

X, 'RTi+ (1 x, HYRM (1)

Given that Equation6 and 5 reduceto the samesolu-
tion, heuristicsthatrecon gure a systembasedon the cur-
rent con guration and thosethat startwith no component
isolationbothcorvergeonasolutionwhenxy > 0:5. Equa-
tion 7 allowsthesystento estimatehe mispredictiorfactor
for total isolationcosts. This equationassumeshat over-
headsunrelatedo isolationhold constanin the system.

RM (n 1) RTy
RM 1) RM
kégk(% o k(n) (7)

1) RSk(n)

Xk =

- RSk (n
3 MPD Systemimplementation

In this paperwe focuson theresourcenanagemerand
algorithmicaspect®f mutableprotectiondomaingMPDs).
In this sectionwe brie y outlinekey designelementof the
component-basesl/stemwe arebuilding to supportMPDs.
We have addecthe ability to interposecomponentservices
ontheservicerequest®f othercomponentsisingaversion
of Hijack [14]. An overview of thearchitecturecanbeseen
in Figure3.

The challengeis supportingboth direct functional in-
vocationwith little overheadwhenno isolationis present,
and inter-componentcommunicationwith argumentmar
shalingthoughthe kernelwhen isolationis required. To
this end, every function that can be invoked acrossa com-
ponentboundaryis pairedwith a capability and its user
level shadev (KCap andUCapin the gure). The capabil-
ity existswithin the trustedkernelandbestavs permission



Componentl: Component 2
client_fn

~

user-level

UCap{

kernel

Figure 3. MPD Inter-component invocation.

to make afunctionalinvocationacrossacomponenbound-
ary. The capabilitycontainsinformationregardingthe cur-

rently con gured isolation level betweenthe components.

Theshadav of the capabilityat userlevel existssothatcur-
rentcon guration informationcanbe easilyaccesseffom
userlevel.

Speci cally, the method by which a call from
client _fn in componentl to server _fn in compo-
nent2 depend®on theisolationlevel betweerthe two com-
ponents. Functionalitylinked into componentl examines
UCapdirectly. Speci cally, afunctionaddresss retrieved
from thecapabilityandinvoked. In thecasewherenoisola-
tion is presentthisinvocationcallsserver _fn directlyas
in (a) . Theserver _fn returnsdirectly to whereit was
invokedin client _fn . In thecasethatfaultisolationex-
istsbetweerthecomponentsstubcodespeci ¢ to thefunc-
tion is invoked to marshalagumentsasin (b) , andthe
kernelis invoked. The existenceof the kernel-level invoca-
tion capability KCap, is veri ed andthe appropriatehard-
waremodi cations aremadefor the currentisolationlevel
(e.g. switching protectiondomains). An upcall to a stub
in component2 then unmarshalghe argumentsand calls
server _fn . Returningfromtheserver _fn reverseghis
processEachinvocationincrementsa counterin theappro-
priate capability Thesecounterseaseestimationof com-
municationcostsacrossspeci c isolationboundaries.

The usercapability provides discretionaryaccesscon-
trol, but the kernel capability in conjunctionwith hard-
wareprotectionenforcesmandatorymnemoryaccesgontrol
whenisolationis required. For example,if the usercapa-
bility is manipulatedo referenceghe server _fn directly
whena higherlevel of isolationis presentaninvocationof
thatfunctionwould yield a hardwarememoryaccesgault.

To alter the isolation level betweencomponents.the
functionpointerin the UCap, andtheisolationlevel within
the KCap have to be updatedfor eachinter-componentn-
vokablefunction. Additionally, the pagetablesfor compo-
nentsmustbeupdatedo representhedesiredcon guration
which usuallyentailstwo data-cach@ccessesAltering the
isolationlevel for a givenisolation instancethereforehas
predictableoverhead.

In our prototypeimplementatioron a Pentiumé 2.4 Ghz

machine,invocationsusing (a) take 55 cycles averaged
over 10,000runs. Thisis in contrastto 18 cyclesfor avir-

tual function call. An invocationusing(b) to afunction
with no argumentstakes 1510cycles(0.63 sec),75% of

which is incurredby hardware overheads.Thesenumbers
arecompetitive but may beimprovedwith future optimiza-
tions.

4 Experimental Evaluation

This sectiondescribes seriesof simulationsinvolving
single-threadethskson anIntel Core2quadcore2.66 Ghz
machinewith 4GB of RAM. For all thefollowing casesiso-
lationbene tfor eachisolationinstancds choseruniformly
at randomin the range[0; 255] * for the highestisolation
level, andlinearlydecreaset® O for thelowestlevel. Unless
otherwisenoted theresultsreportedareaveragedacros5
randomlygeneratedystemcon gurations,with 3 isolation
levels (8i; N; = 3), and3 taskconstraintg(i.e., 1 k 3).
With theexceptionof theresultsin Figurest and7, thesur
plus resourcecapacityof the knapsackis 50% of the total
resourcecostof the systemwith maximumisolation. The
total resourcecostwith maximumisolationis 100002

4.1 MMKP Solution Characteristics

In this sectionwe investigatethe characteristicef each
of the MMKP heuristics. The dynamicprogrammingso-
lution is usedwherepossibleas an optimal baseline. We
study both the quality of solutionin termsof bene t the
systemaccruesand the amountof run-time eachheuristic
requires. The efciency of the heuristicsis importantas
they will berun eitherperiodicallyto optimizeisolation,or
on demando lower the costsof isolationwhenapplication
constraintsare not met. In the rst experiment,the sys-
temcon gurationis asfollows: JEj = 50 andtheresource
costsfor eachedgeare chosenuniformly at randomsuch
that8i; k; cin ,k 2 [0; 6]. Numericallylowerisolationlevels
have non-increasingandomcosts,andthe lowestisolation
level has8i; k; cj1x = O.

Figure4(a)shonvsthenormalizedbene t of eachheuris-
tic with respecto the dynamicprogrammingoptimal. The
x-axis representghe fraction of the maximal usablere-
sourcesurplus used as the knapsackcapacity The ks
fine approachusesthe heuristicde ned in Section2.3.
Heuristicspre x ed with max startwith maximumcompo-
nentisolation,while thosepre x edwith min startwith min-
imalisolation.Generallytheks fine algorithmachieves

1isolationbene t hasno unitsbut is choserto representherelative im-
portanceof oneisolationlevel to anotheiin arangeof [0..255],in thesame
way that POSIX allows the relative importanceof tasksto berepresented
by real-timepriorities.

2Resourcecostshave no units but sincewe focuson CPUtime in this
paper suchcostscouldrepresenCPU cycles.
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Figure 4. MMKP solution characteristics:

high bene t regardlessof knapsackcapacity The otheral-

gorithmsachiere a lower percentagef the optimal when
they mustalter mary isolationlevels, but the coarse re-

nement versionsalwaysachieve higherbene t relative to

the oneshot approaches Altering the numberof edges
doesnot affect the resultssigni cantly, exceptfor very a

smallnumberof edgessowe omit thosegraphs.

Figure 4(b) plots the executiontimes of eachheuristic
while varying the numberof edgesin the system. The
dynamic programming solution does not scale past 50
edgesfor 3 task constraintsso is not includedhere. The
oneshot algorithms'run-timesaredominatecdby sorting,
while all coarse algorithmsdemonstrata higherconstant
overhead. Contrarily, the ks fine re nement heuristic
takessigni cantly longerto completebecausef its higher
asymptoticcompleity.

4.2 SystemDynamics

In the following experimentsunlessotherwisenoted,a
systemcon guration is generatedvherejEj = 200. Re-
sourcecostsare chosenuniformly at randomas follows:
8i; K; Gisk 2 [0;100), cik 2 [0;cisk], andciik = 0. Note
thatusingresourcecostschosenfrom a bi-modaldistribu-
tion to modelacritical path(i.e.,muchcommunicatiorover
someisolationboundariesandlittle over mostothers)yield
similarresults.

Dynamic Communication Patterns: The rst dynamic
systembehaior we investigateis the effect of changing
communicationpatternsbetweencomponentswithin the
system. Altering the amount of functional invocations
acroscomponenboundariesffectsthe resourcecostsfor
that isolation instance. Thus, we altered10% of the iso-
lation instance(i.e., edge)costsafter eachrecon guration
by assigninga new randomcost. All algorithmsareableto
maintainapproximateljthe samebene t overtime. Tablel
shaws the percentagef isolationinstanceghat have their
isolationwealened averagedver 100trials.

Misprediction of Communication Costs: As previ-
ouslydiscussedn Section2.6, mispredictionof the costof
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[ Algorithm [ Tsolationinstancesvith Wealenedisolation ]
ks oneshot 3.4%
ks coarse 4.2%
ssh oneshot 2%
ssh coarse 2.5%
ks fine 3%

Table 1. Effects of changing comm unication
costs.

communicatiorover isolationboundariesanleadto slow
corvergenceon the target resourceavailability, or evenin-
stability. We usethe analyticalmodelin Section2.6to pre-
dict and,hencecorrectisolationcosts.Thisis doneconser
vatively, asEquation7 assumeshatoverheadsinrelatedo
isolationhold constant.However, in areal system factors
suchasdifferentexecutionpathswithin componentgause
variability in resourceusage.This in turn affectsthe accu-
ragy of Equation7. Giventhis,we (1) placemoreemphasis
on predictionsmadewherethe differencebetweerthe pre-
vious andthe currentresourcesurplusesds large, to avoid
potentiallylarge mispredictionestimatesiueto very small
denominator$n Equation7, and(2) correctmispredictions
by at mosta factorof 0:3, to avoid over-compensatindor
errors. Thesetwo actionshave the side-efect of slowing
the corvergenceon the target resourceusage but provide
stability whentherearechangesn resourceavailability.

Figure 5(a) shavs the resourceausedfor isolation by
the ssh oneshot policy, when mispredictionin isola-
tion costsis considered. Other policies behae similarly.
In Figure 5(b), the initial mispredictionfactor, x, is cor
rectedusingthe techniquegliscussedgreviously. The sys-
temstabilizesn situationswhereit doesnotin Figure5(a).
Moreover, stability is reachedastemwith mispredictioncor
rectionsthanwithout.

Dynamic Resource Availability: In Figure 6(a), the
light dottedline denotesa simulatedresourceavailability
for task ¢ j k = 1. Theresourceswvailableto , devi-
ate by half asmuch asthosefor ; aroundthe basecase
of 5000 Finally, resourceavailability for 3 remainscon-
stantat 500Q This variability is chosento stressthe ag-
gregateresourcecostcomputation.Henceforth traditional
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knapsacksolutionsthat start with minimal isolation will
be denotedby ks. Consequentlywe introducethe ks
oneshot andks coarse heuristicghatbehaeasin Al-
gorithms2 and 3, respectiely, but computea systemcon-
guration basedon aninitially minimal isolationstate.We
canseefrom the graphthatthosealgorithmsbasedn ssh
andks coarse areableto consumenoreresourceshan
the others,becausef a more accuratecomputationof ag-
gregateresourcecost. Importantly all algorithmsadaptto
resourcepressurepredictably Figure 6(b) shaws the total
bene t that eachalgorithmachieres. We only plot recon-
gurations of interestwherethereis meageresourcewvail-
ability for 1 (in recon guration17), excessresourceavail-
ability for 1 (in 24), a negative changein resourceavail-
ability (in 30), anda positive changen resourcewvailability
(in 36). Generallythosealgorithmsbasedn ssh yield the
highestsystembene ts, closelyfollowedby ks fine
Combining all Dynamic Effects: Having obsenedthe
behaiors of the differentalgorithmsundereachindividual
systemdynamic,we now considetthe effectsof themcom-
bined together Here, we changethe cost of 10% of the
isolationinstancesn the system while the resourceavail-
ability is changeddynamicallyin a manneridenticalto the
previous experiment. We assumean initial misprediction
factorof x = 0:6. Additionally, we employ a conserative

policy in which the algorithmsonly attemptto use30% of
all surplusresourcegor eachrecon guration.

Figure 7(a) presentghe resourceusageof task ;. Re-
sourceavailability is againdenotedwith the light dotted
line. Figure7(b) presentsheresourcausagegor ;. Dueto
spaceconstraintsye omit 5. In bothcasesthessh algo-
rithmsareableto usethe mostavailableresourcefollowed
closelyby ks coarse . The key point of thesegraphs
is thatall heuristicsstaywithin availableresourcebounds,
exceptin a few instancesvhenthe resourceusageof the
currentsystemcon gurationbrie y lagsbehindthechange
in availableresources.Figure 7(c) plots the systembene-
t for the differentalgorithms. As in Figure 6(b), we plot
only recon gurationsof interest.In mostcasesalgorithms
basednssh performbestfollowedby ks fine . Of no-
tableinterestthessh oneshot algorithmgenerallypro-
videscomparablebene t to ssh coarse , which hasan
orderof magnituddongerrun-time. Figure7(d) shavs the
amountof recon gurationsthe differentalgorithmsmale,
thatlessenisolationin the system.Althoughwe only shav
resultsfor several recon gurations,ssh oneshot per
formsrelatively well consideringts lower run-timecosts.

Next, the feasibility of mutable protectiondomainsis
demonstratedy using resourceusagetracesfor a blob-
detectionapplication,which could be usedfor real-time
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vision-basedtracking. The application, built using the

opencvlibrary [13] is run 100 times. For eachrun, the

correspondingexecutiontrace is corvertedto a resource
surpluspro le normalizedover the rangeusedin all prior

experiments: [0,10000]. We omit graphicalresultsdue

to spaceconstraints.17:75% of componentsnaintainthe

samefault isolation for all 100 systemrecon gurations,
while 50% maintainthe sameisolationfor at least15 con-

secutve systemrecon gurations. This is animportantob-

senation,becauseot all isolationinstancedetweerncom-

ponentsneedto be changedat every systemrecon gura-

tion. On average,86% of availableresourcedor isolation

areusedto increasesystembene t. Over the 100 applica-
tion trials, task constraintsare met 75% of thetime. 97%

of thetime, resourceusageexceedstask constraintsby no

morethan10% of the maximumavailablefor isolation.

5 RelatedWork

The multi-dimensionalmultiple choice knapsackprob-
lem (MMKP) hasbeenaddressedly others[9, 15, 2]. Sim-
ilarly, the work on QRAM proposesolutionsto the multi-
resourcaliscreteQoSproblemto maximizesomenotion of
systemutility [10]. In otherrelatedwork, QoS architec-
tureshave beendevelopedfor the purposesf meetingthe

needsof real-timeand multimediaapplicationg1, 19, 3].
A key characteristiof ourwork is the adaptatiorof system
structure,in responsdo changingresourceavailability, to
maximizeisolationbene t while meetingtask constraints.
A novel aspectcoveredby our work is the methodof ad-
dressingmispredictionsn the costsof isolationand,hence,
communicatiorbetweercomponentslueto e.g.caching.
OS-providedfaultisolationhasbeenstudiedextensiely
in pastresearch. -kernelsisolateall but the mostfunda-
mentalservicesat userlevel, anduseef cient IPCto com-
municatebetweenprotectiondomains[11]. Component-
basedsystemssuchas Pebble[7] focus on reducinglPC
overheaddetween ne-grained componentswhile others
map componentdo the sameprotectiondomain[12], or
supporta statically con gurable systemstructure[6, 5].
Other researchhas produced mechanismsthat enhance
fault-isolationin monolithic systemg4, 20]. In contrast,
this paperproposesan approachthat allows the structure
of a systemto changeaccordingto applicationconstraints,
with the objective of maximizingfaultisolationbene t.

6 Conclusionsand Future Work

Thispaperdescribes component-basezystenmsupport-
ing mutableprotectiondomains(or MPDs). Using MPDs,



a systemis able to adaptthe fault isolation betweensoft-

ware componentstherebyincreasingits dependabilityat

the potentialcostof increasednter-componentommuni-
cationoverheads.Suchoverheadsmpacta numberof re-

sources,ncluding CPU cycles, therebyaffecting the pre-
dictability of a system.We shov how sucha systemcanbe
representeds a multi-dimensionalmultiple choice knap-
sackproblem(MMKP). Although prior solutionsexist for

MMKPs, they eitherrequireexpensve off-line calculations
orassumé&napsackareinitially emptywhenderiving aso-
lution. Suchemptyknapsackgorrespondo a systemwith

no (or the lowestlevel of) componenisolation. However,

for a practicalsystemto supportthe notion of mutablepro-

tectiondomains,it would be bene cial to make the fewest
possiblechangedrom the currentsystemcon guration to

ensureresourceconstraintsare being met, while isolation
bene tis maximized.

We compareseveral MMKP approachesincluding our
own successie stateheuristic(ssh ) algorithms. Due pri-
marily to its lowerrun-timeoverheadsthessh oneshot
algorithmappearso bethe mosteffectivein adynamicsys-
tem with changingcomponeninvocationpatterns,chang-
ing computationtimeswithin componentsand mispredic-
tion of isolationcosts. The mispredictionof isolationcosts
is, in particular a novel aspecbf this work. In practice,it
is dif cult to measurepreciselythe inter-componentom-
munication(or isolation) overheadsdueto factorssuchas
caching.Usingarecurrenceelationshighatconsidersnis-
predictioncosts,we shav how to compensatéor errorsin
estimatedverheadsto ensurea systemcorvergesto atar
getresourcausagewhile maximizingisolationbene t. We
arecurrentlybuilding asystenusingMPDsandfuturework
will focusontheuseof varioushardwaretechniqueso vary
isolationbetweercomponents.
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