
Mutable ProtectionDomains: Towards a Component-basedSystemfor
Dependableand PredictableComputing �

GabrielParmerandRichardWest

ComputerScienceDepartment
BostonUniversity
Boston,MA 02215

f gabep1,richwestg@cs.bu.edu

Abstract

Theincreasingcomplexity of software posessigni�cant
challenges for real-time and embeddedsystemsbeyond
those basedpurely on timeliness. With embeddedsys-
temsand applicationsrunning on everythingfrom mobile
phones,PDAs, to automobiles,aircraft and beyond, an
emergingchallengeis to ensureboththefunctionalandtim-
ing correctnessof complex software. We arguethat static
analysisof software is insuf�cient to verify thesafetyof all
possiblecontrol �ow interactions. Likewise, a static sys-
temstructure uponwhich software canbeisolatedin sepa-
rateprotectiondomains,therebyde�ning immutablebound-
ariesbetweensystemandapplication-levelcode, is too in-
�exible to the challenges facedby real-timeapplications
with explicit timing requirements.Thispaper, therefore, in-
vestigatesa conceptcalled ”mutable protectiondomains”
that supportsthe notion of hardware-adaptableisolation
boundariesbetweensoftware components.In this way, a
systemcan be dynamicallyrecon�gured to maximizesoft-
ware fault isolation, increasingdependability, while guar-
anteeingvarious tasksare executedaccording to speci�c
time constraints. Using a seriesof simulationson multi-
dimensional,multiple-choiceknapsack problems,we show
how variousheuristicscompare in their ability to rapidly
reorganizethe fault isolation boundariesof a component-
basedsystem,to ensure resourceconstraintswhile simulta-
neouslymaximizingisolationbene�t. Our ssh oneshot
algorithm offers a promisingapproach to addresssystem
dynamics,including changingcomponentinvocationpat-
terns,changingexecutiontimes,andmispredictionsin iso-
lation costsdueto factorssuch ascaching.

� This materialis baseduponwork supportedby the NationalScience
FoundationunderGrantNumbers0615153and0720464.Any opinions,
�ndings, andconclusionsor recommendationsexpressedin this material
arethoseof the author(s)anddo not necessarilyre�ect the views of the
NationalScienceFoundation.

1 Intr oduction

As thecomplexity of emerging real-timeandembedded
software systemsincreases,new challengesbeyond those
focusingsolely on timelinessguaranteesarebecomingin-
creasinglysigni�cant. In particular, it is expectedthatem-
beddeddevicessuchasmobilephonesandpersonaldigital
assistantswill supporttensof millions of lines of codein
theforeseeablefuture.Webservices,video-on-demandand
multimediadatabasesare alreadyappearingon hand-held
devicesandsoit makessensethatsoftwarecomplexity will
only increaseovertime. Consequently, it will beimpossible
to entirelyverify thecorrectnessof a largesoftwaresystem
statically. For example,run-timeinteractionsbetweenvar-
iousthreadsof execution,asynchronousevents(e.g.,inter-
ruptsfrom I/O devices),andvariousdynamically-generated
referencesto memorylocationsmake it impossibleto guar-
anteethe behavioral correctnessof a body of software at
compile-time. From a CPU protectionperspective, deter-
miningwhethera threadwill terminateis, in general,unde-
cidable.We arethereforefacedwith thechallengeof limit-
ing thescopeof potentiallymisbehaving,or faulty, software
onoverallsystemfunctionality.

Theabovearguesthatstaticveri�cation of softwarecor-
rectnessis a dauntingchallenge,andin many casesinsuf�-
cientfor complex softwaresystems.It makessenseto lever-
age,whereappropriate,hardwareandsoftware-basedfault
isolation(i.e.,protection)mechanisms[16, 4, 18, 8], to limit
thescopeof adverseside-effectscausedby errantsoftware.
Fault isolationoverheads(e.g.,dueto page-tablemanage-
ment,or run-timesoftwaresafetychecks)impactthegranu-
larity atwhichthey canbeimposed.They in turnimpactthe
predictabilityof softwareexecution,becausefactorssuchas
TLB/cachemisses,pagereplacementpolicies,garbagecol-
lection,andmemory-boundschecksimposevariablecosts.

Fault isolation provisions of modernsystemsare typi-
cally limited to coarse-grainedentities,suchas segments



that separateuser-spacefrom kernel-level, and processes
that encapsulatesystemandapplicationfunctionality. For
example,systemssuchasLinux simplyseparateuser-space
from a monolithic kernel addressspace. Micro-kernels
provide�ner -grainedisolationbetweenhigher-level system
services,oftenat thecostof increasedcommunicationover-
heads.Commonto all thesesystemdesignsis astaticstruc-
ture,thatis in�e xible to changesin thegranularityatwhich
fault isolationcanbeapplied.

For thepurposesof ensuringbehavioral correctnessof a
complex softwaresystem,it is desirableto providefault iso-
lation techniquesat thesmallestgranularitypossible,while
still ensuringpredictablesoftware execution. For exam-
ple,while it maybedesirableto assignthefunctionalcom-
ponentsof varioussystemservicesto separateprotection
domains,the communicationcostsmay be prohibitive in
a real-timesetting. That is, the costsof marshalingand
unmarshalingmessageexchangesbetweencomponentser-
vices, the schedulingand dispatchingof separateaddress
spacesandtheimpactsoncachehierarchies(amongstother
overheads)may be unacceptablein situationswheredead-
linesmustbemet.Conversely, multiplecomponentservices
mappedto a singleprotectiondomainexperienceminimal
communicationoverheadsbut losethebene�ts of isolation
from oneanother.

Given theabove, this paperinvestigatesthedesignof a
systemwith “mutableprotectiondomains”(MPDs),that is
�e xible in its placementof fault isolationboundariesaround
variousapplicationand systemcomponents.Wherepos-
sible, we attemptto maximizefault isolation,by mapping
�ne-grainedsoftwarecomponentsto separatehardwarepro-
tectiondomains,at the expenseof increasedcommunica-
tion overheads.In situationswheresuch�ne-grained iso-
lation violates the acceptableend-to-endcommunication
coststhrougha seriesof componentservicesthat are re-
quiredto meetspeci�c deadlines,we strategically increase
the isolationgranularity. By allowing dynamicchangesto
systemstructure,we areableto considerdiversehardware
capabilitiesof numerousembeddedcomputingplatforms
uponwhich systemssoftwareis deployed. Our systemde-
signassumesthatcertainisolationboundarieshave prefer-
enceover others.Using a combinationof isolationbene�t
valuesappliedto theboundariesbetweencomponents,and
the communicationcostsbetweencomponents,we show
how to dynamicallyrestructurea component-basedsystem
to maximizeisolationutility while maintainingtimeliness.

Therestof thepaperis organizedasfollows. Section2
provides an overview of the systemunderconsideration,
andformally de�nes theproblembeingaddressed.System
dynamicsandproposedsolutionsto the problemare then
described.Section3 thenbrie�y describesan implementa-
tion of a systemwith mutableprotectiondomains.An ex-
perimentalevaluationis coveredin Section4, followedby

relatedwork in Section5. Finally, conclusionsandfuture
work arediscussedin Section6.

2 SystemOverview

With mutable protection domains, isolation between
componentsis increasedwhenthereis a resourcesurplus,
andis decreasedwhenthereis a resourceshortage.Such
a system,comprising�ne-grainedcomponentsor services,
canbedescribedby a directedacyclic graph(DAG), where
eachnodein thegraphis a component,andeachedgerep-
resentsinter-componentcommunication(with thedirection
of theedgerepresentingcontrol �o w). Representedin this
fashion,a functionalhierarchybecomesexplicit in thesys-
tem construction.Multiple applicationtaskscanbe repre-
sentedassubsetsof the systemgraph,that rely on lower-
levelcomponentsto managesystemresources.Component-
basedsystemsenablesystemandapplicationconstruction
via compositionandhavemany bene�ts,speci�cally to em-
beddedsystems. They allow application-speci�csystem
construction,encouragecodereuse,andfacilitatequickde-
velopment.Taskswithin thesystemarede�ned by execu-
tion pathsthroughasetof components.

A naturalchallengein component-basedsystemsis to
de�ne whereprotectiondomainsshouldbeplaced.Ideally,
thesystemshouldmaximizecomponentisolation(thereby
increasingsystemdependabilityin a bene�cial manner)
while meetingconstraintson applicationtasks. Taskcon-
straintscanvary from throughputgoalsto memoryusage,
to predictableexecutionwithin aworst-caseexecutiontime
(WCET). A task's WCET is formulatedassuminga min-
imal amountof fault isolation presentwithin the system.
A scheduleis thenconstructedassumingthis WCET, and
the implicit requirementplacedon the systemis that the
taskmustcompleteexecutionwithin its allottedCPUshare.
In most cases,the actual execution time of tasksis sig-
ni�cantly lower thanthe pessimisticworst case.This sur-
plusprocessingtime within a task's CPUallocationcanbe
usedto increasethe isolationbetweencomponents(inter-
componentcommunicationcanusethesurplusCPUtime).

In general,task constraintson a systemwith mutable
protectiondomainscanbede�ned in termsof multiple dif-
ferent resources. We focus on timelinessconstraintsof
tasks in this paper, and consideronly a single resource
(i.e., CPU time) for communicationbetween,and execu-
tion of, components.For n tasksin a system,eachtask,
� k , hasa correspondingtarget resourcerequirement,RTk ,
which is proportionalto its worst-caseexecutiontime. The
measuredresourceusage,RM k , is the amountof � k 's re-
sourceshareutilized by its computation.Similarly, the re-
sourcesurplusfor � k is RSk , whereRSk = RTk � RM k .
For n tasksthe resourcesurplusis representedasa vector,
~RS = hRS1; : : : ; RSn i .
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Figure 1. Example Isolation Levels.

In responseto resourcesurpluses,differentlevelsof iso-
lation can be placedat the boundariesbetweencompo-
nents,dependingupontheir inter-componentcommunica-
tion overheads.Threepossibleisolationlevelsaredepicted
in Figure 1. On the left, we seecompletehardware iso-
lation,equivalentto process-level protectionin UNIX-type
systems,which incurscostsin termsof context switching
betweenprotectiondomains.In thecenter, we have no iso-
lation, equivalent to how libraries are linked into the ad-
dressspaceof codethatusesthem.Sucha lackof isolation
implies only function-call overheadsfor inter-component
communication. Finally, the right-handside of Figure 1
depictsan asymmetricform of isolation,wherebycompo-
nent1 is insidetheprotectiondomainof component2 but
not vice versa. This isolationschemeis equivalentto that
foundin many monolithicOSessuchasLinux, whichsepa-
ratethekernelfrom user-spacebut not vice versa.It is also
similar to the schemeusedin our User-Level Sandboxing
approach[20].
ProblemDe�nition: By adaptingisolationlevels,which in
turn affects inter-componentcommunicationcosts,we at-
temptto increasetherobustnessof a softwaresystemwhile
maintainingits timely execution. The problem,then,is to
�nd a systemcon�guration that maximizesthe bene�t of
fault isolation,while respectingtaskexecution(and,hence,
resource)constraints. Using a DAG to representcompo-
nentinteractions,let E = f e1; : : : ; em g bethesetof edges
within thesystem,suchthateachedge,ei 2 E, de�nes an
isolationboundary, or instance, betweencomponentpairs.
For eachedge,ei , thereare N i possibleisolation levels,
whereNmax = max8ei 2 E (N i ). Where isolation is re-
quiredandimmutablefor securityreasons,theremightexist
only oneavailable isolation level (N i = 1), so that secu-
rity is nevercompromised.Isolationlevel j for isolationin-
stance,ei , is denotedeij . Theoverhead,or resourcecost,of
eij is ~cij , wherecij k 2 ~cij ; 8RSk 2 ~RS. Conversely, each
isolationlevel providesa certainbene�t to thesystem,bij .
We assumethat thecostsarealwayslower for lower isola-
tion levels andthat the bene�t is alwayshigherfor higher
isolationlevels. Finally, ~s denotesa solutionvector, where
isolationlevel si 2 f 1; � � � ; N i g is chosenfor isolationin-
stanceei . The solution vector de�nes a systemisolation

con�guration(or systemcon�gurationfor short).
Moreformally, theproblemof �nding anoptimalsystem

con�gurationis asfollows:

maximize �
i<m

bis i

subjectto �
i<m

cis i k � RSk ; 8RSk 2 ~RS

si 2 f 1; : : : ; N i g; 8ei 2 E

(1)

Representedin this manner, we have a multi-
dimensional,multiple-choiceknapsackproblem(MMKP).
Thoughthis problemis NP-Hard,approximationsexist [9,
10, 2, 15]. Speci�cally heuristicsproposedin thesepapers
attemptto solve theobjective function:

O(E ; ~RS) = max
0<j � N i

f O(E nei ; ~RS � ~cij ) + bij j ei 2 E g

2.1 SystemDynamics

Previous approachesto the MMKP for QoSattemptto
solvea resource-constrainedproblemoff-line, to maximize
systemutility. After a solutionis found,actualsystemre-
sourcesare then allocated. In our case,we wish to alter
anexisting systemcon�gurationon-line, in responseto re-
sourcesurplusesor de�cits thatchangeover time. Thedy-
namicsof the systemthat introducechangesin resource
availability andisolationcostsinclude: (i) threadschang-
ing their invocationpatternsacrossspeci�c isolationbound-
aries, thus changingthe overheadof isolation instances
throughoutthe system,(ii) threadsalteringtheir computa-
tion time within components,usingmoreor lessresources,
thuschanging ~RS, and(iii) mispredictionin thecostof iso-
lation. Thus,heuristicsto calculatesystemcon�gurationsto
maximizebene�cial isolationover time mustadaptto such
systemdynamics.

It is dif�cult to compensatefor thesedynamiceffects
as the measurementsthat can be taken directly from the
systemdo not yield completeinformation. Speci�cally, at
eachrecon�guration,thesystemcanmeasureresourceus-
age, ~RM , but explicit informationregardingthe overhead
of isolationis not in thegeneralcaseobservable.For exam-
ple, theisolationcostsbetweentwo componentsmappedto
separateprotectiondomainsmight include context-switch
overheads,which in turn have secondarycostson caches,
including translationlook-asidebuffers(TLBs). Suchsec-
ondarycostsaredif�cult to extract from the total runtime
of a task.Section2.6discussestheimpactof mispredicting
isolationcostsonsystembehavior.

2.2 Dynamic Programming Solution

Given that our problem can be de�ned as a multi-
dimensional,multiple-choiceknapsackproblem,thereare



known optimaldynamicprogrammingsolutions,For com-
parison, we describeone such approachsimilar to that
in [10].

D P [i; j; ~RS ] =

8
>>>><

>>>>:

max( �1 ; D P [i; j � 1; ~RS ]) if 8
RS k 2 ~RS

cij k > RS k

bij if i = 1
tak e( i; 1; ~RS ) if j = 1
max( tak e( i; j; ~RS ) ; D P [i; j � 1; ~RS ]) other w ise

tak e( i; j; ~RS ) � bij + D P [i � 1; N i � 1 ; ~RS � ~cij ]

Figure 2. Dynamic programming solution.

Figure 2 shows the dynamic programming solu-
tion DP. The algorithm is initially invoked with
DP[jE j; N jE j ; hRS1; : : : ; RSn i ]. For the lowest isolation
level (level1) of anedge,weassumethesumof theminimal
isolationlevels is alwayswithin the resourceconsumption
limits. Thatis, 8k;

P
ei 2 E ci 1k � RSk .

Therecurrencekeepstrackof thecurrentresourceusage
anditeratesthroughall isolationlevelsfor agiveninstance,
choosingthat which providesthe bestbene�t given its re-
sourcecost. The basecasesarewhenwe have run out of
resourcesor reachedthelastisolationinstance(i = 1).

The complexity of the algorithm re�ects the memory
structureused:O(jE j � Nmax � RS1 � : : : � RSn ). Because
of thememoryandexecutiontime requirements,this algo-
rithm is impracticalfor on-line use,but is usefulfor com-
parison.

2.3 HEU

HEUis a heuristicsolution �rst proposedin [9] that is
summarizedhere.HEUis a popularcomparisoncasein the
MMKP literatureandis competitive in termsof quality of
solution. Previous algorithms,HEUincluded,assumethat
theknapsackis initially emptyandchooseitemsto placein
it from there.This algorithm'sgeneralstrategy is to weight
isolationbene�ts versustheir coststo choosewhich isola-
tion level to increase.It usesToyoda's notionof anaggre-
gateresourcecost [17] to collapsemultiple constraintdi-
mensionsinto oneby penalizingthosedimensionsthatare
morescarce.Then,HEUusesa greedyalgorithmbasedon
bene�t densityto choosethe isolationlevel that will yield
thehighestbene�t for theleastresourceusage.Thischosen
isolation level is addedto the systemcon�guration. This
processis repeated,new aggregateresourcecostsarecho-
senandthat isolationlevel with the bestbene�t densityis
chosenuntil the resourcesareexpended.Becausethe ag-
gregateresourcecostis recomputedor re�ned whenchoos-
ing eachedge,we will refer to this algorithmasusing�ne-
grainedre�nement. Theasymptotictimecomplexity of this
algorithmis O(jE j2 � N 2

max � j ~RSj).

2.4 Computing AggregateResourceCosts

Aggregateresourcecostsshouldhave higher contribu-
tions from resourcesthat are scarce,therebyfactoring in
the costper unit resource.Inaccurateaggregatecostswill
lead to a systemthat doesnot evenly distribute resource
usageacrossits taskconstraintdimensions.The approach
we take to computingcostsis similar to that in [10]. First,
we computean initial penaltyvectorwhich normalizesthe
total resourcecostsacrossall isolation instancesand lev-
els, ~cij , by the vectorof availableresources,~RS. This is
shown in Equation2 andwill besubsequentlyreferredto as
init penalty vect , ~p.

~p = hp1 ; � � � ; pn i j pk 2 ~p =

P
8 ei 2 E

P
j � N i

cij k

RSk
(2)

pk =
(
P

8 ei 2 E cis i k )p0
k

(
P

8 ei 2 E cis i k ) + RSk
j pk 2 ~p; p0

k 2 ~p0 (3)

Equation3 is usedto re�ne the penaltyvector, taking
into accountthe successof the previous value, ~p0. Re-
call from Section2 that si is the chosenisolation level
for isolation instanceei , while cis i k is the cost in terms
of resourceconstraintRSk . We will subsequentlyrefer to
the updatedpenaltyvectorcalculatedfrom Equation3 as
update penalty vect . Finally, Equation4 de�nesthe
aggregateresourcecost,c�

ij , usingthemostrecentpenalty
vector, ~p.

c�
ij =

X

8 RS k 2 ~RS

(cij k � cis i k )( pk ) (4)

2.5 SuccessiveStateHeuristic

Our approach to solving the multi-dimensional,
multiple-choiceknapsackproblemdiffers from traditional
approaches,in that we adapta systemcon�guration from
the currentstate. By contrast,pastapproachesignore the
currentstateandrecomputean entirelynew con�guration,
startingwith anemptyknapsack.In effect,thisis equivalent
to solving our problemwith a systeminitially in a state
with minimal componentisolation.

Oursolution,whichwe termthesuccessivestateheuris-
tic (ssh ), successively mutatesthecurrentsystemcon�gu-
ration. ssh assumesthat the aggregateresourcecost,c�

ij ,
for all isolation levels and all instanceshasalreadybeen
computed,asin Section2.4.Edgesareinitially dividedinto
two sets:setH comprisesedgeswith higherisolationlevels
thanthosein usefor the correspondingisolationinstances
in thecurrentsystemcon�guration, while setL comprises
edgesat correspondinglylower isolation levels. Speci�-
cally, eij 2 H; 8j > si andeij 2 L; 8j < si . Eachof the



edgesin thesesetsaresortedwith respectto their change
in bene�t density, (bij � bis i )=c�

ij . Edgesin L aresorted
in increasingorderwith respectto their changein bene�t
density, while thosein H aresortedin decreasingorder. A
summaryof the ssh algorithmfollows (seeAlgorithm 1
for details):

(i) While there is a de�cit of resources,edgesare re-
moved from the headof setL to replacethe correspond-
ing edgesin thecurrentcon�guration. Theprocedurestops
whenenoughedgesin L have beenconsideredto account
for theresourcede�cit.

(ii) While thereis asurplusof resources,eachedgein H
is consideredin turnasareplacementfor thecorresponding
edgein thecurrentcon�guration. If eij 2 H increasesthe
systembene�t densityanddoesnotyield a resourcede�cit,
it replaceseis i , otherwiseit is addedto a droppedlist, D .
Theprocedurestopswhenanedgeis reachedthatyieldsa
resourcede�cit.

(iii) At thispoint,wehavea valid systemcon�guration,
but it maybethecasethatsomeof theedgesin H couldlead
to higherbene�t if isolationwerelessenedelsewhere.Thus,
thealgorithmattemptsto concurrentlyaddedgesfrom the
remainingedgesin bothH andL . A new con�guration is
only acceptedif it doesnot producea resourcede�cit and
heightenssystembene�t.

(iv) If there is a resourcesurplus, edges from the
droppedlist, D , areconsideredasreplacementsfor thecor-
respondingedgesin thecurrentcon�guration.

The cost of this algorithm is O(jE j � Nmax log(jE j �
Nmax )) , which is boundedby the time to sort edges.The
ssh algorithmitself is invokedvia:

(1) Algorithm 2. Here, only an initial penaltyvector
basedonEquation2 is usedto derivetheaggregateresource
cost, c�

ij . The cost of computingthe penaltyvector and,

hence,aggregateresourcecostis capturedwithin O(j ~RSj �
jE j � Nmax ). However, in most practicalcasesthe edge
sortingcostof thebasessh algorithmdominatesthe time
complexity. We call this algorithmssh oneshot asthe
aggregateresourcecostis computedonly once.

(2) Algorithm 3. This is similar to Algorithm 2, but
usesEquation3 to continuouslyre�ne the aggregate re-
sourcecost given de�ciencies in its previous value. The
re�nement in this algorithm is conductedafter an entire
con�guration hasbeenfound, thuswe say it usescoarse-
grainedre�nement. This is in contrastto the �ne-grained
re�nementin Section2.3thatadjuststheaggregateresource
costaftereachisolationlevel is found.We foundthatre�n-
ing theaggregateresourcecostmorethan10 times,rarely
increasedthebene�t of thesolution.Thisalgorithmhasthe
sametime complexity as ssh oneshot , but doesadda
largerconstantoverheadin practice.

Algorithm 1: ssh : SuccessiveStateHeuristic

Input : ~s: currentisolationlevels, ~RS: resourcesurplus
b�

ij = (bij � bis i )=c�
ij ; 8i; j // benefit density change1

// sorted list of lower isolation levels
L = sort by b� ( f8 eij jei 2 E ^ j < si g)2
// sorted list of higher isolation levels
H = sort by b� ( f8 eij jei 2 E ^ j > si g)3
D = � // dropped set (initially empty)4

while 9k; RSk < 0 ^ L 6= � do // lower isolation5
eij = remove head( L )6
if c�

ij < c�
is i

then7
~RS = ~RS + ~cis i � ~cij8

si = j9

end10
eij = remove head( H )11
while (@k; RSk + cis i k � cij k < 0 _ b�

ij � b�
is i

) ^ eij do12

// raise isolation greedily
if b�

ij > b�
is i

then // improve benefit?13
~RS = ~RS + ~cis i � ~cij14

si = j15

else D = D [ eij16
eij = remove head( H )17

end18
replace head( eij ; H )19

// refine isolation considering both lists
~s0 = ~s20
while H 6= � ^ L 6= � do21

repeat // expend resources22
eij = remove head( H )23
if b�

ij > b�
is 0

i
then // improve benefit?24

~RS = ~RS + ~cis 0
i

� ~cij25

s0
i = j26

else D = D [ eij27

until 9k; RSk < 0 _ H 6= �28
while 9k; RSk < 0 _ L 6= � do // lower isolation29

eij = remove head( L )30
if c�

ij < c�
is 0

i
then31

~RS = ~RS + ~cis 0
i

� ~cij32

s0
i = j33

end34
// found a solution with higher benefit?

if
P

8 i bis 0
i

>
P

8 i bis i ^ @k; Rk < 0 then ~s = ~s035

end36

while D 6= � do // add dropped isolation levels37
eij = remove head( D )38
if j > si ^ @k; RSk + cis i k � cij k < 0 then39

~RS = ~RS + ~cis i � ~cij40
si = j41

end42
return ~s43

2.6 Mispr ediction of Isolation Overheads

The proposedsystemcanmeasurethe numberof com-
ponentinvocationsacrossspeci�c isolation boundariesto
estimatecommunicationcosts. However, it is dif�cult to
measurethe cost of a single invocation. This canbe due
to many factorsincludingsecondarycostsof cachemisses,



Algorithm 2: ssh oneshot

Input : ~RS: resourcesurplus,~s solutionvector
~p = init penalty vect( ~RS, ~s)1
c�

ij = aggregate resource( ~p, ~cij ) , 8i; j2

~s = ssh( ~s, ~RS)3
return ~s4

Algorithm 3: ssh coarse

Input : ~RS: resourcesurplus,~s solutionvector
~p = init penalty vect( ~RS, ~s)1
i = 02
// refine penalty vector
while i < 10 do3

c�
ij = aggregate resource( ~p, ~cij ) , 8i; j4

~s0 = ssh( ~s, ~RS)5

~p = update penalty vect( ~RS, ~p, ~s0)6
if

P
8 i bis 0

i
>

P
8 i bis i then7

~s = ~s0 // found better solution8
i ++9

end10
return ~s11

which canbesigni�cant [18]. Giventhat thecostof a sin-
gle invocationcanbe mispredicted,it is essentialto guar-
anteesucherrorsdo not prevent thesystemconverging on
a target resourceusage. We assumethat the averagees-
timate of isolation costsfor eachresourceconstraint,or
task, k, acrossall edgeshas an error factor of xk , i.e.,
estimate = xk � actual overhead. Valuesof xk < 1
lead to heuristicsunderestimatingthe isolation overhead,
while valuesof xk > 1 leadto an overestimationof over-
heads.Consequently, for successive invocationsof MMKP
algorithms,theresourcesurplusis mis-factoredinto thead-
justmentof resourceusage. As an algorithm tries to use
all surplusresourcesto converge upon a target resource
value, the measuredresourceusageat successive stepsin
time, RM k (t), will in turn miss the target by a function
of xk . Equation5 de�nes the recurrencerelationshipbe-
tweensuccessive adjustmentsto themeasuredresourceus-
age,RM k (t), attimesteps,t = 0; 1; :::. Whenxk > 0:5 for
themispredictionfactor, thesystemconvergesto thetarget
resourceusage,RTk . This recurrencerelationshipapplies
to heuristicssuchasssh that adjustresourceusagefrom
thecurrentsystemcon�guration.

RM k (0) = resourceconsumptionat t = 0
RM k (t + 1) = RM k (t ) + x � 1

k RSk (t ) j RSk (t ) = RTk � RM k (t )
= x � 1

k RTk + (1 � x � 1
k )RM k (t )

RM k (t ) = x � 1
k RTk (

P t � 1
i =0 (1 � x � 1

k ) i ) + (1 � x � 1
k ) t RM k (0)

RM k (1 ) =
�

RTk if xk > 0:5
1 otherwise

(5)

For algorithmsthatdonot adaptthecurrentsystemcon-
�guration, they must �rst calculatean initial resourceus-
age in which there are no isolation costsbetweencom-
ponents. However, at the time such algorithmsare in-
voked they may only have availableinformationaboutthe
resourceusagefor the currentsystemcon�guration (i.e.,
RM k (t)). Using RM k (t), the resourceusagefor a con-
�guration with zero isolation costsbetweencomponents
(call it RUk ) must be estimated. RUk simply represents
the resourcecostof threadsexecutingwithin components.
Equation6 de�nestherecurrencerelationshipbetweensuc-
cessive adjustmentsto themeasuredresourceusage,given
the needto estimateRUk . In the equation,� k (t) repre-
sentsan estimateof RUk , which is derived from the mea-
suredresourceusagein thecurrentcon�guration,RM k (t),
andan estimateof the total isolation costsat time t (i.e.,
xk (

P
8i cis i ) j RM k (t) � RUk =

P
8i cis i ).

RM k (0) = resourceconsumptionat t = 0
� k (t ) = RM k (t ) � xk (RM k (t ) � RUk )

RM k (t + 1) = RUk + x � 1
k (RTk � � k (t ))

= x � 1
k RTk + (1 � x � 1

k )RM k (t )

(6)

Given that Equation6 and 5 reduceto the samesolu-
tion, heuristicsthat recon�gurea systembasedon thecur-
rent con�guration and thosethat startwith no component
isolationbothconvergeonasolutionwhenxk > 0:5. Equa-
tion 7 allowsthesystemto estimatethemispredictionfactor
for total isolationcosts. This equationassumesthat over-
headsunrelatedto isolationhold constantin thesystem.

xk = RM k (n � 1) � RT k

RM k (n � 1) � RM k (n )

= RS k (n � 1)
RS k (n � 1) � RS k (n )

(7)

3 MPD SystemImplementation

In this paper, we focuson theresourcemanagementand
algorithmicaspectsof mutableprotectiondomains(MPDs).
In thissectionwebrie�y outlinekey designelementsof the
component-basedsystemwearebuilding to supportMPDs.
We have addedtheability to interposecomponentservices
ontheservicerequestsof othercomponentsusingaversion
of Hijack [14]. An overview of thearchitecturecanbeseen
in Figure3.

The challengeis supportingboth direct functional in-
vocationwith little overheadwhenno isolationis present,
and inter-componentcommunicationwith argumentmar-
shalingthoughthe kernel when isolation is required. To
this end,every function that canbe invokedacrossa com-
ponentboundaryis pairedwith a capability and its user-
level shadow (KCap andUCapin the�gure). Thecapabil-
ity existswithin the trustedkernelandbestows permission
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Figure 3. MPD Inter ­component invocation.

to makeafunctionalinvocationacrossacomponentbound-
ary. Thecapabilitycontainsinformationregardingthecur-
rently con�gured isolation level betweenthe components.
Theshadow of thecapabilityatuser-level existssothatcur-
rentcon�guration informationcanbeeasilyaccessedfrom
user-level.

Speci�cally, the method by which a call from
client fn in component1 to server fn in compo-
nent2 dependson theisolationlevel betweenthetwo com-
ponents.Functionalitylinked into component1 examines
UCapdirectly. Speci�cally, a functionaddressis retrieved
from thecapabilityandinvoked.In thecasewhereno isola-
tion is present,this invocationcallsserver fn directlyas
in (a) . The server fn returnsdirectly to whereit was
invokedin client fn . In thecasethatfault isolationex-
istsbetweenthecomponents,stubcodespeci�c to thefunc-
tion is invoked to marshalargumentsas in (b) , and the
kernelis invoked.Theexistenceof thekernel-level invoca-
tion capability, KCap, is veri�ed andtheappropriatehard-
waremodi�cations aremadefor thecurrentisolationlevel
(e.g. switchingprotectiondomains). An upcall to a stub
in component2 then unmarshalsthe argumentsand calls
server fn . Returningfrom theserver fn reversesthis
process.Eachinvocationincrementsacounterin theappro-
priatecapability. Thesecounterseaseestimationof com-
municationcostsacrossspeci�c isolationboundaries.

The usercapability provides discretionaryaccesscon-
trol, but the kernel capability in conjunctionwith hard-
wareprotectionenforcesmandatorymemoryaccesscontrol
whenisolationis required. For example,if the usercapa-
bility is manipulatedto referencetheserver fn directly
whena higherlevel of isolationis present,aninvocationof
thatfunctionwould yield ahardwarememoryaccessfault.

To alter the isolation level betweencomponents,the
functionpointerin theUCap, andtheisolationlevel within
theKCap have to beupdatedfor eachinter-componentin-
vokablefunction. Additionally, thepagetablesfor compo-
nentsmustbeupdatedto representthedesiredcon�guration
whichusuallyentailstwo data-cacheaccesses.Altering the
isolation level for a given isolation instancethereforehas
predictableoverhead.

In ourprototypeimplementationonaPentium4 2.4Ghz

machine,invocationsusing (a) take 55 cycles averaged
over 10,000runs. This is in contrastto 18 cyclesfor a vir-
tual function call. An invocationusing(b) to a function
with no argumentstakes1510cycles(0.63 � sec),75% of
which is incurredby hardwareoverheads.Thesenumbers
arecompetitivebut maybeimprovedwith futureoptimiza-
tions.

4 Experimental Evaluation

This sectiondescribesa seriesof simulationsinvolving
single-threadedtaskson anIntel Core2quadcore2.66Ghz
machinewith 4GBof RAM. For all thefollowingcases,iso-
lationbene�t for eachisolationinstanceis chosenuniformly
at randomin the range[0; 255] 1 for the highestisolation
level,andlinearlydecreasesto 0 for thelowestlevel. Unless
otherwisenoted,theresultsreportedareaveragedacross25
randomlygeneratedsystemcon�gurations,with 3 isolation
levels (8i; N i = 3), and3 taskconstraints(i.e., 1� k� 3).
With theexceptionof theresultsin Figures6 and7, thesur-
plus resourcecapacityof the knapsackis 50% of the total
resourcecostof the systemwith maximumisolation. The
total resourcecostwith maximumisolationis 100002.

4.1 MMKP Solution Characteristics

In this sectionwe investigatethecharacteristicsof each
of the MMKP heuristics. The dynamicprogrammingso-
lution is usedwherepossibleasan optimal baseline. We
study both the quality of solution in termsof bene�t the
systemaccruesandthe amountof run-timeeachheuristic
requires. The ef�ciency of the heuristicsis importantas
they will berun eitherperiodicallyto optimizeisolation,or
on demandto lower thecostsof isolationwhenapplication
constraintsare not met. In the �rst experiment,the sys-
temcon�guration is asfollows: jE j = 50 andtheresource
costsfor eachedgearechosenuniformly at randomsuch
that8i; k; ciN i k 2 [0; 6]. Numericallylower isolationlevels
have non-increasingrandomcosts,andthelowestisolation
level has8i; k; ci 1k = 0.

Figure4(a)showsthenormalizedbene�t of eachheuris-
tic with respectto thedynamicprogrammingoptimal. The
x-axis representsthe fraction of the maximal usablere-
sourcesurplus usedas the knapsackcapacity. The ks
fine approachusesthe heuristicde�ned in Section2.3.
Heuristicspre�xedwith max startwith maximumcompo-
nentisolation,while thosepre�xedwith min startwith min-
imal isolation.Generally, theks fine algorithmachieves

1Isolationbene�t hasnounitsbut is chosento representtherelative im-
portanceof oneisolationlevel to anotherin arangeof [0..255],in thesame
way thatPOSIXallows therelative importanceof tasksto berepresented
by real-timepriorities.

2Resourcecostshave no unitsbut sincewe focuson CPUtime in this
paper, suchcostscouldrepresentCPUcycles.
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Figure 4. MMKP solution characteristics: (a) MMKP bene�t, and (b) heuristic run­times.

high bene�t regardlessof knapsackcapacity. Theotheral-
gorithmsachieve a lower percentageof the optimal when
they mustalter many isolationlevels, but the coarse re-
�nement versionsalwaysachieve higherbene�t relative to
the oneshot approaches.Altering the numberof edges
doesnot affect the resultssigni�cantly, except for very a
smallnumberof edges,soweomit thosegraphs.

Figure4(b) plots the executiontimesof eachheuristic
while varying the numberof edgesin the system. The
dynamic programmingsolution does not scale past 50
edgesfor 3 taskconstraints,so is not includedhere. The
oneshot algorithms'run-timesaredominatedby sorting,
while all coarse algorithmsdemonstrateahigherconstant
overhead. Contrarily, the ks fine re�nement heuristic
takessigni�cantly longerto completebecauseof its higher
asymptoticcomplexity.

4.2 SystemDynamics

In the following experiments,unlessotherwisenoted,a
systemcon�guration is generatedwherejE j = 200. Re-
sourcecostsare chosenuniformly at randomas follows:
8i; k; ci 3k 2 [0; 100), ci 2k 2 [0; ci 3k ], andci 1k = 0. Note
thatusingresourcecostschosenfrom a bi-modaldistribu-
tion to modelacritical path(i.e.,muchcommunicationover
someisolationboundaries,andlittle overmostothers)yield
similar results.

Dynamic Communication Patterns: The�rst dynamic
systembehavior we investigateis the effect of changing
communicationpatternsbetweencomponentswithin the
system. Altering the amount of functional invocations
acrosscomponentboundariesaffectstheresourcecostsfor
that isolation instance. Thus, we altered10% of the iso-
lation instance(i.e., edge)costsafter eachrecon�guration
by assigninga new randomcost.All algorithmsareableto
maintainapproximatelythesamebene�t over time. Table1
shows the percentageof isolationinstancesthat have their
isolationweakened,averagedover100trials.

Mispr ediction of Communication Costs: As previ-
ouslydiscussedin Section2.6,mispredictionof thecostof

Algorithm IsolationInstanceswith WeakenedIsolation

ks oneshot 3.4%
ks coarse 4.2%
ssh oneshot 2%
ssh coarse 2.5%
ks fine 3%

Table 1. Effects of changing comm unication
costs.

communicationover isolationboundariescanleadto slow
convergenceon the target resourceavailability, or even in-
stability. We usetheanalyticalmodelin Section2.6to pre-
dict and,hence,correctisolationcosts.This is doneconser-
vatively, asEquation7 assumesthatoverheadsunrelatedto
isolationhold constant.However, in a real system,factors
suchasdifferentexecutionpathswithin componentscause
variability in resourceusage.This in turn affectstheaccu-
racy of Equation7. Giventhis,we(1) placemoreemphasis
on predictionsmadewherethedifferencebetweenthepre-
vious andthe currentresourcesurplusesis large, to avoid
potentiallylargemispredictionestimatesdueto very small
denominatorsin Equation7, and(2) correctmispredictions
by at mosta factorof 0:3, to avoid over-compensatingfor
errors. Thesetwo actionshave the side-effect of slowing
the convergenceon the target resourceusage,but provide
stabilitywhentherearechangesin resourceavailability.

Figure 5(a) shows the resourcesusedfor isolation by
the ssh oneshot policy, when mispredictionin isola-
tion costsis considered.Other policies behave similarly.
In Figure 5(b), the initial mispredictionfactor, x, is cor-
rectedusingthe techniquesdiscussedpreviously. Thesys-
temstabilizesin situationswhereit doesnot in Figure5(a).
Moreover, stability is reachedfasterwith mispredictioncor-
rectionsthanwithout.

Dynamic Resource Availability: In Figure 6(a), the
light dottedline denotesa simulatedresourceavailability
for task � k j k = 1. The resourcesavailable to � 2 devi-
ateby half as much as thosefor � 1 aroundthe basecase
of 5000. Finally, resourceavailability for � 3 remainscon-
stantat 5000. This variability is chosento stressthe ag-
gregateresourcecostcomputation.Henceforth,traditional
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knapsacksolutionsthat start with minimal isolation will
be denotedby ks . Consequently, we introducethe ks
oneshot andks coarse heuristicsthatbehaveasin Al-
gorithms2 and3, respectively, but computea systemcon-
�guration basedon aninitially minimal isolationstate.We
canseefrom thegraphthatthosealgorithmsbasedon ssh
andks coarse areableto consumemoreresourcesthan
theothers,becauseof a moreaccuratecomputationof ag-
gregateresourcecost. Importantly, all algorithmsadaptto
resourcepressurepredictably. Figure6(b) shows the total
bene�t that eachalgorithmachieves. We only plot recon-
�gurations of interestwherethereis meagerresourceavail-
ability for � 1 (in recon�guration17),excessresourceavail-
ability for � 1 (in 24), a negative changein resourceavail-
ability (in 30),andapositivechangein resourceavailability
(in 36). Generally, thosealgorithmsbasedonssh yield the
highestsystembene�ts,closelyfollowedby ks fine .

Combining all Dynamic Effects: Having observedthe
behaviors of thedifferentalgorithmsundereachindividual
systemdynamic,we now considertheeffectsof themcom-
bined together. Here, we changethe cost of 10% of the
isolationinstancesin the system,while the resourceavail-
ability is changeddynamicallyin a manneridenticalto the
previous experiment. We assumean initial misprediction
factorof x = 0:6. Additionally, we employ a conservative

policy in which thealgorithmsonly attemptto use30%of
all surplusresourcesfor eachrecon�guration.

Figure7(a) presentsthe resourceusageof task� 3. Re-
sourceavailability is againdenotedwith the light dotted
line. Figure7(b) presentstheresourceusagefor � 1. Dueto
spaceconstraints,we omit � 2. In bothcases,thessh algo-
rithmsareableto usethemostavailableresource,followed
closely by ks coarse . The key point of thesegraphs
is thatall heuristicsstaywithin availableresourcebounds,
except in a few instanceswhen the resourceusageof the
currentsystemcon�gurationbrie�y lagsbehindthechange
in availableresources.Figure7(c) plots the systembene-
�t for the differentalgorithms. As in Figure6(b), we plot
only recon�gurationsof interest.In mostcases,algorithms
basedonssh performbest,followedby ks fine . Of no-
tableinterest,thessh oneshot algorithmgenerallypro-
videscomparablebene�t to ssh coarse , which hasan
orderof magnitudelongerrun-time.Figure7(d) shows the
amountof recon�gurationsthe differentalgorithmsmake,
thatlessenisolationin thesystem.Althoughwe only show
resultsfor several recon�gurations,ssh oneshot per-
formsrelatively well consideringits lower run-timecosts.

Next, the feasibility of mutableprotectiondomainsis
demonstratedby using resourceusagetracesfor a blob-
detectionapplication,which could be usedfor real-time
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Figure 7. Solution characteristics given all system dynamics.

vision-basedtracking. The application, built using the
opencvlibrary [13] is run 100 times. For eachrun, the
correspondingexecution trace is converted to a resource
surpluspro�le normalizedover the rangeusedin all prior
experiments: [0,10000]. We omit graphical resultsdue
to spaceconstraints.17:75% of componentsmaintainthe
samefault isolation for all 100 systemrecon�gurations,
while 50%maintainthesameisolationfor at least15 con-
secutive systemrecon�gurations.This is an importantob-
servation,becausenot all isolationinstancesbetweencom-
ponentsneedto be changedat every systemrecon�gura-
tion. On average,86% of availableresourcesfor isolation
areusedto increasesystembene�t. Over the100applica-
tion trials, taskconstraintsaremet 75% of the time. 97%
of the time, resourceusageexceedstaskconstraintsby no
morethan10%of themaximumavailablefor isolation.

5 RelatedWork

The multi-dimensionalmultiple choiceknapsackprob-
lem(MMKP) hasbeenaddressedby others[9, 15, 2]. Sim-
ilarly, thework on QRAM proposessolutionsto themulti-
resourcediscreteQoSproblemto maximizesomenotionof
systemutility [10]. In other relatedwork, QoS architec-
tureshave beendevelopedfor thepurposesof meetingthe

needsof real-timeandmultimediaapplications[1, 19, 3].
A key characteristicof ourwork is theadaptationof system
structure,in responseto changingresourceavailability, to
maximizeisolationbene�t while meetingtaskconstraints.
A novel aspectcoveredby our work is the methodof ad-
dressingmispredictionsin thecostsof isolationand,hence,
communicationbetweencomponentsdueto e.g.caching.

OS-providedfault isolationhasbeenstudiedextensively
in pastresearch.� -kernelsisolateall but the most funda-
mentalservicesat user-level, anduseef�cient IPC to com-
municatebetweenprotectiondomains[11]. Component-
basedsystemssuchas Pebble[7] focus on reducingIPC
overheadsbetween�ne-grained components,while others
map componentsto the sameprotectiondomain [12], or
supporta statically con�gurable systemstructure[6, 5].
Other researchhas producedmechanismsthat enhance
fault-isolationin monolithic systems[4, 20]. In contrast,
this paperproposesan approachthat allows the structure
of a systemto changeaccordingto applicationconstraints,
with theobjectiveof maximizingfault isolationbene�t.

6 Conclusionsand Future Work

Thispaperdescribesacomponent-basedsystemsupport-
ing mutableprotectiondomains(or MPDs). Using MPDs,



a systemis able to adaptthe fault isolationbetweensoft-
ware components,therebyincreasingits dependabilityat
the potentialcostof increasedinter-componentcommuni-
cationoverheads.Suchoverheadsimpacta numberof re-
sources,including CPU cycles, therebyaffecting the pre-
dictability of a system.We show how sucha systemcanbe
representedas a multi-dimensionalmultiple choiceknap-
sackproblem(MMKP). Although prior solutionsexist for
MMKPs, they eitherrequireexpensiveoff-line calculations
or assumeknapsacksareinitially emptywhenderivingaso-
lution. Suchemptyknapsackscorrespondto a systemwith
no (or the lowestlevel of) componentisolation. However,
for a practicalsystemto supportthenotionof mutablepro-
tectiondomains,it would be bene�cial to make the fewest
possiblechangesfrom the currentsystemcon�guration to
ensureresourceconstraintsarebeingmet, while isolation
bene�t is maximized.

We compareseveral MMKP approaches,including our
own successive stateheuristic(ssh ) algorithms. Due pri-
marily to its lowerrun-timeoverheads,thessh oneshot
algorithmappearsto bethemosteffectivein adynamicsys-
tem with changingcomponentinvocationpatterns,chang-
ing computationtimeswithin components,andmispredic-
tion of isolationcosts.Themispredictionof isolationcosts
is, in particular, a novel aspectof this work. In practice,it
is dif�cult to measurepreciselythe inter-componentcom-
munication(or isolation)overheads,dueto factorssuchas
caching.Usingarecurrencerelationshipthatconsidersmis-
predictioncosts,we show how to compensatefor errorsin
estimatedoverheads,to ensurea systemconvergesto a tar-
getresourceusage,while maximizingisolationbene�t. We
arecurrentlybuildingasystemusingMPDsandfuturework
will focusontheuseof varioushardwaretechniquesto vary
isolationbetweencomponents.
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