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(57) ABSTRACT

An efficient method and apparatus for regulating access to
information objects stored in a database in which there are
a large number of users and access groups. The invention
uses a representation of a hierarchical access group structure
in terms of intervals over a set of integers and a decompo-
sition scheme that reduces any group structure to ones that
have interval representation. This representation allows the
problem for checking access rights to be reduced to an
interval containment problem. An interval tree, a popular
data structure in computational geometry, may be imple-
mented to efficiently execute the access-right checking
method.
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