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Abstract

To construct high performance Web servers, system builders
areincreasingly turning to distributed designs. An important
challenge that arises in such designsis the need to direct in-
coming connections to individual hosts. Previous methods
for connection routing (Layer 4 Switching) have employed a
centralized nodeto handle all incoming requests. In contrast,
we propose a distributed approach, called Distributed Packet
Rewriting (DPR), in which all hosts of the distributed system
participate in connection routing. DPR promises better scal-
ahility and fault-tolerance than the currrent practice of using
centralized, special-purpose connection routers. In this pa-
per, we describe our implementation of four variants of DPR
and compare their performance. We show that DPR pro-
vides performance comparable to centralized alternatives,
measured in terms of throughput and delay. Also, we show
that DPR enhances the scalability of WWeb server clusters by
eliminating the performance bottleneck exhibited when cen-
tralized connection routing techniques are utilized.

1. Introduction
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Connection Routing: Consider the sequence of events that
occur as a result of a client requesting a document from a
Web server. First, the client resolves the host's domain name
to an initial IP address. Second, the IP address itself may
represent a distributed system, and one of the hosts in the
system must be chosen to serve the request. There are many
ways to perform the first mapping (from domain name to ini-
tial IP address). For example, this mapping could be coded
in the application as is done within Netscape Navigator to
access Netscape's Home Page [8]. Alternately, this mapping
could be done through DNS by advertising a number of IP ad-
dresses for a single domain name. Similarily, there are many
ways to perform the second mapping (from initial IP address
to actual host). For example, this mapping could be done at
the application level, using the HTTP redirection approach
[1] or using a dispatcher at the server [2, 17].

While initial attempts to implement connection routing
for scalable Web servers focused on using the mapping from
domain names to IP addresses [10], recent attempts have fo-
cussed on the second kind of mapping (IP addresses to hosts)
because of the potential for finer control of load distribution.
One common feature of all of these attempts (whether pro-
posed or implemented) is that a centralized mechanism is em-
ployed to perform the mapping from IP addresses to hosts.
Examples include the Berkeley MagicRouter [2], the Cisco

The phenomenal, continual growth of the World Wide Web| gcal Director [17], and IBM's TCP Router [7] and Network
(Web) is imposing considerable strain on Internet resourcegyispatcher [9].

prompting numerous concerns about the Web's continued vi-

ability. In that respect, one of the most common bottleneck IF')StF\EIgu;e?eg]%nneglt?]gtRaﬁluo“nsgtIE]J:' rr;?aDPE: Igegoggﬁ,ta' ad-
is the performance of Web servers—popular ones in partic- ! 'qu W pping betw

ular. To build high performance Web servers, designers ar%%%f%?&?ﬁ?ééﬁﬁﬁ Imp;g:;ﬁ: TIZ? 'g'sg' Egﬁdt')ee]:/f:gﬁgg as a
increasingly turning to distributed systems. In such SyStedeistributed method of mapping IP addresses t servers.

a collection of hosts work together to serve Web requests: . ;
Distributed designs have the potential for scalability and cos:t;!JSIng DPR, every host in a Web server cluster acth as a

effectiveness; however, a number of challenges must be aﬁ_erver and as a connection router. Thus, unlike existing solu-
I

dressed to make a set of hosts function efficiently as a sing ons thatrely ona smgle, centralized connection router, DPR
server. enables both the service and the routing responsibilities to be
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LIf m = 1, then DPR becomes similar to the centralized solutions men-
tioned above—the difference being that DPR alldoth packet routing and
service to be combined on the same node.



shared by all hosts in the cluster. Distributing the connection offered quality of service. For example, a solution that
routing functionality allows for true scalability, since adding  allows for a single point of failure may result in major

a new host to the cluster automatically adds enough capacity disruptions due to the failure of a miniscule fraction of
to boosthoth Web service and connection routing capacities.  the system.

Toillustrate the benefits of using DPR, consider the prob-5- Connection Assignment Flexibility: Connection assign-
lem of scaling up a Web site that initially consists of a sin- Ment techniques should be flexible enough to support re-
gle server host. Adding a second server host using typical SOUrceé management functionalities—such as admission
existing solutions (for example, Cisco's Local Director [17], ~ control and load balancing.

or IBM's NetDispatcher [9]) requires using special-purpose | the remainder of this paper we show how DPR sup-

hardware to distribute incoming HTTP requests between th%orts these goals in the construction of tEMMONWEALTH

two server hosts. This kind of centralized solution providesggryer. In the next section we review related work and show

connection routing capacity that far surpasses what a twoghy DPR s different from previous proposals for connection

host server is likely to require. In other words, the upgrad&qyting in Web servers. Then in Section 3 we describe the de-

path (and hence the price tag) for a centralized solution igjgn tradeoffs for DPR and the variants of DPR that we have

not truly incremental: the two-host server will be roughly implemented and tested in our laboratory. In Section 4 we

three times the cost (if an ordinary PC is used as a centraksy oy performance results using DPR, indicating that DPR

ized router) and may reach ten times the cost of a single-hogtquces minimal overhead and that it achieves performance

server. scalability superior to that achievable using existing central-
An additional, importantissue for many content providersized connection routing. Finally, in Section 5 we conclude

is that the centralized solution creates a single-point-ofwith a summary.

failure in the system, which leads to even more costly solu-

tions such as using a second, standby connection router. Thys

for mission-critical Web sites, centralized connection routing2- R€lated Work

escalates the imbalance in capacity between connection rou

ing and connection service. These problems disappear wh

using a DPR-based architecture. Adding a second server

breliminary work on scalability of Web servers has been per-
§8rmed at NCSA [10] and DEC WRL [14]. In both cases,

. . ) . . ﬁ8ad is balanced across server hosts by providing a mapping
the site requires no special hardware, introduces no Smgl‘?iom a single host name to multiple IP addresses. In accor-

point-of-failure, and utilizes the added capacity (and hence, .o \yith DNS standard, the different host IP addresses are
dollgrs spenj[) to scalg .bOth the connection routing and COM3dvertised in turn [16]. I’n addition to its violation of the
nection service capacities equally. transparency property discussed in the previous section, both
Paper Contribution and Scope: The novelty of DPR lies the NCSA and DEC WRL studies observe that this “Round
in its distribution of the connection routing protocol (Layer Robin DNS” (RR-DNS) approach leads to significant imbal-
4 Switching), which allows all hosts in the system to partic-ance in load distribution among servers. The main reason is
ipate in request redirection, thereby eliminating the practicehat mappings from host names to IP addresses are cached by
of using a special purpose connection router to achieve thabNS servers, and therefore can be accessed by many clients
functionality. while in the cache. The simulations in [7] suggest that, even
DPR is one of the salient features@dmvmonweaLtH—  if this DNS caching anomaly is resolved, the caching of Host-
an architecture and prototype for scalable Web servers bein§-IP translationst the clientsis enough to introduce signif-
developed at Boston University. The design of DPR is drivericant imbalance.

by a large set of goals that tl@mmonweALTH architecture Rather than delegating to DNS the responsibility of dis-
strives to achieve. These goals are: tributing requests to individual servers in a cluster, several

1. Transparency: Clients should not be exposed to design "€s€arch groups have suggested the use of a local “router’
internals. For example, a solution that allows a client tof@ Perform this function. For example, the NOW project
distinguish between the various servers in the cluster—at Berkeley has developed the MagicRouter [2], which is
and hence target servers individually—is hard to control,@ Packet-filter-based approach [13] to distributing network

2. calability: Increasing the size of the cluster should re-Packets in a cluster. The MagicRouter acts as a switch-
sult in a proportional improvement in performance. In board that distributes requests for Web service to the indi-
particular, no performance bottlenecks should prevent th&idual nodes in the cluster. To do so requires that packets
design from scaling up. from a client be forwarded (or “rewritten”) by the Magic-

3. Efficiency: The capacity of the cluster as a whole shouldRouter to the individual server chosen to service the client's
be as close as possible to the total capacity of its conT CP connection. Also, it requires that packets from the server
stituent servers. Thus, solutions that impose a large ovebe “rewritten” by the MagicRouter on their way back to the
head are not desired. client. Thispacket rewriting mechanism gives the illusion

4. Graceful Degradation: The failure of a system compo- of a “high-performance” Web Server, which in reality con-
nent should result in a proportional degradation in thesists of a router and a cluster of servers. The emphasis of



the MagicRouter work is on reducing packet processing timehe same distributed server. We refer to the first server host
through “Fast Packet Interposing”, not on the issue of balto which a packet arrives as thewriter, and the second host
ancing load. Other solutions based on similar architectureas thedestination.

include the Local Director by Cisco [17] and the Interactive  cantralized schemes place the rewriting task within the

Network Dispatcher by IBM [9]. routers connecting a distributed web server to the internet (or

An architecture slightly different from that of the Magic- as close to such routers as possible). DPR instead transfers
Router is described in [7], in which a “TCP Router” acts this responsibility to the Web servers it concerns. This can
as a front-end that forwards requests for Web service to thbe seen as an instantiation of the end-to-end argument: the
individual back-end servers of the cluster. Two features ofchoice of the final server is essentially a service-specific de-
the TCP Router differentiate it from the MagicRouter solu-cision, and so should be made as close as possible to the ser-
tion mentioned above. First, rewriting packets from serversvice points rather than being distributed throughout general-
to clients is eliminated. To do so requires modifying the purpose network components.

server host _kernels, which is not needed urjder the Magic- Another important advantage of DPR is that the amount
Router solution. Second, the TCP Router assigns connections routing bandwidth scales with the size of the system, in

to servers based on the state of these servers. This means taghirast to the centralized approaches. Furthermore, since the
the TCP Router must keep track of connection assignments,ing function is distributed, this system can not be wholly

The architecture presented in [11] uses a TCP-basedisabled by the failure of a single node—as is possible under
switching mechanism to implement a distributed proxycentralized approaches.

server. The motivation for this work is to address the per- 1he DPR scheme assumes that requests arrive at the in-
formance limitations otlient-side caching proxies by allow-  gjiqual hosts of the server. This can occur in a number of
ing.a nym_ber of servers to act as _asingle proxy for clients Of/vays. The simplest approach (which we currently use) is
an institutional network. The architecture in [11] use®a {4 gistribute requests using Round-Robin DNS. Although re-
tralized dispatcher (a Depot) to distribute client requests toquests may well arrive in a unbalanced manner because of
one of the servers in the cluster representing the proxy. Thg,qo |imitations of RR-DNS, hosts experience balanced de-

function of the Depot is similar to that of the MagicRouter. anqs for service because of the redistribution of requests
However, due to the caching functionality of the distributed performed by DPR.

proxy, additional issues are addressed—mostly related to the
maintenance of cache consistency among all servers in t .
cluster y g rBas.lgn Tradeoffs

Two design issues arise in determining the specific capabili-
ties of a DPR implementation. First, will routing decisions be

based on stateless functions, or will it require per-connection
As described in Section 1, our goals in developing DPRstate? Second, how should rewritten traffic be carried on

were transparency, scalability, efficiency, fault tolerance, andhe server network? The following sections investigate these
flexibility in connection assignment. Previous centralizedquestions and describe decisions made in our various imple-
approaches (described in Section 2) have focused on trangentations extending the Linux 2.0.30 kernel with DPR sup-
parency and load balance: these are natural features derivifR§It.

from a design using centralized routing. The two dominan .
styles of centralized routing are shown in Figure 1 (a) and (b)t:St.ateless-vs Stateful Routing. .

Figure 1 (a) shows the MagicRouter style, in which packetét is poss!ble to ba_Iance load across server hosts using a state-
traveling in both directions are rewritten by a centralized host'€SS routing functione.g., a function that computes a hash
Figure 1 (b) shows the TCP router style, in which only paCk_value based on the source and destination IP and TCP port
ets traveling from the clients are rewritten, still by a central-2ddresses of the original packet. On the other hand, more
ized host. An important advantage of the TCP router style i$OPhisticated load balancing policies may require more in-

that the majority of bytes in a Web server flow from the serverfformation than what is contained in the packets, for example,
to the client, and these packets do not require rewriting. ~ Knowledge of load on other hosts. In this case, each rewrit-
ing host must maintain a routing table with an entry for each

In contrast to centralized approaches, we seek to addreéggnnection that is currently being handled by that host.
our wider set of goals, which also include scalability and fault

tolerance. As a result we adopt a distributed approach to TCBtatelessApproach: In the s_tatgless approach, we use a sim-
routing, namely distributed packet rewriting. Under DPR, ple hash function on the client's IP address and port number

each host in the system provides both Web serasicipacket to determine the dgstination of each packelt. .Since the client's
routing functions, as shown in Figure 1(c). Under DPR the!P/Port forms a unique key for requests arriving at the server,
structure of any connection is conceptually a loop passinghis function is sufficient to distribute requests.

through three hosts (client and two server hosts). The entire Using server logs from the BU Web site in simple sim-
set may have no hosts in common with another connection oalations, we have verified that our hash function is effective

3. Implementation of DPR
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Figure 1. lllustration of various architectures for distributed Web Servers

at balancing load (in terms of hits per server over time) forBecause of this shortcoming, we used this implementation
actual client request arrivals. An important factor in this suc-only as an indication of an upper bound on the performance
cess is the use of the client port number as an input to théhat can be achieved with DPR-style techniques.

hash function; the client's TCP layer indirectly chooses theg; e Approach: In the stateful approach, the packet rout-

final server when it selects its ephemeral TCP port. Succegag decision is based on more information than is contained

sive port numbers from the same client should map to dify, the packet. For example, a stateful approach is necessary

ferent server hosts, dispersing each burst across servers, afdyrder to route connections based on the current load on
thus alleviating the imbalance due to the burstiness of C“e”éach server host. Most of our efforts have concentrated on
requests [7]. this approach.

Although stateless implementations are lightweight andgatef |mplementation: In the stateful method, rewriters
the resulting server load distributions are acceptable, we mugfst track TCP connection establishment and termination. A
keep in mind the inability of the rewriter to route a con- (a6 of connections currently being rewritten is maintained
nection based on other factors (such as end-server load, dify gach host and is consulted in order to rewrite each packet.
tance, availability, or the necessity that successive requests & implementing these functions we were able to adapt fea-
routed to the same host for correct session semantics). 1 res from code already present in the Linux kernel that sup-
Sateless/LAN Implementation: This variant takes the sim- portsIP Masguerading. IP Masquerading [12] was devel-
plicity and speed of stateless MAC address rewriting to aroped to allow multiple hosts to function behind a firewall
extreme. Because no state is stored, the additional code amdthout valid IP addresses. Thus, IP Masquerading supports
data required is small. The Stateless/LAN implementatiorconnections that are initiatdcbm the “hidden” hosts. In or-
simply overwrites the MAC address of the packet and re-der to support a distributed server, we need to support con-
transmits it on the LAN. The simplicity of the transformation nections connecting the hidden hosts.

allows rewriting to occur in the context of the network de- Using the IP Masquerading functions adapted to support
vice driver, namely, in the kernel routine that device drivers, istriputed server, the rewriter has considerable freedom
use to register incoming packets. This implementation thug, -hoose a destination when it receives the first packet of a
receives, rewrites, and retransmits packets all within a singlgjient's TCP stream. After noting its decision in a state table,
interrupt service cycle; furthermore, no device-specific mod-t then forwards each packet associated with the connection
ifications are required. using either the MAC rewriting or IPIP encapsulation tech-
While rewriting the entire request in the interrupt rou- nique, depending on the network location of the destination.

tine provides performance virtually indistinguishable from At present, the routing decision for a newly observed con-

that of a dedicated rewriting router (see Section 4), OUection is made by simply obtaining the next entry in a ring of

Stateless/LAN implementation is not practical. When Stateserer addresses. This ring is extended to user space through

less/LAN processes fragmented packets, only the first IR gq¢ sockopt (2) system call. By populating the ring in-

fragment conta_ins the necessary TCP port informatio'n to €Nalligently, a user daemon can adjust the rewriting policy as
sure proper delivery and subsequent fragments are misroutegaver conditions change.



We note that independently and at approximately theback alias devices with the extra addresses.
same time as our work, Clarke developed a general-purpose
TCP forwarding kernel extension based on IP Masqueradingl .
[5] which can also be used to support implementation of dis2 Performance Evaluation

tributed Web servers. In this section we describe the performance of DPR vari-

Addressing Techniques: ants. We have two goals: first, to characterize the overheads

There are two approaches to addressing packets bound fBFeSent in DPR; and second, to study the scalability of DPR
another host in a multiple-server environment, depending o@S compared to centralized connection routing.

whether the original destination IP address must be commu- To address these two goals we ran two series of exper-
nicated from the rewriter to the destination host. iments. The first series used a small network in determin-

ing the performance overhead of Stateful DPR and State-

The first approach is appropriate when there is only oni9 - :
published IP address for the whole Web server cluster (a£SS/LAN DPR when compared to a centralized connection
uter, and to baseline cases involving no connection rout-

would be the case when a centralized connection router i - -
used). In this case, the original packets destination IP adiNg- For this set of experiments we used the SPECweb96 [6]

dress (IR) is replaced with that of the new destination ()P benchmarking tool because it places relatively smooth load-

and then the packet is routed normally. When the new dednd On the server over time.

tination transmits packets to the client, it must be careful to The second series of experiments concentrated on explor-
replace its IP source address {JRvith that of the rewriter ing the scalability of Stateful DPR compared to centralized
(IP,), because the client believes its connection to be withconnection routing. Since our goal in this section was to ex-
the rewriter {.e. IP;). Every host in the Web server cluster plore how DPR would behave under realistic conditions, we
knows that its outbound traffic should always bear the sourceised the Surge reference generator [4] to provide the server
address IP, so the address |eed not explicitly appear in workload. Surge is a tool developed as part of themc
rewritten packets. MONWEALTH project that attempts to accurately mimic a

One consequence of this technique is that the IP and TCPX€d population of users accessing a Web server. It adheres
checksums need to be adjusted when rewriting, since thel SX emplrlcall_y mea_sured stat|st|.cal properties of ty_p|cal
both depend on the destination IP addresses in the packet. ( ent requests, including request size distribution and inter-

practical terms, only the IP checksum is important, since |prrival time distribution. As a result, it places a much burstier
routers do not examine the payload of IP packets they enI_oad on the server than does SPECweb96. In addition, while

counter [3]. However, firewalls and other types of “smart SPECWeb96 uses an open system model (requested work-

routers” might in fact examine the TCP checksum, so it isl02d iS specified in GETs/sec), Surge adopts a closed system
advisable to recompute it as well.) model (workload is generated by a fixed population of users,

which alternate between making requests and lying idle). As

The sgcond approach appli(_es to systems with more thag eg|t, Surge's workload intensity is measured in units of
one published IP address, as in DPR. In a DPR system, gger Equivalents (UES).

mechanism is needed to communicate both the original ad- ) ) , i
dress (IR) and the rewritten address (JPin packets sent In both series of experiments we rgstncted our configura-
between the rewriter and the destination hosts so that the delions to a single LAN in order to provide repeatable results.
tination knows how to populate the IP source address field"[though the LAN was not completely isolated during our
The most efficient method we used was to rewrite the MACTe€asurements, only a negligible amount of unrelated traffic
address of the packet and retransmit, leaving the originaiMoStly ARP requests) was present.

packet's IP addresses and checksums undisturbed. (This is

how Internet hosts normally send packets through a gateway4.1. Performance Overhead of DPR

Although fast, the method only works if both servers are lo-
cated on the same LAN. If the servers are on different LANSs,
then IP-level routing is necessary. In this case we tunnel th
original packet to IR with IPIP encapsulation as described in
RFC2003[15]. When the packet arrives at |Ehe outer IPIP
header is discarded and the inner header is interpreted.

As described above, SPECweb96's principal independent
arameter is the requested throughput, measured in HTTP
ETs per second. The measured results of each experiment
are the achieved throughput (which may be lower than what
was requested) and the average time to complete an HTTP
. o GET (measured in msec/GET). For each experiment, we ran
Whether MAC rewriting or IPIP encapsulation is used, SpECweb96 for the recommended 5 minute warmup, after
the server with primary address,lventually receives and \yhich measurements were taken for 10 minutes. System
processes an IP packet bearing the original destination agosts (both clients and servers) consisted of Hewlett-Packard
dress IR. Therefore, each server must be configured to reygcira PCs, each having a 200MHz Pentium Pro processor,
spond to all of the possible original destination addressegs \p of memory, and a SCSI hard drive. Servers ran Linux
(;uch as IP) in ado!ltlon tp its own primary address: Inour 2.0.30 on Linux ext2 filesystems, while clients ran Windows
Linux implementation, this was just a matter of adding 100p-NT 4.0. We used the NT Performance Monitor to ensure that
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Figure 2. Throughput of DPR Variants Figure 3. Request Delay of DPR Variants

our clients had capacity to spare when our servers became .

saturated. The LAN was a 100 Mbit/sec Hewlett-Packard M @ 2-host server system. The Centralized Router results
AnyLAN switch; this star network is frame-compatible with represent the performance of the qut common alterna'glye to
Ethernet, but it also uses a round-robin schedule together wit PR, anfd Sho}’]\' the effeﬁt of removmﬁ the p?cketkrewntmgl
a client sensing mechanism so that packet collisions do n Encﬂon rom the server hosts. Note that eac packet travels
occur. The Web servers used were Apache 1.2.4. rough two server nodes in the DPR and Centralized Router

) i i cases, and through only one server node in the Baseline cases.
We describe the results of six experiments:

The Stateless/Imbalanced and Stateful/Imbalanced exper-
Baseline 1-Host. This experiment tests the performance of aiments serve to show the worst possible performance of DPR,
single, unmodified server driven by a single client. i.e., when the arriving request load is maximally imbalanced
Baseline 2-Host. This experiment consists of two simulta- (all requests to one host). The Stateful/Balanced experiment
neous copies of the Baseline 1-Host experiment. It usesllows comparison of the best and worst possible load arrival
two clients and two servers, and each client sends requestistributions for DPR.
to only one server.

Centralized Router. This experiment consists of two clients Throughput:

sending requests to a centralized connection router whicH1 F|gure 2 we show the achleved throughput of each ex-
then distributes the load evenly between two servers. ThBErimental system as a function of the requested throughput.
Centralized Router implementation is our Stateful DPR! € Baseline 1-Host case saturates at about 100 GETs/sec,

configured to redirect all connections to the other twoand the Baseline 2-Host case at the Corresponding Ievg:l of
servers (i.e. the routing function does not compete WithabOUt 200 GETs/sec. In betwgen the experiments fall into
local web service). two groups: th_e Stateful experiments saturate at about _180
. . GETs/sec, while the Stateless/Imbalanced and Centralized
Stateless/lmbalar?ced. This expenment uses the State- Router saturate at about 195 GETs/sec. The fact that the
Ie;s/LAN variant of DPR, running on two hosts. Two Stateful/Balanced and Stateful/Imbalanced show nearly iden-
clients generate requests, but they.smijdequests to one tical performance indicates that when requests arrive in a
of the server hosts, which then redistributes half of them.highly imbalanced way and all packet rewriting occurs on
Stateful/Imbalanced. This experiment uses the Stateful oy one host, DPR is still able to achieve good throughput.
variant running on two hosts. Again two clients generaterpis comparison indicates that the performance demand of
requests, sending all requests to one host, which redigsacket rewriting is quite moderate, and so adding a packet

tributes half of them. rewriting function to a host already performing Web service
Stateful/Balanced. This experiment again uses the Stateful does not represent a significant additional burden.

variant, but now the two clients generate equal amounts of

requests for each server host. Each host then redistribut?ﬁe

half of its requests, sending them to the other server.

Comparing the Stateful and Stateless cases, we see that
Stateless case performs indistinguishably from the Cen-
tralized Router case, and they both are equivalent to the Base-
Baseline 1-Host and Baseline 2-Host define the range of posine 2-Host case (in which no packet rewriting is taking place
sible performance for the systems under study, with Baselinat all). The similarity of the Stateless to the Baseline 2-Host
2-Host defining the best performance that might be expectedase shows that the performance cost of packet rewriting in
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the Stateless/LAN implementation is negligible. milliseconds as well. The addition of additional packet pro-

cessing due to Stateless/LAN DPR, which appears to be on

An important implication of the similarity of the Stateless q hundred . ds. i licibl
and Centralized Router cases is that the centralized connetil€ order of tens to hundreds of microseconds, is a negligible

tion routing architecture is not cost-effective. This is becausé@dditional cost for a Web server application.
an entire node has been allocated to the connection routiri .

task (there are three nodes in the Centralized Router cage2. Scalability of DPR

and only two in the DPR cases). Thus the additional cost OfThe previous section showed that the overheads of DPR were

adding a specialized connection router to a small system ma¥o greater than that of a centralized connection router, and

not be justified. It is just as efficient, and cheaper, to use th : .

. at even when connection routing load was completely un-
server hosts already present to perform the connection rou salanced. svstem performance did not suffer. These results
ing function. This point will be reinforced by our results in ' SY P N

. . . suggest that DPR should show good scalability, but it is still
Section 4.2 on the scalability of the DPR architecture com- , S k
. - . necessary to evaluate DPR's scalability in practice. For com-
pared to the centralized routing architecture. . : .
parison purposes we also evaluate the centralized connection

Delay: routing case.

In addition to providing high throughput, it is important to The scalability series of experiments took place on differ-
verify that DPR does not add unacceptable delays to the sygnt equipment than the performance overhead experiments.
tem. In Figure 3 we show the average response time of aAll of the Web/DPR servers were Dell Dimension PCs with
HTTP GET (in msec/GET) as a function of system through-64 MB of memory and IDE hard drives running Linux 2.0.30
put, for the same six experiments. In this figure we onlyand Apache 1.2.1. Four of the Web servers had 200 MHz
plot those points for which achieved and requested throughPentium Pro processors, and one had a 233 MHz Pentium
put are nearly equal, so throughput does not reach quite thik. The latter system appears in our results as the fourth Web
same maximum values as in Figure 2. Figure 3 shows thaterver in both DPR and centralized connection router experi-
the experiments break into the same groupings as beforeents. Our fastest system, a 266 MHz Pentium Il, was used
Again, the Stateful/Balanced and Stateful/Imbalanced casemly as a connection router. Both clients and servers used
show approximately similar performance. Furthermore thelLinux ext2 file systems. The LAN was a 12-port 3Com Su-
Stateless case shows approximately similar delays to the TQferStack Il Switch 3000 10/100 running Ethernet in full du-
Router and the Baseline 2-Host cases. plex at 100Mb/s. The total bandwidth measured during the

Since packets travel through an additional server node ig*Periments show that network capacity was not a limiting
the DPR and TCP Router cases as compared to the Baseliffftor; we also observed'that our clients were able to saturate
2-Host case, there is a potential for greater delay in thos@Ur Servers before reaching their own capacity.
cases. However, it appears that the additional delays induced As described above, for these experiments we used the
by the additional hop are small compared to the average reSurge load generator. In the DPR cases, we configured Surge
sponse time for an HTTP GET. The response time of an avso that equal amounts of traffic were directed at each server
erage HTTP GET under SPECweb96 is in the range of 25 ttost. In anV host system, each DPR host sery¢d’ of the
150 milliseconds on a LAN. Were the system serving packetsequests locally and distributé®’ — 1)/N of the requests
over the global Internet, response times would be even greatequally to the other hosts in the system. In adopting this
since the added round-trip times would be tens to hundreds abuting policy, our results for DPR are quite conservative.



A better policy that is still quite practical would be for each tralized approaches are considerable: the amount of routing
server host to only redirect requests that arrive when the hogtower in the system scales with the number of nodes, and the
is loaded above the system average; in that case, a fraction efstem is not completely disabled by the failure of any one
requests much smaller th&V — 1) /N would be redirected, node. DPR allows more cost-effective scaling of distributed
and the overall performance of the DPR system would be betservers, and as a result more directly supports the goals of the
ter than that reported here. COMMONWEALTH project.
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