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Abstract—

The cost and complexity of deploying measuement in-
frastructur e in the Internet for the purpose of analyzing
its structur e and behavior is considerable. Basic questions
about the utility of increasingthe number of measuements
and measurement sites have not yet beenaddressedwhich
hasledto a“mor eis better” approachto wide-areameasure-
ment studies. In this paper, we step toward a more quan-
tifiable understanding of the marginal utility of performing
wide-areameasurementsin the context of Inter net topology
discovery. We characterizethe obsewable topologyin terms
of nodes,links, nodedegreedistrib ution, and distrib ution of
end-to-endflows using statistical and information-theoretic
techniques. We classify nodesdiscovered on the routesbe-
tweena setof 8 sourcesand 1277destinationsto differ entiate
nodeswhich make up the socalled “backbone” from those
which border the backboneand thoseon links betweenthe
border nodesand destination nodes. This processincludes
reducing nodesthat advertise multiple interfacesto single
IP addressesWe show that the utility of adding sourcesbe-
yond the secondsourcequickly diminishesfrom the perspec-
tive of interface, node, link and node degreediscovery. We
also show that the utility of adding destinationsis constant
for interfaces, nodes,links and node degreeindicating that
it is moreimportant to add destinationsthan sources.

Keywords— Network measurement, traceroute, topology
discovery, Inter nettomography

. INTRODUCTION

An emeqging stratey to gaininsightinto the conditions
and configurationinsidethe Internetis the useof end-to-
endmeasurementsom a setof distributedmeasurement
points.A designgoalof thelnternethasbeento emphasize
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simplicity in its internalcomponentsfor thisreasonmea-
surementsnadeatnetwork endpointsareespeciallyattrac-
tive. An exampleof this approachs theuseoft r acer -
out e [17] for the discovery of network connectvity and
routing.

While traceroutds remarkablyflexible andinformative,
it is an openquestionhow usefultraceroutds for uncov-
ering topologicalinformation aboutthe Internet. In this
paperwe study the useof tracerouteas a tool for Inter
net topology discovery. We considerthe commoncase,
in which active measuremertites(traceroutesourcespre
relatively scarcewhile passve measuremertites(tracer
oute tagets) are plentiful. In such experiments,each
traceroutesourceis ableto discover a directedgraph,in-
ducedby IP routing, from itself to all of the destinations.
We are interestedin the propertiesof the graphthatis
formedby theunion of theseindividual views.

In orderto find the union of theseviews it is necessary
to identify routersthat adwertise multiple interfaces,and
to associateeachadertisedinterfacewith a router Our
first contrikbution is to discussour experiencesn solving
this problemandassessheimportanceof this issuewhen
meiging multiple traceroutesnto a singlegraph.

Our main contritution is to shav how studying this
graphhelpsclarify how end-to-engathspassthroughthe
Internet. A principal obsenationis thatthe maiginal util-
ity of addingadditionalactive measuremergitesdeclines
rapidly after the secondor third site. This motivatesa
rough modelfor the routing graphdiscoveredby tracer
outeasarichly-connectedswitching core” fed by ingress
andegresspaths(“feeders”). Our work indicatesthat the
coreconsistof arelatively smallfractionof nodesandwe
shawv that almostall pathsin our datapassthroughthis
core.

If thesource-destinatiopairsin our dataarerepresenta-
tive of typical endpointpairsfor IP flows, thenthe switch-
ing coreis commonto mostend-to-endpathstakenin the
Internet. Thus the propertiesof the core are especially

1we make thesimplifying assumptionthatIP routingpathsarestable
over the timeframeof individual tracerouteexecutions;while this as-
sumptionis sometimesncorrect,it freesusto focuson a differentset
of questionsNotethatthisassumptiomloesnotimply thattheresulting
directedgraphfrom asources atree.
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interestingfor understandingnternet performance. We

notethat, comparedo the setof all switchingcorenodes
presenin our datasetthe majority arevisible from only a
singlemeasuremergource.Thatis, setsof IP flows origi-

natingfrom differentlocationstendto passhroughsimilar
setsof switchingnodeson their way to commondestina-
tions. This makesit relatively lessproductive to discover
new switchingnodesbhy addingsourcesgvenwhentheset
of measuremendestinationss large.

To assisusin ourtask,we have leveragedietailedrout-
ing tracesgatheredby CAIDA (Cooperatie Association
for Internet Data Analysis) for the Skitter project [11].
Thesetracesspanthousand®f routesbetween8 sources
and1277destinationgaken repeatedlyover the courseof
several months. While we can provide no guaranteghat
the CAIDA measuremergiteswerechosenn arepresen-
tative way, the locationof the sitesaregeographicallydi-
verse,spanningNorth America, Europeand Asia. Com-
piling togetherall nodesandedgesof the graphvisited by
routesin thesetraces,we built up a partial picture of the
way the Internetbackboneappearedn May 2000. Then,
usingthis pictureasour baselinewe go backto thetraces
to obsene which paths,or collectionsof paths,weremost
productve in generatinghe overall map.

To understandhetopologydiscovery processn greater
detail, we employ a node classificationtechniquewhich
organizesnodesnto oneof four types:leafs,stubs border
and backbonellustratedin Figure 1. For the graphthat
we evaluate (after resolvingroutersthat advertise multi-
ple interfacesto a singlenode)over half of the nodesdis-
coveredare classifiedas backbonenodeswhile lessthan
10%arebordernodesgiving a pictureof the collectedIP
routesas consistingof a large backbonewith somevhat
limited ingressandegress. Much of our analysisfocuses
on mamginal utility with respecto thediscorery andchar
acterizatiorof badkbonenodes.

The restof the paperis organizedas follows. In Sec-
tion Il we describerelatedanalyticalwork in evaluating
the effectivenessf deploying wide-areameasuremerin-
frastructurewith afocuson topologymapping.In Section
l1l, we establistbasicdefinitionsfor thenetwork discovery
problemswe considerandoutline how to casttheseprob-

lemsin amamginalutility framework. In SectionV, wede-
scribeour dataset,our graphclassificationprocedureand
the limitations of our approach. We presentour statisti-
calresultsfor interfacedisambiguationnodeclassification
andmaimginal utility in SectionV. We defineinformation-
theoreticdoolsandresultsfrom theirapplicationto thedata
in SectionVl. We summarizeconcludeanddiscusduture
work in SectionVII.

1. RELATED WORK

A numberof researchgroupshave generatednapsof
the Internetusing route tracing tools suchast r acer -
out e [8], [11] andhave built repositorie®f Internetmap-
ping information. We now surwey the mostcloselyrelated
of thoseworksto ours.

Work by Govindan [24], [14] outlines heuristic tech-
niguesfor generatingcompletedomainmaps. Oneof the
challengesn this areagoesfar beyond the capabilitiesof
traceroute and lies in mappingout the nooksand cran-
nies of regionsin autonomoussystems(AS’s) which do
not transita substantiakkmountof data. This work also
discusseshe problemof alias resolutionin detail, which
is thesameasourinterfacedisambiguatiomproblem.They
emplgy the sametechniquesaswe do to resohe multiple
interfacesata singlenode.

Jaminetal [18] studyalgorithmsfor effective placement
of Internetinstrumentationn the context of their IDMaps
project,a projectwhich seekgo provide an Internet-wide
distanceestimationservice following the architecturede-
signedin [12]. Themajority of theirwork focusesnalgo-
rithmic approache$or placingafixed setof measurement
sitesongeneratedopologiesandmeasurementsntheef-
fectivenesf the placement.While their work mentions
diminishingreturnsin the context of infrastructureplace-
ment,it doesnot provide analyticalresultsin this area.

Pansiotand Grad[19] reporton the topologyresulting
from a detailedcollection of end-to-endroutesthey col-
lectedin 1995 with the goal of constructingrepresenta-
tive multicasttrees. Using traceroute they tracedroutes
to 5000geographicalliydistributedhostschoserfrom their
network accountingdatabaseThenthey chosea subsebf
11 of thesehoststo be additionalsourcesof routes,and
rantracerouterom thesell hoststo eachof the original
5000hosts(with the assistancef the LooseSourceRout-
ing option). In the topologyrevealedby this experiment,
they found that the routesfrom any subsetof six sources
containednearly 90% of the nodesand edgesultimately
discovered. They alsoprovided a classificationof nodes
similar to the onewe provide and presenthe distribution
of the degreeof nodesof the graphthey discover, a dis-
tribution which clearly follows a power law. (This power



law andevidenceof otherpower laws in this dataset, as
well asin otherdatasetswerereportedn [10]). However,
they provide no qualitative discussiorof the characteriza-
tion of thetopologythatthey obtain,nordothey attempto
guantifythe maginal valueof informationgainedasmea-
surementgreadded.

Broido andClaffy [5] alsoleveragetraceroutedatasets
from CAIDA to build up and study the aggreyation of a
setof treetopologiesinducedby IP routing. While their
effort doesprovide useful characterizationsind insights
into thesetopologiesijt doesnotfocuson the questionof
maiginal utility whichwe studyhere.

Paxson[20], [21], [22] deployeda “network probedae-
mon” (NPD) at 37 sitesin the wide-area,which used
t racer out e to investigateend-to-endouting behaior
and later, performanceof transportprotocolsbetweenall
pairs of sitesover several weeks. His work emphasized
the importanceof exploring a large numberof pathsto
obsenre rare and occasionallyanomalousouting beha-
ior. Paxsonalsostudiedtheissueof interfacedisambigua-
tion in [21] from the perspeciie of resolving nodesto
geographidocationsand not necessarilyspecificrouters.
Wide-areaneasuremerdndanalysiscontinuedo beafo-
cusof mary researctandindustrygroupsincludingNIMI
[2], WAWM [3] andSurweyor [25]. Anotherpieceof gen-
erally relatedwork arethelnternetweatherreportssuchas
[27], [26]. Theseare generalcompilationsof the paclet
lossandroundtrip time measurementsom Internetmon-
itoring boxesdeployedin thewide-area.

Finally, other recentstudieshave used measurement-
basedpproacheto studyaspect®f thelnternettopology
albeit using differenttools. Someresearchersave used
logs collectedin the wide-areaby BGP-capableouters
to studythe effects of policy-basedrouting, with an em-
phasison guantifying the inflation in route lengths[16],
[31], [28]. At ahigherlevel of abstractiontherehasbeen
considerablevork onunderstanding\S-level connectvity
[13], [4] including work which leveragedraceroutemea-
surementandBGProutesto helpinfer AS-Level connec-
tivity [7], [6], Thesepiecesof work, like ours,emphasize
theimportanceof incorporatingsnapshottakenfrom mul-
tiple vantagepointsto providing the mostcompletereflec-
tion of the overall topology

I11. DEFINITIONSAND OBJECTIVES

The network discovery problemswe considerhave a
naturalgraph-theoretidormulation, study of which may
be of independentinterestboth to theoristsand to re-
searchersvho wish to bettercharacterizenetwork topolo-
gies.Consideranetwork topologyrepresentefly anundi-
rectedgraphG = (V, E) in which |V| = n. The central

guestionwhich we studyis the extentto which the under
lying topologycanaccuratelypbecharacterizedsthenum-
berof end-to-enadbsenationpointsgrows. In practice we
assumehatk sourcesandm destinationsarechoseruni-
formly at randomfrom the vertex setof this graph. Then
we considerthefractionof thevertex setandedgesetthat
is coveredby the setof routing pathsfrom the sourcego
eachof the destinationsysingthe following terminology

Definition1: GivenagraphG = (V, E) andasubgraph
G' = (V', E') of G, thenodecoverage of G by G’ is the

ratio ||“/fl||' Similarly, the edge coverage of G by G’ is the
|E|
B[

ratio

Definition2: Take a setof sourceverticesS C V and
a setof destinationverticesD C V. Also assumehat
we have a routing algorithm R which selectdixed routes
betweerall pairss € S, t € D. We definetheunionof the
setof (s, t) pathsin G to bethesubgaphof G inducedby
R onall pairsof routesfrom S to D.

The subgraphinducedby a routing algorithm corre-
spondgo overlaysof “projections”from multiple sources,
i.e. theunionof individual directedgraphsrootedat these
vantagepointsto the setof destinationsThefunctionsde-
fined belov describehow coverageincreasesasthe num-
ber of endpointsusedto generatethe inducedsubgraph
grows.

Definition3: For a graphG with routesinducedby R
andfor parameter& andm, let vg(k, m) denotethe ex-
pectednodecoverageof G by the subgraphinducedby a
randomlychosensetof sourcesS of cardinalityk, a ran-
domly chosersetof destinationd) of cardinalitym. Sim-
ilarly, let eq(k, m) denotethe expectededgecoverageof
G by suchasubgraph.

Therateat which vg andeg changewith respecto &
andm giveinsightinto thebenefitof conductingadditional
measurementsr deploying additionalmeasuremersites
in discovering a given graphG. Thesefunctionswhich
we considerare a generalfamily of scalingpropertiesof
which somespecificcasesare also being carefully stud-
ied. For example,considerthesefunctionsfor the special
caseof k£ = 1, which describeghe scalingbehaior of a
multicasttreeto m clients. This relationshipwasfirst con-
sideredby ChuangandSirbu [9]. Their work, andsubse-
guentwork by Phillips, ShenlerandTangmunarunkif23],
demonstratethatthe numberof hopsin a multicasttree,
i.e. eqg(1,m), scalesasE[Hg]m?® for m << n, where
E[H] capturegheaveragepathlengthin G. In ourwork,
we considercasesn which £ > 1 andwherem canbe
moderatelylarge (we notethatanotherinterestingspecial



caseariseswhenm = n).?> A relateddirectionof future
interestlies in the characterizatiorand understandingpf

thoseregionsof the Internettopologywhich arerelatively

difficult to uncover usingtraceroute.Sucha study could
concevably leadto a betterunderstandingn the connec-
tion betweertopologyandroutingbehaior or provide fur-

therinsightinto relationshipdbetweertopologyandpeer

ing agreements.

We focus specificallyon maminal utility, i.e. the in-
crementabenefitobtainedoy conductingoneor moread-
ditional measurementd-or edgecoverage we definethe
maiginal utility of addingtarmgetsasfollows (relateddefi-
nitionsaresimilar):

Definition4: The maminal utility of conductingedge
coveragemeasurement + 1 on graphG’ from a set of
k sourcess e, (k,i + 1) — ey (k, 2).

This andrelatedquantitieswill bethe primaryfocusof
therestof the paper We first study maiginal utility from
a purely empiricalperspectie, focusingon the distinction
betweerthe coreof the network andfeedemetworks. We
thenreturnto the problemfrom a theoreticalperspeciie,
developingandstudyingan information-theoretidormal-
ism of maminal utility in this context.

V. EXPERIMENTAL METHODOLOGY

We now presenthe experimentaimethodologywe used
to investigatescalingbehaior in the Internet. Thetracer
outedatasetsve usein this sectiondeviatein severalways
from theidealtheoreticaframavork we prescribedn Sec-
tion lll, anda significantportionof this sectionis devoted
to a discussiorof additionalassumptionsvhich we made
andadescriptiorof mechanism$or post-processingf ac-
tual datasets.

A. InternetTraceData

Thetopologydatausedin thiswork wassuppliedoy the
Skitter projectat CAIDA. The Skitter projecthasa num-
ber of goalsincluding Internetmapping,route character
istic analysisand performanceanalysis. At the time the
primary datasefor this studywas collected(May 2000),
the Skitterinfrastructureconsistef 16 sourcenodesde-
ployedaroundtheworld; we receveddatafrom 8 of those
nodes. Eachsourcenodesendstraceroute-lile probesto
destinatiomnodeslocatedworld-wide. All of the destina-
tion nodesareWeb seners. Our primary datasetcontains
resultsfrom tracesrun to 1277 destinations;The source
nodesandthe correspondingipstreanproviders(listedin

2While ourwork is primarily experimentain nature we believe that
the theoreticalstudy of thesepropertieson graphsof interest(suchas
power-law graphsrs. randomgraphs)with idealizedroutingalgorithms
(suchasuseof shortest-patioutes)may help provide deepeiinsight.

parenthesesyerelocatedin Hamilton,NZ (University of

Waikato); Tokyo, Japan(APAN), Singapore SG (provider

unknowvn); SanJose,CA, USA (Worldcom); San Jose,
CA, USA (ABOVENEet); Ottava, CA (CANET); London,

UK (RIPE); and WashingtonDC, USA(QWest). On av-

erage,probesare sentto eachdestinationonceevery 30

minutes. While it is not clear preciselyhow destinations
for destinationsare selectedin Skitter the Skitter web

site statesthat destinationsare randomlysampledfrom a

“crawl of IP addresspace’[11]. We alsoincluderesults
from a larger datasetwith 12 sourcesand over 300,000
destinations. This datasetincludesthe eight siteslisted

above, with the exceptionof Singapore,plus Marina Del

Rey, CA, USA (ISI); Moffett Field, CA, USA (NASA),

Palo Alto, CA, USA; SanDiego, CA, USA (CAIDA) and

London,UK ()

B. NodeandEdge Classification

Using the experimentalresultswe gatheredjt wasim-
mediatelyapparenthatthe network graphunderobsena-
tion wasnot arandomnetwork, but consistedf two con-
stituentcomponents:1) a centralrouting core,and 2) a
setof “feeder” links which feedinto the backbone. We
thenfocusedon how successfullfraceroutecouldbeused
whenappliedto identifying thesetwo constituenicompo-
nents,which hadevidently differentproperties.A central
challengeto doing sois to develop an automatedproce-
dure which classifiesnodes(and edges)into thesecate-
gories. Using the terminologyof Zeguraet al [33] to de-
scribetheir GT-ITM topology generataorwe assumehat
thereis a naturalandidentifiableseparatiorbetweertran-
sit domains,which comprisethe Internetbackbone and
stubdomains,which only transittraffic eitheroriginating
or terminatingin their domain. In this model, the setof
transitdomainstypically forms a highly connectedack-
bone,with a number(at leasttwo and often mary more)
of node-disjointpathsbetweenary two transitdomains,
while stubdomaingtypically consistof treeswith a single
connectiorto thetransitdomainbackbone.

The objective of our classificationalgorithmis to take
our obsenationsof a topologyanddeterminethe bound-
ary betweernwherethe backboneendsand stub domains
begin basedon the available evidence. Therearea num-
ber of reasonswhy our classificationproceduremay fail
to classifynodescorrectly— in future work, we intendto
conductvalidation trials to measurethe effectivenessof
our classificatiormethodsrom traceroutaneasurements.
Routeso destinationsvhich did notrespondo thetracer
outerequestsverediscardedbut routesin whichinterme-
diate hostsfailed to respondto ICMP requestswvere in-
cluded.Evenusingarelatively smallnumberof measure-



mentsites,a cleardistinctionbetweerbackbondinks and
stublinks in this subgraphG’ emeged (we will demon-
stratethis andquantifyhow mucherrorwasremovedfrom

our classificationprocessasthe numberof measurements

increased).

Given this subgraphour classificationprocedurenow
amountsto a labelling of the nodesandedgesof G’. To
this end, nodeswhich correspondo routersand Internet
hostsare classifiedas core routers, border routers, stub
routers andleaf nodes Our nodeclassificatiornprocedure
is performedasfollows. First,leafnodesareidentifiedand
labelledassuch,andedgesadjoiningleaf nodesareclas-
sifiedasstublinks. Then,in abottom-upfashion,internal
nodeswhich adjoina setof edgesall but oneof which are
stublinks, areclassifiedasstubrouters.

Upon completionof this procedure,the logical trees
forming the visible portion of stubdomainsin G’ arees-
tablished.Theremainingunclassifiechodesall satisfythe
propertythatat leasttwo of their incidentedgesareunla-
beled-thatentireunlabeledbortionof thegraphG’ is the
network backboneandwe classifyit assuch. Within the
network backbonepnlabellednodeswhich adjoinat least
onestublink areclassifiedasborderrouters,all remain-
ing nodesare classifiedas core routers,and thoselinks
which arenot yet classifiedare backbondinks. Figurel
providesa simplediagramof the resultsof a classification
procedure.

C. Coverage vs. Marginal Coverage

In theexampleswe have describedsofar, our classifica-
tion procedurdabelsthesubsebdf Internetnodesandlinks
visible in oneor moreof the end-to-endneasurements
ourstudy Sincewe areprimarily interestedn characteriz-
ing the Internetbackboneandsincewe have no expecta-
tion of completelymappingstubdomains,we would ide-
ally like to measurdhe coverage of the Internetbackbone
achieved by our experiments,using the definitions pre-
sentedn Sectionlll. However, thisapproachs infeasible,
asthe exact topology of the graphwhich comprisesthis
backbonés notknown aposteriori.While we cannotmea-
suretotal coveragedirectly, we canmeasurghe maginal
improvementin coverageaswe conductadditionalmea-
surements.To quantify this approachwe take the aggre-
gatedinformationfrom all of the collectedtracesasthe
baselinggraphfor our study andmeasureénow well small
subset®f themeasurementmnanageo coverthatbaseline
graph. This point highlightsan importantdistinction be-
tweenmauginal coverageandoverall coverage— thefact
that additionalmeasurementmay provide low maiginal
coveragedoesnot necessarilyimply thatthe overall cov-
erageobtainedis high — it may be the casethatthe cov-

erageis poor, but the additionalmeasurementshoserare
not productive 3

D. InterfaceDisambiguation

One of the unfortunateissuesaboutbuilding network
mapsbasedon traceroutds the existenceof routerswith
multiple interfacesgachwith differentnetwork addresses.
Thisissueis penasive —in our studywe foundthatnearly
twenty percentof all the nodeswe classifiedasbackbone
nodesusedmultiple interfaceswith distinct IP addresses
to transmitpaclets. Clearly, studieswhich disregard this
issue py treatingeachdistinctinternetaddresssif it were
adistinctnode,generaténaccuratenaps.

The techniquewe employed to disambiguatemultiple
interfacesat a single node usesthe samebasicprinciple
asthe oneoriginally usedby PansiotandGrad[19]. The
key to this techniqueis that whentransmittingan ICMP
messagea routerwill typically transmitthat packet with
a sourceaddressequalto that of the outboundinterface
on which the paclet is sent. Therefore,if one suspects
that a routerhastwo interfacesl; and Iy, onecantrans-
mit a UDP paclet to an unusedport at eachof thosein-
terfacesfrom a commonsource. If the interfacesarein
fact on the samerouter, the routerwill respondwith two
ICMP PortUnreachablenessagesiothof whichwill have
the samesourceaddressls, possiblyequalto I; or Is.
By performingpost-hocprobesof this form from a com-
mon source(BostonUniversity) to all potentially distinct
interfaces,we are ableto detectand collapsehostswith
duplicateinterfaces. Unfortunately this techniqueis not
infallible. First, approximately10% of the core routers
neverrespondedo UDP messagesansmittedo unknovn
ports;othersrespondextremelysporadically- we conjec-
turethatthelik elihoodof responsenaybe correlatedwith
the load on the router For thoserouters,disambiguation
appeargo beimpossiblewith this currenttechnique Sec-
ond, our techniquereliesuponroutersrespondingwith a
sourceaddressequalto the outboundinterface. If routers
insteadrespondwith a sourceaddressequalto the UDP
destinatioraddresspur techniquenould berenderedise-
less. We have no way of estimatingthe likelihoodof this
event; however, thefactthatwe frequentlyobsenre routers
which respondwith addressewhich differ from thetarget
addresgyives us someinformal level of confidencethat
routersdoin factbehae accordingo specification.

3 An analogousituationarisesvhenchoosingolack-boxtestcasego
provide coverageof codepathsin a softwaremodule.
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Fig. 2. Classof nodesandinterfacesdiscoreredassourcesare
added(greedily)whenclassificatioris notknown a priori.

E. Accuracyof Classification

Onecentralaspecbf nodeclassificatioris theaccurag
with which we performclassification.With a smallnum-
ber of sourceqlessthanfive), mary backbonenodesare
misclassifiedseitherstubnodesor bordemodedy virtue
of the fact that the obsenable Internetis the union of a
smallnumberof trees.Figure2 depictsherelative classifi-
cationof nodesandlinks assourcesareincreasedin some
plotsin thispapertheorderin whichsourcesireaddechas
asignificantimpacton the overall results.A greedyorder
ing addsthe sourcesn the orderwhich maximizesateach
stepthe total numberof distinct nodesobsered. A ran-
domorderingaveragever asetof trialsin which sources
areaddedpurelyatrandom(withoutreplacementjor each
trial. In the contet of accuray of classificationpehaior
of greedyandrandomorderingsweresimilar; the greedy
orderingis depicted.

As we increasethe numberof sourcesour classifica-
tion procedurencreasesn accurag. For example,once
we have amassedufiicient evidenceto classifya nodeas
abackboner borderrouter no setof additionalmeasure-
mentswill reversethatclassificatiordecision.Ontheother
hand,nodeswhichweiinitally classifyaspartof a stubdo-
mainmayin factbebackbonenodesandwe mayuncover
evidenceto that effect with additionalmeasurementsln
general,we expectto underestimat¢he fraction of back-
bonenodesandoverestimatehe fraction of stubnodesin
our classification.The diagramin Figure2 quantifiesthat
intuition whenthe numberof measuremergitesis small,
but it is alsointerestingto notethatfor this datasetclassi-
fication stabilizesafter only aboutfive measuremendites
(vantagepoints)areused.

F. Limitationsof the Appmach

Themetricswe proposearedifficult to usedirectly, first
becausdhe graphwhich compriseghe Internetis neither
fixed nor given in advance. Moreover, evenif the graph

# of Interfaces 1 2 3 4 5 6 | 7|10
#of Routers || 4892 | 602 | 169|541 29|13 |3 | 1

Fig. 3. Distribution of obsenedinterfacedensityacrossouters.

comprisingthe Internetwereknown in adwvance,our mea-
suresof coveragemay fluctuate sincethe behaior of the
routingalgorithmsin the Internetis non-deterministicgue
to the effect of routing policies[28], [32]. Also, while one
might hopeto quantify topology scalinglaws on certain
classesf graphs(suchason powerlaw randomgraphs)
whenshortest-patioutingis in effect, policy-basedout-
ing atthelevel of AS’s skews (or “inflates”) routes,mak-
ing the problemof accuratelymodelingthesescalinglaws

muchmoredifficult. We notethatfactorsrangingfrom a
widevarietyof routingmetricsandprotocols yvariability in

network load, andpolicy-basedeconomicagreementbe-
tweenautonomousystemscausethe routeschosento be
quite differentthanan obsener with accesonly to topol-

ogy informationmight expect.

V. RESULTS

Theresultsin this sectionaredividedinto five parts:(1)
the resultsof interfacedisambiguatorrun on all nodesin
the primary dataset, (2) a quantitatve evaluationof the
numberof nodesandlinks discoveredin the backboneas
the numberof sourcesanddestinationsrary, (3) an eval-
uationof the estimateddistribution of nodedegreein the
backboneasthe numberof sourcesanddestinationsary,
(4) fitting the evidenceof theseevaluationsto statistical
modelsand(5) assessintheaccuray of the nodeclassifi-
cationproceduratself.

A. Resultsof runningthedisambiguatiorprocedue

Approximatelythreeweeksafterthetraceroutalatawas
collectedby CAIDA, we ran our interface disambigua-
tion tool to all network interfaceswhich we had classi-
fied as part of the network backbone. An early lesson
we learnedn our preliminaryexperimentsvith thedisam-
biguationsoftwarewasthata substantiafractionof routers
respondedo our probeswith verylow frequeng. In anef-
fort to elicit responseffom asmary respondingnterfaces
as possible,we transmittedfive ICMP message$o each
interfaceevery twenty minutesfor 12 successie hours.

Of the 7451 interfaceson our list, 6510 respondedo
oneor moreof our probesandthe remaining941 (12.6%)
never responded.We recordedpairs of the form [Target
Address,ResponseAddress]and recorded6709 distinct
pairsfrom the 6510targetedinterfaceswhich responded.
We suspecthatthis slight (3%) discrepang is dueto route
fluctuationaffectingthefirst hopof thereturnpathto B.U.
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anddoesnotrepresenanomaloudehaior. Thenext step
we took wasto representhe set of addressepresentin

ourlist of pairsasnodesin agraph.We drew acorrespon-
dencebetweeneachconnectedccomponentof this graph
andasinglerouter wherethenodesof thecomponentor-

respondto distinct addresse$or interfacesof the routet

Using this strateyy, the 6510 targetedinterfacesmapped
to 5763 distinct routers. The distribution of multiple in-

terfaceswe obsered is depictedin Figure 3. Usingthe

resultsin thistable,we obsenedanincidencerateof mul-

tiple interfacesof 27 = 15.1%.

B. Estimatingthe setof nodesandlinksin theInternet

In the resultsbelow, we have the goal of taking mea-
surementover a setof pathswhich cover at leastn dis-
tinct nodeg(resp.links) in the Internet.Our first setof ex-
perimentsdemonstratesapidly diminishing mamginal re-
turns as sourcesare addedto traceroutesto the full set

Links with interfaces —
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Fig.5. Numberof links discaveredassourcesareaddedgreed-
ily)

5000
4500 |
4000 |
3500 |
3000 |
2500 |
2000 |
1500 |-
1000
500 | &

Cumulative Unique Nodes Discovered

600 800 1000 1200 1400
Destinations

0 200 400

Fig. 6. Numberof nodesdiscoveredasdestinationareadded
(randomly).Eachline is for a singlesource

of thesefiguresshaws effects after interfacedisambigua-
tion. Resultsfor interfacediscovery areapproximatelythe
same.

Next, we breakdowvn nodediscovery by nodeclassifi-

of 1277 destinationswhile our secondsetdemonstrates cation. In Figure8 we shav how nodesandinterfacesare

nearlyconstanimainal returnsasdestinationsareincre-
mentallyaddedto a destinatiorsettargetedby thefull set
of 8 sources.

In Figures4 and5, we demonstratéiow the nodecov-
erageandlink coveragen the Internetimprove assources
areadded.In both of theseplots, thereis pronouncedv-
idenceof diminishingreturnsassourcesareaddedwhich
is highly evidentevenwhenrunningtraceroutebetweera
smallnumberof sourceq8) anda muchlarger numberof
destinationg1277).In eachfigurewe alsodemonstratéhe
effectof nodeandlink discovery beforeandafterinterface
disambiguation.

In Figures6 and7, we demonstratéiow the nodecov-
erageandlink coveragein the Internetimprove asdesti-
nationsare added. In both of theseplots, thereis arela-
tively constantadditionasdestinationsareadded.A sim-
ple slopecalculationshavs thatafter200 destinationsap-
proximately3 newv nodesarediscoveredand4 new links
are discoveredwhen a nev destinationis added. Each

discoreredassourcesareaddedwhenthe nodeclassifica-
tion is known a priori. This resultshowvs thatwe primarily

discover new backbonenodesandinterfacesasadditional
sourcesireadded put backbonediscorery shav diminish-

ing mamginal utility.
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Fig. 7. Numberof links discoreredas destinationsare added
(randomly).Eachline is for a singlesource
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C. ContourPlots

Thefollowing diagramsplot the scalingbehaior of the
subgraphdnducedby IP routing for the topologiesob-
sened via the CAIDA tracedata,assumingthat eachof
the CAIDA sourcesand destinationgeflectsa randomly
choservertex in thegraph.In particular we studythe be-
havior of the function vg(k,m) ask andm vary. The
valuesof k andm areplottedalongthe z andy-axes,re-
spectiely. Eachlabelledcontour or isoline,representthe
discovery of afixedconstanhumberof nodessuchthatall
setsof measurementorrespondingo apoint(z, y) along
acontourhave anequalvalueof vg. Ourexperimentsvere
constrainedy the factthat we have a limited numberof
sourcesanda muchlarger setof destinationsso we are
unableto plot a full squares worth of data. Anotherpoint
regardingsymmetry:if both sourcesanddestinationsare
choseruniformly atrandomfrom all locationsin theInter-
net,thenthelabelsof sourceanddestinatiorarearbitrary
which implies that Vi, 5, points(z, j) and(j, <) lie along
thesamecontour

Thedepictionshowvn in Figure9 # givespreliminaryev-
idencethat the isolinesdo not follow hyperbolasof the
form z x y = k, which would hold in the eventthateach
pair of measurementis equialently useful. Instead,and
pendingfurther study on larger trace data, thesecontour
plotsindicatethat striking a balancebetweensourcesand
destinationgs relatively lessimportantthan making use
of alarge numberof sitesoverall, which canbe donerel-
atively easily by employing more passve targets, rather
thanrequiringdeploymentof moreactive measuremerib-
frastructure.

“We excludedthe one anomaloussourcewhich only reached184
destinationsinceits inclusionwould dramaticallyaltertheresultsdis-
playedin thisfigure.

1200 ‘

e *, + + R Hees 3e+03
1000 [+ e - 1 2.5e+03
. " g | 2e+03
800 N R — | 1-5e+03
o 3 e, . . 4 1le+03
Destinations 600 T ] 500
400 1. T ]
200 F v T
0 e

Sources

Fig. 9. Backbonenodediscovery asboth sourcesanddestina-
tionsarevaried

D. Estimatingthedistribution of nodedegyreein the badk-
bone

As the numberof measuremengourcesincreasesthe
distribution of nodedegreein thediscoveredportionof the
backboneshavn in Figures10 and 11 (especiallyin the
tail) changes.We calculatedthe root meansquarediffer-
enceto measurahe differencesn the distributionsaswe
addnodeswhichis shavn in Figure12. Surprisingly the
distribution on nodedegreein the backbonewvhich we ob-
sene aftertakingmeasurementisom a singlesite (form-
ing atreeto thesourcesj)s bothvisibly similarandsimilar
with respecto theRMSE metricto themorerefineddistri-
bution we identify with subsequenmneasurementQuan-
tifying the refinementin our measuredlistribution over
time, in Figure 11, it appearghat the weightin the tail
may actually diminish someavhat as the numberof mea-
surementsncrease. Anotherinterestingpoint is thatin
the RMSE plot in Figure 12, the error actuallyincreases
after source6 is added. Unlike nodeand edgecoverage,
which neverdecreasasadditionalmeasuremeni@recon-
ducted the estimatechodedegreedistribution mayin fact
becomdessaccurate.

We conducteda similar analysisconsideringhow the
addition of destinationnodesaffects backbonenode de-
greedistributions. In Figures13 and 14 we seethe distri-
bution of backbonenodedegreewhenall sourcesareused
to traceto increasingnumbersof destinationan groups
of 100. The figuresshaw that while the body of the dis-

SThereareseveralexplanationgor why this mayarisein our datasets
which we arecurrentlyinvestigating, including a statisticallyinsignifi-
cantsamplesize,effectsfrom hostswith multiple interfaces,or issues
inherentin the measuremerget-up.We planon re-runningthis exper
imentwith otherorderingsof the sourcesaspartof our furtherinvesti-
gation.
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tribution staysrelatively constantasdestinatiomodesare
added,the tail weight increasesas destinationnodesare
added.

E. Comparisorto Larger Dataset

The resultsso far provide considerablensightinto IP
routingpatterngout thelimited sizeof thenodesetcovered
malkesit hardto extendour conclusiongo thelnternetasa
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areadded(randomly)

destinationsthusit is morethan 10 timesthe size of the
first dataset. This datasetvasgatheredn October 2000.
Sourcelocationsfor this datasetvere Hamilton,NZ; San
JoseCA, USA; London,UK; Marinadel Rey, CA, USA;
Palo Alto, CA, USA; Tokyo, JP; Ottava, CA; London,
UK; Moffett Field, CA, USA; WashingtonDC, USA; San
JoseCA, USA; andSanDiego, CA, USA.

Unlikethefirst dataset,in thiscasesourceglid nottrace

whole. To addresghis we examinea muchlargerdataset routesto acommonsetof destinationsin fact,nodestina-

to seewhetherit shavs similar patternsof diminishingre-
turnswhenaddingmeasuremertites.
Theseconddatasetsconsistof 12 sourcesand313,709
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Fig. 12. Rootmeansquareckrror differencein backbonenode
degreedistributions

tion in this setis commonto all sourcesFurthermorethe
considerableizeof this nodesetmakesit muchmoredif-

ficult to disambiguaténterfacessoourresultsarein terms
of interfacesratherthannodeg(routers).

In Figure15we shov how the numberof interfacesdis-
coveredgrows aswe add sourceggreedily In this case,
addinga sourcemeansthat we add all the measurement
pathsoriginatingfrom that source. The line labelled"in-
terfaces”denoteshe numberof interfaceghatwould have
beendiscoreredhadeachsourcebeenusedindependently
from the others. In Figure 16 we shav how the number
of interface-interficelinks discovered growvs as we add
sources. Presumablyeachindividual interface-interce
link correspondso arouterrouterlink, sofor this plot the
distinctionbetweemodesandinterfacess lessimportant.

Thesefigures shav a declining slope as sourcesare
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added similar in generalshapeo Figures4 and5. While
the lack of identicalexperimentalsetup(i.e., the absence
of commondestinations)makesit impossibleto directly
comparethe two pairsof figures,the similarity is sugges-
tivethataphenomenowof diminishingreturnsasmeasure-
mentsitesareaddedis presentin the muchlargerdataset
aswell.

VI. AN INFORMATION THEORETIC MEASURE OF
MARGINAL UTILITY

Two elementarymetrics which we definedearlier to
comparea graphto oneof its subgraphsrethe nodeand
edgecoverage andmaminal utility of additionalmeasure-
mentsreflectsthe increasein thesemetrics. We now re-
turn to anotherquestionclosely to thoseposedin Sec-
tion IIl; If we run additionaltraceroutego provide fur-
therrefinemento anexisting topologysnapshothow can
we quantitarely specify the information gainedby these
measurement3Ne provide a more preciseformulationin
information-theoreti¢cerms.

A. Theory

The information content (measuredin bits) revealed
from the outcomes; of an experimentS is definedas
—log(Pr(si)) [29]. For example, when there are two

equally-likely outcomesf anexperimentthentheamount
of informationrevealedby the outcomeof the experiment
is —log(0.5) = 1 bit. The expectedinformationcontent
(measuredn bits) gainedasa resultof conductingthe ex-
perimentS is theentropyof S.

Definition5: Theentopyof S is givenby

H(S) = - Z Pr(s;) * log(Pr(si))

The entropy of an expvérimentgives us a measureof the
usefulnes®f thatexperiment,or equivalently, theaverage
amountof uncertaintyremoved by the outcomeof the ex-
periment30], [1].

Consider a sequenceof n identical experiments
S1,82, ..., 8. By identicalexperimentswe meanexper
imentsthat areaimedat discovering a commonproperty
Without loss of generality we assumehat theseexperi-
mentsareconductedn sequentiabrder i.e. the resultsof
experimentS? areknown prior to conductingexperiment
S7, wherej > i.

Intuitively, the maginal utility of experimentS™ canbe
measuredn termsof the reductionin uncertaintythatre-
sultedfrom conductingthis experiment. For experiment
S™, thereductionin uncertaintyfor outcomes; is simply

—log(Pr(s? 1)) + log(Pr(s?)) = log <%)

We define the maminal utility of experimentS™ as the
meanreductionin uncertaintythatresultedfrom conduct-
ing this experiment. This quantitycanbe estimatedising
the Kullback-Leibler(K-L) distancemetric[15], whichis
ameasuref the“relative entrofy” of experimentS™.

Definition6: Theonline mamginal utility of experiment
S™ is definedto be U (S™), whichis givenby:

Pr(s?™")

%:Pr(s?)log (W) 1)

U(s™)

where: rangesover all possibleoutcomesand Pr(s{f) is
the probability associatedvith outcomes; after the con-
clusionof experimentsS!, §2, ..., 7.

Definition 6 quantifieshe (multiplicative) gainin infor-
mation(i.e. numberof bits) asaresultof additionalexper
imentation. Clearly, the utility of additionalexperimenta-
tion diminishesasthe averageinformationgain decreases.
Thisoccurswhentheadditionalexperimentsevealnonew
surprisesin the sensehatthe probabilitiesof the various
outcome®f anexperimentcorvergeto afixedpoint.

The formulationof maiginal utility givenin equation6
assumethattheevaluationof maimginalutility is donein an
online fashion. In otherwords, we evaluatethe maginal



utility of experimentS™ before conductingary additional
experimentsS®, k > n.

An alternatve formulationof maiginal utility evaluates
eachexperimenton anex postfactobasismeasuringeach
experiments usefulnesoffline afterall experimentshave
been conducted. While this evaluation cannotbe per
formedonline, it providesan estimateof mamginal utility

whichis notbiasedy theorderingin whichmeasurements

areconducted
Definition7: The offline mamginal utility of experiment
S™ is definedto be U™ (S™), whichis givenby:

Pr(si")

um™(st) = Y Pr(sMlog(5-—x) ()
Vi

Pr(s})

where: rangesover all possibleoutcomesand Pr(s{) is
the probability associatedvith outcomes; after the con-
clusionof experimentsS', S2,...,57, andm is the total
numberof experimentsconducted.

B. Applicationsto Marginal Utility of NetworkTopolagy
Measuements

Starting from the definition provided above for gaug-
ing offline maminal utility, we focus on three network
characterizations—namelgodecoverage link coverage,
andthe distribution of backbonenodedegrees. We then
considertwo typesof experiments:onein whichthe setof
destinationsrefixedandsourcesareaddedoneat atime,
and onein which the setof sourcesare fixed and desti-
nationsare addedoneat a time. Consideringthe caseof
nodecoveragewheneachof our experimentsaddsan ad-
ditional source,an outcomeof the experimentis a subset
of nodescovered. For simplicity, we expressthe outcome
asa simpleprobability— the probability thata givennode
is covered,i.e. thenodecoverage We considethesecases
in detail next.

Utility of Adding New Traceroute Sources:UsingtheK-

L distancemetricasa gaugeof maminal utility, we quan-
tify the gain in information (bits) as a result of increas-
ing the numberof traceroutesourcesconsidered.Figure
17 shaws the offline maminal utility for eachsuccessie
experimentaimedat characterizinghe probability that a
nodeor link picked at randomis discoreredusingtracer

oute experimentsfrom ¢ sources.This figure also showvs
the mamginal utility of additionalsourcesvhencharacter
izing the outdegreedistribution of backbonenodes.

Pendingurtherstudyonlargerdatasetsrigurel? gives
apreliminaryindicationthatthe mamginal utility of adding
new sourcesdecreasesapidly for all threedistributions,
oncea smallconstanhumberof sourcesarepresent.
Utility of Adding New Traceroute Destinations: Figure
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Fig. 18. Utility of additionaldestinationgoff-line)

18 shawvs the maminal utility for characterizinghe prob-
ability thata link (node)picked at randomis discovered
using tracerouteexperimentsfrom a constantnumberof
sourcedo ¢ destinationsThefigureindicateshatmostof
theinformationgain is achiesed after consideringhefirst
100clients.

Theabove quantificationof maiginal utility assumedn
offline approach(i.e. knowledge gainedthroughexper
imenti < m is gaugedaginstthe cumulativeknowl-
edgegainedthroughall m experiments). Alternatiely,
onecould usethe online approacho incrementallyquan-
tify the utility of the lastexperimentperformedandhence
determinewhetheradditional measurementare needed.
Figure 19 shaws the online maginal utility for character
izing the probabilitythatalink (node)pickedat randomis
discoreredusing tracerouteexperimentsfrom a constant
numberof sourcedo i destinationsUnlike the offline K-
L distancemetric, the online K-L distancemetric is not
monotonicallydecreasingAn increasen theK-L distance
metricfor experiment; is indicative of anexperimentwith
a “surprisingly” large information content(relative to the
cumulative knowledgegainedup to thatexperiment).For
example, an addeddestinationmay resultin the discov-
ery of an unexpectedlylarge numberof nodes/linkssince
tracerouteexperimentdo thatclientsmayfor exampleun-
veil a newv AS. Despitethis non-monotonicity the mag-
nitudeof the “surprises”urveiled by the on-lineK-L dis-



Node bisco?ery% "]

0.014¢ Link Discovery -

0.012
0.01
0.008

0.006

Marginal Utility

0.004
0.002 |
0 L L

20 40 60 80 100 120 140 160

Fig. 19. Utility of additionaldestinationgon-line)

tancemetricseemto decreasenonotonically
Comparative Utility of Adding SourcesversusAdding
Destinations: Oneof theattractive aspect®f information
theoreticmeasure®f maginal utility is thatthey enable
comparisonof maminal utility (1) acrossmultiple distri-
butions(e.qg.link vs nodevs degreediscorery aswasdone
in Figure17) and(2) acrossmultiple experimentalsetups
(e.g.addingnew sourcesss addingnew destinations).To
exemplify the latter of thesecasesgconsiderthe question
of comparingheuutility of addingtraceroutesourcego the
utility of addingtraceroutelestinationsComparinghere-
sultsillustratedin Figure 17 to thoseillustratedin Figure
18 revealsthat doublingthe numberof destinationgrom
80 to 160 while holding the numberof sourcedixedat 8
(atotal of 640 additionaltracerouteexperimentslyieldsa
maimginal utility thatis approximatelyequvalentto thatre-
sultingfrom increasinghe numberof sourcefrom 7 to 8
while runningtraceroutdo all 1277destinationgatotal of
1,277additionaltraceroutexperiments).

VII. CONCLUSIONSAND FUTURE WORK

In principle, it shouldbe possibleto gain considerable
insightinto theconditionsandconfigurationsn thecoreof
thelnternet,givenasufficientarrayof measuremergoints
locatedin endsystemsThis concepthasbeencalled“net-
work tomograpy” becauseachmeasuremenpoint sees
a“projection” of the Internets resourcesn a mannerspe-
cific to its location.

While the conceptof network tomograply is attrac-
tive andin keepingwith the designphilosoply of keeping
network-internalcomponentsassimpleaspossible sofar
it hasnot beenclearhow extensve a measuremerihfras-
tructureis neededn orderto seea large fraction of the
network from its edges.In the absencef preciseknowl-
edge,the prevailing wisdomin Internetmeasuremertias
seemedo be“moreis better’ In this paperwe have taken
a steptoward developinga morerefinedunderstandingf
this problem. We have concentratedn the problem of

discovery of basiclnternetcomponents— links andnodes
(endsystemsandrouters).We assumedhe commonmea-
suremensituationin which active measuremengitesare
scarceput passie targetsfor measuremerjrobesarerel-

atively plentiful.

Our preliminaryresultsindicatethatthe marginal utility
of additionalmeasuremersitesdeclinesapidly evenafter
thefirsttwo sites.Thisis evidentin thediscovery of nodes,
of links, and of nodedegreedistribution. We considered
theaggreationof all dataset$o bethemostcompletepic-
tureavailable;in eachcase(nodeslinks, andnodedegree
distribution) a vastmajority of the information presentin
theaggrejateddatasetvaspresenin thefirst two or three
datasetslone. On the otherhand,conductingadditional
measurementswariably provided a more completepic-
ture of theentiretopology

Our conclusionsaareunaoidably sensitve to the partic-
ular choiceof measuremergitesto which we hadaccess,
andwe believe thatfurthermeasurementgrewarrantedo
reinforceour conclusions. However we believe thatthese
resultsshedlight on how typical IP routespassthrough
the Internet, and shav that a majority of routestend to
passthrough a relatively well-defined“switching core”
We also notethatt r acer out e measurementare just
onetechniquefor studyingthe mamginal utility andscal-
ing questionsve posehere;numeroustherdatasetsnight
alsoapplywell, albeitwith differentprosandcons.

Finally, discovery of nodesandlinks in aninternetwork
provides only the most basic topographicalinformation
aboutthe network. Questionsaboutmaminal utility could
be framedin the context of richer network characteristics,
suchas studyingthe maiginal utility of additionalmea-
surementso characterizeéhe distribution of pacletlossin
the network. We hopethat this paper which we believe
to bethefirst to rigorouslyquantify the mamginal utility of
network measurementsyill eventuallyseebroadapplica-
tion to a rangeof importantproblemdomainsin network
measurement.
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