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Abstract

The increasing practicality of large-scale ow capture makt possible to conceive of traf ¢ anal-
ysis methods that detect and identify a large and diversefsmtomalies. However the challenge of
effectively analyzing this massive data source for anordaygnosis is as yet unmet. We argue that the
distributions of packet features (IP addresses and pdrtsreed in ow traces reveals both the presence
and the structure of a wide range of anomalies. Using entasgysummarization tool, we show that the
analysis of feature distributions leads to signi cant agtw@s on two fronts: (1) it enables highly sensi-
tive detection of a wide range of anomalies, augmentingatietes by volume-based methods, and (2)
it enables automatic classi cation of anomalies via unsuiged learning. We show that using feature
distributions, anomalies naturally fall into distinct ametaningful clusters. These clusters can be used
to automatically classify anomalies and to uncover new atpitypes. We validate our claims on data
from two backbone networks (Abilene and Geant) and condladefeature distributions show promise
as a key element of a fairly general network anomaly diagnfoamework.
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1 Introduction

Network operators are routinely confronted with a wide nfjunusual events — some of which, but not
all, may be malicious. Operators need to detect these amesrad they occur and then classify them in
order to choose the appropriate response. The principdenlge in automatically detecting and classify-
ing anomalies is that anomalies can span a vast range ofsevieotn network abusee(g., DOS attacks,
scans, worms) to equipment failuresd.,outages) to unusual customer behavimg(,sudden changes in
demand, ash crowds, high volume ows), and even to new, mesly unknown events. A general anomaly
diagnosis system should therefore be able to detect a rdragemalies with diverse structure, distinguish
between different types of anomalies and group similar ali@s This is obviously a very ambitious goal.

However, at the same time that this goal is coming into foopgrators are increasingly nding it
practical to harvest network-wide views of traf ¢ in the forof sampled ow data. In principle, this data
source contains a wealth of information about normal an@abal traf ¢ behavior. However the anomalies
present in this data are buried like needles in a haystackmfortant challenge therefore is to determine
how best to extraainderstandingabout the presence and nature of traf c anomalies from thergmlly
overwhelming mass of network-wide traf ¢ data.

A considerable complication is that network anomalies angoaing target. It is dif cult to precisely
and permanently de ne the set of network anomalies, esfhgdiathe case of malicious anomalies. New
network anomalies will continue to arise over time; so annaaly detection system should avoid being
restricted to any prede ned set of anomalies.

Our goal in this paper is to take signi cant steps toward aesysthat ful lls these criteria. We seek
methods that are able to detect a diverse and general setwedrkeanomalies, and to do so with high
detection rate and low false alarm rate. Furthermore, rdlta classifying anomalies into a set of classes
de ned a priori, we seek taninethe anomalies from the data, by discovering and interpgdtie patterns
present in the set of detected anomalies.

Our work begins with the observation that despite their idittg, most traf c anomalies share a com-
mon characteristic: they induce a change in distributi@salects of packet header eldse(, source and
destination addresses and ports; for brevity in what faldivese are called traf feature$. For example, a
DOS attack, regardless of its volume, will cause the distidn of traf ¢ by destination addresses to be con-
centrated on the victim address. Similarly, a scan for aenalble port (network scan) will have a dispersed
distribution for destination addresses, and a skewedhlision for destination ports that is concentrated on
the vulnerable port being scanned. Even anomalies such mssaight be detectable as a change in the
distributional aspect of traf c features if observed at ghhaggregation level,e. network wide. Our thesis
is that examininglistributionsof traf ¢ features yields considerable diagnostic powebath detection and
classi cation of a large set of anomalies.

Treating anomalies as events that disturb the distribuifdraf ¢ featuresdiffers from previous meth-
ods, which have largely focused on traMolumeas a principal metric. In comparison, feature-based analy-
sis has two key bene ts. First, it enables detection of amaahat are dif cult to isolate in traf ¢ volume.
Some anomalies such as scans or small DOS attacks may haveor efiect on the traf ¢ volume of
a backbone link, and are perhaps better detected by systathamining for distributional changes in-
stead of volume changes. Second, unusual distributiorarealuable information about the structure of
anomalies—information which is not present in traf ¢c volarmeasures. The distributional structure of an
anomaly can aid in automatic classi cation of anomalie® imteaningful categories. This is a signi cant
advance over heuristic rule-based categorizations, amiaccommodate new, unknown anomalies and at
the same time expose their unusual features.



The key question then is how to effectively extract the propes of feature distributions in a manner that
is appropriate for anomaly detection and provides necgdstmrmation for anomaly classi cation. In this
paper, we nd that a particularly effective metric for thisngpose is entropy. Entropy captures in a single
value the distributional changes in traf ¢ features, andeabing the time series of entropy on multiple
features exposes unusual traf ¢ behavior.

We analyze network-wide ow traf c measurements (as thefeDrigin Destination ows) from two
IP backbone networks: Abilene and Geant. We nd that exanginiaf c feature distributions as captured
by entropy is an effective way to detect a wide range of ingodranomalies. We show that entropy captures
anomalies distinct from those captured in traf ¢ volumedisas bytes or packets per unit time). Almost all
the anomalies detected are important to network operatotBatis, our methods exhibit low false alarm
probability. Further we show that our methods are very sigesicapable of detecting anomalies that only
comprise on the order of 1% of an average traf c ow. We alsodmstrate that our methods are particularly
effective at detecting network-wide anomalies that spatiiphel ows, detecting multi- ow anomalies that
are severely dwarfed in individual owse(g.,constituting much less than 1% of a ow's traf c).

Next, we show that traf ¢ feature distributions also yietgsight into the structure of anomalies, and can
be used to classify anomalies without incorporating detigilrior knowledge or rules. Our methods employ
tools from unsupervised machine learning—and hence bdra (rather than are hindered by) the large
amount of traf c data available in IP networks.

We nd that anomalies detected in Abilene and Geant natyfall into distinct clusters, even when
using simple clustering methods. Moreover, the clustelmeite anomalies according to their internal
structure, and are semantically meaningful. The power isfapporach is shown by (1) the discovery of
new anomalies in Abilene that we had not anticipated andh@}ticcessful detection and classi cation of
external anomalies (previously identi ed attacks and weyimjected into the Abilene and Geant traf c.

We believe our methods are practical; they rely only on sachpw data (as is currently collected by
many ISPs using router embedded software such as net owb[h, However, our objective in this paper
is not to deliver a fully automatic anomaly diagnosis systémstead, we seek to demonstrate the utility of
new primitives and techniques that a future system coultbéxp diagnose anomalies.

This paper is organized as follows. We survey related woBecation 2. Then, in Section 3, we elaborate
on the utility of traf ¢ feature distributions for diagnosy anomalies, and introduce the sample entropy
metric to summarize distributions. In Section 4, we descdbr anomaly diagnosis framework, comprising
both an extension of the subspace method [24] to accommaudtiple data types, and an unsupervised
classi cation technique using simple clustering algamth In Section 5 we introduce our experimental data.
In Section 6, we show that entropy detects a new set of anespaibt previously detected by the volume
metrics; and we manually inject previously identi ed andim@ain our traf ¢ to demonstrate the sensitivity
of our methods. In Section 7, we show how to use entropy taikjeanomalies, by automatically clustering
them into distinct types. Finally, we conclude in Section 8.

2 Related Work

Anomaly detection has been studied widely (dating backadtlas far as Denning's statistical model for
anomaly detection [6]), and has received considerablataterecently. Most of the work in the recent
research and commercial literature (éog, [2—4, 23, 24,29, 30]) has treated anomalies as deviatiotieei

overall traf c volume (number of bytes or packets). Voluneskd detection schemes have been successful
in isolating large traf ¢ changes (such as bandwidth ooglisttacks), but a large class of anomalies do not



cause detectable disruptions in traf ¢ volume. In contrast demonstrate the utility of a more sophisticated
treatment of anomalies, as events that alter the distabutf traf c features.

Furthermore, anomaly classi cation remains an importamimet challenge. Much of the work in
anomaly detection and identi cation has been restrictepldimt-solutions for speci ¢ types of anomalies,
e.g, portscans [14], worms [17,32], DOS attacks [11], and astwals [12]. A general anomaly diagnosis
method remains elusive, although two notable instancesafaly classi cation are [34] and [18]. The
authors of [34] seek to classify anomalies by exploitingelation patterns between different SNMP MIB
variables. The authors of [18] propose rule-based hecsisti distinguish speci ¢ types of anomalies in
sampled ow traf c volume instead, but no evaluation on refata is provided. Our work suggests that
one reason for the limited success of both these attemptwataly classi cation is that they rely on vol-
ume based metrics, which do not provide suf cient inforroatto distinguish the structure of anomalies.
In contrast, we show that by examining feature distribuigjamne can often classify anomalies into distinct
categories in a systematic manner.

A third distinguishing feature of our methods is that they datect anomalies in network-wide traf c.
Much of the work in anomaly detection has focussed on sitigletraf ¢ data. A network-wide view of
traf c enables detection of anomalies that may be dwarfeddividual link traf c. Two studies that detect
anomalies in network-wide data are [24], which analyzdstiaf ¢ byte-counts, and [23], which examines
traf ¢ volume in Origin-Destination ows. Both studies uslee subspace method to detect changes intraf c
volume. We also employ the subspace method to compare vebased detections to anomalies detected
via entropy of feature distributions. We note however that work goes beyond [23, 24] by mining for
anomalies using traf ¢ feature distributions instead @ff t volume. In doing so, we extend the subspace
method to detect both multi- ow anomalies as well as anoesaihat span multiple traf c features. Finally,
we tackle the anomaly classi cation problem, which was riotiged by the authors of [24] and [23].

We are not aware of any work that provides a systematic methgy to leverage traf ¢ feature dis-
tributions for anomaly diagnosis. The authors of [20] an®] [dse address correlation properties in packet
headers to detect anomalies. The authors of [21] also fouaidIP address distributions change during
worm outbreaks. Entropy has been proposed for anomalytd@iaec other contexts, for example for prob-
lems in intrusion detection by [26], and to detect DOS attd®k We use entropy as a summarization tool
for feature distributions, with a much broader objectivettof detecting and classifying general anomalies,
not just individual types of anomalies. Other work proposlestch-based methods to detect traf ¢ volume
changes and hierarchical heavy-hitters [22, 35]. Thesdadstalso move beyond treating anomalies as
simple volume-based deviations, but operate on singletiiaf ¢ only. There has also been considerable
work on automatically nding clusters in single-link trad (not network-wide traf ¢, which is our focus); a
notable example is [8].

Finally, similar problems (pertaining to anomaly detect&nd classi cation) arise in the intrusion detec-
tion literature, where they remain open research probl@&is [ntrusion detection methods are well-suited
for the network-edge, where it is feasible to collect andiyw®adetailed packet payload data. As such,
many data mining methods proposed to detect intrusionsorelyetailed data to mine for anomalies. Such
methods do not appear likely to scale to network-wide backhioaf c, where payload data is rare, and
only sampled packet header measurements are currentlycatdo collect. In contrast to the work in edge-
based anomaly detection with packet payload data, our tigeis to diagnose network-wide anomalies
using sampled packet header data.



Anomaly Label De nition Traf ¢ Feature Distributions Affected

Alpha Flows Unusually large volume point to pointSource and destination address (possibly
ow ports)

DOS Denial of Service Attack (distributed grDestination address, source address
single-source)

Flash Crowd Unusual burst of traf ¢ to single desti- Destination address, destination port
nation, from a “typical” distribution of
sources

Port Scan Probes to many destination ports on ®estination address, destination port
small set of destination addresses

Network Scan Probes to many destination addresseg @estination address, destination port

a small set of destination ports
Outage Events Traf c shifts due to equipment failures ar Mainly source and destination address
maintenance
Point to Multipoint| Traf ¢ from single source to many dest|- Source address, destination address
nations.e.g.,content distribution
Worms Scanning by worms for vulnerable host®estination address and port
(special case of Network Scan)

Table 1: Qualitative effects on feature distributions byiamas anomalies.

3 Feature Distributions

Our thesis is that the analysis of traf ¢ feature distrilous is a powerful tool for the detection and classi ca-
tion of network anomalies. The intuition behind this thaesithat many important kinds of traf c anomalies
cause changes in the distribution of addresses or portswasia traf c.

For example, Table 1 lists a set of anomalies commonly erteceithin backbone network traf c. Each
of these anomalies affects the distribution of certaindréfatures. In some cases, feature distributions
become more dispersed, as when source addresses are spdofefl attacks, or when ports are scanned
for vulnerabilities. In other cases, feature distribuidrecome concentrated on a small set of values, as
when a single source sends a large number of packets to & siaglination in an unusually high volume
Oow.

Atraf c feature is a eld in the header of a packet. In this gapwe focus on four elds: source address
(sometimes called source IP and denoted srcIP), destiredidress (or destination IP, denoted dstIP), source
port (srcPort) and destination port (dstPort). Clearlgsthare not the only elds that may be examined to
detect or classify an anomaly; our methods are general éntougncompass other elds as well. However
all our results in this paper are based on analysis of thagedtuls.

Figure 1 illustrates an example of how feature distribigiohange as the result of a traf c anomaly—in
this case, a port scan occurring in traf ¢ from the Abilenekizone network (described in Section 5). Two
traf ¢ features are illustrated: destination ports in thgpar half of the gure, and destination addresses
in the lower half of the gure. Each plot shows a distributioh features found in a 5-minute period.
Distributions are plotted as histograms over the set ofifeatpresent, in decreasing rank order. On the left
in each case is the distribution during a typical 5-minuteqek and on the right is the distribution during a
period including the port scan event.
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Figure 1: Distribution changes induced by a port scan anpniidper: dispersed destination ports; lower:
concentrated destination IPs.

In the upper half of the gure, both plots have the same ramgdé -axis. Thus, although the most
common destination port occurs about the same number of {irmaghly 30) in both cases, the total number
of ports seen is much larger during the anomaly. This resulisdistribution that is much more dispersed
during the anomaly than during normal conditions. The rewaffect occurs with respect to destination
addresses. In the lower half of the gure, both plots havestirae range in the-axis. Here there is roughly
the same number of distinct addresses in both cases, bogdhd anomaly the address distribution becomes
more concentrated. The most common address occurs abomé&®in normal conditions, while there is
an address that occurs more than 500 times during the anomaly

Unfortunately, leveraging these observations in anomalgation and classi cation is challenging. The
distribution of traf ¢ features is a high-dimensional objeand so can be dif cult to work with directly.
However, we can make the observation that in most cases,amextract very useful information from the
degreeof dispersal or concentration of the distribution. In thexabdexample, the fact that destination ports
were dispersed while destination addresses were contashisaa strong signature which should be useful
both for detecting the anomaly and identifying it once it baen detected.

A metric that captures the degree of dispersal or concémrtraf a distribution issample entropyWe
start with an empirical histogram , meaning that featureoccurs times in the
sample. Let be the total number of observations in the histogram. Thes#mple entropy is
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Figure 2: Port scan anomaly viewed in terms of traf ¢ volunmel @n terms of entropy.

de ned as:

The value of sample entropy lies in the range . The metric takes on the value 0 when the dis-
tribution is maximally concentratedg., all observations are the same. Sample entropy takes on line va
when the distribution is maximally dispersee,,

Sample entropy can be used as an estimator for the souraggmf an ergodic stochastic process.
However it is not our intent here to use sample entropy in itésiner. We make no assumptions about
ergodicity or stationarity in modeling our data. We simpBeusample entropy as a convenient summary
statistic for a distribution's tendency to be concentratedispersed. Furthermore, entropy is not the only
metric that captures a distribution's concentration opérsal; however we have explored other metrics and
nd that entropy works well in practice.

In this paper we compute the sample entropy of feature bigidns that are constructed from packet
counts. The range of values taken on by sample entropy demend the number of distinct values seen
in the sampled set of packets. In practice we nd that thismsehat entropy tends to increase when sample
sizes increase.e., when traf c volume increases. This has a number of implmadi for our approach. In
the detection process, it means that anomalies showinguahtraf ¢ volumes will also sometimes show
unusual entropy values. Thus some anomalies detected drasie of traf ¢ volume are also detected on
the basis of entropy changes. In the classi cation procsseffect of this phenomenon is mitigated by
normalizing entropy values as explained in Section 4.3.

Entropy is a sensitive metric for detecting and classifysghgnges in traf ¢ feature distributions. Later
(Section 7.3.2) we will show that each of the anomalies inddbcan be classi ed by its effect on feature
distributions. Here, we illustrate the effectiveness ofr@py for anomaly detection via the example in
Figure 2.

The gure shows plots of various traf c metrics around thené of the port scan anomaly whose his-



tograms were previously shown in Figure 1. The timepointaiming the anomaly is marked with a circle.
The upper two timeseries show the number of bytes and pairkéte origin-destination ow containing
this anomaly. The lower two timeseries show the values opéaentropy for destination IP and destination
port. The upper two plots show that the port scan is dif caltietect on the basis of traf ¢ volumee., the
number of bytes and packets in 5 minute bins. However, theddwo plots show that the port scan stands
out clearly when viewed through the lens of sample entropyrdpy of destination IPs declines sharply,
consistent with a distributional concentration aroundgle address, and entropy of destination ports rises
sharply, consistent with a dispersal in the distributiomle$erved ports.

4 Diagnosis Methodology

Our anomaly diagnosis methodology leverages these oligBrsaabout entropy to detect and classify
anomalies. To detect anomalies, we introduce the multiwingace method, and show how it can be
used to detect anomalies across multiple traf ¢ featured,across multiple Origin Destination ows. We
then move to the problem of classifying anomalies. We adopirssupervised classi cation strategy and
show how to cluster structurally similar anomalies togetAegether, the multiway subspace method and
the clustering algorithms form the foundation of our angmthhgnosis methodology.

4.1 The Subspace Method

Before introducing the multiway subspace method, we rsie® the subspace method itself.

The subspace method was developed in statistical proces®kgrimarily in the chemical engineer-
ing industry [7]. Its goal is to identify typical variatiomia set of correlated metrics, and detect unusual
conditions based on deviation from that typical variation.

Given a data matrix in which columns represent variables or features, and repesent obser-
vations, the subspace method works as follows. In generasseme that the features show correlation,
so that typical variation of the entire set of features caeXessed as a linear combination of less than
variables. Using principal component analysis, one sglbet new set of variables which de ne an

-dimensional subspace. Then normal variation is de nedhagtojection of the data onto this subspace,
and abnormal variation is de ned as any signi cant deviataf the data from this subspace.

In the speci ¢ case of network data, this method is motivdigdesults in [25] which show that normal
variation of OD ow traf c is well described as occupying adodimensional space. This low dimensional
space is called the normal subspace, and the remaining siomsmare called the residual subspace.

Having constructed the normal and residual subspaces amn#gecompose a set of traf c measurements
at a particular point in time, , into normal and residual components: The size ( norm) of
is a measure of the degree to which the particular measutenmsmnomalous. Statistical tests can then be
formulated to test for unusually large , based on setting a desired false alarm raf&3].

The separation of features into distinct subspaces can dmrgdished by various methods. For our
datasets (introduced in Section 5), we found a knee in theuatraf variance captured at (which
accounted for 85% of the total variance); we therefore usedrst 10 principal components to construct
the normal subspace.



Figure 3: Multivariate, multi-way data to analyze.

4.2 The Multiway Subspace Method

We introduce the multiway subspace method in order to addnesfollowing problem. As shown in Table 1,
anomalies typically induce changes in multiple traf c fesds. To detect an anomaly in an OD ow, we
must be able to isolate correlated changes (positive ortivegjacross all its four traf ¢ features (addresses
and ports). Moreover, multiple OD ows may collude to proéuretwork-wide anomalies. Therefore, in
addition to analyzing multiple traf ¢ features, a detectimethod must also be able to extract anomalous
changes across the ensemble of OD ows.

A visual representation of this multiway (spanning mukiplaf ¢ features) and multivariate (spanning
mulitple OD ows) data is presented in Figure 3. There are fmatrices, one for each traf c feature. Each
matrix represents the multivariate timeseries of a padicmetric for the ensemble of OD ows in the
network.

Let __ denote the three-way data matrix in Figure 3.is composed of the multivariate entropy time-
series of all the OD ows, organized by distinct feature neds; denotes the entropy value at
time for OD ow , of the traf c feature . We denote the individual matrices by srcIP, dstiP,

srcPort,and dstPort. Each matrix is of size , and contains the entropy timeseries of lengtims
for OD ows for a speci c traf ¢ feature. Anomalous values in atigature and any OD ow correspond
to outliers in this multiway data; the task at hand is to mioredutliers in__.

The multiway subspace method draws on ideas that have bdlestudied in multivariate statistics [16].
An effective way of analyzing multiway data is to recast iira simpler, single-way representation. The
idea behind the multiway subspace method is to “unfold” thdtimiay matrix in Figure 3 into a single,
large matrix. And, once this transformation from multiwaysingle-way is complete, the subspace method
(which in general is designed for single-way data [24]) carapplied to detect anomalies across different
OD ows anddifferent features.

We unwrap__ by arranging each individual feature matrix side by sideisTasults in a new, merged
matrix of size , which contains the ensemble of OD ows, organized in sulvites for the four traf ¢
features. We denote this merged matrix by The rst columns of represent the source IP entropy
submatrix of the ensemble ofOD ows. The next columns (from column to )of containthe
source port submatrix, followed by the destination IP sufoimécolumns to ) and the destination
port submatrix (columns to ). Each submatrix of must be normalized to unit energy, so that no



one feature dominates our analysis. Normalization is aekli&y dividing each element in a submatrix by
the total energy of that submatrix. In all subsequent disiomswe assume that has been normalized to
unit energy within each submatrix.

Having unwrapped the multiway data structure of Figure 3,car now apply standard multivariate
analysis techniques, in particular the subspace metheahatyze

Once__ has been unwrapped to produce detection of multiway anomalies in via the standard
subspace method. Each OD ow feature can be expressed as af suormal and anomalous components.

In particular, we can write a row of attime , denoted by , where is the portion of contained
the -dimensional normal subspace, andontains the residual entropy.
Anomalies can be detected by inspecting the size ekector, which is given by . Unusually

large values of signal anomalous conditions, and following [24], we candsgection thresholds that
correspond to a given false alarm rate for

Multi-attribute ldenti cation

Detection tells us the point in time when an anomaly occurBalisolate a particular anomaly, we need
to identify the OD ow(s) involved in the anomaly. In the sydase framework, an anomaly triggers a
displacement of the state vectoraway from the normal subspace. It is tflieection of this displacement
that is used when identifying the participating OD ow(s).eVibllow the general approach in [24] with
extensions to handle the multiway setting.

The identi cation method proposed in [24] focused on onealigional anomalies (corresponding to a
single ow), whereas we seek to identify multidimensionabaalies (anomalies spanning multiple features
of a single ow). As a result we extend the previous methoddiedvs. Let be a binary matrix.
For each OD ow , we constructa such that for The result is that

can be used to “select” the features fronbelonging to ow . Then when an anomaly is detected, the
feature state vector can be expressed as:

where denotes the typical entropy vector, speci ed the components of belonging to OD ow , and

is the amount of change in entropy due to OD owThe nal step to identifying which ow contains
the anomaly is to select We do not restrict ourselves to identifying only
a single OD ow using this method; we reapply our method reaialy until the resulting state vector is
below the detection threshold.

The simultaneous treatment of traf ¢ features for the ertdlernof OD ows via the multiway subspace
method has two principal advantages. First, normal beh&vide ned by common patterns present across
OD ows and features, and hence directly from the data, a®spg toa priori parameterized models. And
second, correlated anomalies across both OD ows and fea{which may be individually small and hard
to detect) stand out, and are therefore more easily detected

4.3 Unsupervised Classi cation

In order to categorize anomalies, we need a way to systeafigitexamine the structure of anomalies and
group similar anomalies together. We turn to a clusteringra@ch because it is amsupervisednethod,
and therefore can potentially adapt to new anomalies asahisy.

There are broadly two types of clustering algorithms: piartal and hierarchical. Partitional algorithms
divide the data into a choice of clusters, with the goal of producing meaningful partitiokierarchical



algorithms work bottom-up (or top-down), merging (or 9plig) existing clusters with neighboring clusters.

These types re ect two clustering methodologies: pantigicalgorithms exploit global structure in a dataset,
whereas hierarchical algorithms use local neighborhond&ire. We used a representative algorithm from
each: from partitional algorithms, we selected thmeans algorithm, and from hierarchical clustering al-
gorithms, we selected the hierarhical agglomerative #&lyor For both algorithms, we relied on Euclidean

distance between vectors as the distance metric between anomalies in ensye.

The -means algorithm clusters data points as follows. Giveroécetof desired clusters as input, the
algorithm begins with initial random seeds, which are the initial cluster centlthen alternates between
assigning each point in the dataset to the nearest clustégrcand updating the mean of each cluster. It
iterates until further re-assignments are possible.

The hierarchical agglomerative algorithm for clusterimgadpoints works as follows. Given data points
to assign to clusters, it begins with each data point belonging to its oluster. The algorithm then joins
the nearest two points to form new clusters. It then joinsribarest twaclustersto form a new cluster.
The algorithm continues joining clusters in this manneilwmte cluster contains all variables (or we have

clusters). The joining procedure is based on nearest-beigtuclidean distance.

As we shall see in Section 7, our results are not sensitiviegeloice of algorithm used, although the
algorithms are very different. This independence from spetustering algorithms is encouraging, and it
underscores the utility of the entropy metrics we use totelumnomalies.

A basic question that arises when doing clustering is to @lggroper number of clusters to best describe
a dataset. Objective answers are not usually possible, Bubjgctive decision can be made based on
examiningintra-cluster andnter-cluster variation. The idea is that, as the number of clastmreases,
intra-cluster variation should reach a minimum point, wliiiter-cluster variation reaches a maximum point.
Adding additional clusters beyond this point does not addhrability to explain data variation in terms of
clusters.

These metrics are de ned as follows, for points in 4 dimensid_et be the datapoints ( points
in 4-entropy dimensions) that we want to cluster. Ldbe the number of clusters. Let be the
matrix of cluster means. Let be a indicator matrix, if the point belongs to cluster and
0 otherwise. Now let denote the matrix of total sum of squares and cross prodwbish is given by:

. And, let denote the between-cluster sum of squares and cross products, whigveis
by: . And nally, denotes the within-cluster sum of squares and cross products,
and is given by: )

Then, the intra-cluster variation is given by the sum of tfegdnal entries of , trace , and the
inter-cluster variation is given by trace . A good number of clusters will minimize the intra-clusteiriv
ation, while maximizing the inter-cluster variation. Thedssamining the behavior of trace and trace
as a function of the number of clusters helps in choosing pipecgriate number of clusters.

5 Data

We study the proposed anomaly detection and classi catiaméwork using sampled ow data collected
from all access links of two backbone networks: Abilene ardi@.

Abilene is the Internet2 backbone network, connecting @@€r US universities and peering with re-
search networks in Europe and Asia. It consists of 11 PoinBsesence (PoPs), spanning the continental
US. We collected three weeks of sampled IP-level traf ¢ oatd from every PoP in Abilene for the period
December 8, 2003 to December 28, 2003. Sampling is periati rate of 1 out of 100 packets. Abilene
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anonymizes destination and source IP addresses by magkirigeir last 11 bits. Geant is the European
Research network, and is twice as large as Abilene, with Z5Plocated in the major European capitals.
We collected three weeks of sampled ow data from Geant a§ Welthe period of November 15, 2004
to December 8, 2004. Data from Geant is sampled periodjcallg rate of 1 every 1000 packets. The
Geant ow records are not anonymized. Both networks repow statistics every 5 minutes; this allows
us to construct traf ¢ timeseries with bins of size 5 minut&éke prevalence of experimental and academic
traf ¢ on both networks make them attractive testbeds farettgping and validating methods for anomaly
diagnosis.

The methodology we use to construct Origin-Destination Y@is is similar for both networks. The
traf ¢ in an origin-destination pair consists of IP-levebws that enter the network at a given ingress PoP
and exit at another egress PoP. Therefore to aggregate wudata at the OD ow level, we must resolve the
egress PoP for each ow record sampled at a given ingressiPigegress PoP resolution is accomplished
by using BGP and ISIS routing tables, as detailed in [10].rélaee 121 such OD ows in Abilene and 484
in Geant. We construct traf ¢ timeseries at 5 minute binsdiarviews of OD ow traf ¢c; number of bytes,
number of packets, and the sample entropy values of its 4 fiedtures (source and destination addresses
and ports).

There are two sources of potential bias in our data. Firetirtif ¢ ows are sampled. Sampling reduces
the number of IP- ows in an OD ow (with small ows suffering re), but it does not have a fundamental
impact on our diagnosis methods. Of course, if the samplatg is too low, we may not sample many
anomalies entirely. Later in Section 6.3, we nd that enyrdgased detections can expose anomalies that
have been thinned substantially. We therefore conjechaeviolume-based metrics are more sensitive to
packet sampling than detections via entropy.

Another source of bias may arise from the anonymization cidBresses in Abilene. In some cases,
anonymization makes it dif cult to extract the exact origind destination IP of an anomaly. We may also
be unable to detect a small number of anomalies (those @ifgate xes longer than 21 bits) in Abilene. To
guantify the impact of anonymization has on detecting ari@snave performed the following experiment.
We anonymized one week of Geant data, applied our detetidmati®, and compared our results with the
unanonymized data. In the anonymized data, we detected ri®8adies, whereas in the unanonymized
data, we found 132 anomalies. We therefore expect to deteiet emomalies in Geant than Abilene, both
because of the unanonymized nature of its data, and bechiiséaoger size (twice as many PoPs, and four
times the number of OD ows as Abilene).

It is also worthwhile to consider the effects of spoofed ladn our study, since our analysis rests on
studying packet header distributions. In fact the spoo figaurce addresses.f. in a DOS attack) and
ports works in our favor, as it disturbs the feature distiins, making detection possible. In order to evade
detection, spoo ng would require constructing addressgsaorts that obey “typical” distributions for each
OD ow. This is clearly quite challenging, since the normabspace of “typical” feature distributions is
built from temporal patterns common to the entire ensemb@® ows.

In addition to OD ow data, we also injected known anomalycka into our traf ¢ data to validate our
methods. We do not introduce the speci cs of the injectechaales here; both the injection methodology
and data will be introduced in Section 6.3.

We now apply our methods to OD ow timeseries of both netwoeksd present results on detection and
classi cation of anomalies.
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Figure 4: Comparing Entropy Detections with Detections ativhe Metrics (Abilene 1 Week).

6 Detection

The rst step in anomaly diagnosis is detection — desigratime points in time at which an anomaly
is present. To understand the potential for using featwstilliitions in anomaly detection, we ask three
qguestions: (1) Does entropy allow detection of a larger s@anhomalies than can be detected via volume-
based methods alone? (2) Are the additional anomaliestddtby entropy fundamentally different from
those detected by volume-based methods? And (3) how prigciterms of false alarm rate and detection
rate) is entropy-based detection?

We answer these questions in the following subsections. idfecompare the sets of anomalies detected
by volume-based and entropy-based methods. We then mamsgect the anomalies detected to determine
their type and to determine false alarm rate. Finally wednkgmown anomalies taken from labelled traces
into existing traf c traces while varying the intensity dfd injected attacks, to determine detection rate.

6.1 Volume and Entropy

Our starting point in understanding the anomalies detegte@ntropy is to contrast them with those that
are detected using volume metrics.

As a representative technique for detecting volume an@sialve use the methods described in [24].
This consists of applying the subspace method to the mrikiieaOD ow timeseries, where each OD ow
is represented as a timeseries of counts of either packdigtes per unit time. The number of IP- ows
metric is distinct from the simple volume metrics (numbebgfes and packets) because it has information
about the 4-tuple state of ows, and so is more closely relatethe entropy metric. As such, we ran the
subspace method on timeseries of packets and bytes; anyabntmt was detected in either case was
considered a volume-detected anomaly. On the other hardktézt anomalies using entropy we use the
multiway subspace method on the three-way matrix

Our goal is to compare the nature of volume-based detectitnthat of entropy based detection. As
described in Section 4.1, the subspace method yields aisielctor that captures the unexplained variation
in the metric. For bytes we denote the residual vectdor packets , and for entropy .

Since detections occur when the norm of the residual veslarge, we can compare detection methods
by looking at the norm of both residual vectors for each tioiep The results are shown in Figure 4.
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Network | # Found in # Found in #Foundin | Total # of
Volume Only | Entropy Only | Both Metrics| Anomalies

Geant 464 461 86 1011

Abilene 152 258 34 444

Table 2: Number of Detections in Entropy and Volume Metrics.

Figure 4(a) is a scatterplot of the squared norm of the eptrepidual vector plotted against the
squared norm of the byte residual state vector for one week of Abilene traf c data. Figure 4(b) is the
same plot for and . In each plot, lines represent detection thresholds at . Points that lie
to the right of the vertical line are volume-detected ana@sadnd points that lie above the horizontal line
are detected in entropy. The mass of points in the lowelglgdidrant denote the non-anomalous paints.

Figures 4(a) and (b) show that the sets of anomalies detei@edlume and entropy metrics are largely
disjoint. In particular, many anomalies that actually iimeovery little additional traf ¢ volume are de-
tectable using entropy. These anomalies are not detestiablelume metrics. Figure 4(a) shows that bytes
and entropy detect almost completely distinct sets of atiemiaWhen the metric is packets, as shown
in Figure 4(b), a number of anomalies are detected via bollmve and entropy, but many more anoma-
lies are only detectable via entropy. While these resutsdapendent on the particular thresholds used, it
is clear from inspecting the gure that setting the volumeetthold low enough to detect the majority of
entropy-detected anomalies would introduce a vast nunfifalse alarms.

In Table 2 we provide a quantitative breakdown of the anagsatietected across all our datasets. As
mentioned in Section 5, the large number of anomalies dedécthe Geant network can likely be attributed
to its larger size, and to the fact that the Geant data is rmtyanized. We also note that there are two large
outages (or periods of missing data) in the Geant data tlcauat for about 130 detections.

The table shows that the set of additional anomalies detesieag entropy is substantial (461 additional
anomalies in Geant and 258 additional anomalies in Abilefeirthermore, the relatively small overlap
between the sets of anomalies detected via the two methddsla 2 quantitatively con rms the results in
Figure 4, namely, that volume measures and entropy complesaeh other in detecting anomalies.

6.2 Manual Inspection

To gain a clearer understanding of the nature of the anosdéitected using entropy, we manually inspected
each of the 444 anomalies detected in the Abilene datasetm@nual inspection involved looking at the
traf c in each anomalous timebin at the IP ow level, and eioyed a variety of strategies. First, we looked
at the top few heavy-hitters in each feature. Second, weelb@k the patterns of port and address usage
across the set of anomalous ows; in particular, we checke@ither sequentially increasing, sequentially
decreasing, or apparently random values (which are relgt@asy to spot) in each feature. Third, we looked
at the sizes of packets involved in the anomaly. And last,oe&éd at speci c values of features, especially
ports, involved.

Our goal was to try to place each anomaly into one of the ctaiss€able 1. In the process, we made
use of some general observations. First, anomalies lalBéid were high-rate ows from a single source
to a single destination [31]. In our data, most of these @pwad to routine bandwidth measurement ex-
periments run by SLAC [27, 33]. However, many high bandwidths are in fact malicious in intent.g.,
bandwidth DOS attacks. In order to separate these DOS atfemk typical alpha ows, we made use of
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Anomaly Label # Found | # Additional
in Volume | in Entropy
Alpha Flows 84 137
DOS 16 11
Flash Crowd 6 3
Port Scan 0 30
Network Scan 0 28
Outage Events 4 11
Point to Multipoint 0 7
Unknown 19 45
False Alarm 23 20
Total 152 292

Table 3: Range of anomalies found in Abilene by manual inspec

port information; both bandwidth measurement experimantsmany DOS attacks use recognizable ports.
In addition, DOS attacks can be spoofed, and so anomaliésneitiominant source but a dominant desti-
nation were also labeled as DOS. To distinguish ash cronehévfrom DOS attacks, we used a simpli ed
version of the heuristics in [12]: we labeled as a ash eveatd¢ originating from a set of sources that
did not appear to be spoofed, and directed to a single déstinat a well known destination port. Some
anomalies had no dominant features, but showed sharp dipsf imvolume. These anomalies correspond
to outage-related events, and we cross-veri ed them withefle operations reports [1].

Our manual classi cation was largely successful, but thvezee a number of anomalies that could not be
classi ed. First, there were some anomalies that showedihstantial deviation in any entropy or volume
timeseries. We checked each of these to see if they showeshalntharacteristics at the ow level. If not,
we labeled each such anomaly as a false alarm.

Second, there was a set of anomalies that we simply couldassify with certainty. These all showed
some sort of unusual behavior at the IP ow level, but the ratf that behavior was hard to classify. Some
of these unknowns appear to be multiple anomalies co-doguirr the same timebin. A large set of these
unknowns simply correspond to anomaly structures that we wet aware of when we manually inspected
them. We will show in Section 7 that many of these unknown aad@®s in fact correspond to a peculiar
new class of anomalies, whose structure was exposed by tamatic classi cation methods.

The results of our manual inspection are listed in Table & t@ble shows that certain types of anomalies
are much more likely to be detected in entropy than in volummefact, none of the port scans, network
scans or point-to-multipoint transfers were detected lame metrics; these types of anomalies were only
detected using entropy. These types of anomalies are piedbotly low-volume, and therefore dif cult to
detect by volume-based methods, con rming the observatiorfrigure 4. It is important to note that even
though these anomalies involve little traf ¢c volume, they amportant to an operator. For example, some of
the 28 low-volume network scans detected in entropy wergrgibto port 1433, which indicates that they
were likely to be scanning probes from a host or hosts intewfith the MS-SQL Snake worm.

We note that although these low-volume anomalies are “dumgthin a large mass of normal traf c,
they have properties that make them easy to detect usinguhisvay subspace method. These low-volume
anomalies induce strong simultaneous changes acrosplauiaf ¢ features. Referring back to Figure 3,
these simultaneous changes (signi ed by the common spileaahn of the four features for a single ow)
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Anomaly Type Intensity (# pkts/sec) Data source
Single-Source DOS [11]
Multi-Source DDOS [11]
Worm scan 141 [32]

Table 4: Known anomaly traces injected.

combine to make the detection problem easier. For exampgiertascan induces a dispersal in destination
ports and simultaneously concentrates the destinatiomstRialition. Even though the individual shifts in
entropy may be small, the subspace method combines thera &mgle large, detectable change in the state
vector.

Table 3 also sheds light on false alarm rate. The table sHuat$rt three weeks of data, only 43 anoma-
lies were clearly false alarms. This is a minimum value, ieessome anomalies in the unknown category
might be considered false alarms if their nature were cotalyleinderstood; but from our inspection, it
does not appear that this is true in most cases. Thus we amtiat the false alarm rate is generally low
for distribution-based detection — on the order of 10% oédgons are false alarms.

6.3 Detecting Known Anomalies

The last section showed that entropy-based anomaly datertéis low false alarm rate, and appears to be
sensitive in its ability to detect low-volume anomalies.wéwer, we were not able to directly measure the
method's detection rate because we were working only wittrraalies actually present in our traces. To
test detection rate more directly, we need controlled erparts involving known anomalies at varying
intensities. To do this we make use of a set of traces taken flmcumented attacks and infections (which
are described next).

6.3.1 Methodology

To test detection rate we considered generating synthahimalies — packet traces speci cally constructed
to mimic certain anomalies. However we rejected this apghrdsecause we did not want to inadvertently
inject bias into our results. Instead we decided to make tipagket traces containing well-studied anoma-
lies, to extract the anomalies from these traces, and taisupase the anomalies onto our Abilene data in
a manner that is as realistic as possible. This involved aeumf steps which we describe below.

We used traces of three anomalies of varying intensity, sarazed in Table 4. The rstis a single-
source bandwidth attack on a single target destinatiorritestin [11]. The second trace is a multi-source
distributed denial of service attack on a single targeg déscribed in [11]. Both these traces were collected
by the Los Nettos regional ISP in 2003. The third trace is amvecan, described in [32]. This trace was
collected from an ISP in Utah, in April 2003. All three tracemsist of packet headers without any sampling.

In all three traces, the anomaly traf c was mixed with baakgrd traf c. We extracted the anomaly
packets from the DOS attacks by identifying the victim, arttacting all packets directed to that address.
The worm scan trace was already annotated, making extmastiiaightforward. We then mapped header
elds in the extracted packets to appropriate values forAhiene network. We did this by zeroing out the
last 11 bits of the address elds to match the Abilene anomgtion, and then applying a random mapping
from the addresses and ports seen in the attack trace tosaddrand ports seen in the Abilene data.
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Thinning Single DOS Multi DOS Worm Scan
Factor Intensity Intensity Intensity

pps % pps % pps %
0 3.47e5| 99% | 2.75e4| 93% 141 6.3%
10 3.47e4| 94% | 2.75e3| 57% 14.1 0.63%
100 3.47e3| 62% 275 12% 1.44 | 0.069%
500 - - - - 0.251 | 0.012%
1000 347 14% 27.5 1.3% | 0.0979| 0.0047%
10K 347 | 1.6% | 2.59 | 0.13% - -
100K 3.47 | 0.16%| 0.392 | 0.013% - -

Table 5: Intensity of injected anomalies, in # pkts / sec agr@d@nt of OD ow traf c.

Having extracted and appropriately transformed the anpinad c, we then injected it into our traf ¢
data. We selected a random timebin, which did not contaimamaly. Then, we inject the anomaly in turn
into each OD ow in the Abilene data. After each injection, applied the multiway subspace method to
determine whether the injected anomaly was detected. Thwsed us to compute a detection rate over OD
Oows.

In order to evaluate our methods on varying anomaly intessitve thinned the original trace by select-
ing 1 out of every packets, then extracted the anomaly and injected it intcAtkilene OD ows. For
the particular timebin we selected, the average traf cristgy of an Abilene OD ow was 2068 packets per
second (recall that our Abilene data is itself sampled withcior of 100). The resulting intensity of each
anomaly for the various thinning rates is shown in in Tabl&lge table also shows the percent of all packets
in the resulting OD ow that was due to the injected anomaly.

In addition to the injection experiments outlined above alg® evaluate the multiway subspace method
on anomalies that span multiple OD ows. We constructed /D@ ow anomalies as follows. Starting
with the multi-source DOS attack trace, we extracted thereatp traf c as before. Then, we divided the
attack trace into smaller traces, based on uniquely mapping the set of soBg@lthe attack trace onto

different origin PoPs. The splitting was performed so thatheof the groups has roughly the same
amount of traf c. Next, we injected this-partitioned trace into OD ows sharing the same destination
PoP (the victim of the DDOS attack). For each destination ReRnjected the OD ow anomaly into all
possible combinations ofsourcesi.e., combinations where = 11 is the number of PoPs in the Abilene
network. We repeated this set of experiments for every wiatstin PoP in the network; thus for a given
choice of , we performed total experiments. For each multi-OD ow injection, we reded
if the entropy-based multiway subspace method detectearttmaly. Finally, we repeated the entire set of
experiments at different thinning rates to measure theitbgtysof the detection methods to smaller DDOS
attacks. While these multi-OD ow experiments are desigteedpan a number of origin PoPs sharing a
single, common destination PoP, our detection methods tlassume any xed topological arrangement
on the anomalous OD ows. The results from these experimgnes us insight into the performance of
the multiway subspace method in detecting anomalies teatvaarfed in individual OD ows, but are only
visible network-wide, across multiple OD ows.
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Figure 5: Detection Results from Injecting Real Anomalies.

6.3.2 Results

The resulting detection rates from injecting single OD omoanalies are shown in Figure 5. In each gure,
we show results from the multiway subspace method for twiemdiht detection thresholds (= 0.995
and = 0.999). We use these relatively high detection threshmldrake our results as conservative as
possible; lower detection thresholds would generate hightection rates. Each gure also shows results
for detection based on volume metrics alone (bytes and pelcked volume metrics combined with entropy.
The difference between the curves for entropy and volumiegpy can be interpreted as a lower bound on
the detection rate due to entropy alone.

This gure sheds light on a number of aspects of detectioa. rairst, all anomalies are easily detected
when they occur at high volume. All single source DOS attaulkesdetected when they comprise at least
14% of an OD ow's traf c on average. All multi source DOS atfes are detected when they comprise at
least 12% of an OD ow's traf c on average. And all worm scang @etected when they comprise at least
6% of an OD ow's traf c on average. Note that the percentaga®n in the table are averaged over all OD

ows; for the highest-rate OD ows, the fraction of traf ¢ coprising the anomaly is much less than the
average given here.

Second, we note that at even lower rates of anomaly traf trogy is much more effective for detection
than are volume metrics. Figures 5(b) and (c) show that whé&oy is used for detection, high detection
rates are possible for much lower intensity anomalies: kam#ple, a detection rate of 80% is possible
for worm scans comprising only 0.63% of OD ow traf c on avga For this same level of intensity,
volume based detection is ineffective. Finally, Figure) Sfzows that when single-source DOS attack traf ¢
comprises 1.6% of OD ow traf c on average, entropy baseded&bn is still more effective than volume
based detection, but to a lesser degree.

Our nal set of experiments concern using the multiway sattgpmethod to detect multi-OD ow
anomalies. The detection rates (averaged over the entid egperiments) from injecting DDOS attacks
spanning OD ows are shown in Figure 6. Figure 6(a) and (b) present ltssuhen the
detection threshold is=0.999 and =0.995 respectively. Both gures show that we can effedyivdetect
attacks spanning a large number of OD ows. In fact, the deiagates are generally higher for larger
i.e.,for attacks that span a larger number of OD ows. For exaniplBjgure 6(a) we detect 100% of DDOS
attacks that are split evenly across all the 11 possiblémaigoPs in the Abilene network, even at a thinning
rate of 1000. From Table 5, the average intensity of the DD@&latrace in each of the 11 OD ows at
a thinning rate of 1000 is— packets/sec. When the detection threshold is relaxed to
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(Figure 6(b)), we detect about 82% of all DDOS attack trafmaaning 10 OD ows, at thinning rates of
10000, which corresponds to an attack with intensity of 9.@&ckets/sec in each of the 10 participating
OD ows individually. Such low-rate attacks are a tiny cormemt of any single OD ow, and so are only
detectable when analyzing multiple OD ows simultaneou3lgus, the results here underline the power of
network-wide analysis via the multiway subspace method.

In summary, the results in this section are encouragingherse of entropy as a metric for anomaly
detection. We nd that entropy-based detection exposegya llumber of anomalies that can not be detected
using volume-based methods. Many of these anomalies ardéusfdamentally different type from those
exposed by volume-based methods, and include maliciouavi@hof considerable interest to network
operators. Finally, we nd that entropy based detectionegates relatively few false alarms, and has a high
detection rate even when anomalies comprise a small fracfi@verall OD ow volume, and especially
when anomalies span multiple OD ows.

7 Classi cation

The last section showed that traf ¢ feature distributiodsl @onsiderable range and sensitivity to anomaly
detection. In this section we show how feature distribigioan be used to understand the nature of the
anomalies detected.

As discussed previously, we seek to avoid the limitationsdased by working only with a prede ned
set of anomaly classes. Instead we seekitoethe anomaly classes from the data, by discovering and
interpreting the patterns present in the set of anomaliag. g@neral strategy is to employ unsupervised
learning in the form of clustering.

7.1 Clustering Known Anomalies

To cluster anomalies, we start by recognizing that each ahowgan be thought of as a point in four-
dimensional space with coordinate vector srclP dstIP srcPort  dstPort. Next we
rescale each point to unit norm (divide it by ) to focus on the relationship between entropies rather
than their absolute values. We can then ask whether an@@ligmilar types will appear to be near to
each other in thientropy space

18



T T 1
o
* ¥ %
0% %ﬁﬁ% osf « "
. Hkye . o
5 L T g
g % Z <
3 4 3
I o T S
o
o
o
a 0 0oy
-1 -0.5 0 0.5 1 1
Hres(SrclP)
1
*
P %ﬁ%
= Hox -
§ * % j g o o §
3 x !:, O%D@ g 5 * ;@ﬁ 2
@ o o o w
£ . £ |goBo o ; ek
BH * AL
o oH o *
o e E a D*D *% %*
o og *
ot *
L L 1 n ok L 1 L
1 05 0 05 1 1 05 0 05 1 1 05 0 1
Hres(SrcIP) Hres(SrcIP) Hres(SrcIP)
(a) SrclP vs. SrcPort (b) SrclIP vs. DstIP (c) SrclP vs. DgtPor

Figure 7: Clusters from Synthetic Injection (Top: Known &gpBottom: Cluster Results).

To gain intuition about clustering using these metrics, wgib by examining sets dnownanomalies
and observing how clusters emerge. In subsequent sect@apmly clustering tenknownanomalies as a
tool for classi cation.

Figure 7 illustrates how known anomalies are distributeéritropy space. The top row of plots in this
gure shows the set of known anomalies used in Section 6.3rglsisource DOS, multi-source DOS, and
worm probes. To visualize the set of anomalies in 4 dimerssive have provided three projections, each

of which plots the residual entropy of Source IP against drikeother entropies.

In the top row of the gure, the anomalies are labeled basedheir known types: open boxes are
single-source DOS attacks, stars are multi-source DO8Kattand open circles are worm scans. The gure
shows that these three attack types are clearly separagedropy space. Each set of attacks appears in an
expected position in this space: single source attacksirgtjion characterized by low entropy in srclP and
dstIP, a result of the presence of a large number of paclatsdrsingle source to a single destination. The
multi-source attacks show up in the region of low dstIP gmtrand high srcIP entropy, a result of many
sources sending to a single destination. Finally, worm Seg@pear in the region of low srclP entropy, high
dstIP entropy, and low dstPort entropy — a consequence ofadl st of senders probing a large set of
destinations on a single port.

The distinct separation among these three types of knowmalies suggests that it may be possible to
divide this set of anomalies into groups automatically. Xplere the effectiveness of this approach we use
the Hierarchical Agglomerative clustering algorithm asaéed in Section 4.3. The lower set of plots in
Figure 7 show the results for three clusters. Note that irlder set of plots, the plot symbols re ect the
results of the clustering algorithm (rather than the knoworaaly types as before). Different clusters have
been assigned different plot symbols.
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Figure 8: Two Views of Abilene Clusters in 2 Dimensions.

Itis clear that the three types of anomalies are easilyjsished by an automatic clustering procedure.
Almost every anomaly has been assigned to its proper cluBtere are only 4 cases out of 296 where an
anomaly is placed in the wrong cluster by automatic clustgri

These results are encouraging and suggest that, using festure distributions, it may be possible to
use automatic procedures to detect structure in sets of@remofunknowntype. We explore the potential
for this approach in the rest of this section.

7.2 Clusters Found in Traf c

We can get a qualitative sense of how distinct anomalies fdusters by looking at Figure 8. This gure
shows the position in entropy space of each anomaly detéttede week of the Abilene dataset. Two
2-D projections are shown in the gure. The gure shows thabmalies detected in traf c are spread very
irregularly in entropy space, forming fairly clear cluster

Comparing clusters across views suggests that most dustenarrowly bounded in at least two dimen-
sions (usually three or even all four dimensions). A clearew of this property can be obtained from 3-D
plots. In Figure 9 we show the four 3-D plots that can be forfnech our four-dimensional data. The gure
shows the set of anomalies detected in all three weeks oft@eda. This gure shows that clusters are
equally present in the Geant data. Furthermore, it showshtha clusters are bounded in each dimension.
Many clusters are “clumps,” which are tightly bounded ireihdimensions. Other clusters appear as bands
which are tightly bounded in two dimensions. The fact thestdts are generally tightly localized in entropy
space suggests that clustering may be effective as a todiassifyinganomalies found in traf c.

7.3 Clusters and Classes

Although Figures 8 and 9 appear to exhibit clusters on vigxalmination, an algorithmic approach to

analyzing these spatial anomaly patterns involves twotgures (1) What is the best method for dividing

data such as these into clusters? And, (2) what is the refdtip between the clusters found and the
classi cation of the anomalies present?
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Figure 9: Geant Clusters in 3 Dimensions.

7.3.1 Clustering Anomalies

As discussed in Section 4.3, typical methods for assessingparopriate number of clusters to use in
modelling a dataset are inter-cluster variation and iotuster variation. We apply two clustering algorithms
( -means and hierarchical agglomeration) to each of the twasdés (anomalies detected in 3 weeks of
Abilene traf ¢ and those detected in 3 weeks of Geant traf the resulting inter- and intra-cluster variation
as a function of the number of clusters are shown in Figure 10.

The gure shows that all eight combinations of clusteringhuels, metrics, and datasets show consistent
results. In each case, approximately 8 to 12 clusters seegisltl good t to the data. There is a knee at
approximately this point in each of the curves, suggestiag most of the structure in the data is captured
by 8 to 12 clusters. Furthermore, since the metrics are ravigihg rapidly in this region, a small change in
the number of clusters should not have a strong effect onanrlasions. As a result, we x the number of
clusters at 10 in subsequent analysis.

7.3.2 Properties of Clusters

The results of performing hierarchical agglomerative tdting (based on 10 clusters) on the 3-week Geant
dataset is shown in Figure 9. In the gure, each cluster isotluhby a distinct plotting symbol. Likewise,
distinct symbols are used in Figure 8 to denote the resultfustering.

Clearly, automated methods can nd structure in this daiatdbe useful for analysis the clusters found
should have some correspondence to high level anomaly;tiids, clusters should have some meaning.
To determine whether automatically generated clusters h@erpretation in terms of particular anomaly
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Figure 10: Selecting the optimal number of clusters. (Lafiilene, Right: Geant.)

Anomaly Label #Found| (srclP) (srcPort) (dstlP) (dstPort)
Alpha Flows 221 |-0.38 0.32*|-0.19 0.47 -0.37 0.33* | -0.35 0.35
DOS 27 -0.05 0.57 |-0.20 0.51 -0.35 0.20* | -0.08 0.49
Flash Crowd 9 0.21 0.49 049 0.26* |-0.28 0.22* | 0.13 0.58
Port Scan 30 -0.33 0.19*| 0.07 0.40 -0.41 0.15* | 0.70 0.14*
Network Scan 28 -0.19 0.22 0.84 0.17* | 0.20 0.21 -0.29 0.16*
Outage Event 15 051 0.33*| 031 0.31 051 0.34* | 0.24 0.20
Point to Multipoint 7 -0.18 0.16*|-0.17 0.12* | 0.66 0.04* | 0.68 0.06 **
Unknown 64 -0.28 0.39 0.02 0.46 -0.35 0.34 0.17 0.55
False Alarm 43 -0.01 0.49 0.27 0.46 -0.00 0.46 -0.04 0.57

Table 6: Distributions of each set of labels in entropy spaeater standard deviation.

classes, we turn to our manually labeled data (three weekbitene anomalies).

As a rst step we examine how each set of labels is distribirieshtropy space. These results are shown
in Table 6. For each label, we give the mean location and atdndeviation in each dimension for the set
of anomalies with that label. Note that this doest re ect any sort of automatic clustering, but is just a
measure of where anomalies are located in entropy spachisltable, we have placed an asterisk next to
each case in which the mean is more than one standard deviatim zero, and two asterisks when the
mean is more than two standard deviations from zero.

The table shows that the location of anomalies in entropgesfsaconsistent with the manual labels, and
gives information about the nature of each anomaly typehalpws are characterized by concentration in
source and destination addresses. DoS attacks are chemeatigy a concentration in destination address.
Flash crowds are from a dispersed set of source ports, to@ntmated set of destination addresses. Port
scans are from a concentrated set of source addresses teentrated set of destination addresses and a
very widely dispersed set of destination ports. Networknscare from a highly dispersed set of source
ports, to a concentrated set of destination ports (we nd sugh network scans often use a large set of
source ports, sometimes incrementing the source port dnabe). Network outages correspond to an
unusually dispersed set of source and destination addréssed in a particular ow. Point to multipoint
are from a small set of source addresses and ports to vegydatg of addresses and ports. The false alarms

22



Cluster| # points in| Plurality Label # points in # of
Cluster Plurality | Unknowns| srclP | srcPort| dstIP | dstPort
1 191 Alpha 159 18 0
2 53 Network Scan 26 5 0 0 0
3 35 Port Scan 15 15
4 30 Port Scan 15 14 0 0
5 24 Alpha 10 3 0 0 0
6 22 Outage Event 8 2 0 0 0
7 22 Alpha 17 4 0 0
8 8 Point to Multipoint 6 1 0 0 0
9 8 Flash Crowd 3 2 0 0 0
10 4 Alpha 2 0 0 0 0

Table 7: Anomaly clusters in Abilene data.

have no strong tendency to show an unusual distributionrfprf@ature. Finally, there are a set of unknown
anomalies that show a slight tendency to concentrationuncgoand destination addresses. We will return
to the nature of these unknown anomalies below.

Having built an understanding of what sorts of anomaliesikhand do fall in various regions of entropy
space, we can now examine the clusters found in our data, sndifzether they are useful for anomaly
classi cation.

The 10 clusters found in the 3-week Abilene dataset are showable 7, in decreasing order of size.
For each cluster, we given the number of anomalies placedfietcluster. We also show the label that was
most commonly found among anomalies in the cluster (theafitudabel), and the number of times that
anomaly was found. Note that the cluster's plurality labalot necessarily an accurate label for the majority
of points in the cluster, as can be seen from the column githeghumber of times that the plurality label
was found in the cluster. The next column shows how many oattenalies in the cluster were unknown,
i.e., not classi able via our manual methods. Finally we summetlze location of each cluster in entropy
space as follows: Each cluster has a mean and standardidealing each entropy axis. For each axis, if
the cluster's mean was less than 3 standard deviations fesno) we give the value. We give a if the
mean is positive and more than 3 standard deviations from aexd a if the mean is negative and more
than 3 standard deviations from zero.

This table shows that clusters tend to be internally comststmeaning that points within a cluster tend
to have the same label. For example, the rst cluster is 00&6 & single anomaly type; in many of the other
clusters, a single anomaly type is in the majority.

The table also shows that clusters tend to have distinct mganThere are ve different labels that are
in the plurality in one or more clusters.

Turning to the position of the clusters in entropy space, e that each cluster occupies a distinct
position in entropy space. The largest alpha cluster li#fsamegion corresponding to narrowly concentrated
distributions of source address, destination addressdastihation port. This cluster mainly contains the
previously-mentioned bandwidth-measurement experisnemt by SLACiperf  [33]. It also contains 13
of the DOS attacks, which can be hard to distinguish from alplvs without reference to speci ¢ port
numbers.

The next cluster is dominated by network scan anomalies dlhster lies in the region related to highly
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distributed source ports. As previously mentioned, thesastend to use a large set of source ports, often
incrementing the source port on each probe.

There are two kinds of clusters dominated by portscans.dnr# cluster (cluster 3), source and desti-
nation ports are dispersed. In the second cluster (clujtepdrce ports are concentrated, while destination
ports are dispersed. It appears these represent two diffst@es of port scanning. In the rst case, the
scanner listens for responses on a wide variety of porthaparin an attempt to avoid detection. In the
second case, the scanner listens for responses on one oll aetroéports.

Next is a cluster dominated by alpha ows, and characterirea dispersed set of destination addresses.
The next cluster shows a dispersed set of destination povesstigation shows that this cluster contains a
large number of cases in which multiple anomalies co-ocguhé same timebin, as well as some alpha
ows. Furthermore, most outage events fall in this clust€he next cluster is also dominated by alpha
ows, and is characterized by concentrated sets of sourdedastination addresses, but not concentration
in source or destination ports.

The next cluster is dominated by point-multipoint anormsli€hese are to a wide range of destination
ports. Based on examining ports used, it appears these megnbent distribution, peer-to-peer traf c, or
trojan activity.

The next cluster is dominated by ash crowds — a concentmatib ows to a single or small set
of destination ports. Finally we have the smallest clusidnich consists of anomalies that are primarily
sending from a concentrated set of ports.

7.3.3 Insight from Clustering

Our goal in applying unsupervised learning via clusterisdgoi mine patterns from anomaly data to gain
better insight into the nature of the anomalies that have degected. In this section we report on a variety
of insights that we derived from the clustering results desd in the last section.

Our rst example concerns clusters 3 and 4. The differendevéen these two types of port scans
was not appreciated by us at the outset of our study and owlgnbe clear after inspecting the results of
clustering. This is an example of how clustering can expase kinds of anomalies not anticipated or
detected in manual inspection.

The next set of examples involve the nature of the Unknowmreaties. Table 7 shows that the unknown
anomalies tended to fall disproportionately in clustersnd 4, the port scan clusters. Armed with this
observation, we returned to the raw data. In the case ofagl@stve noted additional features in ve of the
unknown anomalies that suggested that they were in facsparts. In the case of cluster 4, we noted that 6
of the unknown anomalies were destined to port 1433, suiggextworm scanning activity. In these cases,
the output of clustering suggested to us likely hypotheseprieviously unidenti ed anomalies.

The nal example concerns cluster 7. We noted that clustesitains a number of alpha ows, but the
cluster does not show concentration in the source or déistingorts. On investigation, we found a possible
explanation: alpha ows in this cluster appear to use difgrport numbers for each ow, in a manner
suggesting that a network address translation (NAT) bor thé ow path. Thus, the effect of having a
NAT in the path is to increase the dispersion in ports, legdiina cluster that is distinct from majority of
alpha ows in cluster 1. This shows that clustering can révea presence of middleboxes in the path used
by network ows.
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Cluster| # points in Corresponding
Cluster | srclP | srcPort| dstIP | dstPort| Abilene cluster
1 532 1
2 133 0 none
3 75 0 0 0 2
4 75 0 0 none
5 53 0 0 7
6 43 0 0 0 9
7 31 0 3
8 31 none
9 25 0 0 0 8
10 13 0 none

Table 8: Anomaly clusters in Geant data.

7.3.4 Examining Geant Clusters

In Table 8, we present anomaly clusters from Geant datagudirclusters and the hierarchical agglomer-
ative clustering algorithm. As before, we summarize thg(apimate) location of the cluster in residual
entropy space by (cluster mean is less than 2 standard deviations from th@,zer(cluster mean is pos-
itive, and more than 2 standard deviations from zero) angtluster mean is negative, and more than 2
standard deviations from zero). We did not manually inspldhe Geant anomalies to measure the accu-
racy of our clustering results. Instead we relied on the é®l cluster locations to obtain a label for Geant
clusters that occupied a similar region, and then we spetidd ve anomalies from each cluster to con-
rm whether this label was true. There were some Geant ctashat fell in regions that no Abilene cluster
shared; we manually inspected 10 anomalies in each of thesters to obtain a labeling.

Table 8 shows that many of the Geant clusters occupy regioresidual entropy space similar to the
Abilene clusters. The largest cluster in Geant for examgs,in the region of negative residual entropy
across all features. This cluster corresponds to the lachester of Abilene, and consists of anomalies that
are point-to-point high bandwidth alpha ows, exchangiref t on unique ports.

The second largest cluster in Geant lies in a new region afuakentropy space that we have not seen
in the Abilene data. We inspected a number of anomalies scthister and found that the anomalies in this
cluster correspond to dips in traf ¢ volume, caused by oatagents. Such sudden dips in traf ¢ can disperse
the distribution, and consequently trigger some featureave unusually large resdiual entropy. This cluster
is unigue to the Geant data that we collected, which happtenieave a number of outage events during our
measurement period. Further, the outage events in Geamgrgly small dips in traf ¢) are distinct from
the particular kinds of outage events appearing in our Aleildata (where traf c falls completely due to
maintanance/failures), which is consistent with the digtregions of entropy space occupied by the outage
anomaly in both networks.

The third largest cluster is characterized by dispersedcsoport entropy. This cluster lies in a re-
gion in residual entropy space similar to the second largbgéne cluster, which is a network scan. Our
spotchecking of the anomalies in this cluster con rmed thedaation.

Geant cluster 4 is another cluster that lies in a region tfehave not seen before in Abilene. This
cluster contains point-to-multipoint transfers. Comglai@ Abilene, we found a larger number of point-to-
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multipoint transfer anomalies in Geant. These anomaleslaaracterized by a concentrated source port and
a dispersed set of destination addresses, consistent wéfviee distributing content to many destinations
addresses. The nature of this point-to-multipoint anonral@eant is different from Abilene. In Abilene,
traf ¢ is distributed to a range of ports, whereas in Gearatf ¢ is dispersed from a single port to a range
of destinations (with typical destination ports).

The next largest Geant cluster (cluster 5) lies in a regioartfopy space similar to Abilene cluster
7. This cluster has concentrated source and destinatioesslfeatures. Our spotchecking revealed that
these anomalies correspond to high bandwidth alpha ow$amxging traf ¢ striped across a set of ports
(consistent with the effect of NAT middleboxes observedm Abilene network).

Geant cluster 6 corresponds to Abilene cluster 9, and dsnsisash crowd events. As in Abilene,
this cluster has a concentrated destination port distabutonsistent with an increased demand for a single
application serviced.g.port 80).

Geant cluster 7 corresponds to Abilene cluster 3 (Port §caresept it has a typical source IP distribu-
tion. The difference in the source IP feature distribut®perhaps an artifact of IP address anonymization
in Abilene. Multiple colluding attacker IP addresses insaene  network would result in a concentrated
source pre x entropy, but possibly no detectable conceéiotnan the distribution of individual source IPs.
As such, the Abilene portscan cluster has a concentratedesaddress entropy and the Geant cluster does
not.

Geant cluster 8 corresponds to another region of entrogyespa have not seen in Abilene. Anomalies
in this cluster are characterized by concentrated digtdbs in all features except a dispersed source port
distribution. In each of the ve anomalies that we spotchestlwe found monotonically increasing source
port numbers, suggesting the use of an automated tool gengeteaf c. Further, in our spotchecking, we
found destination ports of 6667 (irc) and 443 (https), thatfeequent targets of DOS attacks. We therefore
believe that the anomalies in this cluster are small, urdioated DOS attacks.

Geant cluster 9 falls in a location of dispersed destingtianis. The location of this cluster is similar to
Abilene cluster 8, which contained point-to-multipoinoamalies.

The smallest Geant cluster (cluster 10) contains anomtiashave dispersed addresses and concen-
trated destination port features. These features suggettvmrk scan anomaly, from a large set of source
addresses, a label con rmed by our spotchecking.

To summarize, the Geant clusters locations are largelyistem$ with Abilene, although differences
do exist, in some cases due to the address anonymizatio® iAlikene data, and due to the somewhat
different nature of traf c on the two networks. The unsupsed clustering methods are generally effective
in grouping similar anomalies together, in revealing d#feces in anomalies that we had not previously
consideredi(e., different types of alpha ows, and different types of scaaisyl also in exposing anomalies
in new entropy regions.g., new clusters for outage events, point-to-multipoint tfarssand DOS attacks).

8 Conclusions

General network anomaly diagnosis is an ambitious goaltHmiadvent of network-wide ow data brings
that goal closer to feasibility. The challenge lies in egtirrg and analyzing network anomalies from this
immense data source. This paper takes concrete steps sadhkat challenge by proposing and evaluating
methods based on traf c feature distributions.

The paper has demonstrated the utility of treating anomalgeevents that alter traf ¢ feature distri-
butions. We have shown that treating anomalies in this nrayie&s considerable diagnostic power, in
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detecting new anomalies, in understanding the structusmnomalies, and in classifying anomalies. We
showed that entropy is an effective metric to capture unushenges induced by anomalies in traf ¢ fea-
ture distributions. We then showed how the multiway subspaethod is well suited to extract anomalous
changes across multiple traf ¢ features, and across therebke of OD ows.

We applied the multiway subspace method on network-wida ttatn two backbone networks. We
found that the use of entropy augments volume as metricsrfomaly detection. Entropy is especially
useful for detecting low-volume anomalies, and can be usegkpose new types of anomalies that are
missed by volume metrics. Furthermore, entropy based til@bezxhibits high detection rates and low false
alarm rates.

With respect to anomaly classi cation, we showed how featlistributions can be harnessed to classify
anomalies in an unsupervised manner. We found that ancsnadigeirally fall into distinct clusters, when
viewed in entropy space. We showed that the clusters formeechaaningful, that they automatically group
similar anomalies together, and that they separate anesthiat are structurally and semantically different.
Finally, we showed how clusters can be used to discover alesrtaat we did not know were present in
our data in advance.

Our ongoing work is centered on extending the feature-bdsagghosis methodology. In particular, we
are studying online extensions to the clustering methoelsthg methods to expose the raw ow records
involved in the anomaly, and investigating additional imfi@tion that can aid in better classifying anomalies
by their root-cause.

We conclude that traf ¢ feature distributions are a rich @uof information for detecting and classify-
ing anomalies, and that they show promise as a foundatioa fairly general network anomaly diagnosis
system.
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