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| ABSTRACT

|
| | We continue the program begun in two earlier works: to find simple
f : and efficient ways to implement computations of arbitrary size by a
homogeneous array of unreliable elementary components. The
homogeneity of cellular arrays makes the maintenance of the error-
correcting organization the biggest technical problem. This problem
could be completely avoided in the earlier three-dimensional con-
struction, where almost no structure was needed. All error correction
was performed using Toom’s voting rule. The structure maintenance
problem dominates the earlier one-dimensional construction since
there is no Toom’s Rule in one dimension. Here, we present a
two-dimensional solution, desirable for several reasons. Information
maintenance is no longer possible by Toom’s Rule, forcing us to
adopt a hierarchical design. But Toom’s Rule is still applicable to
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structure maintenance, giving a significant complexity-dimension
trade-off. The second achievement of the present work is the
constant space redundancy. Despite the noise in its elementary
components, our computing device has a positive capacity as a
“communication channel” from input to output. Great care wag
given to terminology and structured presentation to create a
reference point on which further developments (e.g., the introduc-
tion of asynchrony) can be built. The first third of the paper serves
as an informal overview of the subject.

1. ASSUMPTIONS

There are some general assumptions underlying our investigation
that distinguish it from many other studies addressing problems of
fault-tolerant computing. These assumptions are as follows.

e We have to build computing devices of arbitrary size from a
few types of elementary components.

e Faults occur in each component independently at different
space-time positions. Faults thus do not conspire: only the
computation creates dependence between the results of faults.

e Faults are transient: they change the local state but not the
local transition rule.

e The probability of component faults is bounded by some
small parameter ¢ independent of the size of the computing
device.

e There are no other restrictions on the type of fau
occur. Thus, faults can cause arbitrary local stdte changes.

The goal is to find architectures coping with all combinations
of faults likely to arise for devices of a given size. We also want
to estimate the needed sacrifice in time and memory to make a
computation reliable.

1.1. Transient Faults

The requirement that the faults be transient restricts us severely.
This is the kind of fault that is only a one-time violation of the rule
of operation. It does not incapacitate the component permanently
in which it occurs. In the following steps, the component obeys its
rule of operating again, until the next fault.

2

£
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The toughness of the condition become§ clear if we try to
implement each component of a theoretica}l device by a small network
of transistors. In a typical implementation, the states of the com-
ponent are mapped into some configurations of the network. But
most configurations will be illegal. Therefore the fault of one
transistor brings the network probably into an illegal conﬁguratlop
not representing any state of the implemented component. It‘ is
better therefore to understand under implementation something
like a computing crystal: a compound Whose transition rules are
determined by physical law. It is unlikely, of course, that some
chemist will find or synthetize a compound with exactly the same
transition laws that we propose. Our constructions must be viewed
as existence proofs. However, they help to clarify what properties of
the local transition rule are needed for reliable computation.

Transient faults are not an exotic kind. Their main source is
thermal noise that becomes more significant as the scale of physical
devices goes down.

The case of nontransient component fault is of practical import-
ance, but it has not been investigated in the same generality. There are
reasons to believe that many of the techniques developed for the case
of transient faults will be applicable to the case of permanent faults.

1.2. Parallel Architectures

A reliable computer, all of whose components are unreliable,
must use massive parallelism. Indeed, information stored anywhere
during computation is subject to decay and therefore must be
actively maintained.

Problems concerning serial computers are of less “‘ideological
purity,” since they must except a part of the device from the
influence of faults. Still, the following problem seems technically
very challenging. Manuel Blum asked whether reliable computatiop
is possible with Turing machines in which only the internal state is
subject to faults: the tape is safe. Presently, it seems that the solution
of this problem requires a construction analogous to the one given

in [G].
1.2.1.  Inhomogeneous Devices

von Neumann [VN] designed a Boolean (acyclic) circuit that
works reliably even if its components are unreliable. In his model,
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each component had some constant probability of fault. For ,
deterministic circuit consisting of N components, he built a circyijt
out of O(NlogN) stochastic components, computing the same
function with large probability. (For an efficient realization of pjg
ideas, see [DO2].) The key element of his construction is arestoring
unit. This unit is supposed to suppress the minority. If among
its n Boolean input values fewer than 0.3n are different from the
majority then among the n Boolean output values, fewer than 0.1,
values differ, even if each component of the restoring unit fails with
probability 0.01. The restoring unit of [DO2] achieving this consistg
of several layers of majority gates. The inputs for each such gate are
three randomly selected sites of the previous layer.

The redundancy factor log N in von Neumann’s construction
seems to be essential. The number N can be called the size of the
computation. In other models of computation, it corresponds to the
number of elementary events (including information storage)
during the whole computation, i.e., roughly to the product of the
number of components by the number of computational steps. This
estimate is a little weak if the only goal of the computation is
information storage.

For purposes of information storage, it is better to use the model
of clocked circuits. These are Boolean circuits in which special one-bit
memory elements called shift registers are also\permitted. Cycles are
permitted but each cycle must contain at least one shift register.

We cannot store even one bit in n registers ofsuch a circuit for
longer than 2" steps, since during that time quite probably a step
will occur in which the content of all cells changes simultaneously.
But the paper [Kuz] showed that once we have n registers, it is
possible to store there ¢ -+ n bits for 2 steps, where the positive ¢
depends only on the fault probability of the individual components.
This work used Gallagher’s low-density parity-check codes, as

proposed in [Ta], but improved both in performance and proof by
Pinsker.

1.2.2.  Cellular Automata

The above constructions suffer from the same theoretical Sfaw:
the circuits use a rather intricate connection pattern that cannot be
realized in three-dimensional space with wires of constant length.
On the other hand, the natural assumption about a wire is that as
its length grows, its probability of fault converges to 0.5.

.f
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' i is a lattice of automata in, say, three-
el P (mlf::jrl;l I:\?ery automaton takes its input from a
few of its closest neighbors. First iptrod}lced by von I\igllli?:;lrr; ;gld
Ulam, such devices are now sometimes known as “sys 3
or “iterative arrays.” Mathematical physicists use the more genera

i jve particle system. '
ter;n lfiiézgft;"lfi’ zli)utomatayare required to have the same trqnsitlon
func)?i)on an(’i are connected to the same .relati\{e neighbors, 1e., tﬁe
device is translation invariant. The gpatlal uplfqrm1ty suggests the
possibility of especially simple physical realization. It reducels the
number of ingredients thalt are assumed unchangeable by faults to
i - the transition rule. N
Jus(tjeoliflar media are desirable computing devicgs, and. it is easy to
construct a one-dimensional cellular space tha!t is a unlYersal com-
puter. Let us indicate how a one-tape Tur}ng machine can be
simulated by a cellular array, since these machines are better known
to be universal. o

A Turing machine is defined to have an infinite array of tape cells
and a head. Each cell can be in a finite number of possﬂ)le states,
and so can the head. In each instant, the head i§ scanning a cell.
Nepending on the state of the scanned cell and 1ts'own state, the
siead makes one of three possible movements (left, right, stay), and
changes its own state and the state of the scanned cell. The rule of
operation of the machine describes this depeqdence: ‘

In a possible simulation, the cellular array simulating the Tur%ng
machine has one cell corresponding to each tape cell of the Turing
machine. A state of a new cell indicates the state of the representefi
tape cell, the fact whether the head is scanning the tape (?ell anc} if
yes, what is the head’s state. The transition rule of this supulatmg
array is easy to derive from the transition rule of the simulated

Turing machine.

A

2. PHILOSOPHICAL DIGRESSION
2.1. Notions of Complexity

Our remarks make use of several very different notions of com-
Plexity, and it will be important to keep them apart. nge of thqse
notions have now very adequate mathematical definitions, while
some other ones do not.
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2.1.1.  Descriptional Complexity

Kolmogorov and Solomonoff introduced the notion of descrip-
tional complexity. In its current version (see [Le]), the complexity
K(x) of a finite string can be defined as the length of the shortest
self-delimiting program needed to direct some fixed univeral com-
puter to output x. This complexity could be also called ”information
content,” or “measure of disorder,” “measure of randomness,” or
“individual entropy.” According to this notion, a typical string of
n bits arising from a coin-tossing experiment is maximally complex.
Let Prob,(x) be the probability to obtain x as output on some fixed
universal Turing machine [the same one used in the definition of
K(x)] in ¢ or fewer steps from a coin-tossing input. The relation
K(x) = —logProb,(x) + O(1) is known (see [Le]).

2.1.2.  Computational Complexity

In the Theory of Computation, another notion of complexity has
widespread use. This complexity is the property of a function. The
function g(x) is a lower bound on the time complexity of function
f(x) on Turing machines if for each Turing machine T there is a
positive constant ¢ such that for all x, T takes at least cg(x) steps
to compute f(x).

2.1.3.  Logical Depth

Descriptional complexity helped define individual information
and individual randomness. It also helps define a notion that
can be considered the “individual computational complexity”
of a finite object. Some objects are clearly the result of long
development (computation), and are extremely unlikely to arise
by any probabilistic algorithm in a small number of steps. This
property of objects was formally defined by Bennett as follows
(see [B)).

depth,(x) = min {z: Prob,(x)/Prob, (x) > ¢}.

Thus, the depth of a string x is at least ¢ with confidence 1 — ¢ if the
conditional probability that x arises in ¢ steps provided it arises at
all is less than .
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2.1.4. Conceptual Complexity

There is alsc an informal notion of conceptual, or organizational
complexity that will certainly be applied to the present paper to
some extent, and to [G] to a great extent. It will probably never be
formally defined, though it may be related to an informal version
of depth,(x) defined above, with the length of x too small to be
amenable to formal treatment.

2.2. Noise Resistance and Biological Organization

Even serious scientists indulge sometimes in speculations about
“what is life.”” The goal is to formulate some abstract criteria that
among the existing structures in nature, only biological (or, possibly,
social) systems satisfy. It is not easy to find such criteria: self-
reproduction is clearly insufficient. Answers to this type of question
may influence our perspective on some of the more immediate
problems of science.

Work on fault-tolerant computation led us to the conjecture that
the requirement to perform in a noisy environment forces rather
elaborate structures, with some resemblance to the ones in biological

¢ istems. Two extremal cases of the “performance” we have in mind

are information storage and the production of depth.

Much of the apparent conceptual complexity of biological
systems might be due to the simple requirement of reliable infor-
mation storage. Here is an informal argument in favor of this
(informal) thesis: without systems of biology or human society,
there seems to be no method to save 300 bits of information from
decay somewhere in the universe for 10° years. But life has preserved
much more information in the DNA for longer.

A similar thesis could be stated about systems starting with zero
information but producing structures of ever increasing logical
depth, in a noisy environment. Again, only systems involving
biology or society seem to be capable of this.

The above general observations are in contrast with most early
€xperimental and theoretical work on cellular automata. The
Physical investigations were concerned with systems whose conver-
gence to equilibrium could be taken for granted, and only the
properties of these equilibria were of interest. The computational
applications built structures with logical depth. Examples are
algorithms involving systolic arrays, or the structures to simulate
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arbitrary computations by simple rules like Conway’s Game of
Life [BCG] or Margolus’s Billiard Ball rule [M]. However, if faults
are permitted then all structures built in these computationa]
applications turn rapidly into shallow chaos.

We are interested to find out what properties of the elementary
building blocks can help counteract chaos.

2.3. On the Need for Proofs

We deal with media whose reliability can be proven mathemati-
cally. Nobody suggested yet candidates for reliable media found by
experimentation. Simple reliable—or almost reliable—media with-
out proofs probably exist: such media might underly biological
systems. But elementary constructions coupled with rigorous
elementary mathematical analysis yielded more information for the
present research than experimentation.

One reason (suggested by the reviewer) for the lack of more experi-
mentation with error-correcting schemes in the model we are con-
sidering is that the fault probabilities of the elementary components
are generally very small, even if constant. Experiments could
therefore take a long time before an interesting effect turns up.

3. A THREE-DIMENSIONAL RELIABLE MEDIUM
3.1. Toom's Results

The first questions about the possibility of storing information in
arbitrary interactive particle systems were asked in the context of
ergodicity. Without giving a formal definition here, we recall that an
ergodic system converges to a unique statistical equilibrium in-
dependent of the starting configuration. Such a system therefore
cannot store even one bit of information, and cannot increase depth
too much.

It was a nontrivial result of Toom that there are infinite two-
dimensional cellular media that can store reliably a bit of infor-
mation. Let us assume that in the initial configuration, each cell has
the same state s. We try to limit the probability of a state different
from s in each cell at all later steps. It is not easy to find “voting”
rules that achieve this, and even if we find one, it is not easy to prove
that it works. This is what Toom did; moreover, he characterized
all such monotonic rules.
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For the rest of the paper, we choose one rule in the above family.
To determine the state of a cell in the next step, this rule tgkes the
majority of its northern, southwestern and sputheastern nel’ghbors.
In what follows we will refer to this rule simply as.Toom s Rule.

Toom’s proof in [Too] uses an elaborate topological argument
that we could not adapt to an efficient finite version of the theorem.
A new proof technique, the technique of “k-noise,” was develope,d
in [G] and [GR]. It gave a more straightforvx./ard proof of Toom’s
theorem with efficient finite implications. It is also the .oply prqb-
abilistic tool of the present paper. Mathematical physicists point
out that it belongs to the broad class of techniques known under the
name renormalization.

3.2. Application to Computation

Let D be any one-dimensional medium (cycle) of size K working
for L steps. We can simulate its work reliably using a three-
dimensional medium D’ on a torus of size K xd xd wh;re
d = log'**(KL). Each trajectory x[t,n] of D (the function givmg
the state of cell n at time ¢ when the medium evolves according to
the rule D) is mapped into a trajectory z[t,n,i,j] of D" by

z[t,n,i,j] = x[t,n]. 3.D)

Thus, each symbol of D is repeated over a whole two-dimensional
slice of D’. In each step, the transition rule of D" uses first Toom’s
Rule within the slices then rule D across the slices. Without errors,
(3.1) holds for all ¢,n,1i,j. It is shown in [GR] that with errors, the
same relation will still hold with large probability. The space
requirement of the reliable computation, compared to the original
one, is increased by the factor d*. The medium D’ will simulate D
reliably step-for-step, without any time delay. ‘
This simulation is the simplest design for reliable computation
ever proposed. Its simplicity seems to depend on some special
circumstances, especially on a too high number of dimensions, and
on synchrony. When these do not hold, we have to rely on much
more complicated models. N
No attempt was made in [GR] to maximize the error probablhty
permissible for reliable computation. Bennett’s experiments on
Toffoli’s Cellular Automata Machine give convincing empirical
evidence that Toom’s medium is nonergodic at error probabilities




232 PETER GACS

below 0.05. Piotr Berman and Janos Simon, using Toom’s original
proof, brought error bound needed for the proof to 107 (see [BS)).

3.2.1. Heat Production

There are some physical reasons to look for lower dimensional
error-correcting media. A three-dimensional error-correcting
medium is thermodynamically unrealizable. Indeed, any error-
correcting operation is inherently irreversible. Such an operation
turns a certain minimum amount of free energy into heat. Therefore
each cell Wivate “supply line” for feeding it with free
energy and relieving it of the produced heat. This is possible only
if the medium is at most two-dimensional.

3.2.2.  Synchrony

Toom’s Rule keeps a bit of information in a two-dimensional
medium even if the cells do not all fire at the same time. But the
three-dimensional computing medium defined above is heavily
dependent on the synchronous operation of all cells within a cross
section. All simple synchronization techniques that we are aware of
interfere with error-correction.

4. HIERARCHY OF SIMULATIONS
4.1. Coding

Reliable computation always requires coding with redundancy.
Without it, part of the input is lost in the first step, and part of the
output in the last step. During the computation therefore, infor-
mation must live in encoded form. .

In general, reliability seems to require that we break up the task
into manageable pieces in space and time, and, with each subtask,
we go through a cycle of decoding, computation and encoding.
Each cycle is repeated several times, since an error can ruin the
work of the whole cycle.

In the three-dimensional case, we enjoyed the exceptional situation
that the orthogonality of the computation to the repetition code
permitted immediate parallel access to each bit of the code. The
repetition needed to counter errors in the computation happens to
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be identical to the repetition used as redundancy in coding. Due to
the lack of decoding or transport, no special structures are required
to support the error-correcting activity.

In the general case, information needs to be transported from
storage to the place where it is processed. There, it must be decoded.
After processing, it must be transported back for storage. All this
needs elaborate organization devoted to the task of error correc-
tion. In the homogeneous media we are discussing now, this organ-
ization can exist only as “software,” just as perishable as the rest of
information, and it needs maintenance.

The program also must have some continuity property: small
errors have small consequences. This property will be achieved
by insisting that in any one phase of the program, only a small
part of the information can be changed. To enforce this require-
ment, it will be necessary to keep track of phase and relative
position by especially robust methods.

4.2. Increasing Reliability by Repeated Decoding

In a computation of size N there will be arbitrary groups of
fealts of size of the order of log N. Reliable computation must
be organized in such a way that no crucial piece of information
18 committed to a number of cells smaller than log N. Whatever
coding we use it must operate with units greater than log N.
The tasks of decoding, shipping, etc. with these units are large-
scale computational tasks in themselves that must be organized
reliably.

The greater units can be derived mathematically only from the
Primitive “physical” cells of our original medium M, using decod-
ing. Decoding transforms the original probability distribution in M
into a different one, in which the great units will operate much more
reliably than the original cells.

We could view the greater units as a new kind of cell with a large
State space (always as large as needed). It is more advantageous to
view them as colonies built of the cells of a standard universal
medium Univ. From colonies of a given size P, we will arrive at
Colonies of a larger size P* and higher reliability in the following
Way. We choose a certain parameter Q, group the colonies in arrays
of size Q by Q (called alliances), and apply the decoding of a certain
Crror-correcting code to the configuration found in the resulting

«, array of size QP by QP.
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Hierarchy was used in the context of inhomogeneous one-
dimensional cellular arrays in [Ts]. The transition rule of the cells
was required to vary hierarchically in space and time, to organize
a voting scheme, with the sole purpose of remembering one bit of
information.

The paper [Kur] made a rather elaborate proposal for such a
hierarchy of simulations. Several ideas of this proposal were used
in

5. MAINTENANCE OF THE ORGANIZATION

5.1. Structure Maintenance

Above, we referred to a hierarchy of simulations that we had to
use for reliable computation in dimensions 2 and 1. On each
level of the hierarchy, for some parameters P, Q, P*, colonies
of size P (“small colonies””) are grouped in a Q by Q array
(the alliance) to simulate a colony of size P* (a “big colony”).
All these configurations are in the universal medium Univ. Each
small colony has some work period 7, and the alliance has a work
period TU.

5.1.1. Health

Each small colony will, of course, have to obey a certain
program. In order for the program to have the desired effect, the
configuration of the colony must be somewhat standardized. The
standardization need not be very elaborate: we will just mark the
boundaries of the colony at the beginning of its work period. We
will say in this case that the colony is healthy. If health is lost then
it seems that we cannot keep our view elevated from the alliance to
the colony simulated by it, since the small colonies no longer work
by their original program.

5.1.2. Legality

Even if the members of the alliance are healthy they must
share some information that is of no use for the decoder but is
needed for the orchestration of their work. An idea that reduces the
structure maintenance problem to a manageable size is that all the
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information needed for this purpose falls into one of the following
categories.

e Parameters of the alliance: some constants that are the same
for each small colony;

e Two remainders mod Q describing the position of each small
colony in the alliance;

e A remainder mod U describing the current clock value in the
work period of the alliance.

The last two pieces of information are called phase variables. The
activity of the colony can be made very predictable, provided that
the value of the phase variables is correct, even if the rest of the
information it handles is in doubt. In particular, the colony can
consult the phase variables every time it is about to write to certain
places—to make sure it writes only when the program permits this.
This reliance on the phase variables will guarantee the continuity
property mentioned in Section 4.1. We will call a healthy small
colony legal when its parameters and phase variables have the
required values.

In some sense, the values of the parameters and phase variables
are not information. Indeed, they are a simple periodic function of
space and time. Legality can therefore be restored by methods more
local than those needed for the rest of the information. This obser-
vation solves the problem completely for two dimensions. Healthy
colonies will maintain or restore their legality by Toom’s Rule.

As a result, the two-dimensional reliable medium built in the
present paper has the following property:

Legality of colonies of the lowest order will be restored over an arbitrarily
large damaged area if only the frequency of faults remains small in each of
their alliances. This will happen even if none of the higher order colonies is
healthy.

There is no Toom Rule in one dimension. Structure maintenance
is still possible by more complicated methods, as shown in [G]. That
they are more complicated can be seen from the fact that the above
property will no longer hold. Legality and health can be defined in
one dimension similarly to the way they were defined above. If the
legality of colonies of the lowest order is damaged in an area needed
for simulating a colony of order k then, even without noise, it will
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be restored only if outside this area, still healthy colonies of order
k are simulated. Thus, in two dimensions, to restore the legality to
lowest order colonies in a damaged area, it was enough if it was
surrounded with an area of comparable size containing legal
colonies. In one dimension, not only the size of the surrounding
area matters: it must be of comparable size and organized to the

maximum level, even if only the restoration of the legality of the
smallest colonies is required.

; \/ 5.2. Health Maintenance

Toom’s Rule restores legality to healthy small colonies. It is not
clear yet how will health be restored to damaged small colonies, in
order for them to be able to apply Toom’s Rule. However, if we
assume that health is restored by “magic” then we can program the
same kind of magic into the simulation of big colonies. Indeed, at
the beginning of the simulation of a big colony by an alliance, the
latter will cast the big colony into the standard initial form required
by health.

Because of the initializing step, the simulation of colonies by
alliances is not like ordinary simulation: periodically, a certain
structure is forced on the simulated colonies, whatever their
previous state was.

Essentially, this is the method also used in [G], but there, setting
all parameters had to be part of the initialization. This type of
organization resembles that of biological systems: each cell has the
genetic code of the whole organization.

The health of colonies of the lowest order will be assured because
these colonies will be single cells of the reliable medium M and, as
such, they will be defined to have only healthy states.

At the end of the computation, whatever information is in the
alliance must be cast in the form of a redundant code. Due to

heightened requirements of efficiency, this problem is harder to
solve here than it was in [G].

6. MINIMUM REDUNDANCY

All past and present results discussed in this chapter indicate that
if the size of the computation is N then the size of the simulating
computation must be at least Nlog N, provided that some real
computation is being performed. The last qualification is necessary
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since information storage needs only a cpnstan~tbtl‘actt(c))rdi1;1t i;egduLil;lI;
f cellular arrays, it 1s possible :
dancy. In the model o . Possible to
i equirements of the comp ,

between the time and space r d e duct of
it i ible to represent the redundancy :

it is therefore possible ‘ ' saproduct s

ies i d time. Thus if ¢ steps of comp
e redundancies in space and ’ : /
g}n cells of a deterministic medium are 51mu1'ated re}lably zy tdztzgs
of n’ cells of a stochastic medium then t’/t is the time redun y
d »’/n is the space redundancy. o
anThe/results available to date on cellular arrays 1nd1cate. tllllat. tl}z
product of the time and space redundancies must be logarltt :::11(12) L )
i ion. We can state this as a conjecture,
the size of the computation. ' u
it seems a difficult one to prove, especially that the case of “no real
ion” ted.
omputation” must be excep ’ .

) Tlll)e logarithmic redundancy can be shifted entirely to space, or
almost entirely to time, as the following examples show.

The three-dimensional simulation in [GR] iii reag-time:o tfh:;;z
i i edundancy
is no time redundancy, but there 18 space T .
10g2“N (reduced to log N in [BS]). The ideas of [GR] applied
to [G] give a real-time two-dimensional reliable simulation
2
ith space redundancy log™N. . .
vTvile t\?vo—dimensional simulation described in the present
chapter has constant space redundancy, and time redundancy

log?*¢N.

7. THE CONCEPTS AND THE RESULT
7.1. Sites and Events

Let Z be the group of remainders mod mfif m is ;imte,ciﬁ;:l svl:ﬁ
i i is 1 | t W of sites of our
of integers if m is infinite. The se ‘ '
IS;:ZZ2 If m % oo then W is the two-dimensional rectangular laxtlce
’ - . . a
7? 6therwise, it is a lattice over a torus of filameterlm.d rse 2
no‘tational convenience, we define, in analogy with Pascal an

analysis, the intervals
[a..b) = {xeZ:a<x<b}.

The following definitions are given fqr two dimensions butt gl?;l Siag
be generalized to any number of dimensions. For a se
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vedtor v in Z2, and integer n we define

v+ G ={v+uueG}.

A partition of the plane and the three-dimensional space into
squares and cubes will be used so often that we introduce a special
notation for it. For a positive integer P, we write

[P;i] = [iP..(i+ 1)P)

for the intervals of length P shifted by a multiple of P from the
origin. Similarly, we write

[P;i, jT" = [P;i] x [P; j]

for squares of size P shifted from the origin horizontally and
vertically by a multiple of P. The cubes [P; h,i,j]’ are correspond-
ingly defined. The intervals of type [P;i], [P;i, j]* and [P;h,i, jT
will be called P-intervals, P-squares, and P-cubes, respectively.

7.2. Configurations and Evolutions

Let S be a finite set, the set of all possible states of our cells. Let
B be a set of sites. A configuration x over Bis a function that orders
a state x[p]e S to each element p of B. Let x,y be two configur-
ations, over the sets of sites B and C, respectively. We will say that
yis a translation of x, if there is a vector u such that C = u + B, and
for all p in B we have y[p + u] = x[p].

Let x be a configuration over the set B of sites, and C a subset of
B. Often, we will talk about the configuration x[C] that we obtain
by restricting x to C. However, if C’ is obtained by translation from
C and x’ is obtained by the same translation from x then we
consider x’[C’] equal to x[C]. One dimensional example: if C =
{—1,0,1} then x[t,p + C] is the string

(x[tap - l]’ x[tap]a x[t’p + l])

(indexed by 0, 1, 2).

An evolution with set S of states over the set W of sites in the time
interval I is a function x from I x W to S. we will write x[z, p] for
the state of cell p at time ¢ in the evolution x. The function x[¢, ]
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is a configuration for each ¢. Therefore x[z, C] is defined according
to the notation above.

7.3. Media and Their Trajectories

We will use the convenient term medium for an array of cellular
automata. The set of sites is not part of the definition of a medium
since we will consider the behavior of the same medium over
various sets of sites (in particular, for various values of m).

A medium Med will be defined by giving a finite subset G of W
(the interaction neighborhood of the site 0), a finite set S = S),,4 of
states, and a transition function Med: S® — S. Thus, the transition
function Med orders a value Med () in S to all configurations y
over G. A medium with a particular set of sites (always a torus in

this paper) will be called an iterative array. We will often refer to the
number

IMed| = [log, | Syedl |

as the cell capacity of medium Med.

Some evolutions of an iterative array are called trajectories.
These are the evolutions x for which the value x[z + 1, p] depends
only on the values x[z, p + p’] for p’ in the neighborhood G, in a way
determined by the transition function. An evolution x is called a
trajectory of the medium Med if for all (¢, p) we have

x[t+ 1,p] = Med (x[t,p + G)). (7.1)

The simplest example of an interaction neighborhood is G =
{‘— 1,0,1} in one dimension. There, the function Med (y) can be
S{mply viewed as an operation of three arguments in S, i.e., the
right-hand side of (7.1) can be simplified to Med (x[t,p — 11, x[1, ],
x[p + 1]).

In our context, the word ““error” could denote two different con-
cepts. To distinguish these we call them ““faults” and “deviations,”
and reserve the word “error” to informal discussion. We say that
a fault occurred in x at (¢ + 1, p) (with respect to Med) if (7.1) does
Not hold. If y is a trajectory then the event x[v] # y[v]is a deviation
(of the evolution x from »). Intuitively, a medium is reliable if it
Can keep the number of deviations small despite the occasional
occurrence of faults.
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ExampLE 7.1 [Toom’s two-dimensional error-correcting medium).
This medium can be defined for any state-space. Let us define first
the majority function Maj(x, y,z). If two of the three arguments
coincide then their common value is the value of Maj, otherwise
Maj(x,y,z) = x. The interaction neighborhood is defined by
H = {(0,1), (=1, = 1), (1, — 1)}, and the transition function R by
R(x[H]) = Maj(x[H]). Rule R computes the majority among the
states of the northern, southwestern, and southeastern neighbors.
Any constant function is a trajectory of R. (There are also some
nonconstant periodic trajectories.) Suppose that x[0,p] = 0 for
all p. We have a fault in x[¢, p] if it is not the value obtained by
voting from the triple x[t — 1, p + H]. We have a deviation if
x[t,p] # 0. O

Let (¢[t, p): t€[0..1), pe W) be a system of random variables with
a joint distribution. We say that ¢ is a g-perturbation of medium
Med if for each subset B of [0../) x W the probability that for al//
ve B a fault occurs in & at v is less than @', (This condition is
satisfied if the faults occur independently with probability g, but it
includes some other cases important in statistical physics.) We will
say that ¢ is a g-perturbation of a trajectory y over the same
space-time set if it is a g-perturbation of Med with &[0, p] = y[0, p]
for all p in W. Our goal is to find situations in which if the
probability ¢ is small then the probability of deviations is also
small: in other words, faults do not accumulate.

7.4. Coding and Simulation

By reliability we mean the possibility of simulating the computa-
tion of a deterministic medium by an error-prone medium. For this,
of course, the simulation must use an error-correcting, redundant
code.

In this chapter, we will want to encode the information content
of a square array of cells into a larger square array. Let P be a
positive integer, and let C be a P-square. The set S€ is the set of all
configurations over C.

Let S, and S, be two alphabets, and P, P, two integers, with C;
being the corresponding squares. A (two-dimensional block-) code

Vo= W)
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from S, to S, with blocksizes Py, P, is characterized by source
blocksize P, and target blocksize P,, encoding function

. oG Co
Yy Si' > S

and decoding function y* where y*(,(x)) = x. A code can be
extended to configurations larger than those over a single square:
over a union of aligned squares, by encoding resp. decoding each
square separately. We have a single-letter code if P, = 1.

Let us be given two media Med, and Med,, with state sets S, S|,
and a code ¥ with blocksizes P,, P,, further the natural numbers
T,, T,. We say that  is a simulation of Med, by Med, with
parameters Py, P, T, T, if for any multiples m, of P,, any trajec-
tories x; of Med, over the spaces W, = Z,, , the relation

%o[0, Wo] = ¥4(x,[0, W,])
implies
xo[To, Wol = ¥u(x[T,, W,]).

The parameters P, P, are still called the blocksizes. The parameter
T, is called the source work period, while T, is called the target work
period. Thus, a simulation sets up a correspondence between the
evolutions of two media. A simulation is single-step if T, = 1.

A medium is universal if it can simulate any other medium by a
total single-letter single-step simulation. There are many possible
universal media in two dimensions. Some of them (the ones built
like universal Turning machines) are easy to program. Others (like
Conway’s Game of Life, or Margolus’s Billiard Ball rule) are very
simple to define. For the purpose of the following theorems, let
Med, be a fixed medium.

7.5. The Result

Our goal is to find a “reliable” simulation of our fixed arbitrary
medium Med, by a suitable medium M, as Med, computes on a
certain set Z? of sites for a certain number ¢ of steps. The simulation
7 used will depend on the sizes n, ¢ of the computation and the error

- Probability ¢ permitted in the result.
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The medium M and the structure of the code y is complicated to
describe, and we leave the description to the proof. However, there
are two reasons why it is not possible to “‘cheat’ and hide the whole
computation in the code.

e The code is independent of the computation (except for' its
size), and decoding is an inverse of the encoding. To begin a
computation on the output, we do not have to decode and
encode again.

e The code can be computed rapidly.

Let m denote the target blocksize of the code y. We say thazt the
trajectory y of M on Z2 is in the range of y if we have y[0,Z;] =
7,(u) for some configuration u of Med, on Z}.

THEOREM 7.1. (MAIN THEOREM). There is a medium M, 2a fault
probability bound ¢ > 0 and for each n, t, € with L = log(n t/s)f a
simulation y with parameters n, m, T, T’, such that the following
holds.

o for any h < [t/T’], the probability of the event
YEIT, Z3) = y*(y[hT, Z3))

is at least | — ¢ for all trajectories y of M in the range of y, and
all g-perturbations & of y.

e The periods are (almost) logarithmically small: we have
P, T = OQ2"¢""). The redundancies can be estimated by
m = O(m+ P), T/T" < L**°0,

e The code vy is computable in O(T) steps on a suitable deter-
ministic medium.

The code given in the theorem implements every compgtation 91
the ideal fault-free medium Med, in the “physical” medium M in
such a way that the probability of deviations rema‘ins quer control.
The space requirement n of the original computation is increased to
m in the implementation. Hence according to the statement of the
theorem, the space redundancy is a constant factor, except when .the
space n is too small to accommodate even one (logarithmic-size)
block of the simulation.

Self-Correcting Two-Dimensional Arrays 243

8. ERROR-CORRECTING CODES

8.1. Burst Error Correction

It is not surprising that the theory of reliable computation
makes use of the theory of error-correcting codes. (What is
surprising is how much more is needed besides error-correcting
codes.) Indeed, if information is not stored in encoded form then
one step of computation will be enough to cause irreparable
damage.

A one-dimensional binary code y (i.e., a code from strings to
strings) is said to correct t errors if for all strings u, v, if y,.(«) differs
from v in at most 7 places then y*(v) = u.

ExaMmPpLE 8.1 [Repetition code]. Let V«(#) = uuuuu over strings
uof length k. Let the decoding function be defined over strings v of
length 5k. The decoding goes as follows: to determine the @+ Dth
symbol of y*(v), we look at the symbols with indexes Si,51+k, ...,
5i + 4k in v and take their majority. It is easy to see that this code
Yy corrects two errors. Repetition coding uses too much redundancy.
There are better error-correcting codes. O

The kind of error correction we need is measured rather in the
number of error bursts of a certain size corrected than in the number
of errors corrected. We say that code y, mapping binary strings of
length Kn to binary strings of length Nn, corrects t bursts of size n
if it corrects any pattern of errors covered by at most ¢ intervals of
the form [n;].

The present section sketches the proof of the following theorem.

THEOREM 8.1.  Suppose that n has the Jorm 2 - 3" Then for all
integers N < 2", 1t < 2" there is a code from strings of length
(N=20nto strings of length Nn correcting t error bursts of size n.

here is a universal one-dimensional cellular array performing the
decoding and encoding for these codes, for all n, N, 1, in space O(Nn)
and time O(Nnlog Nn).

This theorem is a straightforward application of the theory of
gebraic codes. The details of the proof are not original and are not
Deeded for the rest of the chapter. We advise the average reader to
Just use the theorem and skip the rest of the present section.

al
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8.2. Shortened BCH Codes

The BCH codes are treated, e.g., in the textbook [BI]. A (shortened)
BCH code correcting ¢ error bursts of size n has a space of symbols
that is a Galois field GF(2"), and needs 2¢ symbols devoted to
redundancy. We represent the field as the set of remainders with
respect to an irreducible polynomial. To make things completely
explicit, we use the fact, derivable from the theory of fields (see
[La]), that the polynomial

Py 41

is irreducible over GF(2). We choose 7 to be an integer of the form
2 -3, and use the above irreducible polynomial to represent the

field GF(2").
Let o be the element of GF(2") represented by the polynomial y.
Then the elements 1, a, o, ..., a" ' are all different. Our codewords

are the vectors ¢ = (¢, . ..,cy_;) over GF(2") with the property that

chaff =00G=12,...,2¢).
j

or in other words, the polynomials c¢(x) of degree N — 1 over
GF(2") with the proper*v that ¢(o') = 0 for i = 1,...,2t. Let

g(x) = (X—oc)(x_a2)...(x_a21 )

Then the codewords are the polynomials ¢(x) of degree < N over
GF(2") divisible by g(x). Hence the information strings can be
represented by polynomials of degree N — 2t — 1 over GF(2"), and
encoding is multiplication by g(x).

We need efficient decoding and encoding algorithms to avoid
significant time delay. Moreover, the total space used by our
algorithms can be at most constant times more than the amount of
information processed. To achieve this, we adapted some well-
known algebraic algorithms to our iterative array.

8.3. Algebraic Operations

All needed algebraic operations can be performed in O(nlogn)
time and in O(n) space. It is likely that time can be brought down
to O(n) but we do not need this fact.
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Addition can obviously be done in O(n) time and space.

Fast mu}tiplication needs the fast Fourier transform (over
an appropriate smaller field). The latter can be done by an algorithm
F(n) in f(n) = O(n) steps, within a one-dimensional cellular
array of length O(n), as follows. In stage 1 of F(n), we separate
the even and odd digits into the two halves of the array: this
can be done in O(n) steps. Now a recursive call of F(n/2) simul-
taneously transforms both halves in f(n/2) steps. (For the sake
of the Fourier transform, we can pad n to a power of 2.) Finally,
the even and odd bits are restored from the two halves using
O(n) steps. This shows f(n) = O(n). The overhead (e.g., a firing-
squad-type organization for timing) does not take up more than
O(n) space.

The O(n) Fourier transform gives O(n) polynomial multipli-
cation (convolution), and division, which give O(n) multiplication
over GF(n). For division over the field, the Euclidean algorithm is
needed. It is known that the Euclidean algorithm can be organized
?n O(nlog n) serial operations (see [Bo]). The same algorithm can be
implemented here, even with the O(n) space requirement, in
O(nlogn) steps.

8.4. The Complexity of Encoding and Decoding

‘Computing the polynomial g(x) can be done in O(N) field oper-
ations and linear space, using fast Fourier transform over GFQ2").
Encoding is multiplication by g(x), hence it can be done with fast
Fourier transform at the same time and space cost.

The ﬁ;st step of decoding is the computation of the syndromes
tS} = ¢(«'). Computing the values of the polynomial ¢ at 2¢ places
18 a well-known operation doable on a sequential machine in
O(Nlog N) operations. It does not cause any problem to adapt the
{:nown algorithm to the requirement of linear space on our cellular

rray.

- The next step of decoding uses the Euclidean algorithm over
GF(2"), for finding the error-locator polynomial and error-evaluator
Polynomial: see Chapter 7.7 of [BI]. Therefore it can be done
I O(nN) space and O(NlogN) field operations, hence in
O(nNlognN) operations altogether.

This completes the outline of the proof of Theorem 8.1. O






