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Abstract. TheBorderGatewayProtocol(BGP)is thecurrentinter-domainrout-
ing protocolusedto exchangereachabilityinformationamongAutonomousSys-
tems(ASes) in the Internet.BGP supportspolicy-basedrouting which allows
eachAS to independentlyde�ne a setof local policiesregardingwhich routesto
acceptandadvertisefrom/toothernetworks,aswell aswhichroutetheASprefers
whenmorethanoneroutebecomesavailable.However, independentlychosenlo-
cal policiesmaycauseglobalcon�icts, which resultin protocoldivergence.We
proposeanew algorithm,calledAdaptivePolicy Management(APM), to resolve
policy con�icts in adistributedmanner. Akin to distributedfeedbackcontrolsys-
tems,eachAS independentlyclassi�esthestateof thenetwork aseithercon�ict-
freeor potentiallycon�icting by observingits local historyonly (namely, route
�aps). Basedonthedegreeof measuredcon�icts, eachAS dynamicallyadjustsits
own pathpreferences—increasingits preferencefor observablystablepathsover
�apping paths.Theconvergenceanalysisof APM derivesfrom thesub-stability
propertyof chosenpaths.APM andothercompetingsolutionsaresimulatedin
SSFNetfor differentperformancemetrics.

Key words: Inter-domainRouting;BorderGateway Protocol(BGP);Feedback
Control;ConvergenceAnalysis;Simulation.

1 Intr oduction

BGPplaysamajorrole in theperformanceof theInternet,andis known to haveproper-
tiesthatarefar from ideal.BGPallows policy-basedrouting;eachautonomoussystem
(AS) independentlyde�nesa setof local policiesregardingwhich routesto acceptand
advertisefrom/toothernetworks,aswell aswhichroutetheAS preferswhenmorethan
oneroutebecomesavailable.However, independentlyde�ned local policiesmay lead
to policy con�icts. Policy con�icts occurwhenneighboringASeshave oppositeinter-
estsover routes.Any policy con�ict canberesolvedby changingthepreferenceof the
ASesover their paths,i.e. localpolicies.

?Thiswork wassupportedin partby NSFCNSCybertrustAward0524477,CNSITR Award
0205294,andEIA RI Award0202067.

?? This work was done while SelmaYilmaz was at the ComputerScienceDepartmentof
BostonUniversity.
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Althoughnot all policy con�icts areharmful,a groupof ASesmayde�ne con�ict-
ing policiesthat cannotbe satis�ed simultaneously, causingBGP to diverge. Assume
AS u, v, andz form suchgroup.Thescenarioof divergencemaytakeplaceasfollows:
WhenAS u improves its bestpath, it forcesAS v to give up its bestpath for a less
preferredpath,which in turngivesAS z anopportunityto improve its bestpath,which
forcesAS u to give up its bestpathfor a lesspreferredpath,andso on. EachAS in
suchcon�ict repeatedlyselectsthesamesequenceof routes,never converging on any
onesetof routes.Therefore,routeoscillationsdueto policy con�icts arepersistent, and
requiresomekind of interventionto stop.

RouteinstabilitiestakingplaceacrossASesmaynegatively impactend-to-endnet-
work performanceandef�ciency of theInternet[1]—packetsmaybedroppedor deliv-
eredout of orderdueto repeatedadvertisingandwithdrawal of routes.BGPis crucial
for a healthy andef�cient globalrouting,andthusit is a worthy goalto guaranteecon-
vergenceof BGPindependentof thelocally selectedpolicies.

Contrib ution of This Paper: Therehavebeenanumberof studiesonguaranteeing
safety, i.e. convergence,of BGP independentof the locally selectedpolicies [2], [3],
[4]. In ourpreviouswork [5], we introducedtheideaof dynamicallydetectingandsup-
pressingBGPoscillationsthroughprobabilisticchangeof pathranks(preferences).The
algorithmis designedto detectpolicy con�icts by usinglocal historiesonly. This pa-
perextendsandcompletesour preliminaryidea[5] in many ways:(1) we augmentthe
algorithmof pathrankchangesothatanAS might choosea lesspreferredbut observ-
ably stablepathover a morepreferredbut oscillatingpath,thusit becomesnaturalfor
anAS to implicitly assignahighercost(andhencelesspreferencevalue)to oscillating
(�apping) paths;(2) with new additions,thealgorithmenablesthenodesto dynamically
adaptto any stateof thenetwork. After thesystemstabilizes,we let thenodesattempt
to (conservatively) restoresomeof the original local preferencevaluesof their paths,
which they have modi�ed, soasto keeptheoverall pathrankchangeminimal.3; (3) a
new mechanismis addedto distinguishroute�aps dueto topologychanges,soasnot
to confusethemwith thosedueto policy con�icts; (4) BGPextensionsof theproposed
algorithm are speci�ed; (5) a correctnessand convergenceanalysisof the proposed
algorithmis developedbasedon thesub-stabilitypropertyof chosenpaths;(6) thepro-
posedalgorithm is implementedin the SSFNetsimulator[7], and simulationresults
for differentperformancemetricsarepresented.Themetricsalsocapturethedynamic
performanceof ouralgorithmaswell asothercompetingsolutions,thusexposingoften
neglectedaspectsof performance.Althoughour expositionis BGP-speci�c,theprob-
lemof inconsistentpoliciesat independentdistributedentitiesis moregeneral.

Thepaperis organizedasfollows: Section2 reviews backgroundandrelatedwork.
Section3 describesour algorithm.Resultsandfuturework arepresentedin Sections4
and5, respectively.

3Akin to distributed recovery mechanisms,e.g. congestionavoidanceof TCP [6]. As we
indicatelater, theadaptationof local preferencevaluesof pathsmayalsobein�uencedby input
from localAS administrators.
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Fig.1. An exampleof a divergence.Permittedpathsareshown next to eachnode.Longerpaths
aremorepreferredthanshorterpaths.Currentbestpathsareunderlined.Dueto thecyclic con�ict,
thisgroupof nodescannotreachastablestateandkeeposcillatingbetweentheshown states.

2 Background

2.1 Border GatewayProtocolAbstraction

Weusetheabstractionof BGPproposedby Grif�n et al: [3], which is calledSafePath
VectorProtocol(SPVP). SPVPis adistributedalgorithmfor solvingtheso-calledStable
PathsProblem(SPP).This modelabstractsaway low-level detailsof BGPandmakes
it easierto reasonaboutconvergencerelatedissues.In SPP, anetwork is representedas
anundirectedgraph,G = (V; E), whereV representstheautonomoussystemsandE
representsBGPsessions.Node0 is thedestinationto whichall othernodesaretrying to
�nd paths.A path P is asequenceof nodes(vk ; vk � 1; � � � ; v1; 0), suchthat(vi ; vi � 1) 2
E , for all i; 1 � i � k. Pathsmustbesimple, i.e. no repeatednodes.An emptypath,� ,
indicatesthata routercannotreachthedestination.Eachnodev in thegraphhasa set
of permittedpaths, P v , to thedestination,whicharetherouteslearnedfrom peers,and
allowedby thelocalpolicy of thenode.Eachnodev alsohasarankingfunction, � v , to
imposeanorderof preferenceonthepaths,suchthatmorepreferablepathshavehigher
valuesassignedto them.

Givena nodeu, andW � P u with distinctnext-hops,max(u; W ) is de�ned to be
thehighestrankedpathin W . A pathassignmentis a function � thatmapseachnode
u to a permittedpath.� de�nes thepathchosenby eachnodeto reachthedestination.
Given a pathassignment� anda nodeu, the setof permittedpathsthat areone-hop
extensionof pathsthroughneighborsis de�ned as

choices(u; � ) = f (u; v)� (v)jf u; vg 2 E g
T

P u .

Thepathassignment� is calledstableat nodeu if � (u) = max (u; choices(u; � )) . The
pathassignment� is calledstableif it is stableat every nodeu 2 V . If a stablepath
assignment� exists,anSPPis solvableandevery suchassignmentis calleda solution.
An instanceof SPPmayhave nosolution.

SPVPis anabstractionof BGP. With thisabstraction,eachnodemaintainstwo data
structures:r ib(u) is thecurrentpaththatnodeu is usingto reachthedestination , and
r ib in (u ( w) denotesthepaththathasbeenmostrecentlyadvertisedby peerw and
processedatnodeu. Thesetof pathsavailableatnodeu is updatedas

choices(u) = f (u; w)r ib in (u ( w)jw 2 peers(u)g
T

P u
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andthe bestpathat u is best(u) = max (u; choices(u)) andr ib(u) = best(u). As long
asnodeu receivesadvertisementsfrom its peers,best(u)is recomputedwith themost
recentchoices(u), andstoredin r ib(u). Justasit is thecasewith BGP, whenu changes
its currentpath,it noti�es its currentpeersaboutthechange.Thismaycausethepeersto
sendadvertisementsto their peers.Thenetwork reachesa stablestatewhenthereis no
nodewhich would changeits currentpathto thedestination.If sucha stateis reached,
thentheresultingstateis thesolutionof theStablePathsProblem(SPP).If SPPhasno
solution,thenSPVPdiverges.Figure1 shows anexampleof a policy con�ict leading
to divergence.

2.2 Prior Solutionsto BGP Divergence

In thispaper, dueto spacerestrictions,wewill focusonly ondynamicsolutions,which
attemptto detectandresolvepolicy con�icts atruntime.A completereview of previous
solutionscanbefoundin [8].

SafePath Vector Protocol (SPVP): Grif�n et al: [3] suggestextendingBGP to
carryadditionalinformationcalledhistorywith eachroutingupdatemessage.A possi-
ble traceof SPVPfor thesystemshown in Figure1 is shown in Figure2 (a).H istor y
allows eachrouterto describetheexactsequenceof eventsthat led to theselectionof
a pathasthe bestpath.An event (+ P) indicatesthat the nodehaschosenpathP as
its bestpath,andP is morepreferredthanits previous bestpath.Similarly, an event
(� P) indicatesthatthenodehasupdatedits bestpath,andthiscurrentbestpathis less
preferredthanits previousbestpathP. A histor y containingloopsis anindicationof
a potentialprotocoldivergence.At step4 of Figure2 (a), all 3 nodeshave a cycle in
thehistoriesof their currentbestpaths.SPVPassumesthatsuchpathsareproblematic,
andthereforeeliminatesthem.For theassumedtiming of events,with SPVPthesystem
convergesto unreachabledestinationfor all nodes.

Sinceacyclein thehistoryisanecessarybutnotsuf�cient conditionfor divergence,
theremaybefalsepositives.Carryinghistorywith eachupdatecreatescommunication
overhead,andmayalsorevealprivateinformationaboutthepreferencesof ASesover
the routes.APM usesthe ideaof keepingtrackof historyof pathchanges,but doesit
only locally. By keepinghistoriesaslocal informationandavoiding exchangingsuch
informationhelpsovercomerelatedprivacy concernsandcommunicationoverhead.

Cobb andMusunuri Algorithm: Cobbet al: [4] proposeanalgorithmwhichasso-
ciatesanintegercostwith eachnodeandexchangesthecostwith updatemessages.The
cost increasesmonotonicallyif the systemdiverges.Therefore,discardingthe adver-
tisementsfrom thenodeswhosecostis greaterthanathresholdis suggested.Assuming
thresholdvalueof 2, Figure2 (b) shows a possibletraceof CobbandMusunurialgo-
rithm for thesystem.Sincethecostof thenodesinvolvedin thesamecon�ict grows in
tandem,all of thenodessimultaneouslygiveuptheirmostpreferredpathsandstabilize
on their lowestpreferredpaths.

A weaknessof this algorithmis keepingper nodecost,which causesaggregation
of the pathsthroughthe samenode.One �apping pathmay causeall the alternative
paths(throughthesamenode)to beeliminated.With APM, weextendtheideaof using
count to keepper-pathstateat eachnodeinsteadof per-nodestate,which preventsag-
gregationof thepathsthroughthesamenode.Empoweredwith this extra information
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Fig.2.Possibletracesof thealgorithmsfor thesystemshown in Figure1: (a)SPVP;(b) Cobband
Musunurialgorithmassumingthresholdvaluefor count is 2; (c) APM with min thr eshold =
2.

togetherwith probabilisticupdateof pathranks,APM canpinpoint the pathscausing
problems,andleadto fewerpathelimination.

3 AdaptivePolicy Management(APM)

We proposea new algorithmto dynamicallydetectandeliminatepolicy con�icts lead-
ing to BGPdivergence.Theideais to locally detectthepathsinvolvedin acon�ict, and
eliminatethecon�ict by changingtherelative preferenceof suchpaths.Notethatsuch
adaptationis limited to thenode'ssetof permittedpaths,any of whichtheAS is willing
to usealbeitat differentpreferencelevel.

Eachnodeinvolvedin aparticularcon�ict observesroute�aps: Constantlychooses
a pathasits bestpathandlatergivesit up for anotherpath.For example,in Figure1,
node1 constantlyupgradesits currentbestpathto (130),but later it is forcedto give
up (130) for its lesspreferredpath (10) asa resultof its neighbors'responseto this
upgrade.Thenodesobservingconstantroute�aps canstopsuchbehavior by sticking
to their lesspreferredbut morestablepath,evenwhenabetteralternative is advertised.
This canbe achieved by changingthe local preferenceof the paths.When the node
stopsadvertising the pathsalternately, the cyclic effect of the global con�ict will be
broken.In Figure1, for example,if node1 changesits local preferencesto prefer(10)
over (130),thesystemstabilizeson thefollowing pathassignment:(10)(210)(30).

To be ableto locally detectroute�aps andthe pathswhosepreferenceis causing
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divergence,eachnodeneedsto keepsomeform of local history. We suggestkeeping
trackof thepathsthathavebeenrecentlyselectedasbestpath,andtheircounts indicat-
ing how many timesthepathhasbeenchosenasbestpathandlatergivenup.Figure2
(c) showshow countskeepincreasingduringdivergenceof thesystemshown in Figure
1. Nodesinvolvedin thecon�ict candetectdivergenceby comparingcounts againsta
thresholdcalledmin thr eshold. Sincethe algorithmwe areproposingis distributed
andbasedon usingonly local information,theremay be many nodessynchronously
detectingthesamecon�ict andloweringthepreferencesof theirhigherpreferredpaths.
If we assumemin thr eshold=2 for eachnodein Figure2 (c), at step4, all 3 nodes
simultaneouslychangetheir local preferencesto prefer their shorterpaths,which are
morestablein the sensethat they arealwaysavailable.Note that the con�ict canbe
broken even if only oneof the nodesperformsthe pathrank change.To prevent this
kind of simultaneousandunnecessarypathpreferencechanges,we suggestchanging
relativepreferenceswith probability1/2.

Policy
Con�ict
Control
Phase

Policy
Con�ict
Free
Phase

Policy
Con�ict
Avoidance
Phase

count

max thr eshold

min thr eshold

time

Fig. 3. Phasesof APM.

Becauseof the probabilistic adjust-
mentof pathpreferences,eventhoughthe
effect of a particularcon�ict is observed
several times, it is possiblethat the con-
�ict remainsunresolved.max thr eshold
is introducedto handlesuchcases:When
the count associatedwith a particular
pathexceedsmax thr eshold, thepathis
removed from the setof permittedpaths,
and addedto the bad pathsset, B . The
pathsin this set are excluded from fur-
ther considerationin the bestpathselec-
tion process(until they arerestoredasthe
algorithmadaptsto a con�ict-free state),
even if they are advertisedby peersand
permittedby original localpolicies.

Comparingcounts againstmin thr eshold, andmax thr eshold helpseachnode
independentlyclassifythe stateof the network: (a) Policy con�ict-fr eephase: When
countsaresmallerthanmin thr eshold, the nodeassumesthat thereis no persistent
oscillation;(b) Policy con�ict-a voidancephase: If any count valueexceeds
min thr eshold, but stayslower thanmax thr eshold, thenodeassumesthatthereis a
policy con�ict leadingto persistentoscillation,which canbeavoidedby changingthe
relative preference(rank)of thepaths;(c) Policy con�ict-contr ol phase: If any count
exceedsmax thr eshold, thepathassociatedwith this count is addedto a setof bad
paths, andexcludedfrom furtherconsiderationin thebestpathselectionprocess.Fig-
ure3 shows thesethreedifferentphasesof ouralgorithm.

Subsections3.1and3.2moreformally describeAPM.

3.1 UpdateHandling

Figure4 shows the pseudo-codeof our Adaptive Policy Management(APM) scheme
for handlingroutingupdates.Theprocessrunsateachnodeu in responseto a received
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update.Whennodeu choosesa pathp 2 P u asits bestpath,it informs its peersby
sendinganupdatemessage.rib(u) indicatesthecurrentbestpathto thedestinationse-
lectedatnodeu. rib in(u ( w) indicatesthemostrecentpathsentfrom w 2 peers(u),
andprocessedatnodeu. Thesetof pathchoicesavailableatnodeu thatareconsidered
for bestpathselection,excludingthebadpathsin B (u), is de�ned as

choicesB (u) = f (u; w)r ib in (u ( w) � B (u)jw 2 peers(u)g
T

P u

andthebestpathasbestB (u) = max (u; choicesB (u)) . As long asnodeu receivesad-
vertisementsfrom its peers,bestB (u) is recomputedwith themostrecentchoicesB (u).
Whenr ib(u) changes,nodeu noti�es its peersby sendinganupdatemessage.

To �nd thestablepaths,peerStabil ity is associatedwith eachpeer. Whena peer

 

//Policy Conflict-Control Phase

do  

//Policy Conflict-Avoidance Phase

process 

if count(Pnew ) > max thr eshold then

if

Pold=rib(u)
if

Pnew = bestB (u)

rib in(u ( w) = m

count(Pnew )++

(Pnew 6= � ) then

thenrib(u)6= bestB (u)

elseif then

with probability= 1/2

peerStability(v)=0 for eachv 2 peers(u)

B(u) = B(u)
S

f Pnewg

Pnew = bestB (u)

count(Q)=0 for eachpathQ 2 localH istor y

count(Pnew ) > min thr eshold

if Pnew 6= Pold then

rib(u) =Pnew

dofor eachv 2 peers(u)

send vtorib(u)

peerStability(v)=0 for eachv 2 peers(u)

count(Q)=0 for eachpathQ 2 localH istor y

�nd themostpreferredsafepath,Psaf e

rank(Psaf e)=1

Pnew = Psaf e

Note:Thecodeto theright of the
is assumedto beexecutedin oneatomicstep.

peerStability(w)++

if

keepaliveCount(w)=0
receive Updatem fr ompeerw

APMS UpdateHandling[u]
//UpdateHandling

thenrib in(u ( w) 6= m

Fig.4. APM: UpdateHandling.

advertisesapathdifferentfrom its previouslyadvertisedpath,thepeerStabil ity of the
peerincreases.peerStabil ity of 1 indicatesthatthepathadvertisedby thepeerhasnot
changedover time.Thepathsadvertisedby suchpeersarereferredto assafepaths. A
nodeobservinga route�ap canstopthe�ap by makingthesafepathits mostpreferred
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process 

for each
send

dov 2 peers(u)

torib(u) v

receive wkeepalive fr om

Note:Thecodeto theright of the
assumedto beexecutedoneatomicstep

localpref(r )= originallocalpref(r )

Pnew=bestB (u)

count(Q)=0 for eachpathQ 2 localH istor y

peerStability(v)=0 for eachv 2 peers(u)

rib(u) =Pnew

remove r from
if then

B(u)

if
do with probability= 1/4

r 2 B(u)

(localpref(r ) 6= originallocalpref(r )) k

if Pnew 6= rib(u) then

(r 2 B(u))

r=rib in(u ( v)

for eachv 2 peers(u)

if keepaliveCount(v) � ka thr eshold for everyv 2 peers(u)

keepaliveCount(v)=0 for eachv 2 peers(u)

keepaliveCount(w)++

APMS Keepalive Handling[u]

//KeepaliveHandling

then

Fig.5. APM: RestoringLocalPreferencesonceStability is Reached.

path,i.e. r ank(saf e path) = 1. Notethatcount valuesassociatedwith paths in local
historycannotbeusedto measurestabilityof peers.A pathp advertisedby w mayhave
ahighcount valueassociatedwith it, evenif w never changesthisadvertisement.

Thestateof thesystemis de�ned by thelocal stateaswell asthelocal preferences
ateachnode.Thestatechangeswheneverthereis apathrankchange,or apathis placed
in B . In eithercase,thisnew statecorrespondsto adifferentSPP, possiblyastableone.
Therefore,countersareresetto give opportunityfor a freshstart.

3.2 RestoringLocal Preferences

Whenthesystemstabilizes,only KEEPALIVE messagesareexchangedbetweenpeers.
Eachnodekeepstrackof thenumberof KEEPALIVE messagesreceivedfrom its peers,
andcomparesthis valueagainsta threshold,denotedby ka thr eshold, to testthesta-
bility of the system.Figure5 shows how nodeu probabilisticallyrestoressomerank
changesfor its pathsafterthesystemhasstabilized.Sincepoliciesareplacedfor apur-
poseby eachnode,suchastraf�c engineeringor security, it is importantfor ASesnotto
changethemunlessthey arecon�icting with thepoliciesof othernodesandabsolutely
necessaryto eliminaterouteoscillations.Although it is safeto restorerank changes
thatdo not compromisethecurrentstability, thereis no way for nodeu to know which
changesaresafeto restore.Therefore,nodeu usesa probabilistic(albeit morecon-
servative) approach,andrisksintroducinginstability backinto thesystem.Contraryto
updatehandling,nodeu increasesthe local preferenceof a pathwith a muchsmaller
probability, 1/4. We allow for bringingpathsout of B with probability1/4 aswell. If
nodeu performsarankchangeand/orremove(restore)apathfrom B , counterskeptin
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thelocalhistoryareresetbecausethisnew statecorrespondsto adifferentSPP.
Note that the muchsmallerprobability for reset,i.e. 1/4, providesa conservative

way of probing the network state,thus oscillating in the vicinity of a stablestateat
a very slow rate.This is akin to the congestionavoidancemechanismof TCP, during
which thecurrentstateof thenetwork is probedataslower rate.

Wereferthereaderto [8] for theconvergenceanalysisof APM.

4 Simulation Results

Wehavesimulatedthealgorithmsin theSSFNetsimulator[7]. Weonly presentoneset
of resultsandreferthereaderto [8] for additionalresults.

WehavecomparedAPM againsttheSPVPalgorithm[3], CobbandMusunurialgo-
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Fig.6. PathRankingsfor TopologyUsedin Simulation(Only for thetopportionis shown; restis
symmetric).

rithm [4], andBGP4[9], wherethedetailsof thesealgorithmscanbefoundin Section
2.2.Thevariationsof APM includeusingdifferentvaluesfor max thr eshold of 3 and
10.min thr eshold is setto 2, andka thr eshold is setto 6. We have two versionsof
theCobbandMusunurialgorithm,wherethe thresholdfor nodecostis setto either3
or 10 to beconsistentwith themax thr eshold valueof APM. Grif�n et al: [3] sug-
gestsuppressingroutesonly afterseeingthesamepolicy cyclemultiple timesto handle
transientoscillations.In oursimulations,wesuppressedtheroutesonly afterseeingthe
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samepolicy cycletwice.This is consistentwith themin thr eshold valuewehavecho-
senfor APM. To beableto observe thr oughput anddelay, wehaveusedthetopology
shown in Figure7. Thereare7 groupsof nodes:f AS 1, AS 2, AS 3g, f AS 4, AS 5, AS
6g, f AS 7, AS 8, AS 9g, f AS 10,AS 11,AS 12g, f AS 13,AS 14,AS 15g, f AS 16,AS
17,AS 18g, f AS 19,AS 20,AS 21g. Eachnodein a groupprefersthepaththroughits
clockwiseneighbor, whichcreatesapolicy con�ict for eachgroup.Permittedpathsand
pathpreferencesareshown in Figure6.

Simulationis run for 350seconds,anddata�o w from serversto clientscontinues
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Fig.7. Topology.

for thedurationof thesimulation.Buffer sizeis 50000bytes,androutingpacketsare
given priority over datapacketswhen thereis congestionat the buffers. The perfor-
manceplotspresentednext show 90%con�denceintervalsfor themetrics.

Figure8 shows thepercentageof thenodesthatcannotreachthedestinationAS 0.
SPVPandtheCobbandMusunurialgorithmseliminatea high numberof pathswhile
enforcingstability, andthereforeleaveahighernumberof nodeswith unreachabledes-
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Fig.9. Power.

tination.Differentversionsof APM performmuchbetterthanSPVPandtheCobband
Musunurialgorithms.With APM, a highermax thr eshold valuehelpsresolve policy
con�icts throughchangingpathpreferences,andthereforeminimizethenumberof path
eliminations.For max thr eshold=10,thesystemstabilizesto astatewhereeachnode
hasa way to reachthe destination.A higherthresholdvaluealsohelpsthe Cobband
Musunurialgorithmachieve betterperformance,but the improvementis not muchbe-
causeof thesimultaneouseliminationof thepathsthroughthesamehighcostnode.

Figure9 shows the resultsfor power. This metric is usedto measurethe ratio of
throughput(averagetotal numberof packetsdeliveredover the last 50 seconds)and
delay(averagedelayof deliveredpacketsover the last50 seconds).Thepower metric
capturesthedesireof achieving ashigh throughputaspossiblewhile keepingdelayas
smallaspossible.Differentversionsof APM have higherpower valuethanSPVPand
theCobbandMusunurialgorithmsbecauseAPM maximizesthroughput.Thedifferent
performancefor throughputstemsfrom bothunreachabledestinations,and/orcompe-
tition for thelimited buffer size.SPVPandtheCobbandMusunurialgorithmsleave a
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highernumberof nodeswith unreachabledestination(Figure8). SPVPhasthelongest
updatemessages,which take longerto processandrequiremorememoryto bestored
in thebuffers.AlthoughBGP4causesconstantexchangeof updatesdueto divergence,
its performanceis betterthanSPVPandthe CobbandMusunurialgorithms!This is
becauseBGP4doesnot causepermanentpathelimination,even thoughsomepackets
maynot reachthedestinationtemporarilydueto instability.

5 Summary and Futur eWork

Unlike staticcentralizedsolutions(e.g.Gaoet al: [2] algorithm)which may leadto
unnecessaryeliminationof many routesfrom thestartto guaranteestability, APM is a
dynamicdistributedalgorithmallowing ASesto adaptto the currentstateof the net-
work, eithercon�ict freeor potentiallycon�icting. In this paper, we demonstratedthe
superiorityof APM over otherdynamicalgorithms[3], [4].

If only someof thenodesin thenetwork wereupgradedto deploy APM, APM still
cancatchandresolve policy con�icts sincethealgorithmis basedon only local infor-
mationkeptateachnode.However, in suchheterogenoussettings,thenodesdeploying
APM will be the only oneswhich may give up their preferredpathsfor the sake of
network stability without knowing whetheror not theothernodesareworking for the
samepurpose.As futurework, to beableto improvecooperationamongASesto deploy
APM, incentivesshouldbeproposed.

To increasethetransparency of APM, we planto investigateallowing local AS ad-
ministratorsto explicity guidethebackoff andrecovery probabilitiesfor loweringand
restoringtheranksof paths.With suchhumaninput,it maybepossibleto resolvepolicy
con�icts in a moreef�cient way albeitat a longertimescale.We arecurrentlyworking
ondevelopingaprototypeimplementationof APM.
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