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Abstract. TheBorderGatavay Protocol(BGP)is the currentinter-domainrout-
ing protocolusedto exchangeeachabilityinformationamongAutonomousSys-
tems (ASes)in the Internet. BGP supportspolicy-basedrouting which allows
eachAS to independentlyle ne a setof local policiesregardingwhich routesto
acceptaindadwertisefrom/toothernetworks,aswell aswhichroutethe AS prefers
whenmorethanoneroutebecomesvailable.However, independentlghoserio-
cal policiesmay causeglobal con icts, which resultin protocoldivergence We
proposea new algorithm,calledAdaptive Policy ManagementAPM), to resohe
policy con icts in adistributedmannerAkin to distributedfeedbackcontrolsys-
tems,eachAS independentlglassi esthe stateof thenetwork aseithercon ict-
free or potentiallycon icting by observingits local history only (namely route
aps). Basednthedegreeof measuredon icts, eachAS dynamicallyadjuststs
own pathpreferences—increasiritg preferencdor obsenably stablepathsover
apping paths.The convergenceanalysisof APM derivesfrom the sub-stability
propertyof chosenpaths. APM andothercompetingsolutionsare simulatedin
SSFNeffor differentperformancenetrics.

Keywords: InterdomainRouting;BorderGatevay Protocol(BGP); Feedback
Control; CorvergenceAnalysis; Simulation.

1 Intr oduction

BGPplaysamajorrolein theperformancef thelnternet,andis known to have proper

tiesthatarefar from ideal. BGP allows policy-basedouting; eachautonomousystem
(AS) independentlyle nesasetof local policiesregardingwhich routesto acceptand
adwertisefrom/to othernetworks,aswell aswhichroutethe AS preferswhenmorethan
oneroutebecomesvailable.However, independentlyde ned local policiesmay lead
to policy con icts. Policy con icts occurwhenneighboringASeshave oppositeinter

estsover routes.Any policy con ict canberesohedby changingthe preferenceof the
ASesover their paths,.e. local policies.

?This work wassupportedn partby NSFCNS CybertrustAward 0524477 CNSITR Award
0205294 andEIA Rl Award0202067.
??This work was donewhile SelmaYilmaz was at the ComputerScienceDepartmentof
BostonUniversity.
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Althoughnotall policy con icts areharmful,a groupof ASesmayde ne con ict-
ing policiesthat cannotbe satis ed simultaneouslycausingBGP to diverge. Assume
AS u, v, andz form suchgroup.Thescenariof divergencemaytake placeasfollows:
When AS u improvesits bestpath,it forcesAS v to give up its bestpathfor a less
preferredpath,whichin turn givesAS z anopportunityto improve its bestpath,which
forcesAS u to give up its bestpathfor a lesspreferredpath,andso on. EachAS in
suchcon ict repeatedlyselectshe samesequencef routes,never corverging on ary
onesetof routes.Thereforerouteoscillationsdueto policy con icts arepersistentand
requiresomekind of interventionto stop.

Routeinstabilitiestaking placeacrossASesmay negatively impactend-to-enchet-
work performancendef ciency of theInternet[1]—packetsmaybedroppedor deliv-
eredout of orderdueto repeatedadvertisingandwithdraval of routes.BGP s crucial
for ahealtly andef cient globalrouting,andthusit is aworthy goalto guaranteeon-
vergenceof BGPindependenof thelocally selectedgolicies.

Contrib ution of This Paper: Therehave beenanumberof studiesonguaranteeing
safety i.e. corvergence,of BGP independentf the locally selectedoolicies[2], [3],
[4]. In our previouswork [5], we introducedheideaof dynamicallydetectingandsup-
pressindBGP oscillationsthroughprobabilisticchangeof pathranks(preferences)lhe
algorithmis designedo detectpolicy con icts by usinglocal historiesonly. This pa-
perextendsandcompletesour preliminaryidea[5] in mary ways: (1) we augmenthe
algorithmof pathrank changesothatan AS might choosea lesspreferredout observ-
ably stablepathover a morepreferredbut oscillatingpath,thusit becomesaturalfor
anAS to implicitly assigna highercost(andhenceesspreferencevalue)to oscillating
(‘apping) paths;(2) with new additionsthealgorithmenableshenodego dynamically
adaptto ary stateof the network. After the systemstabilizeswe let the nodesattempt
to (conseratively) restoresomeof the original local preferencevaluesof their paths,
which they have modi ed, soasto keepthe overall pathrank changeminimal 2; (3) a
new mechanisnis addedto distinguishroute aps dueto topologychangesso asnot
to confusethemwith thosedueto policy con icts; (4) BGP extensionsof the proposed
algorithm are speci ed; (5) a correctnessand corvergenceanalysisof the proposed
algorithmis developedbasedn the sub-stabilitypropertyof choserpaths;(6) the pro-
posedalgorithmis implementedn the SSFNetsimulator[7], and simulationresults
for differentperformancemetricsare presentedThe metricsalsocapturethe dynamic
performancef ouralgorithmaswell asothercompetingsolutions thusexposingoften
neglectedaspectof performanceAlthough our expositionis BGP-speci ¢, the prob-
lem of inconsistenpoliciesatindependendistributedentitiesis moregeneral.

Thepaperis organizedasfollows: Section2 reviews backgroundandrelatedwork.
Section3 describesur algorithm.Resultsandfuture work arepresentedn Sectionst
and5, respectiely.

3Akin to distributed recasery mechanismse.g. congestionavoidanceof TCP [6]. As we
indicatelater, the adaptatiorof local preferencevaluesof pathsmayalsobein uencedby input
from local AS administrators.
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Fig. 1. An exampleof a divergence Permittedpathsareshavn next to eachnode.Longerpaths
aremorepreferredhanshortempaths Currentbestpathsareunderlined Dueto thecyclic con ict,
this groupof nodescannotreacha stablestateandkeeposcillatingbetweerthe shown states.

2 Background

2.1 Border GatewayProtocol Abstraction

We usetheabstractiorof BGP proposedy Grif n et al: [3], whichis calledSafePath
\ectorProtocol(SPVP) SPVPis adistributedalgorithmfor solvingtheso-calledStable
Paths Problem(SPP).This modelabstractsaway low-level detailsof BGP andmakes
it easierto reasoraboutcorvergencerelatedissuesin SPRanetwork is representeds
anundirectedgraph,G = (V; E), whereV representshe autonomousystemsandE
represent8 GPsessionaNode0 is thedestinatiorto which all othernodesaretrying to
nd pathsA path P isasequencef nodeqvi; vk 1; ;Vi;0),suchthat(vi;vi 1) 2
E,foralli;1 i k. Pathsmustbesimple i.e. norepeatechodes An emptypath, ,
indicatesthata routercannotreachthe destinationEachnodev in thegraphhasa set
of permittedpaths PV, to thedestinationwhich aretherouteslearnedrom peersand
allowedby thelocal policy of thenode.Eachnodev alsohasarankingfunction V, to
imposeanorderof preferencenthe paths suchthatmorepreferablepathshave higher
valuesassignedo them.

Givenanodeu, andW  PY with distinctnext-hops,max(u; W) is de nedto be
the highestranked pathin W. A pathassignments a function thatmapseachnode
u to apermittedpath. de nesthe pathchosernby eachnodeto reachthe destination.
Given a pathassignment anda nodeu, the setof permittedpathsthat are one-hop
extensionof pathsthroughneighbords de ned as

T
choices(u; )= f(u;v) (v)jfu;vg2 Eg PY.

The pathassignment is calledstableat nodeu if (u) = max(u; choices(u; )). The
pathassignment is calledstableif it is stableat every nodeu 2 V. If a stablepath
assignment exists,an SPPis solvableandevery suchassignmenis calleda solution
An instanceof SPPmay have no solution.

SPVPis anabstractiorof BGR. With this abstractioneachnodemaintaingwo data
structuresrib(u) is the currentpaththatnodeu is usingto reachthe destination , and
rib_in(u ( w) denotedhe paththathasbeenmostrecentlyadwertisedby peerw and
processea@tnodeu. Thesetof pathsavailableatnodeu is updatedas

T
choices(u) = f(u;w)rib_in(u ( w)jw 2 peers(u)g P"
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andthe bestpathat u is best(u) = max(u; choices(u)) andrib(u) = best(u). As long

asnodeu recevesadwertisementdrom its peersbest(u)is recomputeadvith the most
recentchoices(u) andstoredin rib(u). Justasit is the casewith BGR, whenu changes
its currentpath,it noti es its currentpeersaboutthechangeThis maycausehepeerso

sendadwertisementso their peers.The network reaches stablestatewhenthereis no

nodewhich would changsits currentpathto the destination!f sucha stateis reached,
thentheresultingstateis the solutionof the StablePathsProblem(SPP).If SPPhasnho

solution,then SPVPdiverges.Figure 1 shavs an exampleof a policy con ict leading

to divergence.

2.2 Prior Solutionsto BGP Divergence

In this paper dueto spaceestrictionswe will focusonly ondynamicsolutionswhich
attemptto detectandresole policy con icts atruntime. A completereview of previous
solutionscanbefoundin [8].

SafePath Vector Protocol (SPVP): Grif n et al: [3] suggesextendingBGP to
carryadditionalinformationcalledhistorywith eachroutingupdatemessageA possi-
ble traceof SPVPfor the systemshavn in Figurel is shavn in Figure2 (a).H istory
allows eachrouterto describethe exact sequencef eventsthatled to the selectionof
a pathasthe bestpath.An event (+ P) indicatesthatthe nodehaschosenpathP as
its bestpath,andP is more preferredthanits previous bestpath. Similarly, an event
( P) indicateghatthe nodehasupdatedts bestpath,andthis currentbestpathis less
preferredthanits previousbestpathP . A histor y containingloopsis anindicationof
a potentialprotocol divergence At step4 of Figure2 (a), all 3 nodeshave a cyclein
thehistoriesof their currentbestpaths.SPVPassumeshatsuchpathsareproblematic,
andthereforeeliminateshem.For theassumediming of events,with SPVPthe system
corvergesto unreachablelestinatiorfor all nodes.

Sinceacyclein thehistoryis anecessarfut notsufcient conditionfor divergence,
theremay befalsepositives.Carryinghistorywith eachupdatecreatescommunication
overheadandmay alsoreveal privateinformationaboutthe preferencesf ASesover
theroutes.APM usesthe ideaof keepingtrack of history of pathchangesbut doesit
only locally. By keepinghistoriesaslocal informationand avoiding exchangingsuch
informationhelpsovercomerelatedprivacy concernsandcommunicatioroverhead.

Cobb and Musunuri Algorithm: Cobbet al: [4] proposeanalgorithmwhichasso-
ciatesanintegercostwith eachnodeandexchangeshecostwith updatemessaged he
costincreasegnonotonicallyif the systemdiverges.Therefore discardingthe adwer-
tisementdrom the nodeswhosecostis greateithanathresholds suggestedAssuming
thresholdvalueof 2, Figure 2 (b) shavs a possibletraceof CobbandMusunurialgo-
rithm for the system Sincethe costof the nodesinvolvedin the samecon ict growsin
tandemall of thenodessimultaneouslyive up theirmostpreferredpathsandstabilize
ontheir lowestpreferredpaths.

A weaknes®f this algorithmis keepingper nodecost,which causesaggreation
of the pathsthroughthe samenode.One apping path may causeall the alternatve
paths(throughthesamenode)to be eliminated With APM, we extendtheideaof using
count to keepperpathstateat eachnodeinsteadof pernodestate which preventsag-
gregation of the pathsthroughthe samenode.Empaveredwith this extra information
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Fig. 2. Possibleracesof thealgorithmsfor thesystenshavn in Figurel: (a) SPVP;(b) Cobband
Musunurialgorithmassuminghresholdvaluefor count is 2; (c) APM with min _thr eshold =
2.

togetherwith probabilisticupdateof pathranks,APM canpinpointthe pathscausing
problemsandleadto fewer pathelimination.

3 Adaptive Policy Management(APM)

We proposea new algorithmto dynamicallydetectandeliminatepolicy con icts lead-
ing to BGPdivergence Theideais to locally detectthe pathsinvolvedin acon ict, and
eliminatethecon ict by changingtherelative preferencef suchpaths.Notethatsuch
adaptationis limited to thenodes setof permittedpaths ary of whichthe AS is willing
to usealbeitat differentpreferencdevel.

Eachnodeinvolvedin aparticularcon ict obsenesroute aps: Constantlychooses
a pathasits bestpathandlater givesit up for anotherpath.For example,in Figurel,
nodel constantlyupgradests currentbestpathto (130), but laterit is forcedto give
up (130) for its lesspreferredpath (10) asa resultof its neighbors'responseo this
upgrade The nodesobservingconstantoute aps canstopsuchbehaior by sticking
to theirlesspreferredbut morestablepath,evenwhenabetteralternatve is adwertised.
This can be achiezed by changingthe local preferenceof the paths.Whenthe node
stopsad\ertising the pathsalternately the cyclic effect of the global con ict will be
broken.In Figurel, for example,if nodel changests local preferenceso prefer(10)
over (130),the systemstabilizeson the following pathassignment{10)(210)(30).

To be ableto locally detectroute aps andthe pathswhosepreferencds causing
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divergence eachnodeneedsto keepsomeform of local history. We suggeskeeping
trackof the pathsthathave beenrecentlyselectedasbestpath,andtheir countsindicat-
ing how mary timesthe pathhasbeenchoserasbestpathandlatergivenup. Figure2
(c) shavs haw counts keepincreasingluringdivergenceof thesystemshaovn in Figure
1. Nodesinvolvedin thecon ict candetectdivergenceby comparingcounts againsta
thresholdcalled min _thr eshold. Sincethe algorithmwe are proposingis distributed
andbasedon usingonly local information, theremay be mary nodessynchronously
detectinghesamecon ict andloweringthepreferencesf their higherpreferredpaths.
If we assumanin _thr eshold=2 for eachnodein Figure 2 (c), at step4, all 3 nodes
simultaneouslychangetheir local preferenceso prefertheir shorterpaths,which are
more stablein the sensethat they are alwaysavailable. Note that the con ict canbe
broken evenif only oneof the nodesperformsthe pathrank change.To preventthis
kind of simultaneousindunnecessarpath preferencechangeswe suggestchanging
relative preferencesvith probability 1/2.
Becauseof the probabilistic adjust-

mentof pathpreferencesventhoughthe

effect of a particularcon ict is obsened count

several times, it is possiblethatthe con-  max-threshold -~ --------------——>~----
ict remainsunresolhed.max _thr eshold

is introducedto handlesuchcasesWhen  min_threshold ------——~<---------------
the count associatedwith a particular

pathexceedamax _thr eshold, the pathis time
removed from the setof permittedpaths, Poliy  Policy Policy
Con ict Conict Conict
and addedto the bad pathsset,B. The Froe . Avoidance  control
pathsin this set are excluded from fur- Phase  Phase Phase

ther consideratiorin the bestpath selec-
tion procesguntil they arerestoredasthe
algorithmadaptsto a con ict-free state),
evenif they are adwertisedby peersand
permittedby original local policies.

Comparingcounts againstmin _thr eshold, andmax _thr eshold helpseachnode
independentlyclassifythe stateof the network: (a) Policy con ict-fr eephase When
countsare smallerthan min _thr eshold, the nodeassumeshat thereis no persistent
oscillation;(b) Policy con ict-a voidancephase If ary count valueexceeds
min _thr eshold, but stayslowerthanmax _thr eshold, thenodeassumeshatthereis a
policy con ict leadingto persistenbscillation,which canbe avoidedby changingthe
relative preferencerank) of the paths;(c) Policy con ict-contr ol phase If any count
exceedsmax _thr eshold, the pathassociateavith this count is addedto a setof bad
paths andexcludedfrom further consideratiorin the bestpathselectionprocessFig-
ure 3 shaws thesethreedifferentphase®f our algorithm.

Subsection8.1and3.2 moreformally describeAPM.

Fig. 3. Phase®sf APM.

3.1 Update Handling

Figure 4 shaws the pseudo-codef our Adaptive Policy Managemen{APM) scheme
for handlingroutingupdatesThe processunsateachnodeu in responseo areceved
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update Whennodeu choosesa pathp 2 PY asits bestpath,it informsits peersby
sendinganupdatemessagerib(u) indicatesthe currentbestpathto the destinatiorse-
lectedatnodeu. rib_in(u (  w) indicateshemaostrecentpathsentfromw 2 peers(u),
andprocesseatnodeu. Thesetof pathchoicesavailableatnodeu thatareconsidered
for bestpathselectiongxcludingthe badpathsin B (u), is de ned as
choicesg (u) = f(u;w)rib_in(u ( w) B(u)jw 2 peers(u)g P"

andthe bestpathasbests (u) = max (u; choicess (u)). As long asnodeu recevesad-
vertisement$rom its peerspest (u) is recomputedvith themostrecentchoicess (u).
Whenrib(u) changesnodeu noti es its peersby sendinganupdatemessage.

To nd the stablepaths,peerStability is associatedvith eachpeer Whena peer

/lUpdateHandling
process APMS_UpdateHandlingu]
receve Updatem frompeerw — -
keepalveCount(w)=0
ifribZin(u( w) 6 m then
peerStabilityg)++
ribin(u( w)=m
if rib(u)é besg(u) then
Po\d:rib(u)
Prew = besg (u)
if (Prew 6 ) then
CoUNtPrew)*++
if countPpew) > max_thr eshold then
/IPolicy Conflict-Control Phase
B(u)=B(u)  fPrewg
Phew = besg (u)
countQ)=0 for eachpathQ 2 locaH istory
peerStability¢)=0 for eachv 2 peers(u)
elseif countPpey) > min _thr eshold then
do with probability=1/2
/IPolicy Conflict-Avoidance Phase
nd themostpreferredsafepath,Psas e
ran szaf e)zl
Prew = Psate
count@Q)=0 for eachpathQ 2 locaH istory
peerStability¢)=0 for eachv 2 peers(u)
if Prew 6 Poig  then
rib(u) =Pnew
for eachv 2 peers(u) do
sendrib(u) tov
Note: Thecodeto theright of the —=
is assumedo be executedn oneatomicstep.

Fig. 4. APM: UpdateHandling.

adwertisesa pathdifferentfrom its previously advertisedpath,the peerStabil ity of the
peerincreasespeerStability of 1indicateghatthe pathadvertisedby thepeerhasnot
changedover time. The pathsad\ertisedby suchpeersarereferredto assafepaths A

nodeobservingaroute ap canstopthe ap by makingthe safepathits mostpreferred
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/IKeepalve Handling
process APMS_Keepalve Handlingju]
receve keepalve fromw _
keepalveCount(w)++
if keepalveCount¢)  ka_thr eshold for everyv 2 peers(u)
for eachv 2 peers(u)
r=rib_in(u ( v)
if (localpref¢) 6 originallocalpreft)) k (r 2 B(u)) then
do with probability= 1/4
if r2B(u) then
remover from B(u)
localpref )= originallocalpreft)
countQ)=0 for eachpathQ 2 locaH istory
peerStability¢)=0 for eachv 2 peers(u)
keepalveCounty)=0 for eachv 2 peers(u)
Prew=besg (u)
if Phew 8 rib(u) then
rib(u) =Pnew
for each v 2 peers(u) do
send rib(u) to v

Note: Thecodeto theright of the —=
assumedo be executedoneatomicstep

Fig.5. APM: RestoringLocal PreferencesnceStability is Reached.

path,i.e. rank(saf e path) = 1. Notethatcount valuesassociateavith pathsin local
historycannotbeusedto measurestability of peers A pathp adwertisedoy w mayhave
ahigh count valueassociatedvith it, evenif w never changeshis adwertisement.

The stateof the systemis de ned by thelocal stateaswell asthelocal preferences
ateachnode.Thestatechangesvhen&erthereis a pathrankchangeor apathis placed
in B. In eithercasethis new statecorrespondso a differentSPR possiblya stableone.
Thereforecountersareresetto give opportunityfor afreshstart.

3.2 Restoring Local Preferences

Whenthesystenstabilizespnly KEEPALIVE messageareexchangedetweemeers.
Eachnodekeepdrackof thenumberof KEEPALIVE messagerecevedfromits peers,
andcompareghis valueagainsta threshold denotedby ka_thr eshold, to testthe sta-
bility of the system.Figure5 shawvs how nodeu probabilisticallyrestoressomerank
changedor its pathsafterthe systemhasstabilized Sincepoliciesareplacedfor a pur-
poseby eachnode,suchastraf ¢ engineeringr securityit isimportantfor ASesnotto
changehemunlessthey arecon icting with the policiesof othernodesandabsolutely
necessaryo eliminateroute oscillations.Although it is safeto restorerank changes
thatdo not compromisehe currentstability, thereis no way for nodeu to know which
changesare safeto restore.Therefore,nodeu usesa probabilistic (albeit more con-
senative) approachandrisksintroducinginstability backinto the system Contraryto
updatehandling,nodeu increaseshe local preferenceof a pathwith a muchsmaller
probability, 1/4. We allow for bringing pathsout of B with probability 1/4 aswell. If
nodeu performsarankchangeand/orremove (restore)a pathfrom B, counterskeptin
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thelocal historyareresetbecausehis new statecorrespondso a differentSPP

Note that the much smallerprobability for reset,i.e. 1/4, provides a conserative
way of probingthe network state,thus oscillatingin the vicinity of a stablestateat
avery slow rate. This is akin to the congestioravoidancemechanisnof TCR during
which the currentstateof the network is probedat a slower rate.

We referthereadetto [8] for the corvergenceanalysisof APM.

4 Simulation Results

We have simulateahealgorithmsin the SSFNetsimulator[7]. We only presenbneset
of resultsandreferthereadetto [8] for additionalresults.
We have compareddPM againstthe SPVPalgorithm[3], CobbandMusunurialgo-

Node Permitted Paths Local Preferenc
1 120 100
S 0 ) 80
paths learned from 8 1
7 78120) 100
7810) 100
70 80
paths learned from19 1
8 89 0; 100
80
) 80
paths learned from 20 1
9 (970) 100
90
paths learned from 21 1
Node Permitted Paths Local Preference
19 (1920890 100
1920810 100
19208120) 100
1970) 80
1978120) 80
197810) 80
20 (202190 100
20219 7°0) 100
20890 80
20810 80
208120) 80
21 (211970 100
211978120) 100
21197810) 100
2190) 80
2197°0) 80

Fig. 6. PathRankingsfor TopologyUsedin Simulation(Only for thetop portionis shown; restis
symmetric).

rithm [4], andBGP4[9], wherethe detailsof thesealgorithmscanbefoundin Section
2.2.Thevariationsof APM includeusingdifferentvaluesfor max _thr eshold of 3 and
10. min _thr eshold is setto 2, andka_thr eshold is setto 6. We have two versionsof

the CobbandMusunurialgorithm,wherethe thresholdfor nodecostis setto either3

or 10 to be consistentith the max _thr eshold value of APM. Grif n et al: [3] sug-
gestsuppressingoutesonly afterseeinghe samepolicy cycle multiple timesto handle
transientbscillations.In our simulationswe suppressetheroutesonly afterseeingthe
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samepolicy cycletwice. Thisis consistentvith themin _thr eshold valuewe have cho-
senfor APM. To beableto obsere thr oughput anddelay, we have usedthetopology
showvn in Figure7. Thereare7 groupsof nodesf AS 1, AS 2, AS 3g, fAS 4,AS 5,AS
69, f AS7,AS8,AS 99, fAS10,AS11,AS 129, fAS 13,AS 14,AS 159, f AS 16,AS
17,AS 18g, f AS 19,AS 20, AS 21g. Eachnodein a groupprefersthe paththroughits
clockwiseneighborwhich createsa policy con ict for eachgroup.Permittedoathsand
pathpreferencesreshovn in Figure®6.

Simulationis run for 350 secondsanddata o w from senersto clientscontinues
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Fig. 7. Topology

for the durationof the simulation.Buffer sizeis 50000bytes,androuting pacletsare
given priority over datapacletswhenthereis congestionat the buffers. The perfor
manceplots presenteahext shawv 90%con denceintervalsfor the metrics.

Figure8 shaws the percentagef the nodesthatcannotreachthe destinationAS 0.
SPVPandthe CobbandMusunurialgorithmseliminatea high numberof pathswhile
enforcingstability, andtherefordeave a highernumberof nodeswith unreachablees-
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tination. Differentversionsof APM performmuchbetterthanSPVPandthe Cobband
Musunurialgorithms.With APM, a highermax _thr eshold valuehelpsresole policy
con icts throughchangingpathpreferencesandthereforeminimizethenumberof path
eliminations.For max _thr eshold=10, the systemstabilizesto a statewhereeachnode
hasa way to reachthe destination A higherthresholdvalue alsohelpsthe Cobband
Musunurialgorithmachieve betterperformancebut theimprovementis not muchbe-
causeof the simultaneougliminationof the pathsthroughthe samehigh costnode.
Figure9 shaws the resultsfor power. This metricis usedto measurehe ratio of
throughput(averagetotal numberof paclets deliveredover the last 50 secondsyand
delay(averagedelayof deliveredpacletsover thelast50 seconds)The power metric
captureghe desireof achieving ashigh throughputaspossiblewhile keepingdelayas
smallaspossible Differentversionsof APM have higherpower valuethanSPVPand
the CobbandMusunurialgorithmsbecaus@PM maximizeshroughputThedifferent
performancdor throughputstemsfrom both unreachabl@estinationsand/orcompe-
tition for the limited buffer size. SPVPandthe CobbandMusunurialgorithmsleave a
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highernumberof nodeswith unreachablelestinationFigure8). SPVPhasthelongest
updatemessagesyhich take longerto processandrequiremorememoryto be stored
in the buffers. AlthoughBGP4causesonstanexchangeof updatesueto divergence,
its performancas betterthan SPVPandthe Cobb and Musunurialgorithms! This is
becausd8GP4doesnot causepermanenpathelimination,even thoughsomepaclets
may not reachthe destinatiortemporarilydueto instability.

5 Summary and Futur e Work

Unlike staticcentralizedsolutions(e.g. Gaoet al: [2] algorithm)which may leadto
unnecessargliminationof mary routesfrom the startto guaranteestability, APM is a
dynamicdistributed algorithmallowing ASesto adaptto the currentstateof the net-
work, eithercon ict free or potentiallycon icting. In this paper we demonstratethe
superiorityof APM over otherdynamicalgorithms[3], [4].

If only someof thenodesin the network wereupgradedo deploy APM, APM still
cancatchandresole policy con icts sincethe algorithmis basedon only local infor-
mationkeptat eachnode.However, in suchheterogenousettingsthe nodesdeploying
APM will be the only oneswhich may give up their preferredpathsfor the sale of
network stability without knowing whetheror not the othernodesareworking for the
samepurposeAs futurework, to beableto improve cooperatioramongASesto deploy
APM, incentvesshouldbe proposed.

To increasehetransparengcof APM, we planto investigateallowing local AS ad-
ministratorsto explicity guidethe bacloff andrecovery probabilitiesfor loweringand
restoringtheranksof paths With suchhumaninput,it maybepossibleto resole policy
con icts in amoreefcient way albeitat alongertimescaleWe arecurrentlyworking
on developinga prototypeimplementatiorof APM.
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