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Abstract

Internet Traffic Managers (ITMs) are special machines
placed at strategic places in the Internet. itmBench is
an interface that allows users (e.g. network managers,
service providers, or experimental researchers) to reg-
ister different traffic control functionalities to run on
one ITM or an overlay of ITMs. Thus itmBench of-
fers a tool that is extensible and powerful yet easy to
maintain. ITM traffic control applications could be de-
veloped either using a kernel APl so they run in ker-
nel space, or using a user-space APl so they run in
user space. We demonstrate the flexibility of itmBench
by showing the implementation of both a kernel mod-
ule that provides a differentiated network service, and
a user-space module that provides an overlay routing
service. Our itmBench Linux-based prototype is free
software and can be obtained from ht t p: / / www. cs.

bu. edu/ groups/itni.

1 Introduction

Motivation: Internet Traffic Managers (ITMs) are spe-
cial machines placed at strategic places in the Internet
(e.g., in front of clients or servers, or between admin-
istrative domains) [9]. These ITMs should be capable
of classifying packets as they go by into classes, and of
intelligently controlling their transmission into the core
of the infrastructure. The idea is to implement addi-
tional control functionalities at the ITMs while keeping
the core of the Internet as simple as possible. For exam-
ple, once ITMs classify packets at the edges or network
boundaries, core routers may simply differentiate their
services based on the class carried by the packet, e.g.
using a simple class-based scheduling discipline. Thus
each core router maintains a state for each one of the
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(few) classes, rather than maintaining a state for each
flow of packets or connection. This architecture is con-
sistent with scalable hierarchical designs, e.g. the Diff-
Serv architectural concepts of the IETF (Internet Engi-
neering Task Force) [2]. Figure 1 illustrates the hierar-
chy of routers. ITM functionalities can be placed at ac-
cess or distribution points, whereas core routers are kept
simple to keep up with the higher transmission rates.

Figure 1: ITMstypically placed at access or distribution
points

Figure 2 illustrates examples of placement and func-
tionality of ITMs. An ITM placed in front of a farm
of servers can perform aggregation control—the ITM
would control the transmission of packets on several
connections (flows) in a cooperative manner rather than
letting them compete unproductively (and possibly un-
fairly) inside the network. An ITM placed at the edge
of an administrative domain can perform differentiated
control—the ITM would classify passing packets into
classes so that core routers service them using a sim-
ple class-based scheduling discipline or route them us-
ing a class-based routing protocol. An ITM could aso



be placed in front of a set of clients to perform proxy
control—the ITM acting as awireless proxy would hide
wirelesslosses from the source by acting asa server with
reduced capacity.

Figure 2: Placement and functionality of ITMs

Our Contribution in this Paper: The Internet has,
in the last few years, witnessed similar architectures
of specia boxes placed in the “middle” of the Inter-
net to improve its predictability and utilization. Our
project, for which we describeits Linux-based prototype
in this paper, unifies distinct functionalities (such as the
aforementioned differentiated, aggregation, and proxy
controls) in one common framework, that of ITMs.
Such uniform infrastructure enables easier development
through a user interface that is common to several traffic
control functionalities.

The design of an ITM supporting those traffic man-
agement functionalities is based on a unified control-
theoretic framework. Figure 3 shows the general ar-
chitecture of an ITM. Typical of closed-loop feedback
control systems, the ITM would consist of control pro-
grams implementing the considered functionalities. The
parameters of these control programs would be dynam-
ically adjusted based on measurements, e.g. the charac-
teristics of the bottleneck resource such as its bandwidth
and buffer space. In this project, we focus on the man-
agement of traffic from the Transmission Control Proto-
col (TCP) since the mgjority of bytes on the Internet (up
to 95%) is attributed to TCP [10]. However, our gen-
eralized Application Programming Interface (APl) we
present in this paper can support TCP-based as well as
non-TCP-based network services.

Specifically, through our itmBench API, ITM traffic
control applications could be developed on one ITM
or across an overlay of ITMs, either using a kernel
APl so they run in kernel space, or using a user-space
APl so they run in user space. Using an overlay of
ITMs provides a scalable solution to managing traffic,
especially across large-scale highly heterogeneous in-
ternets [3]. We demonstrate the flexibility of our itm-
Bench APl by showing the implementation of both a

Submitted to USENIX (FREENIX Track) Conference 2004

kernel modulethat provides adifferentiated network ser-
vice, and a user-space module that provides an over-
lay routing service. Our itmBench Linux-based proto-
type is free software and can be obtained from ht t p:
[/ www. cs. bu. edu/ groups/itn .
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Figure 3: General architecture of an ITM

Paper Outline: The remainder of this paper is orga-
nized as follows. Section 2 describes related work. Sec-
tion 3 gives an overview of our ITM architecture. Sec-
tion 4 describes in more detail the kernel-level itmBench
AP, i.e. theinterfacethat allows auser to develop atraf-
fic control application in kernel space. Section 5 gives
an example kernel-level application, called qos_mod. In
this application, the ITM classifies passing packets into
short-flow and long-flow classes, so short-flow packets
are preferentially treated inside the network. Section 6
presents in more detail the itmBench API for writing
user-space applications. Section 7 describes itmRoute,
an overlay routing application built using the user-space
API. Section 8 describes athird application that is under
development using the itmBench API. Finally, Section 9
concludes the paper.

2 Reated work

A few other projects have implemented extensible router
systems. Click [8] is a software for building modular
routers. XORP [6] is a routing infrastructure that pro-
vides an extensible experimental protocol deployment
utility. Netfilter [11], now part of the Linux kernel, was
originally a Firewall software, and now provides packet
filtering capabilites, using specific control tools.

After athorough investigation of these systems, they
turned out to be inadequate for our needs. Click and
XORP deal with the core routing software itself, and fo-
cus on network protocols and their devel opment through
a rudimentary interface. Netfilter only provides packet
filtering at different levels, but does not provide other
functionalities. ITMs are different, as they don’t han-
dle core routing but rather provide a generalized infras-
tructure that allows different traffic control capabilities
to reside in the same machine, and be controlled using a



similar interface. This API supports the development of
control programs as either kernel-level modules or user-
space modules. A unique goa of our itmBench API de-
sign isto also support traffic management functionalities
that span multiple ITM boxes, for example asin an over-
lay routing service or avirtual tunnel service.

3 Architecture

3.1 Overview

Applications (both kernel and user level) wishing to use
the ITM need to register with acore kernel module. This
module, called itm_mod, keeps track of registered appli-
cations, and forwards packets to them according to their
specifications.

A control utility enables adding kernel modules and
user-level modules, each can be turned on or off accord-
ing to need. This design resultsin asystem that is:

e Extensible: Adding and removing capabilities is
easily done simply by loading only wanted mod-
ules;

e Easy to deploy: The architecture does not require
recompiling the kernel, making it smpleto use.

Packets User Space
Kernel
Registration
[KerneIApp2]<—>[ itm_mod KerneIAppl]

Figure 4: The ITM architecture

The ITM kernel module, itmmod, communicates
with the TCP/IP stack to retrieve packets. Both kernel-
level and user-level modules register with the I TM mod-
ule. Inaddition, user-level modules register with another
kernel module, called itm_queue, which handles pack-
ets that need to move to user space; it demultiplexes the
packets and forwards them to the appropriate user-level
(traffic control) applications. Figure 4 shows the dif-
ferent components and connections between them. Ap-
plications (i.e. traffic control programs) can modify the
packets, or leave them unchanged. They can claim the
packets, causing them to drop, or reinject them to the
TCP/IP stack, to be processed as normal.
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3.2 An Event-Driven System

We choseto implement an event-driven Application Pro-
gramming Interface (API), where for each event, a set of
functions is defined. Users have to provide pointers to
the functions, to be called when the event is triggered.
The following five functions are currently supported:

e aclassification function that specifies how to iden-
tify a class of packets or flows;

e alogging function that specifies how to log dataand
update class structures;

e aprocessing function that determines the action(s)
associated with each event;

e aclass-update function which defines how a class
should be updated based on the logged data; and

e a controller-update function which allows for up-
dating the controller parameters based on measured
system state.

These functions are al called in this order, when the
event an application registered for occurs. Events can
be either synchronous (e.g. packet arrival at a specific
layer) or asynchronous (e.g. periodic). Our API cur-
rently uses Linux kernel modules to enable different ca-
pabilities. Our current implementation was tested on
both Linux 2.4.9 and Linux 2.4.20. Our current imple-
mentation requires netfilter to be installed as well, but
since this is now part of the Linux kerndl, it is very
likely that netfilter is already installed on newer Linux
machines.

4 Kernel SpaceitmBench API

The ITM module, itm.mod, is a Linux kernel module
which serves as an intermediate layer between the Linux
kernel and (traffic control) applications. It currently uses
netfilter to capture packets that travel the TCP/IP stack,
but this can be changed to work with any tool that pro-
vides similar capabilities. The ITM module needs to
be loaded before any others can be used, as it provides
them with necessary packet filtering capabilities, cur-
rently through netfilter. Thus, the ITM module actually
hides the details of netfilter from the users. Also, if we
ever decide to change the underlying layer and use atool
other than netfilter, only this itm_mod module will have
to be re-designed, avoiding apainful process of updating
many other modules.

Using netfilter hooks at the IP layer (where they are
currently available), we can intercept each packet at each
of five locations. pre-routing, IP-in, IP-forward, post-
routing and IP-out. Figure 5 shows the relative location
of these interception points during the routing process.

Applications that wish to use the itm_mod module
need to register at the wanted point, giving the criteria
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Figure 5: IP hook points

for “interesting” packets (according to flow information,
protocol, etc.) Registration for a stack-related event is
made using the following function:

itm_register_hook(where location, itm_info * data)

The first parameter is the location in the TCP/IP stack
at which to intercept the packets. The itm.info struc-
ture contains five pointersto functions (described in Sec-
tion 3.2) and an identifying label for the registering mod-
ule.

Figure 6 shows the members of the itm_info structure.
Note that class func() needs to return a value, which
is later passed (as second argument) to process funcy().
This value is the class into which the classification
function classified this packet. If this value is 0, pro-
cess_func() will not be called.

The ITM module also alows for the registration of a
timer: an event to occur at specified intervals. Thisis
done using the following function:

itm_register_timer (void (*f)(unsigned long), int timeout)

that will result in the function f() being called periodi-
caly, every timeout jiffies.

Also provided are the functions itm_unregister _hook()
and itm_unregister_timer(), that need to be called when
those services are no longer needed, or when the module
is unloaded.

5 Application: Size-aware Differentiation

In this section, we use the itmBench API to implement
the size-aware scheduling of TCP flows [5] as a kernel-
level application.

Mativation: Scheduling policies that give preference
to short (small) jobs, such as Shortest Job First (SJF)
and Shortest Remaining Processing Time (SRPT) first
scheduling, are long-known to be beneficial in reducing
the mean response time of the system. Sincethe delivery
of Internet documents can be viewed as an instance of
the job scheduling problem, it has recently been shown
that giving high priority to the transfer of small sized
TCP flows is aso beneficial. This differentiated service
to different classes of TCP flows is provided simply by
changing afield in the | P header of apassing packet. For
a two-class service (i.e. short flows and long flows), an
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edge/boundary router (the ITM) starts marking packets
of aflow as a“long-lived” TCP flow once the number
of packets of that flow reaches a predetermined thresh-
old. These marked packets are then treated with lower
priority inside the network. Thisdifferentiated serviceis
illustrated in Figure 7.

Traffic
Manager

-
P A -
' -

Short Flows

Figure 7: Classification of packets into short-flow and
long-flow classes

Implementation using the Kernel Space itmBench
API: Thel TM maintainsacounter for each flow, record-
ing how many packets have been transmitted so far.
By default, packets from every new flow obtain the
highest priority. However, once this counter exceeds
some pre-defined threshold, the priority of the remain-
ing packets is reduced to the next lower level (as the
flow to which these packets belong is now considered
long/large). Packet classification is accomplished by
tagging a TOS (Type-of-Service) field, or DiffServ Code
Point, in the packet header.

We implemented this differentiated functionality as
a kernel module, gos.mod, using our itmBench API.
Henceforth, we show code segments to demonstrate the
use of the API.

gosmod uses a table to keep track of TCP
connections, identified by sourcetdestination details
(ipaddr+port). It counts the number of packets per flow
and stores this value in the table entry which correponds
to the connection. Using these counters, qos_mod classi-
fies flows into LONG and SHORT according to the num-
ber of packets seen so far. A threshold valueis given as
a parameter when the module is loaded (using insmod),
with a default value defined.

The first step is to register with itm_mod, when the
module isloaded. Figure 8 shows how thisisdoneinthe
modul€’'s __init section. The code shows how to define
the classification, logging and processing functions, and
how to register with itm_mod asking for packets in the
IP_POST_ROUTE stage of the TCP/IP stack. The mod-
ule does not use the other two functions, class-update
and controller-update, so NULL pointers are passed.

Figure 9 shows the code for the classification func-
tion. Note that all the function doesisto look at the cur-



typedef struct itminfo_t{

char *| abel ;

i ng" packets*/

#i f def

#el se

#endi f

itmtype type; /*1 TM_USER or | TM KERNEL*/
itminterest interest; /*Contains classification of
pid_t pid; /*I TM_USER pi d*/
wher e hook;

_ KERNEL__

/*I TM_KERNEL functions */

int (*class_func)(where, struct sk_buff **);

void (*log func)(where, struct sk buff **);

int (*process_func)(where, int, struct sk_buff **);
int (*update_func)(where, struct sk _buff **);

int (*control _func)(where, struct sk_buff **);

/*I TM USER functions */

int (*class_func)(where, ipq_packet nsg_t *);

void (*log_func)(where, ipg_packet_msg t *);

int (*process_func)(where, int, ipg_packet_msg_t *);
i nt (*update_func)(where, ipg_packet_nsg_t *);

int (*control _func)(where, ipqg_packet nsg_t *);

} itminfo;

Figure 6: The itm_info struct

itm.info data;

data.class_func = classify;

data.log func = 1og;

dat a. process_func = process;

dat a. update_func = NULL;

data. control _func = NULL;

data.l abel = "qos_ctrl";

itmregi ster_hook(lP_POST_ROUTE, &data);

Figure 8: Using itm_register_hook()
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"interest-



i nt classify(where |ocation,

if ((con->pkt_cnt <= THRESHOLD) ||

struct sk_buff

**pskb)
info

according to src+dst

i f haven't seen too many
it’s ending

it's a long flow

(tcph->fin))

{
int class = 0; // unknown
/1 look for connection in tabl e,
i f (found)
{
/1 mark packet as short
/1 packets of this flowor if
/] ot herw se,
cl ass = SHORT;
el se class = LONG
}
return cl ass;
}

Figure 9: Sample classify_func() code

rent data logged and decide whether the flow is LONG,
SHORT or still unknown, according to the number of
packets seen so far.

The log function shown in Figure 10 either creates a
new entry in the flows table or increments the number of
packets seen for an existing flow.

Figure 11 shows code for the processing function. Itis
called with a packet and its class (as was determined by
classify()). The TOS field in the IP header holds values
that are the logical AND of the following:

Normal-Service 0x00
Minimize-Cost 0x02
Maximize-Reliability ~ 0x04
Maximize-Throughput  0x08
Minimize-Delay 0x10

If the class of a packet is known (LONG or SHORT), the
TOSfield inits IP header is set so that a short flow will
have the Minimize-Delay bit on, while for a long flow
this bit is turned off. The default TOS value is defined
in the gos_mod module as 0x10, so the first few packets
of a new flow are given a low-delay service under the
presumption that the flow is short.

Note that if the packet is modified, its IP checksum
needs to be recalculated. We a so need to notify netfilter
of the change. The return value of NF_ACCEPT results
ininjecting the packet back to the placeit wastaken from
(IP_POST_ROUTE inthis case) in the TCP/IP stack.

6 User SpaceitmBench API

The itmBench API supports the dynamic loading of
kernel-level modules (such as qos_mod described in Sec-
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tion 5) as well as user-space modules. Even though ker-
nel (traffic control) applications excel in performance,
they lack the flexibility and ease of implementation of
user-space programs. The itmBench API infrastructure
provides user-space access to captured packets to allow
any application in user space to register with the ITM
module and use all of the same services provided to ker-
nel modules.

The user-space API is designed to be as close as pos-
sible to the kernel API—AII the API functions and the
registration functions are preserved with the same names
and similar parameters. The following subsections de-
scribe theimplementation of the user-space APl in more
detail and show how ITM applications can use this AP
to perform various traffic control functionalities in user
space.

6.1 Implementation

Referring to Figure 4, theimplementation involves aker-
nel module, called itm queue, and a user-space library,
called libitm. The libitm library takes care of registra-
tion and packet transport, so all what the user applica-
tion needs to do is to provide the implementation of the
API functions (cf. Section 3.2). We show how this is
implemented next.

6.1.1 Registration

In order to receive services provided by the ITM module,
itm_mod, each process needsto register. The registration
should include such information as the netfilter hooks
at which the process would like to receive packets, the
addresses of the API functions that are responsible for
processing those packets, and the “interest” criteria for



voi d | og(where | ocation, struct sk_buff **pskb)

{

i nt

{

/'l 1ook for connection in table, according to src+dst info
i f (found)
{

/1 if still haven't reached the threshold,
/'l need to keep counting
i f (con->pkt_cnt <= THRESHOLD)

{
(con->pkt _cnt) ++;
}
}
el se
{
/!l a new connection - add to table and start counter
con = add_new_connecti on()
con->pkt _cnt = O;
}

Figure 10: Sample log_func() code

process(where location, int class, struct sk_buff **pskb)

if (class == 0)
return NF_ACCEPT,;

/1 if along flow, need to unset the M ninmnize-Delay bit
if ((class == LONG && (iph->tos & TOS))
i ph->tos = (iph->tos & | PTOS_ PREC MASK) & " (TCS);

/'l otherwise - short flow, so need to set Mninize-Delay bit
else if ((class == SHORT) && (!(iph->tos & TCS)))
i ph->tos = (iph->tos & | PTOS_PREC MASK) | TGCS;
/'l recal cul ate checksum
/1 mark the packet as changed - needed by netfilter

(*pskb) - >nf cache | = NFC_ALTERED;
return NF_ACCEPT;

Figure 11: Sample process_func() code
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receiving packets. All this information, except for the
API function addresses, are sent to the ITM module us-
ingthei oct | interface. The API functions are handled
by the libitm library as described later in Section 6.1.4.
Upon reception of thisinformation the I TM module puts
it on the list for a requested hook. Whenever a packet
arrives at a netfilter hook, each process’ entry on the re-
spective list is checked in turn and packet processing is
performed.

6.1.2 Packet Processingin the Kernel

Upon a packet’s arrival to a hook, each entry in the re-
spective list is processed in turn. This list contains en-
tries of both kernel modules and user-space modul es that
have registered. The list is sorted by the order of regis-
tration, so that a registered application will always get
(possibly modified) packets that were processed by the
applications that have registered beforeit.

When a given application’s turn comes, the packet is
first compared against the “interest” specification pro-
vided by that application. Filtering as many unneeded
packets as possibleiscrucial for user-space applications,
since the process switch is the most time-consuming op-
eration. If the packet fails the “interest” specification, it
is passed on to the next application waiting for it. Onthe
other hand, if the packet meets all the “interest” require-
ments, then the packet is sent to the user-space (traffic
control) process.

6.1.3 Packet Transport to User Space

To transport a packet to and from user space, netfilter's
ip-queue and libipg have been chosen. The ip_queue
module and libipg use anet | i nk socket to communi-
cate between kernel and user space. The only drawback
of theip_queue simplementationisthat it isdesigned for
only one user-space process to receive packets. There-
fore, we use Nguyen Hoa Bihn's patch [1] to ip_queue
instead of the original ip_queue. This patch usesthenf -
mar k field to store the pid of the user’s processto which
the packet is destined. It aso uses a separate queue for
each process. Findly, thisip_queue module was slightly
modified to reinject packets back on the same hook so as
to support further processing by other processes which
may have registered on the same netfilter hook. We refer
to our version of ip_queue asitm_queue.

The pseudocode in Figure 12 shows how each packet
is processed upon arrival on a given hook. Since each
packet is reinjected back into the same netfilter hook af -
ter it comes back from user space, we can process each
packet sequentially by advancing to the next entry in the
list of registered modules.

6.1.4 Libitm
Libitmis a static library designed to provide the API to
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the user-space processes. Unlike the kernel version of
the itmBench API, in user space every process does not
share the memory address space. Therefore, each pro-
cess needs to load its own copy of the libitm library, and
thus it becomes possible to pass function addresses dur-
ing the registration. Therefore, unlike the kernel API
implementation, the API functions of the registered traf-
fic control user-space application are called by the libitm
library, not by the ITM module.

As described earlier, libitmusesani oct | interface
to communicate with the ITM module, itm_mod, and to
register various information provided by the user-space
application. It also uses the libipq library to register
with itm_queue, receive packets from itm.queue, and
send possibly modified packets with a verdict back to
itm_queue. The functionality provided by the libitm li-
brary is described next.

6.2 Libitm API

As mentioned earlier, the two main reasons behind de-
signing auser-space | TM support are flexibility and ease
of use. There are numerous libraries that can be cru-
cial to atraffic control application and can only be used
in user space. Also, as we will see in the subsequent
sections, it is much easier to process packets in user
space, since we do not have to worry about the sk _buf f
structure—It istaken care of by the itm_queue module.

This section describes the application programmer’s
interface of the libitm library and gives a brief descrip-
tion of each function.

e libitminit(int bufsize, u_int8_t):
Initializes all libitm variables and sets the bufsize
to the maximum size of the packets that are being
listened to. The maximum value of bufsize is
65535. Also, sets the type of data being received
to either just the metadata or the metadata together
with the actual packet including al IP layer
headers.

e |ibitmregister(where, itm.info*):
Registers the application with the ITM service at
a specified hook. This is done by registering with
both i t m queue (through libipg) andi t m nod
(through anioctl interface). Also, itm_info contains
function pointerswhich 1 i bi t m run() will use
to call the necessary API functions of the registered
user-space module upon reception of packets.

e |ibitmunregister(where): Unregisters the
application from the ITM service a a specified
hook.

e |ibitmregister_timer(void (*)(un-
signed long), int): Registers a function to
be the timer handler with a specified timeout. The
function would be called from a signal handler
within libitm.



for each entry in the list of
i f packet qualifies interest
i f packet type is | TM USER

mar k packet with process’s pid

send packet to ip_queue

el se if packet type is | TM KERNEL

process each APl function
cl ear packet mark

return verdict

regi stered nodul es

Figure 12: Packet Processing on a Hook

libitmrun(): Main engine of libitm. Libitm

starts receiving packets from the ITM module and

caling each function provided via registration.

Then, it sends back a possibly modified packet with

a verdict. Libitmrun() can be stopped at any

time by pressing Ct r| - C and the interrupt signal

handler will perform al the necessary cleanup (i.e.

unregistering).

e |ibitmstop(): Shouldbecaled during anerror
condition for cleanup.

e |ibitmpacket_altered(): Tells libitm that
the packet was altered while being processed by
one of the API functions of a registered user-space
module.

e libitminit_interest(itminfo*): Initia-

izes interest structure. Each field is initialized

toany (e.g.if I i bi t m set _protocol s isnot
called, then any protocol would be accepted).

e |ibitmset protocols(itminfo*,int*,int):

Sets al the desired protocols.

e |ibitmset_saddr(itm.info*,int*, int):
Sets all the desired source | P addresses.

o |ibitmset _daddr(itm.info*,int*, int):
Sets al the desired destination | P addresses.

e |ibitmset_src_ports(itminfo*,int*,int):

Sets all the desired source ports.

e |ibitmset _dst_ports(itminfo*,int*, int):

Sets al the desired destination ports.
e |ibitmset _indev(itm.info*, char**, int):
Sets al the desired incoming devices.

e |ibitmset_outdev(itm.info*,char**,int):

Sets all the desired outgoing devices.

6.2.1 Packet Processingin User Space

Packet processing is much easier in user space. Us
ing the above described libitm API, the traffic con-
trol application registers the required processing func-
tions. The library takes care of receiving packets from
the kernel and calling the registered functions in turn.
Whenever a registered function is called by libitm, the
i pq_packet _nsg_t structure is passed to it. This
structure contains the metadata about the packet, and if
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requested the whole packet itself (including al the IP-
level headers). The code snippet in Figure 13 shows how
easy it isto modify different parts of the | P packet.

Inonly afew lineswe were able to modify both 1P and
TCP header information. All we had to do was to ac-
cess the respective memory addresses and modify them.
All the dirty work of converting this memory areato the
sk _buf f structureis performed by the itm_queue mod-
ule.

7 Application: Overlay Routing

A user-space overlay routing application, we call itm-
Route, has been written using the user-space itmBench
APl and the libitm library. It works by listening to
packets that are leaving the machine and tunneling them
through the “closest” neighboring machine. The close-
ness of aneighbor is determined by sending small probe
packets to the destination tunneled through each neigh-
bor. The destination machine would then reply with an
acknowledgment. The fastest received acknowledgment
determines the “closest” neighbor. The status of a“clos-
est” neighbor is refreshed periodically.

Section 7.1 describes the implementation of this ap-
plication, thereby showing another example of how easy
it is to develop user-space traffic management applica-
tions. Section 7.2 shows how this application can be
used and possibly incorporated into other networking
applications.

7.1 Implementation

7.1.1 Encapsulation and Decapsulation

This application was implemented by requesting the
ITM module, itm.mod, to listen for IP.PRE_ROUTE,
IP_.FORWARD, and IP_OUT hooks. If apacket iscaught
at either IP.-FORWARD or IP.OUT hook, it must be
leaving the machine. Therefore, the packet is encap-
sulated to be tunneled through the “closest” neighbor,
according to the rules of [12]. If the packet is caught at
the IP_.PRE_ROUTE hook and its destination is the local
machine, then the packet is decapsul ated.



i nt process(where hook,
struct iphdr *iph = (struct
struct tcphdr *tcph =
i ph->tos = 0x55;
t cph- >dest = htons(5555);
/I Recal cul at e Checksuns

unsi gned short space = (ntohs(iph->tol _len) -

i ph->check = 0;
i ph->check =

t cph- >check = 0;
tcph->check =

space, i ph->protocol,

csum partial ((unsigned char*)tcph,

//Set the verdict
[/ Tell

verdi ct = NF_ACCEPT;
i bitm packet _altered();
}

i pg_packet _nsg_t

i p_fast_csunm((unsi gned char*)i ph,

csum t cpudp_magi c(i ph->saddr,

libitmthat the packet

*m {

i phdr *) m >payl oad;

(struct tcphdr *)(m>payl oad + iph->ihl*4);
/I'Modify a field in | P header

/IModify a field in TCP header

(i ph->i ph<<2));

i ph->i phl);
i ph- >daddr ,
space, 0));

is altered

Figure 13: Packet Processing in User Space

The code fragment in Figure 14 shows how encap-
sulation and decapsulation are performed. Encapsula-
tion is performed by creating a new IP header, filling
it in with required information, and attaching it to the
packet. Decapsulation is performed by dropping the first
IP header from the packet. Again, al the dirty work of
working withthesk _buf f structureis performed for us
by the itm_queue module. The source codein full can be
downloaded from [7].

7.1.2 Probe Packets

Whenever a packet is being encapsulated, the table en-
try for the destination is checked. The table contains
the “closest” neighbor and the type of that neighbor. If
the type is “BEST,” the packet is just forwarded, other-
wise probe packets are also sent out to test for the “ best”
neighbor. The probe packets contain the type of the
packet (probe or acknowledgment) and the address of
the neighbor that the packet is being tunneled through.
When the destination receives the probe packet, it just
changesthe type value to acknowledgment and sendsthe
packet back to its source.

Unlike other packets that get modified, the probe
packets are created from scratch. Then similarly to
the example for encapsulation/decapsulation, all the
necessary packet processing is performed: filling in
header values, calculating checksums, etc. Findly, a
SOCK_RAWSsocket is used to send this packet out asit is,
without the kernel attaching any more headers. Again,
please refer to [7] for a complete source code.

7.2 Usage

To use the overlay routing application, the setTopology()
function needs to be edited to fill in the tables with the
required overlay topology. Also, an extension to this ap-
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plication can be written to discover the overlay topology
automatically. After the topology is set, both itm_mod
and itm_queue heed to be loaded and the machine needs
to have IP forwarding enabled. Then, the itmRoute pro-
gram can berun.

8 Application: Bandwidth-Tunnel Service

In this section, we describe yet another kernel-level traf-
fic control application currently under development us-
ing our itmBench API. The wide range of traffic control
services we are developing is meant to validate the flex-
ibility of our design.

In underloaded conditions, TCP flows sharing a link
would get their fair share of the bandwidth. However,
as the number of flows grows, this may not hold—the
connections compete with each other, resulting in losses
and poor throughput. A possible solution is aggregation,
which uses a virtual pipe between source and destina-
tion, enabling the flowsto effectively use one connection
(or few “coordinated” connections).

The elastic-tunnel framework [4] provides soft band-
width guarantees to TCP connections, using this virtual
pipe concept. User applications wishing to use the sys-
tem register for the service with an ITM proxy. The
ITM proxy maintains a number of open TCP connec-
tionswith another ITM system at the destination so asto
mai ntai n the needed bandwidth requested by the user ap-
plications. User-application packets are intercepted and
transferred to the TCP connections maintained between
the two ITMs. The number of opened connections must
be dynamically adjusted according to the number of user
flows using the system and the network conditions. If
more bandwidth is needed for the active user flows, more
TCP connections are opened between thetwo ITMs, and
if less bandwidth is needed, TCP conections are closed.

10



i nt process(where hook, int packet class, ipq_packet nsg t* m{
swi t ch(packet _cl ass){
case ENCAPSULATE:
/1l Gather the *‘best’’ neighbor froma table...
/1l Create a new packet with an additional |IP header
int newSize = m>data | en + | PHDR Sl ZE;
unsi gned char newPacket [ newSi ze] ;
struct iphdr *newl ph = (struct iphdr*)newPacket;

/1 Fill in the values of the new | P header, eg:
newl ph- >protocol = | PPROTO | PI P;

newl ph->tot_| en = htons(newSi ze);

newl ph- >saddr [/ Local addres;

newl ph- >daddr /1’ Best’’ neighbor’s address

/1l Copy it to the old packet, perform checksum cal cul ations...
/1 Modify information in the ipq_packet_nsg_t structure

m >data | en += | PHDR S| ZE;

mencopy( m >payl oad, newPacket, m >data_l en);

verdi ct = NF_ACCEPT,;

l'i bitm packet _altered();

br eak;

case DECAPSULATE:
[l Strip off the first |IP header
m >data | en -= | PHDR _SI ZE;
memove( m >payl oad, m >payl oad+l PHDR _SI ZE, m >data_l en);
bzero(m >payl oad+m >data_| en, | PHDR S| ZE);

// Recal cul ate checksuns if needed...

verdi ct = NF_ACCEPT;
I'i bitm packet altered();
br eak;

}

return verdict;

}
Figure 14: Encapsulation and Decapsulation in User Space

Submitted to USENIX (FREENIX Track) Conference 2004 11



Determining the number of needed TCP flows between
thetwo ITMsisthetask of acontroller embedded in the
system. Figure 15 shows the soft-bandwidth-guaranteed
elastic-tunnel system architecture. The code of this ap-
plication will be released at [7].

Elastic Tunnel of m Flows @
) Bottleneck C § o
Traffic X

Figure 15: The elastic-tunnel architecture

9 Conclusion

In this paper, the ITM infrastructure has been presented
along with kernel-level and user-space traffic control ap-
plications written on top of it. We have presented code
segments for a kernel-level differentiated service and a
user-space overlay routing service.

Our goal is to validate the flexibility and extensibil-
ity of our itmBench API design by developing a wide
range of traffic management applications. We intend to
provide a basic library so potential users will not have
to start from scratch when writing new applications, but
rather use a given set of basic capabilities.

Currently the list of registered modules (traffic con-
trol applications) is maintained as a simple FIFO queue.
We intend to allow the registering application to specify
its priority, so it can process packets of “interest” in a
possibly non-FIFO order. Thisissueis part of our larger
research agenda on the composition of larger traffic con-
trol applications from smaller ones. For example, a user
might want differentiated service inside an aggregated
virtual tunnel between two ITM boxes.

Finaly, we intend to use our itmBench over Planet-
Lab [13] so as to experiment with new overlay traffic
management solutions.

10 Availability

Our ITM prototype is free software, available from
http://cs. bu. edu/ groups/itm Thiswork is
a product of the Internet Traffic Managers project at
the Computer Science Department of Boston University.
This project is funded in part by the National Science
Foundation under grant ANI-0095988 from the Special
Projects in Networking program.

A related project that extends the itmBench program-
ming framework to Internet applications other than traf-
fic management and control can be found at htt p:
[l cs. bu. edu/ groups/i bench. This project is
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funded in part by the National Science Foundation un-
der grant ITR ANI-0205294.
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