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Abstract—We present an online distributed algorithm, the Cau- Economic constraints that are typical of commercial rela-
sation Logging Algorithm (CLA), in which Autonomous Systens  tionships between ASes in the Internet—henceforth rederre
(ASes) in the Internet individually report route oscillati ons/flaps to as Gao-Rexford model [5]—have been shown to make

they experience to a central Internet Routing Registry (IRR. . .
The IRR aggregates these reports and may observe what we BGP safe. For example, in the Gao-Rexford model, economic

call causation chains where each node on the chain caused relationships between ASes and constraints on path prefer-
a route flap at the next node along the chain. A chain may ences are defined as follows: an AS classifies its neighboring
also have acausation cycle. The type of an observed causation ASes based on their economic relationship, as either cestom
chain/cycle allows the IRR to infer the underlying policy routing provider, or peer. And the path preferences are restricte i

configuration (i.e, the system of economic relationships and | . : -
constraints on route/path preferences). hierarchical fashione.g., every AS prefers a path through a

Our algorithm is based on a formal policy routing model that ~customer AS over a path through a peer or provider AS.
captures the propagation dynamics of route flaps under arbitrary S
changes in topology or path preferences. We derivénvariant Qur Contribution:
properties of causation chains/cycles for ASes which conim to Our goal in this paper is to develop an online distributed

economic relationships based on the popular Gao-Rexford nul. . . : :
The Gao-Rexford model is known to besafe in the sense that algorithm for observing and recording route flaps to infer

the system always converges to a stable set of paths undertita (N€ nature of the underlying policy configuration. Such an
conditions. Our CLA algorithm recovers the type/property of an ~ algorithm should be efficient, and should maintain privacy,

observed causation chain of an underlying system and deterimes i.e., the routing policies of an AS should not be revealed to
whether it conforms to the safe economic Gao-Rexford model. gther ASes.

Causes for nonconformity can be diagnosed by comparing the .
properties of the causation chains with those predicted frm To that end, we extend the static model of BGP [4] to

different variants of the Gao-Rexford model. capture the propagation dynamics of route updates under
arbitrary changes in topology or path preferences. We kgl t
l. INTRODUCTION extended modelDynamic Policy Routing (DPR) model. We

introduce the notion ofausation chains, where informally,
The Border Gateway Protocol (BGP) is currently the dehe route flap at a node on the chain causes a route flap at the
facto inter-domain routing protocol employed in the In&grn next node along the chain. We also defaagisation cycles of
BGP allows Autonomous Systems (ASes), operated by diffetifferent types, for example, a causation cyclesigple if it
ent administrative domains.g., Internet Service Providers, starts and terminates at the same node. (We give more formal
companies, universities) tindependently apply local poli- definitions of these concepts later in the paper.)
cies for selecting routes and propagating routing inforomat ~ The goal is then to find properties of these causation
Given the critical role and global scope of BGP, both its trarthains/cycles invariant to arbitrary changes in topology o
sient and steady-state performance have received sigriificeath preferences. We start with the Gao-Rexford model and
attention, and problems related to delayed convergen@nfd] characterize economic relationships between adjacens ASe
potential instability [2], [3] {.e., route oscillations/flaps) have causation chains (similar to the way paths are characterize
been identified and studied. [5]). For example, we prove that all causation chains in the
Route flaps, in particular, could be highly disruptive givefsao-Rexford model do not contain a provider-to-customer-
the associated cost of communication and processing ovierprovider sequence, referred to as “valley-free”, thaaeg-
heads. Route flaps can be transiene.,( short-term) due alizing the result in [6] to time-varying topologies and Ipat
to temporary changes in topology or route/path preferenceseferences. Thus, observing these properties allow useo i
Route flaps can also be persistent due to routing policiedether or not the policy configuration conforms to the Gao-
across ASes that are conflictinge, policies can not be Rexford model and hence its safety.
simultaneously satisfied) [4]. We refer to such “conflicting In order to diagnose nonconformity, we relax the conditions
policies as arunsafe (policy) configuration. of Gao-Rexford and consider six “violations” or variants of



the model. For example, a less-restricted variant may allow Il. DYNAMIC PoLICY ROUTING MODEL

an AS to prefer a path through its peer over a path throughthe Dynamic Policy Routing (DPR) model is used to
its customer—there may be legitimate economic reasons E%{pture the dynamics of BGP inter-domain routing. Each
these more relaxed routing policies [7], [8]. We again chafytonomous System (AS) is represented by a node in a graph.
acterize the resulting causation chains/cycles for each- Gag path preferences are represented by a ranking relatfen. T
Rexford variant. Causes for nonconformity can be diagnosggliowing section describes DPR, extending the notation of
by comparing the properties of the observed causation shaja] The major addition of DPR is that it models time-varying

The above machinery allows us to develop a distributed

inference algorithm, called the Causation Logging Aldurit A. Basics of DPR
(CLA), that can be used to test and diagnose conformity @efinition 1 (Time). Time is represented by a non-negative,
the Gao-Rexford model. CLA requires ASes to record ariscrete index such that:t = [0, co).
report to a central repositorgg., a trusted Internet Routing
Registry (IRR) [9], theirlocally-observed causation tuples, i
that consist of itself and a neighboring node that caused ﬁs: (V. E):
route flap. These tuples/messages are of small size and can Each vertexu € V' represents an AS. .
be aggregated by the IRR to identify causation chains/eycle ® Each edge inE is time dependent{u,v)’ € E if
which based on their type, the IRR can determine whether or @ iS connected tov at time ¢. Conversely, a lack of
not the underlying system conforms to Gao-Rexford. CLA has  Connectivity between, and v at time ¢ is represented
the following main features: by (u,v)" ¢ E.

. It is efficient in the sense of small message / commudhere exists a distinguished destination node, repredeate

nication overhead, as well as low processing overhe5ept: whereroot € V.

since only observed/realized route flaps are used—thisggfiniton 3 (Paths) Paths are sequences of nodes:
in contrast to the static checking of all possible conflicts,, v, ... u;). The empty path is denoted Ky. All paths
in routing policies (whether or not they are actuallghould end with theoot node. The goal of every node is to
realized), which is known to be NP-complete [10]. find a path toroot. A concatenation of a node with a path

« It does not require an AS to reveal its private routing) is represented as® = (u Q). A path originating fromu

policies to other ASes since only locally-observed routg represented by“. The set of paths originating from is
flaps are reported to a trusted IRR—this is in contrast {@presented bp.

exchanging route flaps among ASes in extended “historé’;%f . )
messages [11], where an AS reveals its path preferen inition 4 (Path Preferences)At each timet, each node

to every other AS as it adopts new paths and abanddhd!as & unique preference over paths originating.aThis
old paths during route flaps. dynamic ranklng is represented by thé operator: Ifu prefers

. It is online and distributed, diagnosing actual behavidr" OVerQ" attimet, then:P" =* Q". If u prefersP" over
of ASes. Therefore inferring the conformity (or lack?" for all ¢, then:P* = Q. Strict preference is defined by:
thereof) to Gao-Rexford policy configurations is done PU =t Q"o PU -t QU and Q" ¥t P
incrementally based only on observed route flaps. This
is in contrast to offline methods which use information For all timest, for each node: € V', =" is a total order over
from BGP tables [12]. Furthermore, not all ASes hav&™ U (). Thus each node has an ordered preference over all
to report their causation tuples, though in these casé§, Paths toroot. If two paths start with different nodes, then
the inference result from the IRR applies only to thos&iey have no preference relation. Forbidden pdthere those

segments of the network that adopt our algorithm. ~ ranked below the empty path for all time§:>- P. All paths
with repeating nodes are forbidden.

Paper Outline: o . ] ]
gafmmon 5 (DPR Instance) A Dynamic Policy Routing

Definition 2 (Network). The network is represented by a graph

. The rest of the Paper 1S organized as f.OHOWS: Sectpn PR) instance consists of a graph and a path preference
introduces our dynamic DPR model. Section Il formalizes, e

the Gao-Rexford model in the context of DPR and shows that
certain properties of causation chains and cyclesras@iant Definition 6 (States) At each time index, every node: has a

to dynamic changes in the underlying topology or route/pattath toroot, represented by" = 7(u, t). The available path
preferences. Section IV considers several variantshtidma choices of a node, via all possible neighborsire represented
of the Gao-Rexford model. We show the differetypes by Choicesu,t) where:

of causation chains/cycles that may result under each Gao- .

Rexford variant. In Syection V, Weypresent our distributed Choicesu, t) = () U {{u, 7(v,1)); (u,0)" € B}
online algorithm, the Causation Logging Algorithm, thaesis The Bestu, t) notation represents the current best path.for
observed causation sequences to test and diagnose cayformi

to the Gao-Rexford model. Section VI concludes the paper. Besl(u, 1) = max Choicegu, 1)



Clyit+1) Yo y1 2
t+1 - Yo —
t+42 - - 0

root root root
t t+1 t+2 t+3

Fig. 1. Causation chailv = (yo y1 y2)?, with causation conditions 1, 1, and 2, respectively. A fiakure betweenyo androot occurred at time, causing
yo to have no path to root at time+ 1. This causeg); to switch to a less preferred path at time- 2 andy» to switch to a more preferred path via at
time ¢t + 3.

TABLE |

The states of nodes at each timeés their best path of the CAUSATION EUNCTION
previous round. For all nodese V:
o m(u,0) = <> Case 1: RankDee, t) = C(u,t) = p(u,t)
o m(u,t) = Bes{u,t —1) Case 2: Rankin@, t) =  C(u,t) = p(u,t+ 1)

The path used by node at timet, 7(u,t), was its best path
at timet — 1, Besfu,t — 1). This best path was determined
using the ranking=—!. The p notation is used to represent
the next-hop neighbor of a current path:

Case 3: RankSane,t) = C(u,t) is empty

The operating conditions for the causation function are
outlined in table I. There are three cases for the causation

p(u,t) = NextHop(7 (u, t)) function C(u,t) = v:
Definition 7 (Realized Paths)A path P is realized iff there 1) Nodewv was the next hop ofi's chosen path at time.
exists a timet such thatr(u,t) = P*. However, nodev changed its path at timg causingu

to choose a less preferred path at time 1.
2) Nodewv advertised a new path at tinte causingu to
choose a more preferred path throught timet + 1.
Proof: Assume not. Then there exists a forbidden path 3) v is empty, because’s path did not change between
P*, a nodeu, and a timet such thatr(u,t) = P*. However times¢ andt + 1.
() = P“ so P“ # Bes{u, ¢ — 1) which is a contradiction.m

Theorem 1 (Forbidden Paths)Forbidden paths are never
realized.

Definition 10 (Causation Chain) A causation chain is a
Lemma 1 (Path Deconstruction)lf p(ug,t) = wu; then sequence of nodes where each ngdg causegy; to change
m(uo, t) = (ug m(ug,t — 1)) its current path. It is represented BY = (yo y1 ... yi)’,

Proof: By the definition ofr, 7(uo, t) = Bes{ug, t—1) so where:

m(uo, t) € Choicegug,t—1). So by the definition of Choices, Clyi,t+i)=y;1 foral 0<i<k

m(uo, t) = (ug m(ug,t — 1)), whereu; = p(uo, t). _ _ _ _ _ _

o Time ¢ is defined with respect tgy, and it takes time steps
B. Causation in DPR to build the causation chain up to noge An example of a
Definition 8 (Path Rank ChangesYhe following definitions causation chain can be seen in figure 1.

describe the relative change in the rankings of selectduaspat
for a node: Definition 11 (Causation Cycle) A causation cycle is a

causation chain with a repeated node= (yo y1 ... yx)%

RankDe¢u,t) < m(u,t) =" m(u,t+1) wherey, = y;,. The size of the cycle i&. The primary node

Rankindu,t) < m(u,t) <" w(u,t+1) of the causation cycle igo = yir. A causation cycleY is
RankSam@u,t) < m(u,t) =m(u,t+1) simple if

Clyi,t+k+1) #yo

The relative change in rankings are with respect to the nurrd NUS the following examples represent simple and non-gmpl

time index’s path ranking-*. cycles:

Definition 9 (Causation Function)During the course of the Zlmplse_: o: (Yo y1 2 Yo y3)
DPR model, a node may change its current path at a given on-Simple: (o y1 y2 ¥o y1)
time¢. The causation function represents neighboring node I1l. GAO-REXFORD MODEL

v responsible for’'s path change. Causation function is the
base construct from which causation chains will be built. A
causation functiorC' maps each node at a given timet to
a neighboring node:

This section will show that if a DPR instance conforms to

a set of economic relationships known as the Gao-Rexford
model [5], then its dynamic behavior can be characterized,
regardless of changes in topology or path preferences. In
C(u,t) =v particular, we will show that all causation chains have the



property known as “valley-free” and all causation cycles ar
simple. Any deviation from these properties would implyttha
some nodes are operating in a non-economic fashion, forming
the basis for the Causation Logging Algorithm in Section V.

Gao and Rexford [5] proposed restrictions on path rankings
that reflected the economic relationships in the internet:

« Every node is customer, peer, or provider to its neighbor-

ing nodes.

« A node cannot be a provider to itself. There are no

customer-provider cycles. Fig. 3. Equivalence classes of peers

« For all times, each node prefers a path through a customer

over a path through a peer or a provider. Likewise, each
node prefers a path through a peer over a path througberator is essential for reasoning about the economie rela
provider. tionships between nodes in both paths and causation chains.

« Each node provides transit service only to its customews.tight economic relation is defined by:

Paths are forbidden to have “valleys” as shown later in
the section.

For simplicity, we will further restrict our attention toand an equivalence relation is defined by:
“strict” Gao-Rexford conditions. The strict Gao-Rexforone
ditions restrict the standard Gao-Rexford conditions biifi
ding a node from being both a (direct or indirect) provided anEconomic relationships can be derived from the operatgr
a (direct or indirect) peer to another node. Figure 2 shows ae If « is a customer ob, thenu <g v.
direct comparison between the standard and strict GaoeRexf o If « is a provider tov, thenu >g v.
models.! o If u is a peer tov, thenu =g v.

The transitive properties of the economic operatgrcan be

eer eer / »
u u modeled using pre-order conditions:

provider provider 1) (reflexive)z =
cer M 2) (transitive)r =gy andy >¢ z impliesz =g =z
\.\ P \.\ Note the following transitive relationships hold:

x =gy andy =g z impliesz g z

u =g v iff u>govandu £g v

u=g v iff u=gvandu <gv

provider provider

\. \. x =gy andy g z impliesz >3 z
z z Definition 13 (Customer, Peer, and Provider Pathale define
Standard Strict paths by the economic relationship between a path’s startin

Fig. 2. Strict and Standard Economic Relationships. In thnietsversion, nodew and its next-hop_ For all pathB“;
nodew is no longer an indirect provider and peer to nade

CustomefP") < u =g NextHopP")
Gao and Rexford [5] showed that standard (and thus the PeefP") <« u =g NextHopP“)
strict as well) Gao-Rexford conditions are sufficient to rgua ProvidefP") < u <5 NextHopP")
tee stability in a static graph. Thus both the strict anddsiach
Gao-Rexford conditions are safe.
_ ) ) Definition 14 (Valley-Free SequencesBoth paths and causa-
A. Modeling Srrict Gao-Rexford using DPR tion chains can be characterized by the economic relatipssh
This section shows that every causation chain (includimgtween their adjacent nodes. A sequeneg. ..u;) has a
cycles) of a strict Gao-Rexford DPR is valley-free and evesalley with respect to an economic operatey if there exists
causation cycle is simple. The restrictions of the stricbGaan i such thatd < i < k and:
Rexford model enable equivalence classes of peers, asrseen i
figure 3. Thus, the economic relationships between nodes can
be represented using a pre-order relation. The four cases of valleys can be seen in figure 4. Likewise,
the sequence is valley-free if for all 0 < i < k:

Uj—1 =§ Us ¢ Uit1

Definition 12 (Economic Operator)The economic relation-
ship between nodes are described using the operator his Uit 7§ Ui = Ui g Uit

1In all other figures, peering relationships are represenydubrizontal lines and equivalently
and provider-to-customer relationships are representedeltical/diagonal
lines. Ui g Uir1 = Ui—1 <g Ui



Every valley-free sequence is a series of zero or more as-
cending customer-to-provider relationships, followed &y Case:y; First Causation Condition
optional peer relationship, followed by a series of zero oren If the first condition holds fory; then: p(y;) = y;—1 and

descending provider-to-customer relationships. RankDe¢y;), as shown in figure 6.

Fig. 4. Valleys
Definition 15 (Strict Gao-Rexford Instancespn economic root root
DPR instancd =g, -, G) satisfies the strict Gao-Rexford con- t+i t+i+1
ditions if:

Fig. 6. Condition One: RankDég; )

1) All paths which are not valley-free are forbidden.
HasvalleyP) = () - P Thereforer(y;) =" Tnext(v:)- Let v = pnext(y:). It cannot

2) Customer paths are always preferred over peer/provider thatv <g y;. Otherwise, sincermex(y;) is a customer path
paths and peer paths are always preferred over provided 7 (y;) is not a customer path (singgy;) = yi—1 =s vi),
paths. Thus given pathB}* and Py by the conditions of strict Gao-Rexford instancesy;) <

CustomefP¥) and not CustoméPy) =  Pu = Py mhext(yi ), causing a contradiction as seen in figure 7.

Pee(P*) and ProviderP} = P> P}
) o) - Yo Y Y Ya Y Yy
B. Causation Chains in the Gao-Rexford Model
This section characterizes causation chains for strict-Gao
Rexford DPR instances. For convenience of notation, we will v v
drop the time index of certain terms with respect to a given
chainY = (yo y1 ... yx)?, namely: root root
. t+i t+i+1
m(yi) = 7(yi,t+1)
Wnext(yi) = 7(y,t+i+ 1) Fig. 7. Contradiction: Rankir(g;)
ply;) = plyit+1i)
Pnext(yi) = p(yi, t+1+ 1) Thusv =3 Yi and Pnext(yi) =g Yi.
RankDecy;) < RankDec¢y;,t+ i . -
C:) Cuirt + Z), Case:y; Second Causation Condition
RankSamgy;) <« RankSamey;t + i) If the second condition of table | holds foy; then:
Rankindy;) < Rankindy;,t+ 1) prext(yi) = y;—1 and Rankingy;) as seen in figure 8.

Theorem 2. Every causation chain of a strict Gao-Rexford
DPR instance (=g, =, G) is valley-free.

Proof: Assume not. Then there exists a causation chain

Y = (yo y1 ... yx)! and an index such that0 < i < k

andy; 1 =g yi =g Yit1. Thusy;_1 andy;1 are peers or

providers toy;. root root
The first part of this proof shows that if this is the case, then t+i t+i+1

at no time during the causation chain didhave a customer
path. The second part of this proof shows that sometime durin
the causation chaig;; had a path throug;. Thereforey;
had a realized valley path singg did not have a customer Thereforem(y;) <!+ mnext(yi). Let v = p(y;). It cannot
path andy; is a customer of or peer tg,;;. Since valley- be thatv <g y;. Otherwise, sincer(y;) is a customer path
paths are forbidden in strict Gao-Rexford DPR instances, tand mmexi(y;) is not (since pnex(yi) = vi—1 =g v:i), by
results in a contradiction. the conditions of strict Gao-Rexford instance§y;) =t

SinceC(y;) = y;—1, either the first or second condition ofmex(y;), causing a contradiction, as shown in figure 9. Thus
causation from table | holds fqy; at timet + i. prext(yi) s y; andv =g y;.

Fig. 8. Condition Two: Ranking;)



A Y, ¥ Y, ¥ Y, ¥ Y, ¥y Y,
Clyit+1) yo 1y
Yo Yo Yo Yo Yo t+1 - Y Yo
t+2 - -
° ° Y

°
root root root root root t+3 yo = =
t t+1 t+2 t+3 t+4

Fig. 5. Causation cycl&” = (yo y1 y2 yo)* with causation conditions 1, 1, 2, and 2, respectively. A fiailure betweeny, androot occurred at timet,
causingyo to have no path to root at time+ 1. This causeg); to switch to a less preferred path at time- 2 and y» to switch to a path througly; at
time t + 3. The cycle is closed withyy switching to a path viaje at timet + 4. Note the existence of a separate causation chdia= (yo y2)?.

Yia Yi Yia Y true, then by the definition of valley-free paths >g ;1
\

i-1 yi yi+1
tq g for all ¢ < j < k, and by the transitive nature of economic
relationshipsy; s yr. Thus every nodegy;, is a provider to
v Yo = Yk- u
Theorem 3. Every causation cycle Y = (yg ... y)t of a

roqt roqt strict Gao-Rexford DPR instance is simple.
t+ t+i+1

Proof: Assume not. Then there exists a causation chain
Yi = (yo v1 ... vk 1)t whereyy = y,. From lemma
2, yo <g y1. However a new causation cycbéﬁl can be
constructed such that:
So for both cases, at no time in the causation chainygid £+l
have a customer path: Yo U = (i y2 - Ye-1 Yk Y1)

Fig. 9. Contradiction: RankD¢g; )

Thus by lemma 2y, < yr = yo which is a contradiction.
|

p(yi) =s yi and prext(yi) =3 Yi

Case:y;t1 First Causation Condition
If the first condition of causation holds foy;.:, then IV. VARIANTS OF THE GAO-REXFORD MODEL

p(yir1) = yi- By lemma Lz(yi1) = (yir1 7(4:)- 7(Wi+1)  The previous section described properties of causation
is a valley path sinci.1 =5 yi =s p(y;). Since all valley chains/cycles in DPR instances which conform to the strict
paths are forbiddeny(y;+1) can never be realized, causing g5, Rexford model. Along with the standard Gao-Rexford
contradiction. model, this section defines the properties of causation
_ . chains/cycles of six other violations/variants. The resolf
Casetyi1 Second Causation Condition __this section will be used in Section V to diagnosis nonconfor
Similar arguments can be used if the second condition gfiyy, 6 the Gao-Rexford model. All the variants of the Gao-
iéusatl(on h;)lds < fog;1: p{‘eX‘)(;/”l) (: yi') TSL;SVZﬁe;arS;Ts Rexford model can be defined by three binary parameters:
- Tnext\Yi+1) = (Yi+1 Tnext\Yi))- Tnext\Yi+1 . . . .
Since yir1 +s yi <s prex(y:), and can never be realized. 1) Strict or standa_lrd_ economic re_lat|0nsh|ps
Thus in all cases a contradiction occurs, proving the thaore 2) Allowance of sibling relationships
3) Preference of customer paths over peer paths

]
. . The first parameter was discussed in the previous section. We
C. Causation Cycles in the Gao-Rexford Model will describe binary parameters 2 and 3.

This section describes properties of causation cyclesiot st o ] .
Gao-Rexford DPR instances. Figure 5 represents a causaffori arameter 2: Allowance of Sbling Relationships
cycle, where nodg, loses a path tooot and reroutes through  For Gao-Rexford DPR instances with sibling relationships,
Y2. the set of forbidden paths is reduced to allow transiting
between peers. This peer transiting behavior is also known
as sibling relationships [13]. Instead of “valley-free”tps,
we refer to allowed paths as being “canyon-free”.

Lemma 2. Given a causation cycle Y = (yo ... yx)! of a
strict Gao-Rexford DPR instance (=g, =, G), every nodein Y
is a provider to the primary node .

Definition 16 (Canyon) We define a canyon to be a sequence
of three nodesa b ¢) satisfying at least one of the following
hcsonditions:

Proof: Let y; € Y, where0 < i < k. By theorem 2,
Y is valley-free and eithey;_1 <g y; or y; =g y;11. If the
first case is true, then by the definition of valley-free pat
yi—1 <s y; forall 0 < j < i, and by the transitive nature 1) a=sb<sc
of economic relationshipsy, <3 y;. If the second case is 2) a-gb=5c



TABLE Il
VARIANTS OF GAO-REXFORDMODELS

Customer/Peer Pathk Sibling Relationships| Economic Relationshipg| Causation Chaingd Vertical Cycles | Horizontal Cycles| Safety
Constrained No Strict Valley-Free Simple Only No Yes
Constrained No Standard Valley-Free Simple Only No Yes
Constrained Yes Strict Canyon-Free Simple Only Yes No
Constrained Yes Standard Canyon-Free Simple Only Yes No
Unconstrained No Strict Ravine-Free Simple Only Yes No
Unconstrained No Standard Ravine-Free Yes Yes No
Unconstrained Yes Strict Ravine-Free Simple Only Yes No
Unconstrained Yes Standard Ravine-Free Yes Yes No

Each canyon-free path is a series of zero or more asceffinition 19 (Vertical Cycle) A causation cycle is vertical
ing customer-to-provider edges, followed by zero or moiéthere is at least one customer/provider relationshipveet
peer edges, followed by zero or more descending providadjacent nodes of the cycle. An example of a simple vertical
to-customer edges, as shown in figure 10. Thus all pattycle can be found in figure 5. An example of a non-simple
with canyons in Gao-Rexford DPR instances with siblingertical cycle can be found in figure 11.

relationships are forbidden. . . . .
P Table Il describes the properties of causation chains and

cycles of all Gao-Rexford model and its variants. The verti-
Valley: .\o—o \/. o—/ oo o cal/horizontal cycles columns describe the types of causat
cycles: “Yes” indicates both simple and non-simple cycles,
Canyon: .\0—0 .\./. 0—'/. whereas “Simple Only” indicates the appearance of only sim-
e le cycles. The proofs for table Il can be found in Appendices
Ravine: .\0/. g an)c/i A P PP

The first and second rows represent the strict and standard

* versions of the Gao-Rexford model described in Section .
They represent the only variants which are guaranteed to be
Py safe. They represent conformity to the Gao-Rexford model.

Vallev-Free Canvon-Free ) The six other variants describe violations to the model, and
y y Ravine-Free thus such instances can be potentially unsafe.
Fig. 10. Valley, Canyon, and Ravine-Free Sequences

V. DETECTING GAO-REXFORD CONFORMITY

B. Parameter 3: Preference of Customer Paths over Peer Paths A. Causation Logging Algorithm

A Gao-Rexford model is unconstrained if peer paths can be

ranked higher than customer paths. As it will be shown laterj BY €xamining the causation chains/cycles and economic
this section, all causation chains of unconstrained Gadere  'elationships of a DPR instance, one can determine whether
models are’ “Ravine-Free” the DPR instance conforms to the behavior predicted by the

Gao-Rexford model. For any period of routing instability, a

Definition 17 (Ravine) We define a ravine to be a sequenceimple distributive logging algorithm can be implemented b
of three nodesa b c) satisfying the condition: each Autonomous System. The logs can be combined together
at a central Internet Routing Repository (IRR) which can
detect any non-economic (Gao-Rexford) behavior. The t&sul

Thus a is a provider tob and ¢ is not a customer téd. are completely independent of dynamic changes in topology
Ravines represent a subset of canyons, which represener@ath preferences.
subset of valleys, as seen in figure 10. Figure 12 describes the Causation Logging Algorithm,
. . . which represents the computation and logging of the caursati
C. Dynamic Behavior of Gao-Rexford Variants function during routing. Lines 2 and 3 represent standard

The parameters discussed in the previous section desciigting behavior, which determines nodés chosen route
different variants to the Gao-Rexford model. Each variamér the next time period. Lines 4 through 9 represent the
results in slightly different types of causation chains an@gging of the causation tuples for the given time period.
cycles. In order to illustrate these differences, we partit Each causation tuple consists of:
causation cycles in to two categories: horizontal and eairti

a>-gb=gc

cycles. {v,t — 1} - causation neighbor and previous time — 1
Definition 18 (Horizontal Cycle) A causation cycle is hori-  $(v,u) - v’s economic relationship with current node
zontal if all adjacent nodes in the cycle are peers. {u,t} - nodew and timet



a b a b a b a b a b a b
[ §§c77 §§!7 §I77 §c;7 §i;7
root root root root root root
t t+1 t+2 t+3 t+4 t+5

Fig. 11. A non-simple vertical cycle. Nodesandb are peers. Node is a customer of: andb and theroot node is customer of every other node. Nodes
a, b, andc always prefer a path throudh ¢, anda over a direct path tooot, respectively. Paths going through all nodes andc are forbidden. This DPR
instance corresponds to an unsafe “bad gadget” describpd.iffthe corresponding causation chain represents a moplsicycle:Y = (b a c b a)?.

Causation Tuples: Causation Graph: Causation Chains:

<y0 Y1 Y2 y0>t

{yOat}7-<$7{yl7t+1} t
(Yo y2)

{yOa t}7 <3, {y27t + 1}
{yla t+ 1}5 =% {yQa i+ 2}
{yQa t+ 2}3 ~$, {yOa t+ 3}

Fig. 13. Causation Graphs corresponding to the DPR instahfigure 5. The horizontal arrow represents a causatioretbptween peers. The diagonal
arrows represent causation tuples between providers astdroers (with providers above the customers).

; fungfsn(upi;)iziiz f) Choicesu, ¢) cycle in the DPR instance iff contains two elements which
) >t ) .
5 (.t +1) — Bestu, t) share a DPR node:
4 if RankIincu,t) then {u,s} € H and{u,t} € H
2' els: iﬁ?gﬂ’é&i)t} then Figure 13 shows the cau;ation tuples anql cprresponding
; v plu,t) ’ causation graph of the DPR instance shown in figure 5. The
, ’ economic annotations of the edges in the causation graph are
8 if v 70 then represented by their slope: edges with horizontal slope are
9 LOQ({%L‘ — 1}, $(v,u), {uﬂf}) between peers, while edges with diagonal slopes are between
customers and providers. The paths in the causation graph
Fig. 12. Causation Logging Algorithm show that the DPR instance had a simple vertical causation

cycle (yo y1 y2 yo)"-
Using the economic annotations of the edges, the IRR
B. Central IRR can analyze the causation chains and cycles represented by

The causation tuples from every node over a specific tiffé® Paths ofG*. The valleys, canyons, and ravines for each

span is sent to a central IRR. The combined set of causatffsation chain can be determined. Causation cycles can be
tuples7 can be represented as: classified as being vertical, horizontal, and/or simple. As

shown in figure 14, the IRR can determine whether a DPR

({U78}7 $(v,u), {u7t}) eT instance conforms to the Gao-Rexford model. Given non-
conformity, the causation chains/cycles are comparedagai
From 7, the IRR creates a causation digraglf = the results of table Il to eliminate possible reasons for the
(Ve, E€). The vertices)V¢, consist of the node/time pairs inviolation. If a causation chain does not adhere to a pasicul
7T: violation/variant—for example, a non-simple vertical &y

the (constrained, sibling, strict) variant—then the cafere
({075}7 $(v, u), {th}) €7 = {v,s} € V° and{u,t} € V° nonconformity cannot be due to that violation/variant. The

. outputs of figure 14 are sent to the offending nodes: the
The edges,E*, have the exact same form as the tPpl&seyhers of the ravine, canyon, valley or cycle.
of 7, representing directed edges, annotated with econ0m|c|_he running time for determining ravines, canyons and

relationships: . ; >
valleys is linear in the number of edge3(E<). As shown in
({%8}7 $(v, ), {%t}) eT = ({U78}7 $(v, u), {u,t}) c ¢ [14], the running time for finding the number of elementary
cycles is on the order ofO((V° + E°)(N + 1)), where N
Every pathH in G° represents a causation chain in the corrés the number causation cycles found. This is more tractable
sponding DPR model. The patfti also represents a causatiorthan determining if a static BGP configuration is stable,cluhi



. if has ravineghen

Output “No - not due to any variant”

. else if has non-simple vertical cyclien

Output “No - not due to variants:
(constrained, sibling, *) or
(unconstrained, *, strict)”

. else ifhas canyorthen

Output “No - not due to variants:
(constrained, sibling, *)”

. else ifhas valley, or horizontal cyclghen

Output “No”

. else

Output “Conforms”

©oOo N R wdR

[ S
(SR

Fig. 14. IRR Characterization. Given the observed causatiwain, con-
formity to the Gao-Rexford model can be determined. In thenewof
nonconformity, depending on the observation, certainavesi of table Il can

be ruled out.

is NP-complete [4].
C. Asynchronicity

wherein each AS reports itscally-observed causation events

to a central Internet Routing Repository (IRR). The IRR
aggregates these reports to form a view of dependencies
between the route updates at various ASes. Based on the
type/property of causation chains/cycles that are delethe

IRR can infer if the underlying policy configuration confosm

to one of the economic Gao-Rexford models and if not, which
variants the configuration does not adhere to.

The inference problem we considered in this paper, takes
as input the causation reports/tuples from each AS, where a
tuple consists of the reporting AS-identifier, the neigibgr
AS-identifier that caused it to route-flap, and the economic
relationship between the two ASes. The output of the infegen
algorithm is whether the underlying system of constraints o
economic relationships and path preferences conformseto th
Gao-Rexford model.

Future work includes expanding the set of Gao-Rexford
variants, beyond the eight variants considered in this pape
This will allow us to diagnose a larger class of (less con-
strained) routing policies. In addition, our DPR model caps
finer grained transient dynamics that could be explored. We

The Causation Logging Algorithm is based on the DPRelieve that DPR can be used derive stricter conditions for
model, which assumes synchronous updates. However toBfeP divergence than the ones derived using the static model
effectively applied to BGP inter-domain routing, the Causd4]. This would allow for faster and more efficient detection
tion Logging Algorithm cannot assume synchronicity. In thef anomalous/non-conforming policy configurations.
asynchronous version, every node broadcasts its curraté ro
between independent waiting intervals. As shown in Appendi
C, the theorems of Sections Il and IV still hold for an REFERENCES
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APPENDIX A (@) Yi—1 =3 ¥i <s Yit1
PROOFS FORSTRICT VARIANTS OF GAO-REXFORD (b) yi—1 >g ¥i =g Yit1
MODELS

The following appendix section shows the proofs of table Tase (a):y;—1 =g yi <s Yi+1
for Gao-Rexford model variants which have strict economic
relationships. We use the notatidn(Strict) to specify that  If case (a) holds, then it can be shown that bpth;) =5
DPR instanceD has strict economic relationships described i; and prexi(y:) =3 v:. This can be seen by looking at the
Section Ill. To fully characterize DPR instances, we foryal causation conditions af;. If causation condition 1 holds for
define DPR parameters 2, and 3 described in Section IV. The theny;_; = p(y;) and RankDegy;). It cannot be the case
abbreviated notation used in Section IlI-B will be employethat pnex(v:) <g vi, since this would imply thay; switched
for brevity. from a non-customer path through ; to a customer path,

el _ . sincey; =g p(y;) = yi—1 andy; >g pnex(y:). This would

A. Parameter 2: Sbling Relationships imply Ranlilncgyig, causing a Contra%ictiorg. 'Izhutsyi) =3 Ui

A DPR instance without sibling relationship£)(NoSib) and pnex(yi) =g v:. If causation condition 2 holds fay;, then
only permits valley-free paths. Thus if a path contains ¢eyal yi—1 = pnexi(y:) and Rankingy;). It cannot be the case that
(from definition 14), it is forbidden. A DPR instance withp(yi) ~s i, since this would imply that; switched from
sibling relationships,D(Sib), extends the set of permittedg customer path to a non-customer path throygh, since
paths, to those that are canyon-free. Thus if a path conaaingi =g ply:) andy; =g prex(vi) = yi—1. This would imply
canyon (from definition 16), it is forbidden. RankDe¢y;), causing a contradiction. Thus for both cases,

B. Parameter 3: Preference of customer over peer paths P(Yi) Zs yi and pnex(y) Zs Yi-
Thus given the results above, we can prove that had

In a constrained DPR instanc&)(Cons}, customer paths 5 yealized canyon path. If causation condition 1 holds for
are preferred over peer/provider paths and peer paths e, thenm(yir1) = (yis1 m(y:)). Sinceyiyr =s yi and
preferred over provider paths. Thus given two paftjs and yi =s p(y;), then(y,1) is a realized canyon path, causing

Py a contradiction. If causation condition 2 holds fgr,,
CustomefP*) and not CustomépPy) = P! > P} then mext(yi+1) = (Yi+1 mnex(yi)). Sincey;11 =5 y; and
Pee(P}*) and ProvidefPy') = P'=Py Yi =s pnext(¥i), then mex(yi11) is a realized canyon path,

: : causing a total contradiction.
In an unconstrained DPR instandg(Uncons}, customer and 9

peer paths are preferred over provider paths. However peer
. as
paths can be preferred over customer paths. Thus given two

pathsPy and P4 _ If case (b) holds, then it can be shown that bpth;) =
CustomefP}*) and ProvidefPy') = P!> Py y; and pnext(v:) =3 v;- This can be seen by looking at the
Pee(P}*) and ProvidePs') = P> P} causation conditions af;. If causation condition 1 holds for
C. Model variant D(Const,NoSib,Strict) yir theny;1 = p(y;) and RankDefy;). It cannot be the case
_ o ) that pnext(yi) =s vi, since this would imply thay; switched
Theorem 4. Every causation chain in model variant fom a provider path through,_, to a non-provider path,
D(Const,NoSb,Strict) is valley-free. sincey; <s p(y;) = yi_1 andy; =s prex(y:). This would
Proof: This follows directly from theorem 2. m imply Rankingy;), causing a contradiction. Thugy;) s y;
. . ] andpnext(yi) s v;-. If causation condition 2 holds fay;, then
Theorem 5. Evgry .cauyajuon cyclg in model variant yi—1 = prex(y;) and Rankingy;). It cannot be the case that
D(Const,NoSib,Srict) is vertical and simple. p(yi) =g wi, since this would imply thay; switched from
Proof: This follows from lemma 2 and theorem 3. m @ non-p(rm)/iderdpath to a szo;/idef path Lhrougillld _sincle
. o yi =s p(y:) andy; <s pnext(y:) = yi—1. This would imply
Theorem 6. Model variant D(Const,NoSib,Srrict) is safe. RankDed¢y;), causing a contradiction. Thus for both cases,
Proof: Model variantD(Const,NoSib,Strigtis a stricter p(yi) =5 Yi and pnext(¥i) = Yi-
version of the Gao-Rexford model, which was proven in [5] Thus given the results above, we can prove that

e (b):yi—1 ~s yi =s Yit1

to be safe. m had a realized canyon path. If causation condition 1 holds
. e for yir1, thenn(yir1) = (yir1 7(y:)). Sinceyiy1 =g yi

D. Model variant D(Const,Sib,Strict) andy; <g p(yi), then(y;1) is a realized canyon path,

Theorem 7. Every causation chain in model variant causing a contradiction. If causation condition 2 holds for

D(Congt,Sib,Srrict) is canyon-free. Yi+1, then Tnex(Yit1) = (Yi+1 Tex(yi)). SiNC€Yi+1 =5 yi

andy; <g pnext(yi), thenmex(y:+1) is a realized canyon path,

Proof: Assume not. Then there exists a causation Cha&%using a total contradiction. Thus the proof stands. ®

Y = (yoy1 ... yx)t and an index such that) < i < k and
at least one of the two conditions hold: Theorem 8. Every vertical causation cycle Y = (yo ... i)t
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Path preferences:

a Peer b
Nodea: (a b root) Peer Peer
(a root) root
Peer Peer
Nodeb: (b croot)
(b root) Peer
Nodec: {c a root) .

{c root)
Fig. 15. Non-simple horizontal cycle for DPR model variaht(Const,Sib,Strict Paths not listed in the path preferences are forbidden.

in DPR model variant D(Const,Sb,Strict) is simple. and RankDefy;). It cannot be the case thafex(v:) =s i,
Proof: This proof proceeds by determining's economic since this would imply th"’?i’i SW'tChe(.j from a provider path
throughy;_1 to a non-provider path, sinag <s p(v:) = yi—1

relat|onsh|p W|thy0_, and yr—1'S economic relationship W|t_h andy; =5 pnex(yi). This would imply Rankingy;). causing
yr = yo. SinceY is a vertical causation cycle, there exists o
a minimal indexi, 0 < i < k such thaty; #g yi_1. Note 2 contradiction. Thup(y:) s i and prex(yi) s yi- If

. X B o " causation condition 2 holds fog;, then y;_1 = pnex(v:)
thati 7 k, Otherwiseyo =s y1 = ... =s Yk-1 75 Uk ,pq RankIngy;). It cannot be the case thai(y:) =<s i,
implying yo #s yr, Which is a contradiction. Either, =g ;1 . . . . .

; since this would imply thay; switched from a non-provider
or y; <g y;—1. It cannot be that;_1 =3 y;, otherwise by ) .
R path to a provider path through_1, sincey; =g p(y;) and
the definition of canyon-free pathg =g vi—1 >s ¥i >s . )
_ : : A -2y <s pnext(¥i) = wi—1. This would imply RankDeg;),
Yi+1--- =5 Yr, IMplying yo -5 yu which is a contradiction. . . =" iction. Thus for both casesy) -s y; and
Thereforey;_1 <g y;. If ¢ > 1, theny,_2 =g yi—1 <3 i, 9 ’ Hi) =8 Yi

representing a canyon, which is a contradictioniSe1 and prexty:) 8 Vi
Yo <s U1. Thus given the results above, we can prove that;
Let j be the first indext < j < k wherey;_1 =s ;. had a realized ravine path. If causation condition 1 holds

Note thatj has to exist otherwisgo <s y1 <s ... <g yr, [©OF Y+t eN7(yir1) = (yir1 7(yi)). Sinceyir1 =5 v
implying o < vx Which is a contradiction. By the definition@1d ¥i <s p(vi), then 7(y,.1) is a realized ravine path,
of canyon-free pathsy, 1 = yu for all j < h < k. So Causing a contradiction. If causation condition 2 holds for

Y1 =s yr = yo. ThereforeY must be simple, otherwise Yi+1+ then Tnext(¥it1) = (Yit1 Mex(y:)). SiNCeYiy1 =g yi
{(yr_1 yo y1) Must be a causation chain 6f. However since andy; <s pnext(¥i), thenmnex(y;+1) is a realized ravine path,

yr_1 > yo andyo <s y1, the causation chain is a Canyon,causing a total contradiction. Thus the proof stands. ®

contradicting theorem 7, and thus proving the theorem®  Thegrem 12. Every vertical causation cycle in DPR model

Theorem 9. DPR model variant D(Const,Sib,Srict) admits  Variant D(UnConst,NoSib,Strict) is smple.

simple and non-simple horizontal causation cycles Proof: Assume not. Let vertical causation cycle =

Proof: From the example shown in figure 15. This exam@o 1 ... yx)' be non-simple. The first part of this proof
ple is identical to the “bad gadget” described in [4]. m derives the economic relationships gf to yo andy;_, to
Theorem 10. DPR model variant D(Const,Sb,Strict) is po- Yk Yo . . . -

: SinceY is a vertical causation cycle, there exists a minimal
tentially unsafe. . ) ) S
indexi, 0 < i < k such thaty; #¢ y;—1, as shown in figure 17.

Proof: From the example shown in figure 15, no stablsiote thati # k, otherwiseyy =g y1 =g ... =g Yrk_1 #s Yk

assignment exists. B implying yo #s yx, Which is a contradiction. Eithey;_; <g

E. Model variant D(UnConst,NoSib,Srict) yi Of y;—1 >g y;. It cannot be that,;_, =g y;, otherwise

Th 11. E fi hain i ael ant by the definition of ravine-free pathg =g i1 =g ¥ >g
eorem 11. Every causation chain in model variant ° " imoivin . Wi e
D(UnConst,NoSib,Strict) is ravine-free. Yit1 s Yk, IMPYING Yo =5 Vi

Thereforey;_1 <g y;. So ifi = 1, thenyy <g 41, otherwise
Proof: Assume not. Then there exists a causation chain =s y1. S0 it can be inferred thafy <5 y:.

Y = (yoy1 -.. yr)' and an index such that) < i < k and Let j be the first indext < j < k wherey;_ > y;. Note

Yi—1 =g ¥i =g ¥ir1. The same reasoning as case (b) from thbat j has to exist otherwisgy =g y;—1 <s ¥i <g ... =g Yk,

proof of theorem 7 can be used: implying yo <s yx Which is a contradiction. By the definition
It can be shown that both(y;) =g y; and pnex((y:) >s y:- Of ravine-free pathsy,_1 =g y, for all j < h < k. Therefore

This can be seen by looking at the causation conditions @f_1 >g yr = yo. SinceY is a non-simple causation cycle,

y;. If causation condition 1 holds foy;, theny;—1 = p(y;) {(yx—1 yo 1) iS a causation chain ab. However this chain
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Path preferences: a b

Peer

Nodea: (a b root) Peer Peer
(a root) c
Provider Provider
Nodeb: (b croot)
(b root)

Provider

Nodec: {c a root)
(¢ root) root

Fig. 16. Non-simple horizontal cycle for DPR model variaft{UnConst,NoSib,Strigt Paths not listed in the path preferences are forbidden.

is a ravine sinceyr_1 >g yo and yo =g w1, causing a APPENDIX B
contradiction. PROOFS FORSTANDARD VARIANTS OF GAO-REXFORD
MODELS

The following appendix section shows the proofs of table
Q.y, Il for Gao-Rexford model variants which have standard eco-
nomic relationships. We use the notatibr{Stand to specify
y y L y that DPR instancé follows standard economic relationships.
0 i-1 7k N . . .
e ., . The following subsection formally defines standard ecomomi
relationships. The other two binary parameters are destrib
in appendix A. The abbreviated notation used in SectiomlII-

Fig. 17. Vertical Causation cycle in DPR instanbéUnConst,NoSib,Strigt ) :
will be employed for brevity.

A. Sandard Economic Relationships

) ] ) If a DPR instance has standard economic relationships
Theorem 13. DPR model variant D(UnConst,NoSb,Strict) D(Stand = (=.,=,G), then it contains the economic op-

admits simple and non-simple horizontal causation cycles. erator-,. A tight economic relation is defined by:

Proof: From the example shown in figure 16. This exam- W v iff u =, v andu £, v
ple is identical to the "bad gadget” described in [4]. = -

Theorem 14. DPR model variant D(UnConst,NoSb,Srict) is

and no relation is defined by:

potentially unsafe. ullwv iff u ¥, vandu A, v
Proof: From the example shown in figure 16, no stabl&tandard economic relationships can be derived from the
assignment exists. m operator-.:

o If u is a customer of), thenu <, v.

F. Model variant D(UnConst,Sb,Strict) « If u is a provider tov, thenu = v

Theorem 15. Every causation chain in model variant o If u is a peer tov, thenu||.v.

D(UnConst,Sib,Srrict) is ravine-free. The transitive properties of the economic operatgrcan be
Proof: This can be proven using the exact same reasoniftpdeled using post-order conditions:

as the proof for theorem 11. ] 1) (reflexive)x =, x

2) (anti-symmetriclk =, y andy =, x impliesz =y
3) (transitive)x >, y andy >, z impliesx >, z
The key difference between a strict and standard economic
Proof: This can be proven using the exact same reasoniagerator is that peering relationships are not transitivéhe
as the proof for theorem 12. B standard variant. Whereas peering is represented by ttieaequ

Theorem 17. DPR model variant D(UnConst,NoSib,Srict) lence re_latlon.:$ in the strict vanant, peering is represgntgd by
oo : : : no relation||. in the standard variant. Thus as shown in figure
admits simple and non-simple horizontal causation cycles.

18, strict economic relationships form equivalence clasgth
Proof: From the example shown in figure 16. m the peering relation=g, which are not present in standard
Theorem 18. DPR model variant D(UnConst,NoSib, Sirict) is _ecqnomic relationships_. This enables a node_ to be both an
potentially unsafe. |nd|_rect peer and. provider to another nodelln the standard
variant. However it should be noted that provider-to-costo
Proof: From the example shown in figure 16. B relationships are transitive in both variants.

Theorem 16. Every vertical causation cycle in DPR model
variant D(UnConst,Sb,Srict) is simple.
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If yo|l«y1, sinceY is valley-free,y; . y;+1 for 1 <i < k.
ThusY is vertical.Y has to be simple, otherwisex—1 yo y1)
— would be a realized causation chain. Singe; >, yo and
yoll«y1, the causation chain is a valley, causing a contradiction.
. ThereforeY is simple and vertical.

Case (C):yo <« y1:
Assumey, <. y1. ThusY is vertical. The cases can be
further partitioned byy;_1's economic relationship withyy.
Strict Standard If yx—1 <« y&, then by the definition of valley-free sequences,
yi—1 <« y; for all 0 < i < k. Thusyg <« yr = yo, Which
is a contradiction. Thereforg,_1 Z. yx. If Y is non-simple,
then (yx—1 yo y1) would be a realized causation chain Df
Sinceyr_1 Z« Yo = yr andyy <4 y1, the causation chain is
For ease of notation, the following notation is used t8 Valley, causing a contradiction. Therefdreis simple and
describe that node is a peer or provider to nodg vertical. ]

Theorem 21. Model variant D(Const,NoSb,Stand) is safe.

Fig. 18. Strict and standard economic relationships. Theles over the
nodes in the strict variant represent equivalent classgeefs.

r .y iff Aoy

We define paths by the economic relationship between a path’s Proof: This follows from the results of [5]. u

tarti d dit t-hop. F Il pathB: : .
starting nodar and {ts next-nop. For &t pa C. Model variant D(Const,Sib,Stand)

CustomefP") ¢ u -, NextHop(P") Theorem 22. Every causation chain in model variant
Pee(P") < wull. NextHopP") D(Const,Sib,Sand) is canyon-free.
Provide(P") <« u <. NextHop(F") Proof: The same reasoning used in the proof of theorem

7 can be used. ]

A valley is represented by a sequence of no@les ¢) such Theorem 23. Every vertical causation cycle in DPR model
that: variant D(Const,Sb,Sand) is simple.

aZ«bZc ) t i i

TR Proof: LetY = (yo y1 ... yx)* be a vertical causation
that: tical causation cycle, there exists a minimal indeft < i < k

such thaty; 1 > y; Or y;—1 <« Y-
If yi—1 >« y;, sinceY is canyon-freey;_; >, y; for
A ravine is represented by a sequence of no@esc) such all i < j < k. Thusi > 1, otherwiseyo . yr = Yo,

a-.bZsc of aZg.b=.c

that: which is a contradiction. S@o||.y1 and yx—1 >+ yx. SOY
a=.bZuc must be simple, otherwise the causation ch@in1 yo y1)
would exist. This cannot happen singe 1 >. yo andyo||.y1,
B. Model variant D(Const,NoSb,Stand) representing a canyon, and thus a contradiction.
Theorem 19. Every causation chain in model variant If yio1 <. yi, theni = 1. Otherwise ifi > 1, then
D(Const,NoSb,Sand) is valley-free. yi—2llsyi—1 =<« vi, representing a canyon, which is a con-

tradiction. It cannot be thay,_; < , otherwise by the
Proof: The proof follows exactly as the proof for theore”blefinition of canyon-free séqdengegjk L < fory all
_ « Y

2, only by replacing the-g with -, and =g with . 0 <j <k, thusyy <. yx = yo, which is a contradiction.
Theorem 20. Every causation cycle in model variant Thereforey,_1 Z. yx. SoY must be simple, otherwise the

D(Const,NoSib,Sand) is vertical and simple. causation chairy;—1 yo y1) would exist. This cannot happen
. . sinceyi_1 Z« Yo andyy <. y1, representing a canyon, and
Proof: Let Y = (yo y1 ... )" be a causation cycle {5 a contradiction.

of model variantD(Const,NoSib,Stand The cases for this

[ |
proof can be partitioned by, 's economic relationship with:
Theorem 24. DPR model variant D(Const,Sb,Stand) admits
Case (a):yo =+« y1: simple and non-simple horizontal causation cycles.
If Yo = 1, since Y is valley-free,y; . i1 for Proof: From the example shown in figure 15. N

0 <i < k. Thusyy >+ yxr = yo, causing a contradiction.
Theorem 25. Model variant D(Const,Sb,Stand) is potentially
Case (b):yoll«y1: unsafe.
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Path preferences: a b

Peer

Nodea: (a b root) Provider Peer
(a root) c
Provider Provider
Nodeb: (b croot)
(b root)

Provider

Nodec: {c a root)
(¢ root) root

Fig. 19. Non simple vertical cycle for DPR model variaf(UnConst,NoSib,Stand Paths not listed in the path preferences are forbidden.

Proof: From the example shown in figure 15, no stabléve will use link delays. This choice enables us to use the
assignment exists. B existing DPR model without adding new constructs. At any

D. Model variant D(UnConst,NoSib,Sand) time ¢, each link (u,v)! € E admits a variable time delay

. . . between 1 and a finite upper limi/.
Theorem 26. Every causation chain in model variant  his gelay is specified by the functioh(u, v,t) which
D(UnConst,NoSb,Stand) is ravine-free.

outputs an integer ifil, M]. The time delays are considered

Proof: This follows from the same reasoning used in therdered, such thak(u,v,t) — L(u,v,t + k) < k. Thus the
proof of theorem 11. m valuesL(u,v,4) = 100 and L(u,v,5) = 2 are not allowed

: i sincev would getu’s path at time 5 before receivings path
Theprer_n 27. DPR mod_el vanant_ D(UnConst_,NoSb,Stand) at time 4. From DPR instanc@ and delay functior, a new
admits simple and non-simple vertical and horizontal causa-

. DPR instanceD’ = (*=’,G’) can be constructed to simulate
tion cycles. D with the time delays.

Proof: An example of a non-simple horizontal cycle can For every pair of nodes in the original instanfe a set
be seen in figure 16. An example of a non-simple verticaf M — 1 transit nodes will be added t®’. These transit
cycle can be seen in figure 19. B nodes represent the “communication wire” between every two
Theorem 28. Model variant D(UnConst,NoSib,Stand) is po- Eodes. The dynamic nature of the Iinkf in DPR _inst_ance§ V\’I,i||
tentially unsafe. e used to control the length of the “communication wire”.

If L(u,v,t) = 5, then a path of length 5 betweenand v

Proof: This follows from the example in figure 19. m through the transit nodes will appear at time

E. Model variant D(UnConst,Sb,Stand) A. Graph of Asynchronous DPR Instances

Theorem 29. Every causation chain in model variant o every nodes in the original DPR instanc®, there is
D(UnConst,Sb,Stand) is ravine-free. a corresponding node in the asynchronous DPR instdce

Proof: This follows from the same reasoning used in the ,
ueV=uelV

proof of theorem 11. [ ]

Theorem 30. DPR model variant D(UnConst,Sib,Sand) ad- For every two nodes, v in D, there areM — 1 transit nodes:
mitls simple and non-simple vertical and horizontal causation wveV =a eV for2<i<M

cycles.

Each transit node is connected to its neighbors. This connec

Proof: An example of a non-simple horizontal cycle Car?if)n forms the longest possible communication between siode

be seen in figure :.1.6..An example of a non-simple vertical 4, 'yt toggles on/off with the connectivity dofu,v)! € E
cycle can be seen in figure 19.

for each timet, as shown in figure 20.
Theorem 31. Model variant D(UnConst,Sh,Sand) is poten- woNE ,
(u,2¥) € E

tially unsafe. (zev,a¢?) e E' forall 1 <i< M 3 iff (u,0)' € B
Proof: This follows from the example in figure 19. m (x4v v)t € F/
APPENDIXC The time delayd.(u, v,t) describe the “shortcut” available
ASYNCHRONICITY WITH DPR through the transit nodes at each time

This section describes how the DPR model can simulate
asynchronicity. We assume that we have a regular DPR in- . !
stanceD = (>, ) which we wish to augment with asyn- (u,v)' € B' iff  (u,v)" € E andL(u,v,t) =1
chronicity. There are several ways to represent asynctitgni

(u, ") e B iff  (u,v)' € E and L(u,v,t) =i

[t ?



15

o0 0 060 .

) u XXy (u root)
XUV XUV XUV t:O xg’U <>
u M M-1 2 \Y o xy" 8
e t v
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Fig. 20. Transit Nodes
u XX v u u root)

x4? u root)

)

An example of a delay of one and three between nades

,_..
1
H
SER ]
e we
[N
o~~~ o~

andv can be seen in figures 21 and 22. v u root)
root
uv uv uv uv
u X Xy X3 X, Vv W
u X5 X3y ou (u root)
= xyv (x%" u root)
- xyv (x4¥ x4 u root)
v 0
root
Fig. 21. Transit nodes simulating a delay Bfu, v,t) = 1. u X2 Xy v u (u root>
3 x4’ (x4Y u root)
- xyv (x¥Y x4 u root)
v (v 2§Y x4 u root)
root

Fig. 23. Nodev has a transient path loss from node This is due to an
increase in delay fronf(u,v,0) =1 to L(u,v,1) = 3.

changes of communication delays. Thus the proper transfor-
mation of links from synchronou® to asynchronou®’ can
be represented as:

Fig. 22. Transit nodes simulating a delay Bfu, v, t) = 3.

B. Path Preferences of Asynchronous DPR Instances (u, 28 e B iff  (u,v)' € E andL(u,v,t) <

(3
The path preferences of the asynchronous DPR= (' (u,0)! € E'iff  (u,v)" € EandL(u,v,t) = 1
,G’) discount the presence of transit nodes in paths. Let
the operation RemoveTransit remove all transit nodes of a
sequence. This operation allows us to derive the asyncheon®- Causation Chains in Asynchronous DPR Instances

path preferences from the original synchronous path prefer The definition of causation chains is not changed for
ences. Thus for all non-transit nodess V" asynchronous DPR instances. Given delay, v,t) = 3, a
Pr"" P iff RemoveTransitP!) ' RemoveTransiy) causation chain ofu v)! in th_e origiqal DPR instance_D
would correspond to a causation chain(efz4” 24 v)! in
Each transit node” prefers a path through its source nodéhe asynchronous DPR instan£g.
u than through its transit neighbor toward the sourcg:,.
Paths containing sequences in the opposite direction of the G20-Rexford and Asynchronous DPR Instances
“‘communication link” (fromz}" to z;™,) are forbidden. Asynchronous DPR instances can follow the Gao-Rexford
conditions described in Section Ill. Transit nodes have no
economic relationships with the other nodes. The domain of
The transformation from synchronous to asynchronous DRIRe economic operatorg is only over non-transit nodes.
instances described above needs to be enhanced to a@idracterization of sequences (causation chains or piths)
transient routing losses. This can occur during abrupt gésin accomplished by using the RemoveTransit operator. A path
in connection delays as shown in figure 23. P in D’ is valley-free if its corresponding transit-free path
In order to remedy this situation, redundant links betwedRemoveTrans{f) is valley-free. Similarly, a causation chain
the source node. and the transit nodes are established, a5 in D’ is valley-free if its corresponding transit-free chain
shown in figure 24. This enables path consistency duriftemoveTrans{t’) is valley-free. Similar use of Remove-

C. Redundant Connections



Graph Node Path
u XXy u {u root)
zg" )
=0 Q 7 5" )
v 0
root
u X Xy ou (u r00t>
xyv (x4? u root)
=1 a4 (2% y root)
2
v (vur00t>
root
u X X v oou {u root)
xyy (xyv uroot)
t=2 x4 (x4Y 4P u root)
v (v 25 u root)
root
u XXy u {(u r00t>
xyv (x4? u root)
t=3 Tuv <uv uv ur00t>
2
v (v 24Y x¥? w root)
root

Fig. 24. An increase in connection delay occured fréifu, v,0) = 1 to
L(u,v,1) = 3. Transient path loss at nodeis prevented due to redundant
connections.

Transit can be employed to characterize customer, peer, and
provider paths.

From this construction, the proofs of Sections IlI, IV and
Appendices A, B are unchanged except for the application of
the RemoveTransit operator.
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