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April 9, 2013
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October 31, 2013

BOSTON

cloning the
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Source: http://www.cityofboston.gov/images documents/Boston_Closing%20the%20Wage%20Gap_Interventions%20Report_tcm3-41353.pdf
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100% TALENT -
Employers agree to participate ina biennial review to discuss successes and
The Boston Women's Compact challenges, as well as contribute data to a report compiled by a third-party on
. the Compaect’s success to date. Employer-level data would not be identified in
Fioaing th way ‘:‘I“""L e the report, The specific data to be reported will build on data already requined by
and valued federal and state authorities and should not create an additional reporting burden.

To make Drester Bents et place for working we

ﬂ :_;:-‘1 CraTe SreceT F M{‘z
GOAL 3

Evaluating Success

Employers agree to participate in a biennial review to discuss successes and
challenges, as well as contribute data to a report compiled by a third-party on
the Compact’s success to date. Employer-level data would not be identified in

the report. The specific data to be reported will build on data already required by
federal and state authorities and should not create an additional reporting burden.
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September 4, 2014

SIMMONS
THY MIN'L:::“_

Snapshot of (a small subset of) BWWC meetings from Azer’s Exchange Calendar

Subject |Start / Duration
C-;;'\_y Minehan Fri 9/5/2014 10:30 AM 2 hours
Simmons Caollege Men 10/27/2014 3:30 PM 15 hours
[Data Collection for Pay Equity Tue 12/2/2014 11:30 AM 30 minutes
Simmaons College people Fri 1/23/2015 1-00 PM 30 minutes

Tue 3/17/2015 2:00 PM 1 hour

[nvitation: 100% Talent Discussion with Data Partners @ Tue Mar 17, 2015 2pm - 3pm (johnstk36
Updated Invitation: MassMutual call with Hariri Institute re: Data Collection... @ Thu May 14, 2015 ... Thu 5/14/2015 3:00 PM 1 hour
Invitation: Mock collection #1 @ Tue May 19, 2015 11am - 12pm {johnstk3@simmans.edu) Tue 5/19/2015 11:00 AM 1 hour
Invitation: Mock Collection #2 @ Tue May 26, 2015 11am - 12pm (johnstk3@simmons.edu) Tue 5/26/2015 11:00 AM 1 hour

fnvitation: Mock Collection #3 @ Thu May 28, 2015 11am - 12pm (johnstk3@simmons.edu) Thu 5/28/2015 11:00 AM 1 hour
Invitation: Call with BWWC & Wed Jun 3, 2015 11:30am - 12pm (johnstk3@simmons.edu) Wed 6/3/2015 11:30 AM 30 minutes
Updated Invitation: 100% Talent Data Collection: Hariri and Raythecn @ Fri Jun 5, 2015 Sam - 10a... Fri /5/2015 9:00 AM 1 hour
Invitation: 100% TALENT DATA COLLECTION @& Meon Jun 8, 2015 9am - 10:30am (johnstk3@simm... Mon 6/8/2015 .00 AM 1.5 hours
Invitation; Meeting with Boston Women's Workforce Council @ Tue Aug 11, 2015 10am - 11am (jo.. Tue 8/11/2015 10:00 AM 1 hour
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April 14, 2015
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April 14, 2015

BU Today In the World

Computational Thinking Breaks a Logjam
1 I ik q: tom's male-fernake pay gag

Hat'ir Instituy

e — Business .
Mayor Walsh pushes to gather data on gender wage gap
EREEEREN . o e
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June §, 2015
D-day

Workforce Survey

Enter Session Key
Email Address to track participation

Female Workiorce

Male Workforce

0=

Trusted Party @ @ rosion]

Instructions.
S e ——

Go To Live Data Page for Session 1202112

Session Key (please email to participants)

Public Kay
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June §, 2015
Workforce Survey ;@ @  sosion ] Trusted Party @ @ [rosion ]
Enter Session Key Instructions
Email Address to track participation - e T
ez
Female Workforce Go To Live Data Page for Session 1202112 A%
— B e o . Session Koy (please email to participan
- Y PR
vate Key (do not share)
“Katie, if this does not P
e work out, | will just fax
you the spreadsheet
for you to enter...”
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September 29, 2015

Tweats Tweets & replies
Azer Bastavros
Grateful to @RepKClark for her advocacy
of @NSF funding and its broader impacts
and thanks @BUFederal for hosting me

BU Federal Relations

Azer Bestavros
Yesterday at6:26pm - M v

In DC, with Massachusetts Sth District (my district) Representative
Congresswoman Katherine Clark -- a true advocate for NSF funding and for
gender pay equity. | was there to tell her how these two got connected
through an Institute project!
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October 20, 2015
“You have to respect the fact that policy makers . . . don't talk your lingo.'
ALAN ALDA, d,
Making discoveries, then making them clear
Theater exercises . . .
nelpBUsaentis | Scientists learn to reach audiences
reach vital audiences s o
Contimied from Pagr A1 = 4 On & recent morning,
Tracy Jan Durtmouth College. University o and &
lppaki Maita, shte s wiveioe S T e o Peosemiti
The mien and wamen stied kn- 2. ‘Massschu.
“tently into thelr partner's eyes, | m."r‘::n days, scientists’ mmrn.:ltu;wmne
the side, I n silent iz coftimitter that oversees fuiid-
Freay | iln:‘wwwm. Muore than Ing for the Natlonal Sclence
as they mirrared ench other's awk- | terity, sclentist fmust be able b Bestayren wanitod to thank
wand succinetly how ‘her for pushisg for recent fand-
T their work can change lives. ing, inpress wpon ber the im-
wi etz bo trakn them bo pay | They misst Jearn to speak elo- of
e - aned passionatedy befuee andl arm Clark with smmusi-
conmmistees, gav- thons for futiere bodget and poli-
ernment officialy, and g o
philanthropists shout the sock- HRK ASSEKER Fou THA MTOM AL0M. % dlon't want to bors you
ity Envesting in re- u_-:’:‘_ Azer ot lained his mﬂ.ﬁd“-h’
“We are in fiscally restrained ‘staory of B b uses cload com-
The congresswoman, who had signed onto a bill addressing income disparity between men and women,
was impressed by the relevance he outlined. “It’s linking it back for the members of Congress,” Clark said.
“Nobody would think, oh, the Paycheck Fairness Act, how is that tied into NSF funding?”
The meeting was slated for 15 minutes. It lasted 25.
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April 28, 2016
e

Employers agree to participate ina biennial review to discuss successes and
challenges, as well as contribute data to a report compiled by a third-party on
the Compact’s suceess o date. Employer-level data would not be identified in
the report. The specific data to be reported will build on data already requined by
federal and state authorities and should not create an additional reporting burden,
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e [ o G
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* Whatisit?
— Given multiple parties p;, p,, ..., p, each with private data x;, x,, ..., X,
— Engage parties in a protocol to compute a function f(x,, x,, ..., X,,)
without revealing more than the outputs of f
» State of the Art
— Theory known for many decades, starting with Shamir’s “How to share
a secret” in 1979
— Frameworks and libraries increasingly available over the last few years,
e.g., VIFF, Sharemind, Oblivm, ...
— Experience with use cases involving real applications is limited and
deployments are not easily portable
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Example: Sum of Secret Records

3 &® :F
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H H o ”
Players split secrets into “shares
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All players exchange shares

722

75

.
| i "'>
00

A
S| 818

Each player the sum to obtain a
share of the sum of secrets!
% o 6 1173 6 <AL
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Exchange/combine to get result

-572

1173

-441

Sum =160
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Sum =160 Sum = 160
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The Parties in our MPC Setting

Contributors
— Have private data needed for computing the analytic
— Number of contributors is unknown in advance

Analyzers
— Ultimate recipient of the output of the analytic
— May also help in computing the analytic
Service Provider
— Connects/coordinate largely decoupled parties
— Has capacity to (partially) compute the analytic

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016

Trust Assumptions

Contributors & analyzers place some trust in each other
— Analyzers trust that contributors will submit valid data

— Contributors trust that analyzers will protect aggregate output
— Contributors trust that analyzers will not collude with others

No trust in service provider

— Service provider cannot be entrusted with data or with the
results of the computation

— Assume that service provider is incentivized to perform the
computation on behalf of the contributors and analyzers

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016
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Operational Constraints

Comprehensibility of the Protocol

— MPC protocol must be simple for users (and lawyers/executives) to understand (and approve)

Auditability of the Service

— All software and processes must be transparent, with open-source code for outside auditing

Capability of Contributor/Analyzers Infrastructures
— Software clients must require no setup, no specialized software/hardware, or even public IP

Simplicity of Client Interfaces

— Usable by employees only familiar with spreadsheet application and web browsers

Asynchronicity
— Contributors need to be online while entering their data; analyzers to start/finish process

Idempotence

—  Contributors must be able to resubmit/update their data to recover from errors, crashes, etc.

Feedback

— Interface for contributors must provide means to alert human users about spurious data

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016 25

Putting it Together: Our Protocol

Let G be an appropriate additive group such as Z/2%7Z

and distinguish each contributor using an index ¢ €

{1.....n}. We call a single execution of the protocol a

session and it proceeds in the following way:

(1) the analyzer initiates the process by generating a
secret and public RSA key pair (s,p) and a unique
session identifier j € N, submitting p to the service
provider, and sending j to all the contributors:”

each of the n contributors possesses a secret data

value d; € G and does the following at least oncet:

(a) generate a secret random mask m; € G and
calculate the masked data r; = d; +m;,

(b) send r; to the service provider and retrieve p from
the service ]n‘u\'i(le'l‘ to send back ¢; = Enc p(m;):

the service provider computes the sum of the masked

data values to obtain the aggregate masked data
: n

quantity R =3 ra:

i

the analyzer then retrieves R and all the ¢,..... Cn
from the service provider, computes m; = Dec(c;)
for all i, computes M = 37" m;, and obtains the

final result R — M = 3" d.

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016 26
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Web-Based MPC Platform

Trusted Pa: e.q., BWWC
(elient running weh browser)

|| masked

Company A Aggregator (e.g.. Hariri Inst.
(web server/database)
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Open Source Software available at https://github.com/Boston-Women-Work

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016
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Bigger Picture: MPC as a Service

e Observations:

— Data analysts should not be expected to worry about

privacy or performance tradeoffs
— Unrealistic to expect cryptographers

to rewrite the huge

existing corpus of privacy-agnostic analytics

— Need to provide separate levers to manage privacy, utility,

and performance tradeoffs

* Our Hypothesis (and research

— MPC must be integrated seamlessly

agenda):

into popular, scalable

data analytics platforms, e.g., MapReduce and Musketeer

MPC in the Real World: Dataverse Privacy Workshop @ Harvard

University, July 13, 2016
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MPC as a (cloud) Service

Programming Support for an Integrated Multi-Party
Computation and MapReduce Infrastructure

Nikolaj Volgushey, Andrei Lapets, Azer Bestavros
Fuil; [nil-u]ui. T bt o
th

Abstract \\r deseribe and present A prod § data assets on which the computation is
» MPC

distribwre I m|-m.'n!inu.'1] infrastrueture aperifically, =ec
||m|I higl ing 1 n st n;llt o functicn
multip] .mlm.h..lh hobd (the private inputs) while
the ouly information that ¢

e [rivaLe inputs
ks these inputs).

the unctic
i fun

that take pl
TapReduee ¢
using an MPC

underpinnings of
b computntion of

demonstrating bow such an Wi
infrastructure can be employved. e

that of gractical softnpe de ul.i..,. at bn a clond setting
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MPC is great! But...

MPC = math turtle shell for confidential data!
Practical MPC frameworks exist, but

— They are slow (not unlike turtles)

— Learning curve is steep (trust me!)

Lots of special-purpose gadgetery (circuits)

— Apply to very narrow functions
— Not for human consumption

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016 30
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MapReduce (MR): fast, like a hare!

* A programming paradigm for data analytics
— Very easy to us (I teach it one lecture)

» Supported by distributed & elastic backend
— Very easy to deploy (thanks to the cloud)

* Performance is ridiculously fast

— 200 node cluster sorted 100TB of data in 23
minutes; think what 8,000 nodes can do!

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016

Our Research

Separation of concerns
— Domain experts specify analytics as MR code
— Lawyers specify confidentiality constraints on data

Automate the interaction
— Compile the MR code subject to constraints
— Expose cost-privacy tradeoffs to resolve tussle

Build an execution platform
— Extend MR backend (SPARC) to support MPC
— Act as a platform to plug in special MPC gadgetry

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016
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The Scather Platform %

A Programming Language G
— To specify MR and MPC operations
— Not meant for consumption by non-experts

A Compiler
— To convert MR programs into Scather programs
— To expose tradeoffs

Backend Platform
— To run the show

MPC in the Real World: Dataverse Privacy Workshop @ Harvard University, July 13, 2016

Data Secured in Local Safes

Worker node Worker node Worker node
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+ MapReduce Local Infrastructure

Worker node Worker node Worker node
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+ Local MPC Client

________ Worker node ....___Worker node ... Worker node
[ [weccions] [ |[wpccions] [ wnan [ weccient|
‘ MR cluster H Storage ‘ ’ MR cluster H Storage ‘ ’ MR cluster H Storage ‘

A
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+ Local Agent to Manage MR-MPC

Worker node Worker node Worker node

‘ Local Agent ‘ ‘ Local Agent ‘ ’ Local Agent ‘

‘ MR API H MPC Client ‘ | ‘ MR API H MPC Client ‘ § ’ MR API H MPC Client ‘ |

6‘ MR cluster H Storage ‘ %’ MR cluster H Storage ‘ %’ MR cluster H Storage ‘
%
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+ Controller for MP Coordination

’ Storage ‘
’ Controller ‘ Controller node
‘ Local Agent ‘ ‘ Local Agent ‘ ’ Local Agent ‘

‘ MR API H MPC Client ‘ | ‘ MR API H MPC Client ‘ § ’ MR API H MPC Client ‘ |

6‘ MR cluster H Storage ‘ %’ MR cluster H Storage ‘ %’ MR cluster H Storage ‘
/?21
=

=
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MPC as a Service

Azer Bestavros Andrei Lapets Kyle Holzinger Eric Dunton Frederick Jansen Nikolaj Volgushev Mayank Varia
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MPC in the Real World

Boston Globe: Mayor Walsh pushes to gather data on wage gap
https://goo.gl/B7Kj79

BU Today: Computational Thinking Breaks a Logjam
http://goo.gl/dnsgbo

BU Research Magazine: Calculating Gender Pay Equity
http://goo.gl/y6hIWH

NPR OnPoint: Will Data Help Close The Gender Pay Gap?
http://goo.gl/2])Ithb

Boston Globe: More Boston businesses join drive to end gender wage gap
https://go00.gl/xbEKuX
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