Why is it taking so long to secure BGP?
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interdomain routing

BGP is used to learn routes between Autonomous Systems (ASes)
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the subprefix hijack of spamhaus from 03/2013
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Attacks Used the Internet Against Itself to Clog Traffic

By JOHN MARKOFF and NICOLE PERLROTH
Fublished: March 27, 2013

An escalating cyberattack involving an antispam group and a shadowy FACEBOOK

group of attackers has now affected millions of people across the W TWITTER

Internet, raising the question: How can such attacks be stopped?
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CloudFlare. The attacks first centered communication, but many of the
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spiraled outward.
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possible have been configured in such

More Tech a way that they can be easily fooled.
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the subprefix hijack of spamhaus from 03/2013
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and many other incidents...

2010
REPORT TO CONGRESS

of the

U.S.-CHINA ECONOMIC AND
SECURITY REVIEW COMMISSION

Interception of Internet Traffic

For a brief period in April 2010, a state-owned Chinese tele-
communications firm “hijacked” massive volumes of Internet traf-
fic.* 114 Evidence related to this incident does not clearly indicate
whether it was perpetrated intentionally and, if so, to what ends.
However, computer security researchers have noted that the capa-
bility could enable severe malicious activities.!15




and many other incidents...
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Pakistan Blamed for Worldwide YouTube Break

By MIKE NIZZA FEERUARY 25, 2008 9:34 AM

If all had gone according to plan, Pakistan would have been th
latest government taking part in an unsettling trend from Bra

Thailand: YouTube blocking. Unlike its predecessors, though,
Pakistan also affected thousands of people beyond its borders

In case vou were wondering on Sunday why yvou couldn’t watc
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Hacker Redirects Traffic From 19 Internet

Providers to Steal Bitcoins
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