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What is it?
• Worm, released in 2008, by unknown creators. 

Thought to originate from Eastern Europe, 
specifically the Ukraine

• 5 different versions
• Exact number of infected computers is not known. 

Microsoft estimates at around 1.5 million as of mid 
2011. Others have estimated from 9 million to 15 
million

• Although there has been an unprecedented effort in 
containing the worm (Conficker Cabal), it still remains 
prevalent in computer systems worldwide



How does it propagate?
3 primary techniques
1) MS08-67 Propagation
2) NetBIOS Share Propagation
3) USB Propagation



How does it download 
instructions?

1) DGA – generates a set of (250 or 
50,000) domains a day, only one 
needs to have instructions

• No single “command center”
• Hard to back-trace IP

2) P2P







Timeline
Version A (11-12-2008)

• Exploited Microsoft patch MS08-067 that was supposed to repair a 
vulnerability hole at Port 445 (used for file-sharing).

• Only propagated, no malicious activity
• However, it patched the hole in Port 445 behind it, ensuring that it would 

not have to compete with other worms
• Prevented communication with the host computer’s security providers
• While propagating, it skipped any Ukrainian IP addresses
• Disabled system restore points
• Generates a list of 250 domains a day across 5 top-tier providers, making 

it difficult to pinpoint an exact command
• Somewhat contained at the end of 2008, but still infected approximately 

1.5 million users



Timeline cont’d
Verison B (12-29-2008)

Generates domains across 8 top-tier providers much harder to contain
Stopped computer from connecting to Microsoft, preventing updates
Modified computer’s bandwith setttings to increase speed and propagate itself faster
Has the ability to spread via removable media (USB)

Creates DLL Autorun Trojan on attached removable drives

Version C (2-20-2009)
Generates up to 50,000 domains a day 

Verison D (3-4-2009)
Now uses P2P, becomes primary uses of propagation
No longer needs to contact command center for instructions, can use the distributed 
P2P system
Impossible to get exact number of infected computers due to P2P

Version E (4-7-2009)
Downloads and installs spambot Waldac
Removes itself on 5-3-2009, but leaves copies of Version D



Global Impact
• February 2009 - French fighter planes were unable to takeoff because Conficker 

had infected the French military database and pilots were unable to download 
their flightplans

• January 2009 – UK Ministry of Defense has extreme malware infections and 
various services are unavailable after 2 weeks of initial infection, including the 
NavyStar desktop client above Royal Navy warships (about ¾ of all warships 
were infected)

• January 2009 – Sheffield (UK) hospital network is infected with Conficker after 
IT Management decides to disable automatic security updates for appoximately 
8,000 computers

• January 2009 – Machester (UK) police department is infected, unable to issue 
tickets. Failure to issue 1,609 tickets costs the city 43,000 pounds, in addition to 
the 600K pounds needed for IT consulting and cleanup





Response
• Microsoft offers $250,000 reward for information leading to the arrest of 

the creators/distributors of the Conficker worm
• Conficker Cabal is officially sanctioned including personnel 

from: Microsoft, Afilias, ICANN, Neustar, Verisign, China Internet 
Network Information Center, Public Internet Registry, Global Domains 
International, M1D Global, America Online, Symantec, F-Secure

• Microsoft is collaborating with ICANN in disabling up to 500 domains a 
day

• Conficker A machines have thus far been blocked from upgrading
• Check if you’re infected!!

– http://www.confickerworkinggroup.org/infection_test/cfeyechart.html
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