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Steam Software

- Digital Distribution Platform mainly used for video games

- EA Origin iIs Steam’s major competitor and has a similar
vulnerability
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Steam Browser Protocol Vulnerabillity

- steam:// URL handler Is Used To :

- Install and Uninstall Software

2.
Backu P Software Steam executes a local task using
De frag attacker controlled Steam Browser Protocol commands
Run Games
Navigate Steam

Attacker

The Victim User clicks on P
steam:// link

- Vulnerability
- Local tasks can be
executed using Steam URL
Commands

Victim system has been -
remotely compromised -

..............................................



-
How the Vulnerability Works

- steam:// is a 3" party URL to web browsers
- Only IE9 and Chrome generate a warning and it can be turned off
- Most browsers (including Firefox) do not generate a warning

- User clicking on link will launch a steam commpand
- Example : steam://nav/games

1
use Steam browser

- Link can be hidden anywhere
- E-Mall
- Website pp— Webshe
- Steam User Profile 2

4.
follow a
steam.// link
(no user interaction)

click on a link

YoulD
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Vulnerabllity Allows Execution of Steam

Commands

- Steam Commands executed locally on users system
- Possibly without user knowledge

- Provides access to a number of tools to make exploiting
other vulnerabilities easier

- Fortunately there are many available
- Some built into Steam itself
- Many based off of the games that Steam manages



Retallinstall Vulnerability

- Command bulilt into steam that restores backups from a
local directory
- Command line argument specifies directory
- Directory stores a TGA image and backup files
- vgui2_s.dll loads the TGA image when command is called

- Vulnerable to heap based buffer overflow using a malformed TGA
image

- Buffer overflow allows the writing of any arbitrary code to
any location on the victim's PC
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Game Based Vulnerabllites

- Steam allows games to be ran with command line
arguments that can be used to exploit game engines
- Example : steam://run/id/language/url_encoded_parameters

- Source Engine
- Use for Half Life Games, Team Fortress 2, Left for Dead, Dota 2, ...

- Commands within the Engine can be exploited :
- +con_logfile — Specifiy file to copy the game console to
- +echo — Put custom data into the console
- -hijack — In case the game is currently running
- Combined allows writing custom file to location of choice on target’s
system

- Author’s created a .bat file to execute malicious scripts



Fixes

- Individual Vulnerabilities
- Steam TGA file loading
- Source engine console write
- Unreal engine buffer overflow

- Steam distributes a lot of software, need to fix core
problem that allows execution
- Do not allow passing of command line arguments to games
- Browsers should check or limit execution of steam:// URL
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