
2012 Google Pakistani 
Website Hack

(among others)



…except that Google’s 
website wasn’t hacked

On November 23rd, 2012, several notable websites were 
“defaced”. A picture of two penguins and some Turkish 
writing being the only thing to appear when users tried to 
access those websites
A group called Eboz was found to be involved, and likely 
responsible for matter. Eboz has been found to have a 
history of defacing websites, but not many as notable as 
the ones on that day.
The list of websites that were affected can be found here
Some notable examples include ebay.pk, microsoft.pk, 
yahoo.pk, and google.com.pk





So what happened?
How did a person/group manage to strike all these 
websites at the same time? 

Trick question. They didn’t.

Instead of hacking, there was hijacking.



PKNIC
PKNIC is the domain name registry responsible for 
.pk
Because of a vulnerability during a security upgrade, 
a Boolean-based SQL injection, the attacker to gain 
access to four PKNIC user accounts, which in turn 
compromised about nine DNS records.



Boolean-based SQLi
Formal definition: “Multiple valid statements that 
evaluate to true and false are supplied in the affected 
parameter in the HTTP request. By comparing the 
response page between both conditions, the tool can 
infer whether or not the injection was successful.”

They did the SQL injections from PKNIC’s website



They would do the SQLi on the PKNIC website and 
receive the following the screen, until they managed to 
access the accounts:



A quick lookup



It was DNS hijacking
Many news media simply spread it around that the 
websites had been hacked, when in fact, users would 
simply be redirected to “dns1.freehostia.com” or 
“dns2.freehostia.com”, where the page in question was 
located.

No credit card information or private information is 
stored on the affected servers but this still left many 
wary, believing still that Google and other sites were 
hacked.

By simply modifying the records to how they were 
before, everything went back to normal.



The End?
Fast forward three months: 



This time it was by a group going by PAKbugs
One of the reasons is because while everyone’s user 
accounts at PKNIC may have been reset following 
the Eboz attack, people likely changed their settings 
back to what it was before.
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