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What happened?  

Earlier this year, the major health insurance company Anthem (previously known 
as WellPoint Inc.) have confirmed it had suffered a cyberattack (a phishing attack), 
leading to the theft of  tens of  millions of  records.  

How many people are impacted? 

Approximately 80 million customers’ personal information may have been 
compromised. This includes employee, Anthem’s affiliated health plan members 
and other consumers within their system. 
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Timeline 

• April 2014:  attackers gained access to the Anthem’s database. (undisclosed) 

• Dec 10 2014: a query retrieving 80 mil records was initiated. 

• Jan 27 2015: the compromise was discovered. 

• Jan 29 2015: Anthem alerted federal authorities and other entities. 

• Feb 4 2015: the company disclosed the breach to the public. 
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What did the cyber attackers 
access? 
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Data wasn’t encrypted 

Some like the Wall Street Journal were making claims that this attack was possible because the 
personal data in this database was not encrypted. 

But if  the attacker had access of  the system and had the required credentials to decrypt the data, 
then encrypting data would not have avoided this attack. 

Under the federal Health Insurance Portability and Accountability Act (HIPAA), health 
insurance companies are not required to encrypt the data stored on their servers. 
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How could a phishing attack like 
this happen? 
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6. Query resulting in 80 million 

rows as output 

5a. Accesses the Anthem 

database using credentials 

1. Sends an email with link to we11point.com (impersonating as Wellpoint) 

3. Installs several malware 

on victim’s system 
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2. The victim clicks on 

the link to we11point.com 

from the email 

5b. Sends the credentials and access to the victim’s system Victim 

Attacker 
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Who? 
• Professor Song Yubo of  Southeast University’s Information Security Research 

Center, which is sponsored by Chinese government, posted a “Talent Cup” 
tournament challenge to his information security students. 
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VAEIT fake website 
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Topsec 2014 Talent Cup 
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What could have they done to 
prevent such an attack 

• Educate employees on phishing attacks and other security measures. 

• Use Principle of  least privilege. And ensure that the programs asking for administration-level 
access are legitimate.  

• Train employees not to open websites on the Internet unless they have been scanned for 
viruses. Simply visiting a compromised Web site can cause infection. 

• Deny all incoming connections and only allow services they explicitly want to offer to the 
outside world. 
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Questions?  
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Thank you   


