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Abstract

The need for direct memory manipulation through pointers is essential in many applications. How-
ever, it is also commonly understood that the use (or probably misuse) of pointers is a rich source
for program errors. In this paper, we design and then formalize a type system that can effectively
prevent dangling pointers from being ever accessed during the evaluation of a well-type program.
In particular, we present an approach that makes novel use of linear types in support of the con-
struction of memory-safe programs while allowing explicit pointer manipulation such as pointer
arithmetic.
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dataview arrayView (type, int, addr) =
| {a:type, l:addr} ArrayNone (a, 0, I)
| {a:type, n:int, l:addr | n >= 0}
ArraySome (a, n+l, 1) of (a @ I, arrayView (a, n, I+1))

Figure 1: An example of recursive stateful view

1 Introduction

The need for direct memory manipulation through pointers is essential in many applications and
especially in those that involve systems programming. However, it is also commonly understood
that the use (or probably misuse) of pointers is often a rich source for program errors. Therefore,
a type system is highly sought after that can guarantee memory safety while allowing flexible use
of pointers in programming.

We have recently presented a type system ATS/SV (Xi et al., 2004) that make use of a notion
called stateful views to model memory layouts. For instance, given a type 7" and an address L, we
can form a (primitive) stateful view 7'QL to mean that a value of type 7' is stored at the address L.
We can also form new stateful views in terms of primitive stateful views. For instance, given types
Ty and T3 and an address L, we can form a view (T}@QL) ® (T,@L + 1) to mean that a value of
type 17 and another value of type 75 are stored at addresses L and L + 1, respectively, where L + 1
stands for the address immediately after L. Intuitively, a view is like a type, but it is linear. Given
a term of some view V', we often say that the term proves the view V" and thus refer to the term as
a proof (of V).

In order to model more sophisticated memory layouts, we need to form recursive stateful views.
For instance, we may use the concrete syntax in Figure 1 to declare a (dependent) view constructor
arrayView: Given a type 7, an integer I and an address L, arrayView(7’, I, L) forms a view basi-
cally stating that there are I values of type 7" stored at addresses L, L + 1,..., L + I — 1. There
are two proof constructors ArrayNone and ArraySome associated with arrayView; ArrayNone is
a proof of arrayView(T', 0, L) for any type 7" and address L; ArraySome(pf,, pf,) is a proof of
arrayView(T, I 4+ 1, L) for any type T', integer I and address L if pf, and pf.,, are proofs of views
TQL and arrayView(T', I, L + 1), respectively. Later, we will present some simple examples to
illustrate how programming with views can actually be done.

What is missing in ATS/SV (Xi et al., 2004) is the concept of viewtype, which we now introduce.
Given a view V and a type 7', we can form a viewtype V' A T such that a value of the type V AT
is a pair pf A v in which pf is a proof of V and v is a value of type T'. For instance, the following
type can be assigned to a function read,, that reads from the address L:

(TQL) Aptr(L) — (TQL)AT

Note that ptr(L) is the singleton type for the only pointer pointing to the address L. When applied
to a value pf, A L of type (T@QL) A ptr(L), the function read,, returns a value pf, A v, where v
is the value of type 7 that is supposed to be stored at L. Both pf, and pf, are proofs of the view
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T@QL, and we may think that the call to read;, consumes pf, and then produces pf,. Similarly, the
following type can be assigned to a function write;, that writes a value of type 75 to the address L
where a value of type T is stored:

Note that 1 stands for the unit type. Of course, once we allow universal quantification over types
and addresses, we can then assign the read and write functions the following types:

read : V7.VA(TQA) Aptr(A) — (TQA) AT
write V7.V VA (T @A) A (ptr(A) * o) — (@A) A L

where we use 7 and \ to range over types and addresses, respectively.

In ATS/SV (Xi et al., 2004), we have already presented a variety of examples that attest to
the expressiveness of views in capturing program invariants on memory layouts. However, the
concept of viewtype is hidden in ATS/SV (where it is called computation type), which makes the
formulation of ATS/SV rather ad hoc in nature. The primary contribution of the paper precisely
lies in the recognition of this important concept of viewtype and then the formalization of a type
system in support of this concept.

We organize the rest of the paper as follows. In Section 2, we formalize a language ;.. in
which views, types and viewtypes are all supported. We then briefly mention in Section 3 an
extension A\Z;-fw of A, IN Which we support dependent types as well as polymorphic types. In
Section 4, we present some examples to show how views can be used in practical programming.
Lastly, we mention some related work and conclude.

2 Formal Development

In this section, we formally present a language A, in which the type system supports views,
types and viewtypes. The main purpose of formalizing A .., is to allow for a gentle introduction
to unfamiliar concepts such as view and viewtype. To some extent, A, can be compared to
the simply type lambda-calculus, which forms the core of more advanced typed lambda-calculi.
We will later extend \,;.., to A\Z;fw with dependent types as well as polymorphic types, greatly
facilitating the use of views and viewtypes in programming.

The syntax of \,.., IS given in Figure 2. We use V' for views and L for addresses. We use
lo, I1, ... for infinitely many distinct constant addresses, which one may assume to be represented
as natural numbers. Also, we write [ for a constant address. We use x for proof variables and ¢
for proof terms. For each address /, [ is a constant proof term, whose meaning is to become clear
soon. We use II for a proof variable context, which assigns views to proof variables.

We use 7" and VT for types and viewtypes, respectively. Note that a type 7" is just a special form
of viewtype. We use ¢ for dynamic terms (that is, programs) and v for values. We write A’ (A!) for
an intuitionistic (a linear) dynamic variable context, which assign types (viewtypes) to dynamic
variables, and A for a (combined) dynamic context of the form (A%; Al). Given A = (A%; Al), we
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addresses L == lo|li]...

views V o= TAQL | Vi@V, | Vi—oV,

proof terms ton= x| L] (L) [let (@, ) =t inty [ Azt | Li(Ly)
proof var. ctx. I = 0|Ma:V

types T == Bool|Int|ptr(L)|1|V DOVT|T*T|VT — VT
viewtypes VT == Bool|Int|ptr(L) |1|VAVT|V Do VT |V DVT|

VT1*VT2‘VT->0VT‘VT—>VT

dyn. terms t == x| flec(ty,...,ty) | cf(ty, ... .t,) |
read(t, t) | write(t, tq,ts) |
if(t1,t2,t3) | read(z,t) | write(t, t1,t2) |
tAt|letz Az =t inty | \xv|t) |
<> | <t1,t2> | let <£L’1,£L’2> =1 in to ‘
lam z.t | app(t1,t2) | fix f.t

values v ou= x|CC(uy,...,v,) [EAV ]| Azv | (v1,v9) | lam z.d
int. dyn. var. ctx. A’ = (0| AYx:T

lin. dyn. var. ctx. A! == 0| ALz : VT

dyn. var. ctx. A = (AL AY

state types pon= [ | p[l—T]

states ST == []|ST[l — v]

Figure 2: The syntax for A e,
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0o L TG (vw-addr)

0,z :Viqga:V (vw-var)

I byt : Vi o by, 290 Vh (Vw-tup)
Iy, Oy By, (tsta) 1 Vi@ VR
1T, l_ul i1 VieV, H27£1 . Vl;iz %) l_/,l,g ty:
I, Il b e, l8E (21, 20) =4 iNty 0 V
ILa:Vik,t: Vs
I, Axt:Vi—oV;
Iy by by Vi Vo g by, £y
I, 1o Fpyap, ti(ts) « Vo

v (vw-let)

(vw-lam)

v
= (vw-app)

Figure 3: The rules for assigning views to proof terms

may use A, z : VT for (A% Al z : VT); in case the viewtype VT is actually a type, we may also use
A,z 2 VT for (A% z - VT; AY). In addition, given A; = (A% Al and Ay, = (A% AL), we write
A1 WA, for (Al, All, Aé)

We use z and f for dynamic lam-variables and fix-variables, respectively, and xf for either x
or f; a lam-variable is a value while a fix-variable is not. We use ¢ for a dynamic constant, which
is either a function cf or a constructor cc. Each constant is given a constant type (or c-type) of the
form (T3,...,T,) = T, where n is the arity of ¢. We may write cc for cc(). For instance, each
address [ is given the c-type () = ptr(); each boolean value is given the c-type () = Bool; each
integer is given the c-type () = Int; the equality function on integers can be given the c-type:
(Int, Int) = Bool.

We use i and ST for state types and states, respectively. A state type maps constant addresses
to types while a state maps constant addresses to values. We use [] for the empty mapping and
w[l — T for the mapping that extends x with a link from [ to 7'. It is implicitly assumed that [ is
not in the domain dom(u) of x when u[l — T is formed. Given two state types 1; and p with
disjoint domains, we write p; ® puo for the standard union of y; and p». Similar notations are also
applicable to states.

The rules for assigning views to proofs are given in Figure 3. So far only logic constructs in the
multiplicative fragment of intuitionistic linear logic are involved in forming views, and we plan to
handle logic constructs in the additive fragment of intuitionistic linear logic in future. A judgment
of the form I I-,, ¢ : V' means that ¢ can be assigned the view V" if the variables and constants in ¢
are assigned views according to IT and g, respectively.

The rules for assigning viewtypes (which include types) are given in Figure 4. We use D- for
D or Dy in the rule (ty-vapp) and —- for — or — in the rule (ty-app). Intuitively, a type of the
form V' D, VT is for functions from proofs of view V' to values of viewtype VT. Similarly, a type
of the form VT; —- VT, is for functions from values of viewtype VT; to values of viewtype VT,.
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@; (AZ, @),I VT I_H x VT (ty-var)

Fe:(Th,....,T,) =T ;A t T for1<i<n
Oy, .. I AW WA, Fue ep, Ct, .. t,) 0 T
IIi; Ay byt Bool TIo; Ag by to VT Thp; Ag b=y, ts
I, Tlo; Ay W Ay by g, 1F(t1, T2, 83) 0 VT
I Fy t: Vo Tl Ay, t VT (ty-vtup)
I, g A b pyop, (E8) : VAVT
Iy Ay 6 VAV Tzt Vi Ag, 2 i VT by, ta
I, Hos Ay W A e, Itz Az =1t inty 0 VT,

a0y et Y
s Ay bFpyy 0o VT Tl Ag By, B 0 VT (ty-tup)
Ty, 1o, A Ag F oy (b1 E2) VT % VT,
Iy Ay by 60 VT x VT o Ag, g VT, 20 1 VTg by, 8
Iy, Tlo; Ay W Ag By, 1 (21, 20) =1 INty 0 VT
ILz: VAR, v: VT
ILARF, Az.v:V Do VT
0,2:V;(A50) Fgo: VT
0; (A% 0) Fp Azw : VDO VT
Iy Ab,, t: V2 VT Tl bk, t:
I, o A by t(E) = VT
LAz VT, t: VT,
ILAF, lam z.t: VT, —o VT,
0; (A 0), 2 : VT Byt 2 VT,
0; (A" 0) Fp lam .t : VT — VT,
Iy Ay byt VT =2 VT o Ao b=y, o
Iy, Ilo; Ay & Ag ey, @PP(E1, t2) 2 VT
0; (AZ, f:T, @) Fpt: T (ty-fix)
@; (AZ; @) |_[] fix ft:T
I b, t:TQL oAb, t:ptr(L)
I, Ily; A b e, read(t,t) : (TQL) AT
I by, t:TQL 1y Al t.l cptr(L) Izt to: 17 (ty-write)
Iy, I, I35 A b g pacps Write(E, £y, t2) « (T"QL) A1

(ty-cst)

VT
(ty-if)

VT
2 (ty-vlet)

VT
2 (ty-let)

(ty-vlamO)

(ty-vlam)

v
(ty-vapp)

(ty-lamO0)

(ty-lam)

VT
> (ty-app)

(ty-read)

Figure 4: The rules for assigning viewtypes to dynamic terms
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Proposition 2.1 Assume that @; (0; @) -, v : T'is derivable. Then the state type ; must equal [].

Proof By a careful inspection of the rules in Figure 4. n

Proposition 2.1 is of great importance. Intuitively, the proposition states that if a closed value is
assigned a type 7', then the value can be constructed without consuming resources (in the sense of
proof constants /) and thus is allowed to be duplicated. For instance, a value of type V' > VT may
be duplicated while a value of type V' Dy VT may not. The difference between VT; — VT, and
VT, —¢ VT, is similar.

We use a judgment of the form ST |= V' to mean that the state ST entails the view V. The rules
for deriving such judgments are given below:

0;(@;0)Fpv:T STV, STaEVa STo® ST |= Vs for each STy |= V)
[~ TGl ST,®ST, V@V, STEVi oV,

Lemma 2.2 Assume I I, ¢ : V is derivable forII = z; : V4,...,z, : V,. If ST = ST, ® ST; ®
...ST,and STy : pand ST; =V, for 1 < n, then ST |= V holds.

Proof By structural induction on the derivation D of IT -, ¢ : V.

e Assume D is of the following form:

Iy, Ve It Vs
17w Y1 1 20 o L2 2 (VW'tUp)
Iy, Oy By, (tsta) Vi@ VR

where I1; = x41,...,z;and I, = x;41,..., 2, forsome 1 < i < n,and p = u; ® s, and
V =V ® Vi, Thus, STy = STy, ® STy, such that both STy, : p; and STye : e hold. By
induction hypothesis, we have STy; ®ST;®...®ST; = V5 and STpe ®ST; 11 ®...®ST,, | Va.
Hence, ST =V} ® V4.

e Assume D is of the following form

Mo Vib,t: Vs
I, Axt:Vi—o Vs

(vw-lam)

where V' = V;—o V5. Assume ST = 1 for some ST’ disjoint from ST. By induction hypoth-
esis, ST ® ST’ = V5 holds. By definition, ST = V;—o V5 holds.

The other cases can be handled similarly. n
We use [z4,...,x, — L;,...,t,] for a substitution that maps z; to ¢, for 1 < ¢ < n. Similarly,
we use [xf,... ,xf+— ty,..., t,] for asubstitution that maps xf, to ¢; for 1 <i < n.

Definition 2.3 We define redexes as follows:
1. let (x,z) = (t,v) in t is a redex, and its reduction is t[z — t][x — v].

2. (Az.v)(t) is a redex, and its reduction is v[z — ¢].
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3. let (z1,x9) = (v1,v9) IN tis aredex, and its reduction is t[xy, o — vy, vs].
4. app(lam x.t,v) is a redex, and its reduction is t[x — v].
5. fix f.t is a redex, and its reduction is ¢t[f — fix f.t].

We use E for evaluation contexts, which are defined as follows:

evaluation context E == [ |c(vy,...,vi—1, E tiz1,. .., tn) |
read(t, £) | write(¢, E,t) | write(t, v, F) |
tANE|letznz=FEint | E(t) |
(E,t) | (v, E) | let (x1,20) = Eint|
app(E,t) [ app(v, £)
Given E and ¢, we write E[t] for the dynamic term obtained from replacing the hole [] in E with

t. Note that such a replacement can never cause a free variable to be captured. Given ST, ST, and
tl, tg, we write (STl, t1> —ev/st (STQ, tg) if

1. t; = E[t] and t, = E|[t'] for some redex ¢ and its reduction, or
2. t; = Elread(t, )] for some [ € dom(ST,) and t, = E[(t,ST(l))] and ST, = STy, or
3. t; = EJwrite(t, [, v)] for some [ € dom(ST,) and ¢, = E|[(t, ())] and STy = STy [l := v].

We write STl := o] for a state that maps [/ to v and coincides with ST elsewhere. Note that we
implicitly assume [ € dom(ST) when writing ST/ := v].

Lemma 2.4 (Substitution) We have the following:

1. Assume that both TI, -, ¢, : Vi and I,z : Vi |k, £, @ V5 are derivable. Then Ily, z :
Vi Fuieu talz — t,] : Vo is also derivable.

2. AssumethatbothII; -, t: VandlIly,z : V; A+, t: VT arederivable. Then Iy, IIx; A Fp gp,

tlz — t] : VT is also derivable.

3. Assume that both (; (0; @) F,, v : VT; and II; A,z : VT; F,, t : VT, are derivable. Then
II; A, eu, tlz — v] 0 VT4 is also derivable.

Proof By standard structural induction. In particular, we encounter a need for Proposition 2.1
when proving (3). We now show a few cases in the proof of (3), which proceeds by structural
induction on the derivation D of II; A, z : VT, F,,, ¢ : VT,

e D is of the following form:

Dy Iy A,z VT b, 6 VAVT Dy Il xy : Vi Ag ey VT, B

VT
- 2 (ty-vlet)
Hl, Hg, Al W Ag, z: VT, |_#21®H22 let iy ANTy =1t INTy: VT,

where we have I1 = Hl,Hg, A= Al W Ag, t = let Ty Nxp =1 in to, and Ho = 21 & WU22.
By induction hypothesis on Dy, we have the following derivation:

D} I Ay Fuygps tilr —v] : VAVT
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Thus, we have

D, D,
Hl, Hg; Al ) AQ }_M1®N21®M22 let Iy Nx = tl[llj' = U] in tz : VT2

(ty-vlet)

Itis clear that t[z — v] = let z; Az = tijx — v] inte and py @ pe = g @ o1 ® fige, and
we are done.

D is of the following form:

Dy w11 Ay Fpy t1 : VAVT Dy i Ilg 2yt Vi Agyx : VT 2yt VT, B
Iy, o Ay W Ag, 0 VT e, 1862 Ap =t inty 0 VT

\

2 (ty-vlet)
where we have IT = I1;,II,, A = Ay W Ag, t = let x; Az = t1 inty, and o = pio1 & fugs.
By induction hypothesis on D, we have the following derivation:

DY g,z 0 ViAo, w1 0 VT Fyiaps, ta]a — v] @ VT,
Thus, we have

D, D,
114, 15; Al ) AQ }_M21®M1®M22 let AN =1 in tg[l' — U] :

VT, (ty-vlet)

Itis clear that t[z — v] = let z; Az =t intofz — v] and py @ pe = gy ® 1 ® fige, and
we are done.

D is of the following form:

Dl . Hl;Al,ZE . V-I-l,}_u21 tl :VAVT
DQ o Hg,gl . V, AQ,ZE . VTl,ZIZ'l VT |_N22 tz : VT2
I, Tl Ay WA, 2 VT by, 6tz Ay =t int,

T (ty-vlet)

In this case, VT, is a type and thus y; is [] by Proposition 2.1. By induction hypothesis on D,
and D,, we have

Di 111 Ay by, iz = 0] VAVT
Dy g, 2y 2 Vi Ag,q 1 VT Fyyy, to]a = 0] 2 VT
Thus, we have

D, D,
114, 15; Al ) AQ }_M21®M22 let 1N = tl[l' — U] in tz[l’ — U] :

VT, (ty-vlet)

Itis clear that t[z — v] = let z; A xy = ti[z — v] IN to[z — v] and ) ® o = po1 @ paa,
and we are done.




Views, Types and Viewtypes

All other cases can be handled similarly. n
As usual, the soundness of the type system of \,,.., is built on top of the following two theorems:

Theorem 2.5 (Subject Reduction) Assume (; (0; ®) +,, t; : VT is derivable and = ST, : 1y
holds. If (STy,t1) —ev/st (STo,t2), then 0; (0;0) ., to : VT is derivable for some store type /i
such that |= STs : uo holds.

Proof By structural induction on the derivation of 0; (0; 0) -, ¢; : VT. u

Theorem 2.6 (Progress) Assume that (; (0;0) F,, ¢ : VT is derivable and |= ST : x holds. Then
either ¢t isavalue or (ST, t) —.,/ (ST, ) for some ST  and ¢’ or ¢ is of the form E[cf(vy, ..., v,,)]
such that cf(vy, . .., v,) is undefined.

Proof By structural induction on the derivation D of 0; (0; ) -, ¢ : VT. Lemma 2.2 is needed
when we handling the rules (ty-read) and (ty-write). We present an interesting case.

e D is of the following form:

Dy 0k, t:TQL Dy 0;(0;0) ¢y - ptr(L)
0; (0;0) -y, read(t, ty) : (TQL) AT

(ty-read)

where t = read(t,t1) and p = py ® po. If ¢4 is not a value, then the case easily follows from
the induction hypothesis on D,. We now assume that ¢, is a value. Hence, t; = [ for some
constant address [ and L = [. Since ST |= p holds, we have ST = ST; ® ST, such that both
ST = w1 and STy |= s hold. By Lemma 2.2, we have ST, = T@QL and thus ST; = [ — v]
for some v such that 0; (0;0) - v : T holds. Clearly, we have (ST,t) —.,/s (ST',t") for
ST =STandt = .

All other cases can be handled similarly. n

By Theorem 2.5 and Theorem 2.6, we can readily infer that if 0; (0;0) -, ¢ : VT is derivable and
= ST : p holds, then either the evaluation of (ST, ¢) reaches (ST', v) for some state ST’ and value v
or it continues forever.

Clearly, We can define a function | - | that erases all the proof terms in a given dynamic term.
For instance, some key cases in the definition of the erasure function is given as follows:

lletz Ax=t;inty| = letz =|t1]inty
LAt = |t
Azov| = ||
)] = [t
[read(t,t)| = read(|t])
\write(t,t1,t2)| = write(|tq], |ta])

It is then straightforward to show that a dynamic term evaluates to a value if and only if the erasure
of the dynamic term evaluates to the erasure of the value. Thus, there is no need to keep proof
terms at run-time: They are only needed for the purpose of type-checking.

10
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sorts o == addr | bool | int | view | type | viewtype
staticcontexts o = 0| X,a:0
static addr. L == all|L+1
static int. I == alilc(s1,-..,8n)
static prop. P == al|bl|cp(st,...,8,) | 7P| PPAP | P,V Py| PLD Py
views V o= ... |PDV|Ya:oV|PAV |3a:0V
types T == ...|bool(P)|int(l) | PDT |VYa:0T|PAT|3a:0T
viewtypes VI = ... |PDOVT|Va:oNVT|PAVT|3a:oVT
Figure 5: The syntax for the statics of A2
3 Extension

While it supports both views and viewtypes, ..., is essentially based on the simply typed lan-
guage calculus. This makes it difficult to truly reap the benefits of views and viewtypes. In this
section, we outline an extension from A ;.,, t0 )\\Z;fw to include universally quantified types as well
as existentially quantified types, greatly facilitating the use of views and viewtypes in program-
ming.

Like an applied type system (Xi, 2004; Xi, 2003), A"~ consists of a static component (statics)
and a dynamic component (dynamics). The syntax for the statics of A"~ is given in Figure 5. The
statics itself is a simply typed language and a type in it is called a sort. We assume the existence
of the following basic sorts in )\\Z;fw: addr, bool, int, type, view and viewtype; addr is the sort for
addresses, and bool is the sort for boolean constants, and int is the sort for integers, and type is
the sort for types, and view is the sort for views, and viewtype is the sort for viewtypes. We use a
for static variables, [ for address constants Iy, l;, . . ., b for boolean values true and false, and 7 for
integers 0, —1, 1, .... We may also use 0 for the null address l,. A term s in the statics is called a
static term, and we use X - s : ¢ to mean that s can be assigned the sort o under 3. The rules for
assigning sorts to static terms are all omitted as they are completely standard.

We may also use L, P, 1,7,V VT for static terms of sorts addr, bool, int, type, view, and
viewtype, respectively. We assume some primitive functions ¢; when forming static terms of sort
int; for instance, we can form terms such as 11 + I, I; — I5, I * Iy and I; /1. Also we assume
certain primitive functions cp when forming static terms of sort bool; for instance, we can form
propositions such as I; < I, and I; > I, and for each sort o we can form a proposition s; =, s if
s1 and s, are static terms of sort o; we may omit the subscript o in =, if it can be readily inferred
from the context. In addition, given L and I, we can form an address L + I, which equals I,,; if
L=1l,andI =iandn +i > 0.

We use P for a sequence of propositions and X; P |= P for a constraint that means for any
O : %, if each proposition in P[©] holds then so does P[O)].

In addition, we introduce two type constructors bool and int; given a proposition P, bool(P)
is the singleton type in which the only value is the truth value of P; similarly, given an integer I,

11
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int(7) is the singleton type in which the only value is the integer /. Obviously, the previous types
Bool and Int can now be defined as Ja : bool.bool(a) and Ja : int.int(a), respectively.

proof terms t o= DT D @) | V@) | V(@) ]

A) et A(z) =1 inty | 3(2) | let 3(z) =1, in £y
dynamicterms ¢ == ...| DT (v) | D (¢) | VT (v) |V ()|

A(t) [ let A(z) =ty inty | 3(t) | let I(z) =t; inty
values v o= | DT (v) | VT (v) | Alv) | 3(v)

Figure 6: The syntax for the dynamics of \”:’

view

Some (additional) syntax for the dynamics of A".2, is given in Figure 6. The markers > (-),
= (), VT (+), V7 (+), A(-) and 3(-) are primarily introduced to prove the soundness of the type
system of \"2  and please see (Xi, 2004; Xi, 2003) for explanation.

We can now also introduce (built-in) memory allocation/deallocation functions alloc and free
and assign them the following constant types:

alloc  : Vi >0D(int(e) = 3IAN # 0 A (arrayView(1, ¢, \) A ptr(A))
free V7.V >0 D (arrayView(r,t, A) A (ptr(A) = int(¢)) = 1)

When applied to a natural number n, alloc returns a pointer (that is not null) pointing to a newly
allocated array of n units; when applied to a pointer pointing to an array of size n, free frees
the array. Note that how these two functions are implemented is inessential here as long as the
implementations meet the constant types.

A judgment for assigning a view to a proof is now of the form X; P; I+, ¢ : V, and the rules in
Figure 3 need to be modified properly. Intuitively, such a judgment means that I1[©] -, ¢ : VO]
holds for any substitution © : X such that each P in P[O] holds. Some additional rules for
assigning views to proof terms are given in Figure 7.

Similarly, a judgment for assigning a viewtype to a dynamic term is now of the form 3; P; IT; A
t : VT, and the rules in Figure 4 need to be modified properly. Some additional rules for assigning
viewtypes to dynamic terms are given in Figure 8.

Following the development as is detailed in (Xi 2004), we expect it to be a standard routine to
establish the soundness of the type system of A" . The challenge here is really not in the proof of
the soundness; it is instead in the formulation of the rules presented in Figure 3, Figure 7, Figure 4
and Figure 8 for assigning views and viewtypes to proof terms and dynamic terms, respectively.

4 Examples

The type system of \”:- is considerably involved, and one may suspect that it is only of theoretical
interest. This, however, is not the case. We have actually designed a programming language ATS
with a type system based on that of A2 and a prototype implementation of ATS is already

view!
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Z;F,P;HI—MLV
¥, P10 (@) : POV
S, PlIk,t: POV S, PEP
S P;IE, D () :V
Z,a:a;F;HI—MLV
S Py, VH(t) : Va: oV
S, Pk, t:V Yks:o
S P I, V(1) : Via 3]
S, PEP S P, t:V
;P IE,AE): PAV
S; Py byt PAVY S P Pillg,a: Viby, by Va
3 Py, I b e let A(z) =t int, : Vs
Yks:io %P, t:Via— s
S P, 3(t):Fa:0V
;P byt i Jdao Vi Siaio Py, x: Viby, ty: Vo
3 Pi1Ly, s b pew, let 3(z) =6 inty : Vo

(Vw-D>+)

(Vw->-)

(Vw-v+)

(Vw-v-)

(Vw-A+)

(Vw-A\-)

(Vw-3+)

(vw-3-)

Figure 7: Some additional rules for assigning views to proof terms

accessible on-line (Xi, 2003). In this section, we present some simple examples taken from our
current implementation, aiming at providing the reader with some concrete feel as to how views
and viewtypes can allow for the construction of memory-safe programs while supporting explicit
pointer manipulation.

A simple function written in ATS is given in Figure 9 that swaps the contents stored at two
(distinct) addresses. The syntax of ATS bears a great deal of resemblance to that of Standard
ML (Milner et al., 1997). The header of the function indicates that the following type is assigned
to swap:

VTl.VTQ.\V/)\l.V)\Q.(’Tl@)\l (%9 ’7'2@)\2) A (ptr()\l) * ptr()\g)) — (’7’2@)\1 (%9 7'1@)\2) Al

The type of swap means that (1) swap can be called on two pointers L, and L, only if two values
of some types 77 and T are stored at addresses L; and Lo, respectively, and (2) two values of types
T, and 77 are stored at addresses L, and L, respectively, when the call returns.

In the concrete syntax in Figure 9, we use ‘(. ..) to form tuples, where the quote symbol ()
is solely for the purpose of parsing. For instance, ’() stands for the unit (i.e., the tuple of length
0). Also, the bar symbol (]) is used as a separator (like the comma symbol (,)). It should be

13
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¥ P10 Ay ., t1 2 bool(P)

i P, Pi1lo; Ag by, ta s VT 5 PP Tl Ag by, 30 VT (ty-if
— -1
35 P10y oy Ay W Ay e, (2, E0,t3) < VT Y
S P, P ILA R, ¢: VT
— (ty-D+)
Y, P IEAR,DT(t): PDOVT
Y P I AR, t: POVT S, PEP
B A (ty-2-)
S P ILA R, () 1 VT
Y.a:0; P I AR, t: VT
_70' o 75115 “w (ty_\v,_l_)
¥, Py ILA R,V (t) : Va: o NT
S P ILAF,t:Ya:oNVT YFs:o
S (ty-¥-)

S P;IGA R, V(1) : VT[a — s
S;PEP S PILAR,¢:VT
S P IL AR, A(E) : PAVT
¥ P11y Ay Fu ti s P AV ¥ P, P;1y; Ay, : VT4 Fuy to
3 P 1Ly, T A W Ag e let A(z) = int, : VT,
Yhk,s :_U ¥ P;IEAF, t:VTa— 8] (ty-34)
P ILARE,3(t): Fa: o NT
S P A byt Fa:0NTy Xia: 05 Pyllo; Ag, a0 VT by, ta 0 VT
3 P10y, Tlo; Ay WA g, 16t 3(x) =ty inty : VT,

(ty-A+)

Yty

(ty-3-)

Figure 8: Some additional rules for assigning viewtypes to proof terms
straightforward to related the concrete syntax to the formal syntax of /\\Z;fw (assuming that the
reader is familiar with the SML syntax).

A clearly noticeable weakness in many typed programming languages lies in the treatment of
the allocation and initialization of arrays. For instance, the allocation and initialization of an array
in SML is atomic and cannot be done separately. Therefore, copying an array requires a new array
be allocated and then initialized before copying can actually proceed. Though the initialization of
the newly allocated array is completely useless, it unfortunately cannot be avoided. In A% (ex-
tended with recursive stateful views), a function of the following type can be readily implemented
that replaces elements of type 7; in an array with elements of type 75 when a function of type
T, — Ty is given:

V.V VevAe > 0D
(arrayView(7i, n, A) A (ptr(A) xint(s) * (11 — 7)) —
arrayView(r,, n, A) A ptr(\))

14
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fun swap {al:type, a2:type, ll:addr, 12: addr}

(pfl: a1l @ 11, pf2: a2 @ 12 | pl: ptr 11, p2: ptr 12)

(@l o 12, a2 @ 11 | unit) =

let
val “(pfl” | vl)
val “(pf2” | v2)
val >(pfl”” | )
val > (pf2”” | )

read (pfl | pl)
read (pf2 | p2)
write (pfl” | pl, v2)
write (pf2” | p2, vl)

(pf177, pf277 | 70)
end

Figure 9: A simple swap function

With such a function, the allocation and initialization of an array can clearly be separated. In Fig-
ure 10, we present an implementation of in-place array map function in ATS. Note that arrayView
is declared as a recursive stateful view constructor in Figure 1.1 Note that for a proof pf of
view arrayView(T', I, L) for some type 7, integer I > 0 and address L, the following syn-
tax in Figure 10 means that pf is decomposed into two proofs pf, and pf, of views TQL and
arrayView(T', I — 1, L + 1), respectively:
prval ArraySome (pfl, pf2) = pf
The rest of the syntax in Figure 10 should then be easily accessible.

The last example we present is in Figure 11, where a recursive view constructor slseg is de-
clared. Note that we write (75, ..., 7,,)@QL for a sequence of views: T,@Q(L +0),...,7,Q(L+n).

Given a type T, an integer I, and two addresses L, and Lo, slseg(7, I, Ly, Ls) is a view for a
singly-linked list segment pictured as follows:

L — eltl/ eltZ/J eltn
o] o ol

such that
e each element of the segment is of type 7', and
e the length of the segment is n, and
e the segment starts at L; and ends at L.

There are two view proof constructors SlsegNone and SlsegSome associated with slseg. A singly-
linked list is just a special case of singly-linked list segment that ends at the null address. Therefore,
sllist(7", I, L) is a view for a singly-linked list pictured as follows:

v,3

1Though the notion of recursive stateful view is not presentin A;:- , it should be understood that this notion can

be readily incorporated.
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fun arrayMap {al: type, a2: type, n: int, I: addr | n >= 0}
(pf: arrayView (al, n, 1) | A: ptr I, n: Int n, f: al -> a2)
>(arrayView (a2, n, 1) | unit) =
if n> 0 then
let
prval ArraySome (pfl, pf2) = pf
val “(pfl” | v) = read (pfl | A)
val > (pfl”” | ) = write (pfl” | A, T Vv)
val " (pf2” | ) = arrayMap (pf2 | A+ 1, n -1, )
in
>(ArraySome (pfl””, pf2°) | “0O)
end
else
let prval ArrayNone = pf in “(ArrayNone | *()) end

Figure 10: An implementation of in-place array map function

dataview slseg (type, int, addr, addr) =
| {a:type, l:addr} SlsegNone (a, O, I, )
| {a:type, n:int, first, next, last | n >= 0, first <> null}
// “First <> null” 1s added so that nullity test can
// be used to check whether a list segment is empty.
SlsegSome (a, n+l, first, last) of
((a, ptr next) @ first, slseg (a, n, next, last))

viewdef sllist (a, n, 1) = slseg (a, n, I, null)

Figure 11: A dataview for singly linked list segments

L — eltl/ elt2 /’/ eltn
o] o

such that each element in it is of type 7" and its length is 7. A in-place reversal function on linked-
lists can be found in (Xi et al., 2004).

5 Redated Work and Conclusion

The issue of memory safety is of great importance in programming, and we have seen a large body
of research (e.g. (Wadler, 1990; Chirimar et al., 1996; Turner and Wadler, 1999; Kobayashi, 1999;
Igarashi and Kobayashi, 2000; Hofmann, 2000)) applying type theory based on linear logic (Gi-
rard, 1987) to memory management. Noticeably, the work in (Petersen et al., 2003) that attempts
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to give an account for data layout based on ordered linear logic (Polakow and Pfenning, 1999) is
closely related to A, in the aspect that memory allocation and data initialization are allowed to
be separated completely, though it is yet to see how recursive data structures such as arrays and
linked lists can be properly handled with ordered linear logic. On the other hand, these data struc-
tures can be readily dealt with through recursive stateful views. However, we are currently unable
to characterize in precise terms the expressiveness of recursive stateful views in modeling memory
layouts.

Along a related but different line of research, separation logic (Reynolds, 2002) has recently
been introduced as an extension to Hoare logic in support of reasoning on mutable data struc-
tures. The effectiveness of separation logic in establishing program correctness is convincingly
demonstrated in various nontrivial examples (e.g., singly-linked lists and doubly-linked lists). In a
(rather) broad sense, A\Z;fw can be viewed as a novel attempt to combine type theory with (a form
of) separation logic. In particular, the treatment of functions as first-class values is a significant
part of A2 which is not addressed in separation logic.

There have been a large number of research activities on verifying program safety properties by
tracking state changes. For instance, Cyclone (Jim et al., 2001) allows the programmer to specify
safe stack and region memory allocation; both CQual (Foster et al., 2002) and Vault (Fahndrich
and Deline, 2002) support some form of resource usage protocol verification; ESC (Detlefs, 1996)
enables the programmer to state various kinds of program invariants and then employs theorem
proving to prove them; in addition, CCured (Necula et al., 2002) uses program analysis to show
the safety of mostly unannotated C programs. In this paper, we are primarily interested in providing
a framework based on type theory to reason about program states. This aspect is also shared in the
research on an effective theory of type refinements (Mandelbaum et al., 2003), where the aim is
to develop a general theory of type refinements for reasoning about program states. However, the
notion of viewtype seems to have no direct counterparts there.
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