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Abstract. The potential of linear logic in facilitating reasoning on re-
source usage has long been recognized. However, convincing uses of lin-
ear types in practical programming are still rather rare. In this paper,
we present a general design to effectively support practical program-
ming with linear types. In particular, we introduce and then formalize a
modality, which we refer to as the sharing modality, in support of shar-
ing of linear resources (with no use of locks). We develop the underlying
type theory for the sharing modality and establish its soundness based
on a notion of types with effects. We also point out an intimate relation
between this modality and the issue of code reentrancy. In addition, we
present realistic examples to illustrate the use of sharing modality, which
are verified in the programming language ATS and thus provide a solid
proof of concept.

1 Introduction

Although linear logic arose historically from domain theory [6], its potential
in facilitating reasoning on resource usage has been recognized since the very
beginning of its invention. For instance, Asperti showed an interesting way to
describe Petri nets [1] in terms of linear logic formulas. In type theory, we have
so far seen a large body of research on using linear types to facilitate memory
management (e.g. [16,4,15,10,8,7,17]).

When programming with linear resources, we often need to thread these
resources through functions. Suppose that we have a linear array A of type
larray(7T'), where T is the type for the elements stored in A. In order to use
linear arrays, we need the following access functions:

lsub : larray(7T) ® int — larray(T) ® T'
lupdate : larray(T) ® int ® T — larray(7T) ® 1

where we use ® for linear conjunction and 1 for the unit type. Intuitively, the
subscripting function on a linear array A needs to take A and an index ¢ and then
return both A and the content stored in the cell indexed by i (so that A is still
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available for subsequent uses). The same holds for the update function lupdate
as well. With linearity, it can be guaranteed that there is exactly one access path
for each linear resource so that the state of the resource can be soundly reasoned
about (e.g. linear arrays can be safely freed). However, the need for threading
linear resources can often be burdensome or even impractical (in cases where a
large number of resources are involved).

The subscripting function on a sharable array* as is supported in languages
such as ML takes the array and an index and then returns only the content
stored in the cell indexed by <. Intuitively, a sharable array is just a linear array
that can be shared (in some restricted manner if necessary). However, we find
it highly challenging to properly explain in a type theory how a sharable array
can be implemented on top of a linear array. In most safe languages, arrays are
treated as an abstract data structure. For instance, there is an abstract type
constructor array in ML that takes a type T to form the type array(T) for
sharable arrays in which the stored elements are of type T, and the following
functions are provided for creating (and initializing as well), subscripting and
updating arrays, respectively:

array : int*7T — array(T)
sub : array(7)*int — T
update : array(T)xint+7T — 1

However, the type constructor array cannot be defined in ML and the functions
array,sub and update have to be implemented in other (unsafe) languages
such as C or assembly and then assumed to possess the types assigned to them.
Though simple and workable, this approach to supporting arrays in safe lan-
guages is evidently uninspiring and unsatisfactory when type theory is of the
concern. Also, this approach makes it difficult, if not entirely impossible, to di-
rectly manipulate memory at low level, which is often indispensable in systems
programming.

We can also see the need for sharable data structures from a different angle.
As a crude approximation, let us assume that the memory allocation/deallocation
functions malloc and free are assigned the following types:

malloc : int — larray(top) free : larray(top) — 1

where we use top for the top type, that is, every type is a subtype of top.
Clearly, this type assignment for malloc and free relies on the assumption that
the free list® used in implementing these functions is shared. Otherwise, malloc
and free need to be assigned the following types:

malloc : freelist ® int — freelist ® larray(top)
free : freelist ® larray(top) — freelist ® 1

where we use freelist as a type for the (linear) free list. This simply means
that the free list must be threaded through every client program that makes use

4 Note that a sharable array is a mutable data structure and it should not be confused
with a functional array (e.g. based on a Braun tree).

5 A free list is a data structure commonly used in implementing malloc and free for
the purpose of maintaining a list of available memory blocks.



of either malloc or free, which makes it rather impractical to construct critical
system libraries such as memory allocator in this manner.

Ideally, resources should be manipulated at low-level where linear types are
used to reason about resource usage. While, in order to be practical, it is desirable
to make linear resources sharable at some point as shown by the above motivating
examples. Apparently, a naive treatment which simply turns linear resources to
nonlinear ones without any restrictions does not work. If unrestricted access
to shared resources were allowed, the presence of alias could easily break type
soundness.

In this paper, we develop a type system where linear types are available for
safe programming with resources. In order to support safe resource sharing, we
introduce a modality that intuitively means a shared resource of some linear type
can be borrowed only if it is guaranteed that another resource of the same linear
type is to be returned. The primary contribution of the paper lies in the iden-
tification and then the formalization of this modality through a notion of types
with effects [9], where some interesting as well as challenging technical issues
are addressed. As an application, we demonstrate that various features for safe
memory manipulation at low level (including memory allocation/initialization
and pointer arithmetic) can be effectively supported in the type system we de-
velop. We show, for example, safe implementations of sharable arrays based on
primitive memory operations, and we believe that such implementations are done
(as far as we know) for the first time in a programming language. In addition, we
also point out an intimate relation between this modality and the issue of code
reentrancy, providing a formal account for code reentrancy as well as a means
that can prevent non-reentrant functions like malloc and free from being called
reentrantly (e.g., in threads).

The type system we ultimately develop involves a long line of research on de-
pendent types [21, 18], linear types [22], programming with theorem proving [3],
and type theory for resource sharing. To facilitate understanding, we give a de-
tailed presentation of a simple but rather abstract type system that supports
resource sharing, and then outline extensions of this simple type system with
advanced types and programming features. The interesting and realistic exam-
ples we show all involve dependent types and possibly polymorphic types. In
addition, they all rely on the feature of programming with theorem proving.

We organize the rest of the paper as follows. In Section 2, we present a lan-
guage Ly with a simple linear type system, setting up some machinery for further
development. We extend L to £ with a modality in Section 3 to address the
issue of resource sharing in programming. Furthermore, we extend £ to Eé’a in
Section 4 by incorporating universally as well as existentially quantified types,
preparing to support direct memory manipulation at low level. In Section 5, we
demonstrate through several interesting and realistic examples that the devel-
oped type theory can be effectively put into practice. In Section 6, we discuss how
the code reentrancy problem is addressed in the presence of concurrency. Lastly,
we mention some related work and conclude. In addition, we list the complete
typing rules and more code examples in the appendix to facilitate assessment.



types T = 4§ ‘ Ty %15 | VT —; VT |

viewtypes VT uw= §|T| V1@ VITy| VTy —; Vs

expressions e = cler,...,en) | r|af |if(e1,e2,e3) | fst(e) |
snd(e) | (e1,e2) | lam z.e | e1(e2) | fix f.v |
let (z1,z2) = e1 in ez end

values v = cc(@)|r|z| (vi,v2)|lamz.e

intuitionistic. exp. ctx. I = 0| @zf:

linear. exp. ctx. A = 0|Az:VT

Fig. 1. The syntax of Lo

2 The Starting Point: £

We first present a language Ly with a simple linear type system, using it as
a starting point to set up some machinery for further development. We do not
address the issue of resource sharing in £y, which is to be done at the next stage.
The syntax of the language Ly is given in Figure 1.

We use c for constants, which include both constant functions ¢f and constant
constructors cc, and r for resources. Note that we treat the resources in L
abstractly. For instance, when dealing with memory manipulation at low level,
we introduce resources of the form v@L, where v and L range over values and
memory addresses (represented as natural numbers), respectively. Intuitively,
v@L means that the value v is stored at the address L. For a simple and clean
presentation, we assume in this paper that values are properly boxed and can
thus be stored in one memory unit. In practice, we can and do handle unboxed
values without much complication.

We use T and VT for types and viewtypes, respectively, and 6 and &' for
base types and base viewtypes respectively, where the superscript ¢ means in-
tuitionistic while [ means linear. For instance, bool and int are base types for
booleans and integers while int@L is a base viewtype for the resource vQL given
v is of type int.

Note that a type is always considered a viewtype. At this point, we emphasize
that —; should not be confused with the linear implication —o in linear logic.
Given V11 —; VTs, the viewtype constructor —; simply indicates that V1 —;
VT, itself is a viewtype. The meaning of various forms of types and viewtypes is
to be made clear and precise when the rules are presented for assigning viewtypes
to expressions in Lg.

We assume the existence of a signature SIG that assigns each resource r a
base viewtype §' and each constant ¢ a constant type (c-type, for short) of the
form (VTy,..., VT,) = VT (VT must be either 6° or §' if ¢ is a constructor),
where n is the arity of c. For instance, the truth values true and false are assigned
the c-type () = bool.

The expressions e and values v in Ly are mostly standard. We use x for lam-
variables and f for fix-variables, where the former is a value but the latter is not,



and write zf for either x or f. We may write T for a (possibly empty) sequence
of values.

We use R for finite multisets of resources. Given Ry and Rs, we write R W Ro
for the multiset union of Ry and Ry. Given an expression e, we use p(e) for the
multiset of resources contained in e, which is defined as follows:

plefersren)) = pler)®...w plen) or) = {r}
plx) = p(if(e1,e2,e3)) = p(e1) W p(e2)
p(let (x1,22) =e1 inez end) = p(e1) W p(e2) p(lam z.e) = p(e)
pler(e2)) = pler) W p(e2) =

In the case where e = if(ey, eq,e3), the type system of Ly is to enforce that
p(ea) = p(es) if e can be assigned a viewtype, and this is the reason for defining
p(if(e1, e2,e3)) as p(er) W p(ea).

We emphasize that resources are not necessarily preserved under evaluation.
It is possible for an expression containing resources to be assigned a type or
an expression containing no resources to be assigned a viewtype. For instance,
suppose that alloc is a constant function that takes a natural number as its
argument and returns some resources. Then the expression alloc(1) contains no
resources but it cannot be assigned a type (as the evaluation of alloc(1) returns
a value containing a resource v@QL for some value v and address L).

It is clear that we cannot combine resources arbitrarily. For instance, it is
impossible to have resources v1@QL and vo,@L, simultaneously. We define ST as
a collection of finite multisets of resources and assume that ) € ST and ST is
closed under subset relation, that is, for any R; and Ro, Ry € ST if R, € ST
and Ry C R;, where C is the subset relation on multisets. We say that R is
a valid multiset of resources if R € ST holds. Note that the definition of ST
is considered abstract, which is not specific to the language. For instance, if
the type system is used for reasoning about memory manipulation, ST can be
defined as the collection of all valid memory states.

Dynamic Semantics The definition of evaluation contexts E in Ly is given as
follows:

E =1 |ce(vi,...,vi—1,E,€i41,...,en) | if(E, e1,e2)

| (Ese) | (v, E) |
fst(E) | snd(E) | let (z1,22) = Eineend | E(e) | v

(E)

We are to use evaluation contexts to define the (call-by-value) dynamic semantics
of Ly. There are two forms of redexes in Ly: pure redexes and ad hoc redexes.
The pure redexes and their reducts are defined as follows:

— if(true, e1,e2) is a pure redex, and its reduct is e;.

— if(false, e1, e2) is a pure redex, and its reduct is ea.

— let (xz1,x2) = (v1,v2) in e end is a pure redex, and its reduct is e[z1,z2 — v1,v2].

— fst((v1,v2)) is a pure redex, and its reduct is v1.

— snd((v1,v2)) is a pure redex, and its reduct is va.

— (lam z.e)(v) is a pure redex, and its reduct is e[z — v].

— fix f.v is a pure redex, and its reduct is v[f — fix f.v].

Evaluating calls to constant functions is of particular importance in Lj as it
may involve resource generation and consumption. Assume that cf is a con-
stant function of arity n. The expression cf(v1,...,v,) is an ad hoc redex if



¢f is defined at vq,...,v,, and any value v of ¢f(v1,...,v,) is a reduct of
¢f(v1,...,vy,). For instance, alloc is a function that takes a natural number
n to return a pointer to some address L associated with a tuple of resources
(vV@QL, 1 QL+ 1,...,v,_1@QL + n — 1) for some values vy, vy, ...,v,_1, that is,
alloc(n) reduces to a pointer that points to n consecutive memory units contain-
ing some unspecified values.

Definition 1. Given expressions e; and ez, we write e; — es if p(ey) € ST
holds, e; = Ele] and es = E[e'] for some evaluation context E and expressions
e, €’ such that e is a redex, €' is a reduct of e and p(Ele']) € ST holds.

As usual, we use —* for the reflexive and transitive closure of <. We say that
e reduces to e’ purely if the redex being reduced is pure. A type system is to
be developed to guarantee that resources are preserved under pure reduction,
that is, p(e) = p(e’) whenever e reduces to €’ purely. However, resources may
be generated as well as consumed when ad hoc reduction occurs. Suppose that
e1 = Elalloc(1)] and v@QL occurs in E. Though (v@L, L) is a reduct of alloc,
we cannot allow e; — E[(v@QL, L)] as the resource v@QL occurs repeatedly in
E[(v@QL, L)]. This is precisely the reason that we require p(e2) € ST whenever
e1 < es holds.

Static Semantics An intuitionistic expression context I' can be treated as
a finite mapping that maps zf to T for each declaration zf : T in I', and
we use dom(I") for the domain of I'. A linear expression context A can be
treated in the same manner. Given an intuitionistic expression context I" and
a linear expression context A such that dom(I") N dom(A) = (), we can form
an expression context (I'; A). Clearly, we can also treat expression contexts as
finite mappings. Given I and A, we use (I'; A),x : VT for either (I'; A,z : VT)
or (I : VT; A) (if VT is actually a type).

We use I'; A e @ VT for a judgment stating that the viewtype VT can
be assigned to e under (I'; A). The rules for assigning viewtypes to expressions
in Ly are largely standard thus omitted. We provide some explanation for the
following two:

IiAz: Vi ke: VT I'i0,z: VIhkbe: VTy p(e) =0

ty-—-int ty-—;-intr
T A lam oo VI, =, v, (y-iintr) T lama e VI = v, &7 )

Given two viewtypes VT and VT1y, VI —; VT is aviewtype and VI, —; VT,
is a type. The rules (ty-—-intr) and (ty-—;-intr) assign a viewtype and type
to a function, respectively; the function can use its argument many times if
VT, is a type or exactly once if VT is viewtype. Intuitively, when the rule
(ty-—-intr) is applied, the body of the involved function must contain no
resources as the function is a value to which a type (not just a viewtype) is
assigned.

Soundness As usual, the soundness of the type system of Ly rests on the
following two theorems. The detailed proof can be found in [13].

Theorem 1 (Subject Reduction). Assume that 0;0 = e : VT is derivable,
p(e) € ST and e — €'. Then O;0 €' : VT is also derivable and p(e') € ST.



Theorem 2 (Progress). Assume that 0; (0 e : VT is derivable and p(e) € ST.
Then either e is a value or e — €' holds for some expression €’.

3 Supporting Resource Sharing: £

The need for resource sharing occurs immediately in practice. As mentioned in
Section 1, we must employ some form of resource sharing when implementing
sharable data structures. We introduce a form of modality O, which we refer
to as sharing modality, to support resource sharing. We first give some intuitive
but rather informal explanation about the expected use of (. Given a value v
of viewtype VT, we can imagine that a box is created to store the value v. We
use h for the handle of the box, which is assigned the type VT and can thus
be duplicated. The unary type constructor [, which takes a viewtype to form a
type, imposes the following requirement on a program that attempts to access
the value stored in the box through the handle h of a box: the program can take
out the value in the box and manipulate it freely as long as it guarantees to
return to the box a (possibly different) value of the same viewtype at the end of
its evaluation.

With the sharing modality, there is an interesting but troubling problem of
double borrow that must be properly addressed. Suppose that we are at a point
where the value stored in a box has already been borrowed out but no value
has been returned to the box yet. At this point, if there is another request to
borrow from the box, then a scenario of double borrow occurs, which makes the
following misbehaved program possible:

let Ory =z in  (x let O is the syntax to borrow resource from a boxed value *)
let Oro =z in
. free(r1)... in ...access(r2) end end end

where the resource boxed in z is double borrowed and bound to r; and rs, thus,
both referring exactly the same resource. Furthermore, the program subsequently
frees 1 before accessing rs, which is clearly a safety violation.

In order to establish the soundness of a type system accommodating the shar-
ing modality, we must prevent double borrow from ever happening. We achieve
this by employing a notion of types with effects [9]. Specifically, we decorate the
viewtype constructor —; with a bit b ranging over 0 and 1. Given a function
of viewtype VT 2, VTy, the evaluation of a call to this function is guaranteed
to borrow no values from any boxes if b = 0. Otherwise, it may borrow values
from some boxes. We decorate the type constructor —; with a bit in precisely
the same manner.

The language Ly is extended to £ with some additional syntax in Figure 2.
We use h for handles (of boxes) and assume that there exist infinitely many of
them that can be generated freshly. Given an expression let Oz = e; in e; end,
we expect that e; evaluates to a handle h, and then x is bound to the value stored
in the box with the handle h and ey evaluates to a pair (v, vs), and then vy is
inserted into the box and vy is the value of the expression let (x = e; in e; end.



types |OVT| VT, %, VT | VT %, VT
expressions ...|h|0e|let Oz =e; in ez end
values | h

eval. ctx. | OFE | let Oz = E in e end

Fig. 2. The additional syntax for £

We are to use the type system of £ to guarantee that the evaluation of es does
not borrow values from any boxes.

We use M for stores, which are finite mappings from handles to values or a
special symbol e. Given a store M and a handle h in the domain dom(M) of
M, we say that M is available at h if and only if M(h) = v for some value v.
We say that M is full if M is available at each h € dom(M). In the following
presentation, we only deal with stores that are either full or not available at
only one handle. We use M[h +— v] for the mapping that extends M with an
extra link from h to v, where h ¢ dom(M) is assumed. In addition, we use
M[h := v*] for the mapping M’ such that M’(h) = v* and M’'(h') = M(R') for
each b/ € dom(M) = dom(M’) that is not h, where v* ranges over values and
the special symbol . We say that M’ extends M if M'(h) = M(h) for each
h € dom(M) C dom(M’).

We extend the definition of p to deal with the new syntax: p(h) = 0, p(Oe)
ple), p(let Oxr = e in e; end) = pler) W p(es), p(e) = @ and p(M)
Lﬂiaedom(M)p(M(h))'

We use é for intermediate expressions, which are either closed expressions
e or triples of the form (F, h,e), where F, h,e range over evaluation contexts,
handles and closed expressions, respectively. We define p(é) to be p(e) if é = e
or p(Ele]) if é = (E, h,e). In Lg, the evaluation relation < is defined on pairs
of the form (M, é).

We say that M matches é if either é = e for some e and M is full or
é = (E, h,e) for some E, h,e and M is not available only at h.

=

Definition 2. (Reduction in Lo) We say that (M, é) reduces to (M',é') if
(M, €) — (M, &), which is defined as follows:

— If e reduces to €' and p(M) W p(e’) € ST, then (M, e) — (M,e).
— If e reduces to € and p(M) W p(E[e’]) € ST, then (M, (E, h,e)) — (M,(E, h,¢e')).
— If h ¢ dom(M), then (M, E[[]) — (M[h +— v], E[R]).
If M(h) = v, then (M, Elet Oz = h in e end]) — (M[h := o], (E, h, e[z — v])).
— If M(h) = e, then (M, (E, h, (v1,v2))) — (M[h := v1], E[vz]).

It is clear that an intermediate expression of the form (E, h, e[z + v]) is gener-
ated when we evaluate (M, Ellet Oz = h in e end]), where v is the value stored
in the box with the handle h; we are disallowed to borrow values from any boxes
when evaluating e[z — v]; the expression e[z — 0] is expected to evaluate to a
pair (v1, v2), allowing v; to be inserted into the box with the handle h and the
evaluation of (M[h := v1], E[vs]) to start.



It may be argued that the restriction is too severe that disallows borrowing
values from any boxes during the evaluation of (E, h, e[x — v]) as it clearly suf-
fices to only disallow borrowing values from the box with the handle h. However,
it is highly nontrivial to use the type of an expression to indicate from which
boxes values can or cannot be borrowed during the evaluation of the expression.
Also, it is unclear whether there are strong practical reasons to do so. For in-
stance, we can always extract values from two shared resources in sequence (and
manipulate the values thereafter) instead of accessing them at the same time.
In essence, the shared resources constructed through the modality can be used
exactly the same way as ones available in ML such as references and arrays.

Static Semantics We use p for store types, which are finite mappings from
handles to viewtypes. Also, we write u[h — V7] for the mapping that extends
p with an extra link from h to VT, where h ¢ dom(p) is assumed. We say that
p' extends p if p'(h) = p(h) for each h € dom(u) C dom(p').

We use I'; A I—Z e : VT for judgments assigning viewtypes to expressions,
where the bit b ranges over 0 and 1. Given two bits by and by, the bit by & bs is
0 if and only if by = by = 0. In other words, @ is the OR function on bits. The
rule of most interest is

FA1ED e :OVT TiAg,a: VI ) ea: VI @ VT,

n (ty-0O-elim)
;AW Ay Fu let Ox = e; inezx end : VTy

where the second premise states that ex must be borrow-free (with the bit 0)
while the final judgement is with bit 1, indicating some resource is borrowed.
The complete rules for assigning viewtypes to expressions in L are omitted for
brevity. We write - M : p to mean that for each h € dom(M) = dom(u),
cither M(h) = e or 0;0 ), M(h) : p(h) is derivable.

Soundness As usual, the soundness of £ rests on the following theorems. The
detailed proof can be found in [13].

Theorem 3 (Subject Reduction). Assume that= M : p holds and -5, é : VT
is derivable. If (M, é) — (M’ &), then there exists p' extending p such that
FM o, p(M) W p(é) € ST and I—Z, é' . VT is derivable for some b’ < b.

Theorem 4 (Progress). Assume that = M : u holds, M matches é, p(M) ¥
p(é) € ST and +-5, é : VT is derivable. Then (M, é) — (M’ &) for some M’
and €.

4 Extensions

While the basic design for supporting safe resource sharing in programming is
already demonstrated in £, it is nonetheless difficult to truly reap the benefits
of this design given that the type system of £ is simply too limited. We need two
extensions when presenting some interesting and realistic examples in Section 5.



sorts o = bool | int | addr | type | viewtype
types Tu=...la|BD>T|Va:0.T|BAT|3a:0.T
viewtypes VT u=...|a|BD VT|Va:0. VT|BAVT|3a:0. VT
expressions e :=...|DFt(w) | D7 (e) | VI (v) |V (e) |

A(e) | let A (x) =e;1 ineg end | J(e) | let I(z) = e1 in ez end
values va=...|DFW) | Vtu | A(v) | 3(v)

Fig. 3. The additional syntax of LE’H

We first extend £ to EVD’H by incorporating universally as well as existentially
quantified viewtypes, which include both polymorphic viewtypes and dependent
viewtypes. The extra syntax of Eé’a (over that of £g) is given in Figure 3.
Following the work on the framework Applied Type System (AZS) [19, 20], this
extension is largely standard.

In order to effectively deal with memory manipulation at low level, we also
need to support a paradigm that combines programming with theorem proving.
We introduce a language Eé’?p s (detailed syntax are omitted for brevity) by ex-

tending EVD’E with a component in which only pure and total programs can be
constructed, and this component is referred to as the theorem-proving compo-
nent of Cé’?p ;- Proofs (pure and total dynamic terms) can be constructed in the
theorem—pfoving component to attest various properties of programs (effectful
and nonterminating dynamic terms). Due to the space constraint, we cannot give
a detailed account of this paradigm in this paper. Instead, we refer the interested
reader to [3] for theoretical details and practical examples. Note that the proofs
in Eé’?p s are only needed for type-checking purpose and they are completely
erased before run-time execution.

5 Examples

In this section, we present several examples taken from the programming lan-
guage ATS [20] to give the reader some concrete feel as to how the developed type
theory for resource sharing can be put into practice. All examples are presented
in the concrete syntacx of ATS, which is inspired by the syntax of Standard
ML [11]. A (partial) type inference process [2] is used to elaborate programs
written in the concrete syntax into the formal syntax of L\é’?p ;-

We assume the existence of primitive memory access functions ptr_get and
ptr_set of the following types:

ptr_get : V7.VA (7QA, ptr(\)) = (tQN) ® T
ptr_set @ V.V (top@), ptr(\),7) = (1QN\) ® 1

where we use 7 and A for bounded static variables of sorts type and addr, respec-
tively, and top for the type such that every type is a subtype of top. Basically,
ptr_get reads through a pointer and ptr_set writes through a pointer. Given



fun ref_make {a:type} (x: a): ref a = let
val (pf | p) = alloc (1) // pf: array_v (top, 1, 1) and p: ptr 1
// The pattern matching is verified to be exhaustive
prval ArraySome (pfl, ArrayNone ()) = pf // pfl: top @ 1
val (pfi | OO) = ptr_set (pfl | p, x) // pfi: a @1l
in (vbox pfl | p) end

fun ref_get {a:type} (r: ref a): a = let
val (h | p) = r // h: vbox(a @ 1) for some 1
prval vbox pf = h // (pf : a @l) is borrowed
in ptr_get (pf | p) end

fun ref_set {a:type} (r: ref a, x: a): void = let
val (h | p) = r // h: vbox(a @ 1) for some 1
prval vbox pf = h // (pf: a @ 1) is borrowed
in ptr_set {a} (pf | p, x) end

Fig. 4. An implementation of references

T and L, ptr_get takes a proof of TQL and a pointer to L and it returns a
proof of T@QL and a value of type T. So a linear proof of T@QL threads through
ptr_get. On the other hand, given T" and L, ptr_set takes a proof of top@QL,
a value of type T and a pointer to L and it returns a proof of T@QL and the
unit. So a proof of top@L is consumed and then a proof of TQL is generated
by ptr_set.

In order to model more sophisticated memory layouts, we need to form
recursive views. For instance, we may declare a (dependent) view construc-
tor array-v: Given a type T, an integer I and an address L, array-v(T,I,L)
forms a view stating that there are I values of type T stored at consecutive ad-
dresses L,L+1,..., L+ I —1. There are two proof constructors ArrayNone and
ArraySome associated with array_v, which are formally assigned the following
c-types:

ArrayNone : VANT.() = array-v(t,0, \)
ArraySome : VANTNLL > 0 D (7@QN, array_v(T, t, A\ + 1)) = array_-v(r,t + 1, \)

Intuitively, ArrayNone is a proof of array_v(T,0, L) for any type T and address
L, and ArraySome(vy,vs) is a proof of array_v(T,1+41, L) for any type T, integer
I and address L if v; and vq are proofs of views TQL and array_v(T,I,L + 1),
respectively.

References In Figure 4, we give an implementation of references (as commonly
supported in ML) in ATS. The symbol | in the code is a separator (just like a
comma), which separates proofs from values (so as to make the code easier to
read).

Given a type T, we use ref(T") for the type of references to values of type T,
which is formally defined as IA.0(TQN) % ptr()). Therefore, a reference is just
a pointer to some address L paired with the handle of a box containing a proof
stating that a value of type T is stored at L. The three implemented functions



in Figure 4 are given the following types, respectively:

ref-make : V7.7 O, ref(r) refget : V7. ref(t) L7 refset : Vr.ref(r)xT L, 1
We use the keyword prval to introduce bindings on proof variables. As such
bindings are to be erased before run-time, ATS automatically verifies that the
pattern matching involved is exhaustive.

Clearly, ref_get and ref_set are operationally equivalent (after types and proofs
are erased) to ptr_get and ptr_set, respectively, which is expected. What we
find a bit surprising is that a feature as simple and common as references can
involve so much type theory (on universal and existential types, linear types,
sharing modality, programming with theorem proving, etc.).

Sharable Arrays We give an implementation of sharable arrays in ATS. The
following two functions:

array_init : V7.Ve.VA. ¢ > 0 D (array_v(top, ¢, \) * ptr(\) * 7 L, array_v(r, ¢, \) * 1)
array-get : V7.Vi1.Via VA. 0 < 2 A2 <11 D
(array-v(t, 11, A) * ptr()\) * int(12) L array-v(r, 1, ) * T)

are needed in the implementation. However, the code for implementing them is
omitted here for brevity.

The sharable array can be implemented similarly. Given a type T', we define
SArray(T) as

AT ¢ > 0A (O(int()Q(A — 1) ® arrayv(T, ¢, \)) * ptr(N))

That is, we represent a sharable array as a pointer to some address L associated
with a box of two proofs showing that a natural number [ is stored at L —1 and
an array of size I starts at L, where vy,...,v; are values stored in the array.
The following functions are implemented for array creation and subscription:

SArray make : V7. Nat*7 %; SArray(r) SArray get : V7. SArray(r)*Int L; 1

where Nat and Int are defined as 3i. ¢ > 0 Aint(¢) and 3e. int(s), respectively.
For brevity, the actual implementation is omitted.

Similarly, back to our motivating examples in Section 1, the malloc and free
functions can now be given the ideal types (no free list threaded through) with
the help of the sharing modality. The free list, as a linear resource, will be internal
to malloc and free in which complex memory manipulations can be reasoned and
ensured to be safe by linear types. While, the free list is completely hidden from
the client point of view so that both malloc and free can be readily used in
practical programming.

6 Code Reentrancy

While we have so far only studied the sharing modality [J in sequential pro-
gramming, a major intended use of the modality is actually in multi-threaded



programming. We attempt to give an intuitive but rather informal explanation
on this issue as a formalized account for multi-threaded programming is simply
beyond the scope of the paper. We refer the interested readers to [14] for a the-
oretical development and practical examples of multi-threaded programming in
ATS.

As mentioned earlier, the sharing modality [J is unable to support safe re-
source sharing in concurrent programming. The main reason is that a thread
evaluating an expression of the form let Oz = h in e end may be suspended at
a time when the box with the handle h is empty, and meanwhile another thread
may attempt to borrow from the box and thus result in a case of double borrow.
In other words, code of the form let (Jx = h in e end is in general unsafe to be
executed in a thread. However, if e can be evaluated atomically, that is, without
the possibility of suspension during the evaluation of e, then it is safe to execute
code of the form let Oz = h in e end as the problem of double borrow can no
longer occur. We give some common cases where this can happen.

— If e can be compiled into a single atomic instruction, then the evaluation of
e is guaranteed to be atomic. For instance, in the example on implementing
references, the body of ref_get (ref_set) may be compiled into a single atomic
read (write) instruction on memory. If this is true, then ref_get (ref_set) can
be safely used in threads.

— Some hardware support (e.g., disabling interrupts) can be employed to ensure
that the evaluation of e is atomic. For instance, the function kmalloc in Linux
(for allocating memory in kernel space) is often implemented to be reentrant
by disabling interrupts (on a single core machine) during its execution.

— A thread may use signals to put all other threads into sleep before executing
non-reentrant code and then wakes them up after the execution. For instance,
a thread that does garbage collection often makes use of this strategy.

Let us now introduce a half bit .5 for decorating typing judgments. Note that
b1 @ bs is defined as maz(by, b2). In addition to the previously presented typing
rules, we also add the following one

X B; (I Ay) FZ e; : VT,
¥, B;(I'n; Ag,x 2 VTy) )—2] ez : VI ® VTy

— (ty-U-elim-atom)
Xy B; (I'; A1 W Ag) Ff@b let Oz = e; in atm(ez) end : VT

where atm(e) indicates that e is an expression that must be evaluated atomically
(possibly with some unspecified hardware/software support). We name this rule
(ty-0O-elim-atom). Suppose that (; 0; (9; 0) i—Z e is derivable. Then we expect
e to be reentrant if b < 1 and non-reentrant if b = 1. So for a function of
type VT 2, VTy or VTi &; VT, the function is reentrant if b < 1 and non-
reentrant if b = 1. If thread creation only accepts functions of the viewtype
1 2,1 for some b < 1, then non-reentrant functions are prevented from being
called within threads.



7 Related Work and Conclusion

A fundamental issue in programming is on program verification, that is, verifying
(in an effective manner) whether a program meets its specification. In general,
existing approaches to program verification can be classified into two categories.
In one category, the underlying theme is to develop a proof theory based on
Hoare logic (or its invariants) for reasoning about imperative stateful programs.
In the other category, the focus is on developing a type theory that allows the
use of types in capturing program properties.

In [22], we outlined a type system ATS/SV, which is rather similar to Eé’?p y
minus the sharing modality. ATS/SV is effective in supporting memory manip-
ulation through pointers, and a variety of mutable data structures (e.g., linked
lists, splay trees, etc.) are implemented in ATS/SV. However, resource sharing
cannot be properly dealt with in ATS/SV, causing serious difficulties in practice.
The sharing modality [J is introduced precisely for the purpose of addressing this
limitation in ATS/SV.

The sharing modality in our approach bears certain resemblance to the no-
tions of focus/adoption [5] and freeze/thaw [12] respectively in the literature.
However, there is some fundamental difference lying in between. In Vault [5],
the sharing (of an adoptee) enabled by an adoption is temporary (within the
scope of the adopter). As a consequence, this design choice makes it difficult to
support general sharing such as ML references, which can be arbitrarily aliased
and passed around without any constraints. We can readily give some intuitive
account of adoption/focus in our framework. Given two linear resources r; and
r9, adopting r1 by ro corresponds to forming a combined resource 15 = 11 ® 79
and focussing can be encoded as applying the prop r5 —; (r1 ® (r1 — 14))
to obtain/restore 71 back and forth from/to rj. In L3 [12], to prevent forming
re-thawing a sharable object (similar to double borrow in our context), a no-
tion named thaw token (which is linear) is adopted to keep track all the thawed
objects. Although more flexible in theory, each thaw token must be threaded
through every function that uses shared objects and the practicality of such an
approach is yet to be shown.

In summary, we give a design in this paper to effectively promote the use
of linear types in reasoning about resource usage in practical programming.
We formalize this design in a type system where a modality is introduced to
support safe resource sharing. In particular, we make use of a notion of types
with effects [9] in overcoming the problem of double borrow. We also show some
interesting and realistic programming examples including implementations of
references and sharable arrays, which are all verified in ATS [20].
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