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Abstract. Theneedfor directmemorymanipulationthroughpointersisessential
in many applications.However, it is alsocommonlyunderstoodthat theuse(or
probablymisuse)of pointersis oftena rich sourceof programerrors.Therefore,
approachesthatcaneffectively enforcesafeuseof pointersin programmingare
highly soughtafter. ATS is aprogramminglanguagewith atypesystemrootedin
a recentlydevelopedframework AppliedTypeSystem, anda novel anddesirable
featurein ATS lies in its supportfor safeprogrammingwith pointersthrougha
novel notion of statefulviews. In particular, even pointerarithmeticis allowed
in ATS andguaranteedto besafeby the typesystemof ATS. In this paper, we
give an overview of this featurein ATS, presentingsomeinterestingexamples
basedon a prototypeimplementationof ATS to demonstratethepracticalityof
safeprogrammingwith pointerthroughstatefulviews.

1 Intr oduction

Theveri�cation of programcorrectnesswith respectto speci�cationis a highly signif-
icantproblemthat is ever presentin programming.Therehave beenmany approaches
developedto addressthisfundamentalproblem(e.g.,Floyd-Hoarelogic [Hoa69,AO91],
modelchecking[EGP99]), but they areoftentoo expensive to beput into generalsoft-
warepractice.For instance,Floyd-Hoarelogic is mostly employed to prove the cor-
rectnessof some(usually)shortbut oftenintricateprograms,or to identify somesubtle
problemsin suchprograms.Thoughlarger programscanbe handledwith the help of
automatedtheoremproving, it is still aschallengingasit wasto supportFloyd-Hoare
logic in a realisticprogramminglanguages.On theotherhand,theveri�cation of type
correctnessof programs,thatis, type-checking,in languagessuchasML andJavascales
convincingly in practice.However, we mustnotethat the typesin ML andJava areof
relatively limited expressive power whencomparedto Floyd-Hoarelogic. Therefore,
we arenaturallyled to form type systemsin which moresophisticatedpropertiescan
becapturedandthenveri�ed throughtype-checking.

A heavy-weightedapproachis to adopta typesystemin whichhighly sophisticated
propertiesonprogramscanbecaptured.For instance,thetypesystemof NuPrl [C+ 86]
basedon Martin-Löf's constructive type theoryis sucha case.In sucha type system,
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typesareexceedinglyexpressivebut type-checkingofteninvolvesa greatdealof theo-
remproving andbecomesintractableto automate.This is essentiallyanapproachthat
stronglyfavorsexpressivenessoverscalability.

We adopta light-weightedapproach,introducinga notionof restrictedform of de-
pendenttypes,wherewe clearlyseparatetypeindex expressionsfrom run-timeexpres-
sions.In functionalprogramming,we have enrichedthetypesystemof ML with such
a form of dependenttypes,leadingto thedesignof a functionalprogramminglanguage
DML (DependentML) [Xi98,XP99]. In imperative programming,we have designeda
programminglanguageXanaduwith C-likesyntaxto supportsuchaform of dependent
types.Along adifferentbut closelyrelatedline of research,anew notionof typescalled
guardedrecursive(g.r.) datatypesis recentlyintroduced[XCC03]. Noting theclosere-
semblancebetweenthe restrictedform of dependenttypes(developedin DML) and
g.r. datatypes,weimmediatelyinitiatedaneffort to designauni�ed framework for both
formsof types,leadingto theformalizationof AppliedTypeSystem(ATS) [Xi03,Xi04].
We arecurrentlyin theprocessof designingandimplementingATS, a programming
languagewith its typesystemrootedin ATS. A prototypeof ATS (with minimal doc-
umentationandmany examples)is availableon-line[Xi03]. Notethatwecurrentlyuse
the nameATS-styledependenttypesfor thedependenttypesin ATS so asto distin-
guishthemfrom thedependenttypesin Martin-Löf'sconstructive typetheory.

fun arrayAssign {a:type, n:nat} (A:array (a,n), B:array (a,n)): unit =
let

fun loop {i:nat | i <= n} (ind: int (i)): unit =
if ind < length A then

(set (B, ind, get (A, ind)); loop (ind + 1))
in

loop (0)
end

Fig. 1. A simpleexamplein ATS

ATS is a comprehensive programminglanguagedesignedto supporta variety of
programmingparadigms(e.g.,functionalprogramming,object-orientedprogramming,
imperative programming,modularprogramming,meta-programming),andthecoreof
ATS is acall-by-valuefunctionalprogramminglanguage.In thispaper, weareto focus
on theissueof programmingwith pointersin ATS.

As programmingwith dependenttypesis currentlynot a commonpractice,we use
a concreteexampleto give thereadersomefeelasto how dependenttypescanbeused
to captureprograminvariants.In Figure1, we implementa functionarrayAssignthat
assignsthe contentof onearray to anotherarray. The headerin the de�nition of the
functionarrayAssignmeansthatarrayAssignis assignedthefollowing type:

8a : type:8n : nat:(array(a; n); array(a; n)) ! 1

We use1 for theunit type,which roughlycorrespondsto thevoid type in C. Givena
type T andan integer I , we usearray(T; I ) asthe type for arraysof sizeI in which
eachelementis assignedthetypeT. Therefore,thetypegivento arrayAssignindicates
thatarrayAssigncanonly beappliedto two arraysof thesamesize.Thequanti�cations



8a : typeand8n : nat meanthata andn canbe instantiatedwith any giventypeand
naturalnumber, respectively. The inner function loop is assignedthe following type:
8i : nat:i � n � (int (i ) ! 1). GivenanintegerI , we useint (I ) asthesingletontype
for I , that is, theonly valueof typeint (I ) equalsI . Thetypegivento loop meansthat
loop canonly be appliedto a naturalnumberwhosevalueis lessthanor equalto n,
which is thesizeof theargumentsof arrayAssign. In ATS, we call i � n a guardand
i � n � (int (i ) ! 1) a guardedtype.Also we point out that the function lengthis
giventhefollowing type:

length : 8a : type:8n : nat:array(a; n) ! int (n)

andthearraysubscriptingfunctiongetandthearrayupdatingfunctionsetaregiventhe
following types:

get : 8a : type:8n : nat:8i : nat:i < n � ((array(a; n); int (i )) ! a)
set : 8a : type:8n : nat:8i : nat:i < n � ((array(a; n); int (i ); a) ! 1)

which indicatethat theindex usedto accessanarraymustbewithin theboundsof the
array.

To supportsafeprogrammingwith pointers,a notion calledstatefulview is intro-
ducedin ATS to modelmemorylayout.Givena typeT andanaddressL , weuseT@L
for the (stateful)view indicatingthata valueof type T is storedat addressL . This is
theonly form of a primitiveview andall otherviews arebuilt on top of suchprimitive
views. For instance,we canform a view (T@L; T 0@(L + 1)) to meanthata valueof
typeT andanothervalueof typeT 0 arestoredat addressesL andL + 1, respectively,
whereweuseL + 1 for theaddressimmediatelyfollowing L . A statefulview is similar
to a type,andit canbeassignedto certainterms,whichweoftenreferto asproof terms
(or simply proofs)of statefulviews. We treatproofsof views asa form of resources,
which canbeconsumedaswell asgenerated.In particular, thetypetheoryon views is
basedona form of linearlogic [Gir87].

Certainfunctionsmayrequireproofsof statefulviews whenappliedandthey may
causestatefulviews to changewhenexecuted.For instance,the functionsgetVar and
setVar aregiventhefollowing types:

getVar : 8a : type:8l : addr:(a@l j ptr (l )) ! (a@l j a)
setVar : 8a1 : type:8a2 : type:8l : addr:(a1@l j a2; ptr (l )) ! (a2@l j 1)

whereweuseptr (L ) asthesingletontypefor thepointerpointingto agivenaddressL .
Thetypeassignedto getVar meansthatthefunctiontakesa proofof view T@L for

sometypeT andaddressL , andavalueof typeptr (L ), andthenreturnsaproofof view
T@L andavalueof typeT. In thiscase,wesaythataproofof view T@L is consumed
andanotherproof of view T@L is generated.We emphasizethatproofsareonly used
atcompile-timefor performingtype-checkingandthey areneitherneedednoravailable
at run-time.We usegetVar hereasthe function that readsfrom a given pointer. Note
that theproof argumentof getVar essentiallyassuresthat thepointerpassedto getVar
cannotbeadanglingpointerastheproofargumentindicatesthatavalueof certaintype
is storedat theaddressto which thepointerpoints.



fun swap {t1:type, t2:type, l1:addr, l2:addr}
(pf1: t1 @ l1, pf2: t2 @ l2 | p1: ptr (l1), p2: ptr (l2))

: '(t1 @ l2, t2 @ l1 | unit) =
let

val '(pf1 | tmp1) = getVar (pf1 | p1)
val '(pf2 | tmp2) = getVar (pf2 | p2)
val '( pf1' | _ ) = setVar (pf1 | p1, tmp2)
val '( pf2' | _ ) = setVar (pf2 | p2, tmp1)

in
'(pf2', pf1' | '())

end

Fig. 2. A simpleswapfunction

The type assignedto the function setVar canbe understoodin a similar manner:
setVar takes a proof of view T1@L for sometype T1 and addressL and a value of
typeT2 for sometypeT2 andanothervalueof typeptr (L ), andthenreturnsa proofof
view T2@L andtheunit (of type1). In this case,we saythata proof of view T1@L is
consumedandanotherproof of view T2@L is generated.Sincewe usesetVar hereas
thefunction thatwrites to a givenaddress,this changepreciselyre�ects thesituations
beforeandafter the functionsetVar is called:A valueof typeT1 is storedat L before
thecall andavalueof typeT2 is storedatL afterthecall.

ThefunctionsallocVar andfreeVar, whichallocatesanddeallocatesamemoryunit,
respectively, arealsoof interest,andtheir typesaregivenasfollows:

allocVar : () ! 9l : addr:(top@l j ptr (l ))
freeVar : 8a : type:8l : addr:(a@l j ptr (l )) ! 1

We usetop for the top type, that is, every type is a subtypeof top. So whencalled,
allocVar returnsaproofof view top@L for someaddressL andapointerof typeptr (L ).
Theproof is neededif a write operationthroughthepointeris to bedone.On theother
hand,a call to freeVar makesapointerno longeraccessible.

As anexample,afunctionis implementedin Figure2 thatswapsthecontentsstored
at two (distinct)addresses.We use0(: : :) to form tuples,wherethequotesymbol(0) is
solely for thepurposeof parsing.For instance,0() standsfor theunit (i.e., thetupleof
length0). Also, thebarsymbol(j) is usedasaseparator(like thecommasymbol(;)).

Note that proofsaremanipulatedexplicitly in the above implementation,andthis
could be burdensometo a programmer. In ATS we alsoallow certainproofsbe con-
sumedand generatedimplicitly. For instance,the function in Figure 2 may also be
implementedasfollows in ATS:

fun swap {t1:type, t2:type, l1:addr, l2:addr}
(pf1: t1 @ l1, pf2: t2 @ l2 | p1: ptr (l1), p2: ptr (l2))

: '(t1 @ l2, t2 @ l1 | unit) =
let val tmp := !p1 in p1 := !p2; p2 := tmp end

whereweuse! for getVar and:= for setVar anddealwith proofsin animplicit manner.
Theprimarygoalof thepaperis to make ATS accessibleto a wider audiencewho

mayor maynothaveadequateformal trainingin typetheory. We arethusintentionally
to avoid presentingthe(intimidating) theoreticaldetailson ATS asmuchaspossible,



striving for a cleanand intuitive introductionto the useof statefulviews in support
of safeprogrammingwith pointers.For the readerwho is interestedin the technical
developmentof ATS, pleasereferto [Xi03] for furtherdetails.Also, thereis aprototype
implementationof ATS aswell asmany interestingexamplesavailableon-line[Xi03].

We organizethe restof thepaperasfollows. In Section2, we give brief explana-
tion on some(uncommon)formsof typesin ATS. We thenpresentsomeexamplesin
Section3, showing how programmingwith pointersis madesafein ATS. We mention
somerelatedwork in Section4 andconcludein Section5.

2 ATS/SV in a Nutshell

In this section,we presenta brief overview of ATS/SV, the type systemthat supports
imperative programming(with pointers)in ATS. As anappliedtypesystem,thereare
two componentsin ATS/SV: staticcomponent(statics)anddynamiccomponent(dy-
namics).Intuitively, thestaticsanddynamicsareeachfor handlingtypesandprograms,
respectively, andweareto focuson thestaticsof ATS/SV.

sorts � ::= addr j bool j int j type
staticcontexts � ::= ; j � ; a : �
staticaddr. L ::= a j l j L + I
staticint. I ::= a j i j cI (s1 ; : : : ; sn )
staticprop. P ::= a j b j cP (s1 ; : : : ; sn ) j : P j P1 ^ P2 j P1 _ P2 j P1 � P2

types T ::= a j � (~s) j (V j T ) ! CT j P � T j 8a : � :T j P ^ T j 9a : � :T
computationtypesCT ::= 9� ; P :(V j T )
statefulviews V ::= > j T @L j � (~s) j V1 � � V2 j V1 
 V2

Fig. 3. Thesyntaxfor thestaticsof ATS/SV

The syntaxfor the staticsof ATS/SVis given in Figure 3. The staticsitself is a
simply typedlanguageanda typein it is calleda sort. We assumetheexistenceof the
following basicsortsin ATS/SV: addr; bool; int andtype; addr is thesortfor addresses,
andbool is thesortfor booleanconstants,andint is thesortfor integers,andtypeis the
sortfor types(whichareto beassignedto dynamicterms,i.e.,programs).We usea for
staticvariables,l for addressconstantsl0; l1; : : :, b for booleanvaluestt andff, andi for
integers0; � 1; 1; : : :. A terms in thestaticsis calledastaticterm,andweuse� ` s : �
to meanthat s can be assignedthe sort � under� . The rules for assigningsortsto
statictermsareall omittedasthey arecompletelystandard.We mayalsouseL; P; I ; T
for static termsof sortsaddr; bool; int; type, respectively. We assumesomeprimitive
functionscI whenformingstatictermsof sortint; for instance,wecanform termssuch
asI 1 + I 2, I 1 � I 2, I 1 � I 2 andI 1=I2. Also we assumecertainprimitive functionscP

whenforming statictermsof sortbool; for instance,we canform propositionssuchas
I 1 � I 2 andI 1 � I 2, andfor eachsort � we canform a propositions1 = � s2 if s1

ands2 arestatictermsof sort � ; we mayomit thesubscript� in = � if it canbereadily
inferredfrom thecontext. In addition,givenL andI , we canform an addressL + I ,
whichequalsln + i if L = ln andI = i andn + i � 0.



We use~s for a sequenceof staticterms,andP, T andV for sequencesof proposi-
tions,typesandviews,respectively, and; for theemptysequence.

We useST for a state,which is a �nite mappingfrom addressesto values,and
dom(ST) for thedomainof ST. We saythata valuev is storedat l in STif ST(l ) = v.
Note that we assumethat every value takes one memoryunit to store,and this, for
instance,canbe achieved throughproperboxing. Given two statesST1 andST2, we
write ST1 
 ST2 for theunionof ST1 andST2 if dom(ST1) \ dom(ST2) = ; . We write
ST : V to meanthat the stateST meetsthe view V. We now presentsomeintuitive
explanationoncertainformsof viewsandtypes.

– We use> for the emptyview, which is met by the emptystate,that is, the state
whosedomainis empty.

– We use� for a view constructorandwrite ` � (� 1; : : : ; � n ) to meanthat apply-
ing � to statictermss1; : : : ; sn of sorts� 1; : : : ; � n , respectively, generatesa view
� (s1; : : : ; sn ). Therearecertainview proof constructorsc associatedwith each� ,
whichareassignedviewsof theform 8� ; P:(V )� � � (~s). For example,the(recur-
sively de�ned) view constructorarrayView in Figure6 (in Section3) formsa view
arrayView(T; I ; L ) whenappliedto a type T, an integer I andan addressL ; the
two proofconstructorsassociatedwith arrayView areArrayNoneandArraySome.

– GivenL andT, we canform a primitiveview T@L, which is metby thestatethat
mapsL to avalueof typeT.

– Given V1 andV2, a stateSTmeetsV1� � V2 if ST1 
 STmeetsV2 for any state
ST1 : V1 suchthatdom(ST1) \ dom(ST) = ; .

– GivenV1 andV2, a stateSTmeetsV1 
 V2 if ST= ST1 
 ST2 for someST1 : V1

andST2 : V2.
– In general,we use� (~s) for primitive typesin ATS/SV. For instance,top is the top

type,thatis, every typeis a subtypeof top; 1 is theunit type;ptr (L ) is asingleton
type containingthe only addressequalto L , andwe may alsorefer to a valueof
typeptr (L ) asapointer(pointingto L ); bool(P) is asingletontypecontainingthe
only booleanvalueequalto P; int (I ) is asingletontypecontainingtheonly integer
equalto I .

– (V j T) ! CT is a type for (dynamic)functionsthat canbe appliedto valuesof
typeT only if thecurrentstate(whentheapplicationoccurs)meetstheviews V ,
andsuchanapplicationyieldsadynamictermthatcanbeassignedthecomputation
typeCT of the form 9� 0; P

0
:(V

0
j T 0), which intuitively meansthat thedynamic

termis expectedto evaluateto valuev at certainstateSTsuchthat for somestatic
substitution� , eachpropositionin P

0
[� ] is true,v is of typeT 0[� ] andSTmeets

V0[� ]. In thefollowingpresentation,weuseT1 ! T2 asashorthandfor (; j T1) !
9; ; ; :(; j T2) andcall it a statelessfunctiontype.

– P � T iscalledaguardedtypeandP^ T iscalledanassertingtype.Asanexample,
thefollowing typeis for a functionfrom naturalnumbersto negative integers:

8a : int:a � 0 � (int (a) ! 9a0 : int:(a0 < 0) ^ int (a0))

Theguarda � 0 indicatesthatthefunctioncanonly beappliedto anintegerthatis
greaterthanor equalto 0; theassertiona0 < 0 meansthateachintegerreturnedby
thefunctionis negative.



� ; P j= T � tp top � ; P j= T � tp T

� ; P j= T1 � tp T2 � ; P j= T2 � tp T3

� ; P j= T1 � tp T3

` � (� 1 ; : : : ; � n ) � ; P j= si � � i s0
i for 1 � i � n

� ; P j= � (s1 ; : : : ; sn ) � tp � (s0
1 ; : : : ; s0

n )

� ; P ; V
0

j= 
 (V ) � ; P j= T 0 � tp T � ; P j= CT � ct CT0

� ; P j= (V j T ) ! CT � tp (V
0

j T 0) ! CT0

� ; P ` (V j T ) ! CT � tp (V ; V j T ) ! CT[V]
(ext)

� ; P ; P 0 j= P � ; P ; P 0 j= T � tp T 0

� ; P j= P � T � tp P 0 � T 0

� ; a : � ; P j= T � tp T 0

� ; P j= 8a : � :T � tp 8a : � :T 0

� ; P ; P j= P 0 � ; P ; P j= T � tp T 0

� ; P j= P ^ T � tp P 0 ^ T 0

� ; a : � ; P j= T � tp T 0

� ; P j= 9a : � :T � tp 9a : � :T 0

� ; � 0 ; P ; P 0 j= P
0
0 � ; � 0 ; P ; P 0 ; V j= 
 (V

0
) � ; � 0 ; P ; P 0 j= T � tp T 0

� ; P j= 9� 0 ; P 0 :(V j T ) � ct 9� 0 ; P
0
0 :(V

0
j T 0)

Fig. 4. Thesubtyperules

Therearetwo formsof constraintsin ATS/SV: � ; P j= P (persistent)and� ; P; V j= V
(ephemeral),which areneededto de�ne typeequality. Generallyspeaking,we usein-
tuitionistic logic andintuitionistic linearlogic to reasonaboutpersistentandephemeral
constraints,respectively. We maywrite � ; P j= P 0 to meanthat � ; P j= P holdsfor
everyP in P 0. Mostof therulesfor provingpersistentconstraintsarestandardandthus
omitted.For instance,thefollowing rulesareavailable:

� ; P ; P j= P

� ; P ; : P j= ff

� ; P j= P

� ; P ; P1 j= P2

� ; P j= P1 � P2

� ; P j= P1 � P2 � ; P j= P1

� ; P j= P2

We introducea subtyperelationT1 � tp T2 on statictermsof sort typeandde�ne
thetypeequalityT1 = typ e T2 to beT1 � tp T2 ^ T2 � tp T1. A subtypejudgmentis of
the form � ; P j= T1 � tp T2, andthe rulesfor deriving sucha judgmentaregiven in
Figure4, wheretheobvioussideconditionsassociatedwith certainrulesareomitted.
Notethat
 (V ) is de�ned to be> if V is emptyor V1 
 : : : 
 Vn if V = V1; : : : ; Vn

for somen � 1. In the rule (ext), we write CT[V] for 9� ; P:(V ; V j T), whereCT
is 9� ; P:(V j T ) andno free variablesin V occur in � . For thosewho arefamiliar
with separationlogic [Rey02], wepointout thatthis ruleessentiallycorrespondsto the
framerule there.Therule(ext) is essential:For instance,supposethetypeof a function
is (V j T) ! CT andthecurrentstatemeetstheview 
 (V 0) suchthatV 0 = V 1; V
and; ; ; ; V 1 j= 
 (V ) is derivable.In orderto apply the functionat thecurrentstate,
we needto assignthetype(V ; V j T) ! CT[V] to thefunctionsothattheview V can
be“carriedover”. Thiscanbeachievedby anapplicationof therule (ext).



� ; P j= T � tp T 0

� ; P ; T @L j= T 0@L � ; P ; ; j= >

� ; P ; V j= V

� ; P ; V ; > j= V

� ; P ; V 1 j= V1 � ; P ; V 2 j= V2

� ; P ; V 1 ; V 2 j= V1 
 V2

� ; P ; V ; V1 ; V2 j= V

� ; P ; V ; V1 
 V2 j= V

� ; P ; V ; V1 j= V2

� ; P ; V j= V1 � � V2

� ; P ; V 1 j= V1 � � V2 � ; P ; V 2 j= V1

� ; P ; V 1 ; V 2 j= V2

` � (� 1 ; : : : ; � n ) � ; P j= si � � i s0
i for 1 � i � n

� ; P ; � (s1 ; : : : ; sn ) j= � (s0
1 ; : : : ; s0

n )

� ; P [a 7! i ]; V [a 7! i ] ` V[a 7! i ] for every integer i

� ; a : int; P ; V ` V

Fig. 5. Somerulesfor ephemeralconstraints

dataview arrayView (type, int, addr) =
| {a:type, l:addr} ArrayNone (a, 0, l)
| {a:type, n:nat, l:addr}

ArraySome (a, n+1, 1) of (a @ l, arrayView (a, n, l+1)

Fig.6. An dataview for arrays

Someof therulesfor proving ephemeralconstraintsaregivenin Figure5, andthe
restareassociatedwith primitiveview constructors.Givenprimitiveview constructor�
with proof constructorsc1; : : : ; cn , we introducethefollowing rule for eachci ,

� ` � : � 0 � j= P 0 [� ] � ; P ; V j= 
 (V i [� ])

� ; P ; V j= � (~si [� ])

wherewe assumethatci is assignedthefollowing view: 8� i ; P i :(V i )� � � (~si ); in ad-
dition, we introducethefollowing rule:

� ; � i ; P ; P i ; ~s = ~si ; V ; V i j= V for 1 � i � n

� ; P ; V ; � (~s) j= V

Thekey point we stresshereis thatboth thepersistentandephemeralconstraintrela-
tionscanbeformally de�ned.

3 Examples

3.1 Arrays

Array is probablythemostcommonlyuseddatastructurein programming.We declare
in Figure6 a dataview for representingarrays.Given a type T, an integer I and an
addressL , arrayView(T; I ; L ) is aview for anarraypicturedasfollows,



elt I-1elt 1elt 0

L L+I-1L+1 L+2 . . . 

. . . 

suchthat(1) eachelementof thearrayis of typeT, (2) thelengthof thearrayis I and
(3) thearraystartsataddressL andendsataddressL + I � 1.Therearetwo view proof
constructorsArrayNoneandArraySomeassociatedwith theview arrayView, whichare
assignedthefollowing functionalviews:

ArrayNone : 8a : type:8l : addr:() � � arrayView(a; 0; l )
ArraySome : 8a : type:8l : addr:8n : nat: (a@l; arrayView(a; n; l + 1)) � � arrayView(a; n + 1; l )

For instance,theview assignedto ArraySomemeansthatanarrayof sizeI + 1 contain-
ing elementsof typeT is storedat addressL if anvalueof typeT is storedat L andan
arrayof sizeI containingvaluesof typeT is storedat L + 1.

fun getFirst {a:type, n:int, l:addr | n > 0}
(pf: arrayView (a,n,l) | p: ptr(l)): '(arrayView (a,n,l) | a) =

let
prval ArraySome (pf1, pf2) = pf
// pf1: a@l and pf2: arrayView (a,n-1,l+1)
val '(pf1' | x) = getVar (pf1 | p)
// pf1': a@l

in
'(ArraySome (pf1', pf2) | x)

end

Fig.7. A simplefunctiononarrays

Wenow implementasimplefunctiongetFirst in Figure7 thattakesthe�rst element
in anonemptyarray. Theheaderof thefunctiongetFirst indicatesthatthefollowing type
is assignedto it:

8a : type:8n : int:8l : addr:n > 0 � (( arrayView(a; n; l ) j ptr (l )) ! (arrayView(a; n; l ) j a))

The(unfamiliar)syntaxin thebodyof getFirst needssomeexplanation:pf is aproofof
theview arrayView(a; n; l ), andit mustbeof theform ArraySome(pf1; pf2), wherepf1
andpf2 areproofsof viewsa@l andarrayView(a; n � 1; l + 1), respectively; recallthat
thefunctiongetVar is assumedto beof thefollowing type:

8a : type:8l : addr:(a@l j ptr (l )) ! (a@l j a)

which simply meansthatapplyinggetVar to a pointerof typeptr (L ) requiresa proof
of T@L for sometype T and the applicationreturnsa valueof type T aswell asa
proof of T@L; thuspf0

1 is alsoa proof of a@l andArraySome(pf 0
1; pf2) is a proof of

arrayView(a; n; l ). In thede�nition of getFirst, wehavebothcodefor dynamiccompu-
tationandcodefor staticmanipulationof proofsof views,andthelatteris to beerased
beforedynamiccomputationstarts.



dataview slseg (type, int, addr, addr) =
| {a:type, l:addr} SlsegNone (a, 0, l, l)
| {a:type, n:nat, first, next, last | first <> null}

SlsegSome (a, n+1, first, last) of
((a, ptr (next)) @ first, slseg (a, n, next, last))

viewdef sllist (a, n, l) = slseg (a, n, l, null)

Fig.8. A dataview for singly-linkedlist segments

3.2 Singly-Link ed Lists

Wecandeclareadataview for representingsingly-linkedlist segmentsin Figure8.Note
thatwewrite (T0; � � � ; Tn )@L for asequenceof views:T0@(L + 0); � � � ; Tn @(L + n).
GivenatypeT, anintegerI andtwo addressesL 1 andL 2, slseg(T; I ; L 1; L 2) is aview
for asingly-linkedlist segmentpicturedasfollows:

2 L

1  L
. . .

nelt2elt1elt

where(1)eachelementin thesegmentisof typeT, (2) thelengthof thesegmentisn and
(3) thesegmentstartsatL 1 andendsatL 2. A singly-linkedlist is simplyaspecialkind
of singly-linkedlist segmentthatendswith a null pointer, andthis is clearly re�ected
in thede�nition of theview constructorsllist presentedin Figure8.

We now presentan interestingexamplein Figure9. The function array2sllist in
theupperpartof the �gure turnsanarrayinto a singly-linkedlist. To facilitateunder-
standing,we alsopresentin the lower part of the �gure a correspondingfunction im-
plementedin C. If we erasethetypesandproofsin theimplementationof array2sllist
in ATS, thentheimplementationis tail recursiveandtightly correspondsto theloop in
the implementationin C. What is remarkablehereis that the typesystemof ATS can
guaranteethememorysafetyof array2sllist(evenin thepresenceof pointerarithmetic).

3.3 A Buffer Implementation

We presentan implementationof buffersbasedon linked lists in this section.We �rst
de�ne aview constructorbufferView asfollows:

viewdef bufferView (a:type, m:int, n:int, first: addr, last: addr) =
'(slseg (a, m, first, last), slseg (top, n-m, last, first))

wherem andn representthe numberof elementsstoredin a buffer andthe maximal
buffer size,respectively. For instance,suchabuffer canbepicturedasfollows:



fun array2sllist {l:addr, n:nat | n >= 1, l <> null}
(pf: arrayView (top, n+n, l) | p: ptr(l), s: int(n))
: '(sllist (top, n, l) | unit) =
if s ieq 1 then

let
prval ArraySome (pf0, ArraySome (pf1, ArrayNone)) = pf
val '(pf1 | _) = setVar (pf1 | p + 1, null)

in
'(SlsegSome ('(pf0, pf1), SlsegNone) | '())

end
else

let
prval ArraySome (pf0, ArraySome (pf1, pf)) = pf
val '(pf1 | _) = setVar (pf1 | p + 1, p + 2)
val '(rest | _) = array2sllist (pf | p + 2, s - 1)

in
'(SlsegSome ('(pf0, pf1), rest) | '())

end

//////////////////////////////////////////// /////// /////// ////// /

/* The following program in C corresponds the above one in ATS */

typedef struct slseg { int val; struct slseg * next; } slseg;

void array2sllist (int* p, int size) {
int s;

for (s = size; s > 1; s = s - 1) { *(p+1) = p+2; p = p+2; }

*(p+1) = 0; /* assign the null pointer */
}

Fig. 9. Convertinganarrayinto asingly-linked list
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wherewe use� for uninitializedor discardedcontent.In theabovepicture,we seethat
a buffer of maximalsizen consistsof two list segments:onewith length m, which
containsthe valuesthat are currently placedin the buffer, startsat address�r st and
endsat last, andwe call it theoccupiedsegment; theotherwith length(n � m), which
containsall free cells in this buffer, startsat last andendsat �r st, andwe call it free
segment. Theaddress�r st is oftenviewedastheheadof a buffer.

In Figure10, we presenta functionaddInthat insertsanelementinto a buffer and
anotherfunction takeOut that removesan elementfrom a buffer. The headerof the
functionaddInindicatesthatthefollowing typeis assignedto it,

8a : type:8m : nat: 8n : nat: 8l1 : addr:8l2 : addr:m < n �
(bufferView(a; m; n; l1 ; l2 ) j a; ptr (l2 )) ! 9l3 : addr:(bufferView(a; m + 1; n; l1 ; l3 ) j ptr (l3 ))



fun addIn {a:type, m: nat, n:nat, first:addr, last:addr | m < n}
(pf: bufferView (a, m, n, first, last) | x: a, t: ptr(last))

: [last':addr]
'(bufferView (a, m+1, n, first, last') | ptr (last')) =

let
prval '(pf0, pf1) = pf
prval SlsegSome ('(pf100, pf101), pf11) = pf1
val '(pf100 | _) = setVar (pf100 | t, x)
val '(pf101 | p) = getVar (pf101 | t + 1)
prval pf0 =

slsegAppend (pf0, SlsegSome ('(pf100, pf101), SlsegNone))
in

'( '(pf0, pf11) | p )
end

fun takeOut {a:type, m:nat, n:nat, first:addr, last:addr | m>0, n>=m}
(pf: bufferView (a, m, n, first, last) | h: ptr(first))

: [first':addr]
'(bufferView (a, m-1, n, first', last) | '(a, ptr(first'))) =

let
prval '(pf0, pf1) = pf
prval SlsegSome ('(pf000, pf001), pf01) = pf0
val '(pf000 | x) = getVar (pf000 | h)
val '(pf001 | p) = getVar (pf001 | h + 1)
prval pf1 =

slsegAppend (pf1, SlsegSome ('(pf000, pf001), SlsegNone))
in

'( '(pf01, pf1) | '(x, p) )
end

Fig. 10.Two functionsoncyclic buffers

whichsimplymeansthatinsertinginto abuffer requiresthatthebuffer is not full and,if
it succeeds,theapplicationincreasesthelengthof occupiedsegmentby oneandreturns
a new endingaddressfor occupiedsegment(a.k.a.the new starting addressfor free
segment). Similarly, thefollowing typeis assignedto thefunctiontakeOut,

8a : type:8m : nat: 8n : nat: 8l1 : addr:8l2 : addr:m � n ^ m > 0 �
(bufferView(a; m; n; l1 ; l2 ) j ptr (l1 )) ! 9l3 : addr:(bufferView(a; m � 1; n; l3 ; l2 ) j a; ptr (l3 ))

which meansthat removing an elementout of a buffer requiresthat the buffer is not
emptyand,if it succeeds,theapplicationdecreasesthe lengthof occupiedsegmentby
oneandreturnstheelementanda new startingaddressfor occupiedsegment(a.k.athe
new endingaddressfor freesegment). In addition,from the type of function takeOut,
we canseethat thereis no needto �x thepositionof thebuffer headand,in fact, the
headof a buffer movesalongthe circular list if we keeptaking elementsout of that
buffer.

ThefunctionslsegAppendis involvedin theimplementationof addInandtakeOut.
This is a proof function that combinestwo list segmentviews into one list segment
view, andit is assignedthefollowing functionalview:

8a : type:8n1 : nat: 8n2 : nat: 8l1 : addr:8l2 : addr:8l3 : addr:
(slseg(a; n1 ; l1 ; l2 ); slseg(a; n2 ; l2 ; l3)) � � slseg(a; n1 + n2 ; l1 ; l3)



Note that this function is only usedfor type-checkingat compile-timeand is neither
needednoravailableat run-time.

3.4 Other Examples

In addition to arraysandsingly-linked lists, we have alsohandleda variety of other
datastructuressuchas doubly-linked lists and doubly-linked binary treesthat make
(sophisticated)useof pointers.Someof the examplesinvolving suchdatastructures
(e.g.,a splaytree implementationbasedon doubly-linkedbinary trees)canbe found
on-line[Xi03].

4 RelatedWork

A fundamentalproblemin programmingis to �nd approachesthatcaneffectively facil-
itate theconstructionof safeandreliablesoftware.In anattemptto addressthis prob-
lem, studieson programveri�cation, that is, verifying whethera givenprogrammeets
its speci�cation,havebeenconductedextensively.

Somewell-knownexistingapproachestoprogramveri�cation includemodelcheck-
ing (whichis thealgorithmicexplorationof thestatespacesof �nite statemodelsof sys-
tems),programlogics(e.g.,Floyd-Hoarelogic), typetheory, etc.However, bothmodel
checkingandFloyd-Hoarelogic areoftentooexpensiveto beputinto softwarepractice.
For instance,althoughmodelcheckinghasbeenusedwith greatsuccessin hardware
veri�cation for morethantwenty years,its applicationin softwareis muchlesscom-
monandthefocusis oftenonverifying programssuchasdevicedriversthatareclosely
relatedto hardwarecontrol. In particular, modelcheckingsuffers from problemssuch
asstatespaceexplosionandhighly non-trivial abstractionandis thusdif�cult to scale
in practice.Therearealsomany casesreportedin theliteraturethatmakesuccessfuluse
of programlogics in programveri�cation. As (a large amountof) theoremproving is
ofteninvolved,suchprogramveri�cation is oftentoodemandingfor generalpractice.

On theotherhand,theuseof typesin programerrordetectionis ubiquitous.How-
ever, the typesin programminglanguagessuchasML andJava areoften too limited
for capturinginterestingprograminvariants.Our work falls naturally in betweenfull
programveri�cation, eitherin typetheoryor systemssuchasPVS,andtraditionaltype
systemsfor programminglanguages.Whencomparedto veri�cation, oursystemis less
expressivebut muchmoreautomatic.Ourwork canbeviewedasprovidingasystematic
anduniform languageinterfacefor a veri�er intendedto beusedasa typesystemdur-
ing theprogramdevelopmentcycle.Ourprimarymotivationis to all theprogrammerto
expressmoreprogrampropertiesthroughtypesandthuscatchmoreprogramerrorsat
compile-time.

In DependentML (DML), a restrictedform of dependenttypesis proposedthat
completelyseparatesprogramsfrom types.This designmakesit ratherstraightforward
to supportrealisticprogrammingfeaturessuchasgeneralrecursionandeffectsin the
presenceof dependenttypes.Subsequently, this restrictedform of dependenttypesis
employed in designingXanadu[Xi00] and DTAL [XH01] in attemptsto reapsimi-
lar bene�ts from dependenttypesin imperative programming.In hindsight,it canbe



readily noticedthat the type systemsof Xanaduand DTAL beara closerelation to
Floyd-Hoarelogic.

Along anotherline of research,anew notionof typescalledguardedrecursive(g.r.)
datatypesis recentlyintroduced[XCC03]. Noting the closeresemblancebetweenthe
restrictedform of dependenttypes(developedin DML) andg.r. datatypes,we imme-
diately initiate an effort to designa uni�ed framework for both forms of types,lead-
ing to the designand formalizationof the framework Applied Type System. To sup-
port safeprogrammingwith pointers,the framework is further extendedwith stateful
views [Xi03].

Also, thework in [OSSY02] is casuallyrelatedto this paperasit sharesthesame
goal of ruling out unsafememory accesses.However, the underlyingmethodology
adoptedthereis fundamentallydifferent.In contrastto thestaticapproachwe take, it
essentiallyrelieson run-timechecksto preventdanglingpointersfrom beingaccessed
aswell asto detectstrayarraysubscripting.

Therehave beena greatnumberof researchactivities on verifying programsafety
propertiesby trackingstatechanges.For instance,Cyclone[JMG+ 01] allows thepro-
grammerto specifysafestackandregionmemoryallocation;bothCQual[FTA02] and
Vault [FD02] supportsomeform of resourceusageprotocolveri�cation; ESC[Det96]
enablestheprogrammerto statevarioussortsof programinvariantsandthenemploys
theoremproving to prove them;CCured[NMW02] usesprogramanalysisto show the
safetyof mostlyunannotatedC programs.In [MWH03], we alsoseeanattemptto de-
velopa generaltheoryof typere�nementsfor reasoningaboutprogramstates.

5 Conclusion

Despiteagreatdealof research,it is still largelyanelusivegoalto verify thecorrectness
of programs.Therefore,it is importantto identify thepropertiesthatcanbepractically
veri�ed for realisticprograms.We haveshown with concreteexamplestheuseof a re-
strictedform of dependenttypescombinedwith statefulviews in facilitatingprogram
veri�cation in thepresenceof pointerarithmetic.A largenumberof automatedprogram
veri�cation approachesoften focuson verifying sophisticatedpropertiesof somepar-
ticularly chosenprograms.We feel thatit is at leastequallyimportantto studyscalable
approachesto verifying elementarypropertiesof programsin generalprogrammingas
we haveadvocatedin this paper.

In general,weareinterestedin promotingtheuseof light-weightedformalmethods
in practicalprogramming,facilitatingtheconstructionof safeandreliablesoftware.We
have presentedsomeexamplesin this paperin supportof sucha promotion,demon-
stratinganovel approachto safeprogrammingwith pointers.
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