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Abstract. Theneedfor directmemorymanipulatiorthroughpointersis essential
in mary applicationsHowever, it is alsocommonlyunderstoodhatthe use(or

probablymisuse)of pointersis oftenarich sourceof programerrors.Therefore,
approachethat caneffectively enforcesafeuseof pointersin programmingare
highly soughtafter ATS is aprogrammindanguagewith atypesystenrootedin

arecentlydevelopedframevork Applied Type Systemanda novel anddesirable
featurein ATS liesin its supportfor safeprogrammingwith pointersthrougha

novel notion of statefulviews In particular even pointer arithmeticis allowed

in ATS andguaranteedo be safeby the type systemof ATS. In this paper we

give an overview of this featurein ATS, presentingsomeinterestingexamples
basedon a prototypeimplementatiorof ATS to demonstrateéhe practicality of

safeprogrammingwith pointerthroughstatefulviews.

1 Intr oduction

Theveri cation of programcorrectnessvith respecto speci cationis a highly signif-
icantproblemthatis ever presenin programmingTherehave beenmary approaches
developedo addresshisfundamentaproblem(e.g.,Floyd-Hoardogic [Hoa69A091],
modelchecking[EGP99), but they areoftentoo expensveto be putinto generakoft-
ware practice.For instance Floyd-Hoarelogic is mostly employed to prove the cor
rectnes®f some(usually)shortbut oftenintricateprogramsopr to identify somesubtle
problemsin suchprograms.Thoughlarger programscanbe handledwith the help of
automatedheoremproving, it is still aschallengingasit wasto supportFloyd-Hoare
logic in arealisticprogramminganguagesOn the otherhand,the veri cation of type
correctnessf programsthatis, type-checkingin languagesuchasML andJavascales
convincingly in practice.However, we mustnotethatthe typesin ML andJava are of
relatively limited expressie power whencomparedo Floyd-Hoarelogic. Therefore,
we arenaturallyled to form type systemsn which moresophisticategropertiescan
be capturedcandthenveri ed throughtype-checking.

A heavry-weightedapproachs to adopta type systemin which highly sophisticated
propertieson programscanbe capturedFor instancethetype systemof NuPrl [C* 86]
basedon Martin-Lof's constructve type theoryis sucha case.In sucha type system,
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typesareexceedinglyexpressve but type-checkingfteninvolvesa greatdealof theo-
rem proving andbecomesntractableto automateThis is essentiallyan approachthat
stronglyfavors expressvenessover scalability

We adopta light-weightedapproachintroducinga notion of restrictedform of de-
pendentypes,wherewe clearlyseparatéypeindex expressiongrom run-timeexpres-
sions.In functionalprogrammingwe have enrichedthe type systemof ML with such
aform of dependentypes,leadingto thedesignof afunctionalprogrammindanguage
DML (DependenML) [Xi98,XP99. In imperative programmingwe have designeda
programminganguageXanaduwith C-like syntaxto supportsuchaform of dependent
types.Along adifferentbut closelyrelatedine of researchanew notionof typescalled
guardedecursve (g.r.) datatypess recentlyintroduced XCCO03]. Noting the closere-
semblancéetweenthe restrictedform of dependentypes(developedin DML) and
g.r. datatypeswe immediatelyinitiatedaneffort to designauni ed framework for both
formsof types leadingto theformalizationof AppliedTypeSystenfAT S) [Xi03,Xi04].
We arecurrentlyin the processof designingandimplementingATS, a programming
languagewith its type systenrootedin AT S. A prototypeof ATS (with minimal doc-
umentatiormandmary examples)s availableon-line[Xi03]. Notethatwe currentlyuse
the nameAT S-style dependentypesfor the dependentypesin ATS so asto distin-
guishthemfrom the dependentypesin Martin-Lof's constructve typetheory

fun arrayAssign {a:type, n:nat}  (A:array (a,n), B:array (a,n)): unit =
let

fun loop {i:nat | i <= n} (ind: int (i)): unit =

if ind < length A then

(set (B, ind, get (A, ind)); loop (ind + 1))

in

loop (0)
end

Fig. 1. A simpleexamplein ATS

ATS is a comprehensie programminglanguagedesignedo supporta variety of
programmingparadigmge.g.,functionalprogrammingpbject-orientegorogramming,
imperative programmingmodularprogrammingmeta-programminggndthe coreof
ATS is acall-by-valuefunctionalprogrammindanguageln this paperwe areto focus
ontheissueof programmingwith pointersin ATS.

As programmingwith dependentypesis currentlynot a commonpractice,we use
aconcreteexampleto give thereadersomefeel asto how dependentypescanbe used
to captureprograminvariants.In Figure 1, we implementa function arrayAssigrthat
assignghe contentof onearrayto anotherarray The headerin the de nition of the
functionarrayAssigmmeanghatarrayAssigns assignedhefollowing type:

8a:type8n : nat(array(a;n);array(a;n)) ! 1

We usel for the unit type, which roughly correspondso the void typein C. Givena
type T andanintegerl, we usearray (T; 1) asthetypefor arraysof sizel in which
eachelements assignedhetypeT. Thereforethetypegivento arrayAssigrindicates
thatarrayAssigrcanonly beappliedto two arraysof thesamesize. Thequanti cations



8a : typeand8n : nat meanthata andn canbe instantiatedwvith arny giventype and
naturalnumber respectiely. The inner function loop is assignedhe following type:
8i:nati n (int(i)! 1).Givenanintegerl, weuseint(l) asthesingletontype
for I, thatis, the only valueof typeint (1) equalsl . Thetype givento loop meanghat
loop canonly be appliedto a naturalnumberwhosevalueis lessthanor equalto n,
which is the sizeof theargumentsf arrayAssignin ATS, wecalli  n aguardand
i n (int(i) ! 1) aguardedype.Also we point out that the function lengthis
giventhefollowing type:

length : 8a:type8n : natarray(a;n)! int(n)

andthearraysubscriptingunctiongetandthearrayupdatingfunctionsetaregiventhe
following types:

get : 8a:type8n:nat8i:nati<n ((array(a;n);int(i))! a)
set : 8a:type8n:nat8i:nati<n ((array(a;n);int(i);a)! 1)

which indicatethattheindex usedto accessan arraymustbe within the boundsof the
array

To supportsafe programmingwith pointers,a notion called statefulview is intro-
ducedin ATS to modelmemorylayout.GivenatypeT andanaddress , weuseT @L
for the (stateful)view indicatingthata valueof type T is storedat addresd.. Thisis
the only form of a primitive view andall otherviews arebuilt ontop of suchprimitive
views. For instancewe canform aview (T@L; T%@( + 1)) to meanthata valueof
type T andanothevalueof type T arestoredat addressek andL + 1, respectiely,
wherewe usel + 1 for theaddressmmediatelyfollowing L. A statefulview is similar
to atype,andit canbeassignedo certainterms,which we oftenreferto asproofterms
(or simply proofs)of statefulviews. We treatproofs of views asa form of resources,
which canbe consumedaswell asgeneratedin particular thetypetheoryon viewsis
basednaform of linearlogic [Gir87].

Certainfunctionsmay requireproofsof statefulviews whenappliedandthey may
causestatefulviews to changewhenexecuted.For instancethe functionsget\ar and
set\ar aregiventhefollowing types:

get\ar : 8a:type8l :addr(ad jptr(l)) ! (a@ j a)
set\ar :  8aj :type8a; : type8l : addr(a;@ j ag;ptr(l)) ! (a:@ j 1)

wherewe useptr (L) asthesingletontypefor thepointerpointingto agivenaddress. .

Thetypeassignedo get\ar meanghatthefunctiontakesa proofof view T @L for
sometypeT andaddress. , andavalueof typeptr (L), andthenreturnsa proof of view
T @L andavalueoftypeT. In this casewe saythata proofof view T @L is consumed
andanothermroof of view T @L is generatedWe emphasizéhat proofsareonly used
atcompile-timefor performingtype-checkingandthey areneithemeededor available
at run-time.We useget\ar hereasthe functionthat readsfrom a given pointer Note
thatthe proof agumentof get\ar essentiallyassureshatthe pointerpassedo get\ar
cannotbeadanglingpointerasthe proofargumentindicateshata valueof certaintype
is storedat theaddresso which the pointerpoints.



fun swap {tl:type, t2:type, 11:addr, 12:addr}
(pfl: t1 @l11, pf2z 2 @12 | pl: ptr (1), p2: ptr  (12)
Dt @12, t2 @11 | unit) =
let

val '(pfl | tmpl) = getvar (pfl | pl)
val ‘'(pf2 | tmp2) = getVar (pf2 | p2)
val '( pfl' | _ ) = setvar (pfl | pl, tmp2)
val '( pf2" | _ ) = setvar (pf2 | p2, tmpl)
in
(pf2', pfl’ | ()
end

Fig. 2. A simpleswapfunction

The type assignedo the function set\ar canbe understoodn a similar manner:
set\ar takes a proof of view T;@L for sometype T; andaddressd. and a value of
type T, for sometype T, andanothewalueof typeptr (L), andthenreturnsa proof of
view To@L andtheunit (of typel). In this casewe saythata proof of view T, @L is
consumedandanotherproof of view T,@L is generatedSincewe useset\ar hereas
thefunctionthatwritesto a givenaddressthis changepreciselyre ects the situations
beforeandafterthe function set\ar is called: A valueof type T; is storedat L before
thecall andavalueof typeT, is storedatL afterthecall.

ThefunctionsallocVar andfree\ar, which allocatesanddeallocatestmemoryunit,
respectiely, arealsoof interestandtheir typesaregivenasfollows:

allocvar @ () ! 9l :addr(top@ j ptr(l))
free\ar @ 8a:type8l:addr(a@ jptr(l))! 1

We usetop for the top type, thatis, every typeis a subtypeof top. Sowhencalled,
allocVar returnsaproofof view top@L for someaddress andapointerof typeptr (L).
Theproofis neededf awrite operatiornthroughthe pointeris to bedone.On theother
hand,a call to free\ar makesa pointernolongeraccessible.

As anexample,afunctionisimplementedn Figure2 thatswapsthecontentsstored
attwo (distinct) addressediVe useY(: : ) to form tuples,wherethe quotesymbol (9 is
solely for the purposeof parsing.For instanced) standsfor theunit (i.e., the tuple of
length0). Also, the barsymbol(j) is usedasa separatoflik e the commasymbol(;)).

Note that proofsare manipulatedexplicitly in the above implementationandthis
could be burdensomeo a programmerin ATS we alsoallow certainproofsbe con-
sumedand generatedmplicitly. For instance the function in Figure 2 may also be
implementedasfollowsin ATS:

fun swap {tl:type, t2:type, I1:addr, 12:addr}
(pfl: t1 @I1, pf2: t2 @12 | pl: ptr (1), p2: ptr (12)
't @12, 2 @I1 | unit) =
let val tmp := Ipl in pl := Ip2; p2 := tmp end

wherewe use! for get\ar and:= for set\ar anddealwith proofsin animplicit manner

The primary goal of the paperis to make ATS accessibléo a wider audiencevho
may or may not have adequatdéormal trainingin typetheory We arethusintentionally
to avoid presentinghe (intimidating) theoreticaldetailson ATS asmuchaspossible,



striving for a cleanand intuitive introductionto the useof statefulviews in support
of safeprogrammingwith pointers.For the readerwho is interestedn the technical
developmenbf ATS, pleasaeferto [Xi03] for furtherdetails.Also, thereis aprototype
implementatiorof ATS aswell asmary interestingexamplesavailableon-line[Xi03].

We organizethe restof the paperasfollows. In Section2, we give brief explana-
tion on some(uncommonYorms of typesin ATS. We thenpresensomeexamplesin
Section3, shaving how programmingwith pointersis madesafein ATS. We mention
somerelatedwork in Sectiond andconcludein Section5.

2 ATS/SVin aNutshell

In this section,we presenta brief overview of ATS/SV the type systemthat supports
imperative programming(with pointers)in ATS. As anappliedtype systemthereare
two componentsn ATS/SY static component(statics)and dynamiccomponent(dy-
namics)Intuitively, thestaticsanddynamicsareeachfor handlingtypesandprograms,
respectiely, andwe areto focuson the staticsof ATS/SV

sorts addrj boolj intj type

staticcontets =5 a:

staticaddr La=ajljL+1

staticint. I = ajijc(s1;:::;8n)

staticprop. P = ajbjcp(si;:iii;sn)j:PjP1~AP2jP1_PojP1 Py
types Tu=aj (89j(VjT)! CTjP Tj8a: :TjP~ATj9a: T
computatiortypesCT == 9 ;P:(V jT)

statefulviews Vi= >jT@j 8)jVi Vo jVi Va

Fig. 3. Thesyntaxfor the staticsof ATS/SV

The syntaxfor the staticsof ATS/SVis givenin Figure 3. The staticsitself is a
simply typedlanguageandatypein it is calleda sort We assumehe existenceof the
following basicsortsin ATS/SV addr, bool, int andtype addris the sortfor addresses,
andboolis thesortfor booleanconstantsandint is thesortfor integers,andtypeis the
sortfor types(which areto beassignedo dynamicterms,i.e., programs)We usea for
staticvariables] for addresgonstantsg; l1; : : :, bfor booleanvaluestt andff, andi for
integersO; 1;1;:::. Atermsinthestaticss calledastaticterm,andweuse ~ s:
to meanthat s canbe assignedhe sort under . The rulesfor assigningsortsto
statictermsareall omittedasthey arecompletelystandardWe mayalsouseL; P; 1 ;T
for statictermsof sortsaddr, bool, int; type respectiely. We assumesomeprimitive
functionsc; whenforming statictermsof sortint; for instancewe canform termssuch
asly+ 12,117 12,117 1 andl=l,. Also we assumesertainprimitive functionscp
whenforming statictermsof sortbool; for instancewe canform propositionssuchas
I, Izandl; I, andfor eachsort we canform apropositions; = s if s;
ands; arestatictermsof sort ; we mayomitthesubscript in= if it canbereadily
inferredfrom the context. In addition,givenL andl, we canform anaddresd. + |,
whichequald,+; if L = I, andl = iandn+i O.



We uses for asequencef staticterms,andP, T andV for sequencesf proposi-
tions,typesandviews, respectiely, and; for theemptysequence.

We use ST for a state,which is a nite mappingfrom addresses$o values,and
dom(ST) for thedomainof ST. We saythatavaluev is storedat! in STif ST(I) = v.
Note that we assumethat every value takes one memoryunit to store,and this, for
instance can be achieved throughproperboxing. Given two statesST; and ST, we
write ST; ST, for theunionof ST, andST, if dom(STy) \ dom(ST,) = ;. We write
ST : V to meanthat the stateST meetsthe view V. We now presentsomeintuitive
explanationon certainforms of views andtypes.

— We use> for the emptyview, which is met by the empty state,thatis, the state
whosedomainis empty

- Weyse_ for a view constructorandwrite © ( 1;:::; ) to meanthatapply-
i_ng to statictermssy;:::;s, of sorts 1;:::; n, respectiely, generateavie\iv
(s1;:::;8n). Therearecertainview proof constructors associatedvith each ,

which areassignediews of theform8 ;P:(V)  (s). For example the (recur
sively de ned) view constructoarrayMew in Figure6 (in Section3) formsa view
arrayMiew(T; ;L) whenappliedto atype T, aninteger| andanaddresd.; the
two proof constructorassociatedvith arrapview areArrayNoneandArraySome

— GivenL andT, we canform aprimitive view T @L , which is metby the statethat
mapsL to avalueof typeT.

— GivenV; andV,, a stateSTmeetsV; V. if STy  STmeetsV, for ary state
STy : Vi suchthatdom(ST;) \ dom(ST) = ;.

— GivenV; andV,, astateSTmeetsV; Vo if ST= STy ST, for someST; : Vi
andST, : Vs.

— In generalwe use (s) for primitive typesin ATS/SV For instancetop is thetop
type,thatis, everytypeis a subtypeof top; 1 is theunit type;ptr (L) is asingleton
type containingthe only addressqualto L, andwe may alsoreferto a value of
typeptr (L) asapointer(pointingto L ); bool(P) is a singletontype containingthe
only boolearvalueequalto P; int(l ) is asingletontypecontainingtheonly integer
equalto| .

—(V jT) ! CTisatypefor (dynamic)functionsthatcanbe appliedto valuesof
type T only if the currentstate(whenthe applicationoccurs)meetsthe views V ,
andsuchanapplicatioryieldsadg/namictermthatcanbeassignedlhecomputation
type CT of theform 9 %P %V ’j T9, which intuitively meansthatthe dynamic
termis expectedto evaluateto valuev at certainstateSTsuchthatfor somestatic
substitution , eachpropositionin 50[ listrue,vis of typeTY ]andSTmeets
VI 1. In thefollowing presentationyve useT; ! T, asashorthandor (; j Ty) !
9;:;:(; j T2) andcall it a statelesgunctiontype.

— P TiscalledaguardedypeandP" T is calledanassertindype.As anexample,
thefollowing typeis for afunctionfrom naturalnumbergo negative integers:

8a:inta 0 (int(a)! 9a°:int:(a< 0)~ int(a%)

Theguarda Oindicateghatthefunctioncanonly beappliedto anintegerthatis
greaterthanor equalto 0; theassertiora® < 0 meanghateachintegerreturnedby
thefunctionis negative.
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Therearetwo formsof constraintsn ATS/S\{ ;P F P (persistentand ;P;V E V
(ephemeral)which areneededo de ne type equality Generallyspeakingwe usein-
tuitionistic logic andintuitionistic linearlogic to reasoraboutpersistenandephemeral
constraintsrespectiely. We maywrite ;P F P, to meanthat ;P F P holdsfor
everyP in P . Mostof therulesfor proving persistentonstraintsrestandargndthus
omitted.For instancethefollowing rulesareavailable:

PP ff PiPLE P2 PFPL P, PEP;
PiPEP PFEP PFEPL P P F P2

We introducea subtyperelationT; y T. on statictermsof sorttypeandde ne
thetypeequality T, =ype TotobeTy ¢ T2 T2 T1. A subtypgudgmentis of
theform ;P E T; ¢ Tz, andtherulesfor deriving sucha judgmentaregivenin
Figure4, wherethe obvious side conditionsassociatedvith certainrulesare omitted.
Notethat (V)isdenedtobe> if V isemptyorVy ::: V,ifV = ViV,
for somen 1. In therule (ext), we write CT[V] for 9 ;P:(V;Vj T), whereCT
is9 ;P:(V j T) andno freevariablesin V occurin . For thosewho are familiar
with sepaationlogic [Rey02], we pointoutthatthis rule essentiallycorrespondso the
framerulethere.Therule (ext) is essentialFor instancesupposehetypeof afunction
is(V jT)! CTandthecurrentstatemeetstheview (V) suchthatVy = V;V
and;;;;ViF (V) isderivable.In orderto apply the function at the currentstate,
we needto assignthetype(V;Vj T) ! CT[V] to thefunctionsothatthe view V can
be*“carriedover”. This canbeachieved by anapplicationof therule (ext).
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Fig. 5. Somerulesfor ephemeratonstraints

dataview arrayView (type, int, addr) =
| {a:type, l:addr} ArrayNone (a, O, |)
| {a:type, n:nat, l:addr}
ArraySome (a, n+l1, 1) of (a @I, arrayView (a, n, I+1)

Fig. 6. An dataview for arrays

Someof therulesfor proving ephemeratonstraintsaregivenin Figure5, andthe
restareassociateavith primitive view constructorsGivenprimitive view constructor

with proof constructorg;;:::; ¢,, weintroducethefollowing rule for eachc;,
0 FEPol 1l PVE Vil )
PV E il )

wherewe assumehatc; is assignedhefollowingview: 8 ;Pi:(Vi)  (s);in ad-
dition, we introducethefollowing rule:

iiP;Pi;s=s;V:ViEVforl i n
v

The key point we stresshereis thatboth the persistenandephemeratonstraintrela-
tionscanbeformally de ned.

3 Examples

3.1 Arrays

Array is probablythe mostcommonlyuseddatastructurein programmingWe declare
in Figure 6 a dataview for representingarrays.Givenatype T, aninteger| andan
addresd , arraypMiew(T; | ;L) is aview for anarraypicturedasfollows,



L L+1 L+2 ... L+I-1

elt elt elt

0 1 I-1

suchthat (1) eachelementof thearrayis of typeT, (2) thelengthof thearrayis | and
(3) thearraystartsataddresd andendsataddress + |  1.Therearetwo view proof
constructordrrayNoneandArraySomessociatedavith theview arrayMew, which are
assignedhefollowing functionalviews:

ArrayNone : 8a:type8l:addr() arrapew(a;O0;l)
ArraySome : 8a:type8l : addr.8n : nat: (a@; arraMew(a; n; | + 1))  arrapMew(a;n + 1;1)

For instancetheview assignedo ArraySomeneanghatanarrayof sizel + 1 contain-
ing elementof typeT is storedataddresd. if anvalueof typeT is storedatL andan
arrayof sizel containingvaluesof typeT is storedatL + 1.

fun getFirst {a:type, n:int, lladdr | n > 0}
(pf:  arrayView (a,n,l) | p: ptr(l): '(arrayView (a,n,l) | a) =
let
prval ArraySome (pfl, pf2) = pf
/I pfl: a@l and pf2: arrayView (a,n-1,+1)
val ‘(pfl' | x) = getvar (pfl | p)
/I pfl: a@l
in
‘(ArraySome  (pfl', pf2) | x)
end

Fig. 7. A simplefunctionon arrays

We now implementasimplefunctiongetHrstin Figure? thattakesthe rst element
in anonemptyarray Theheadeof thefunctiongetHr stindicateghatthefollowing type
is assignedo it:

8a:type8n :int:8l : addrn > 0 ((arrapiew(a; n; 1) j ptr(l)) ! (arrapiew(a; n;1) j a))

The (unfamiliar) syntaxin the body of getHr st needssomeexplanation:pfis a proof of
theview arrayMew(a; n; 1), andit mustbe of the form ArraySomépf; ; pf,), wherepf;
andpf, areproofsof viewsa@ andarrapMew(a;n  1;1+ 1), respectiely; recallthat
thefunctiongetvar is assumedo be of thefollowing type:

8a : type8l : addr.(a@ j ptr(l)) ! (a@ j a)

which simply meanghatapplyinggetvar to a pointerof type ptr (L) requiresa proof

of T@L for sometype T andthe applicationreturnsa value of type T aswell asa

proof of T@L ; thuspf{ is alsoa proof of a@ andArraySomépf?; pf,) is a proof of

arrapMiew(a; n; I). In thede nition of getHrst, we have bothcodefor dynamiccompu-
tationandcodefor staticmanipulationof proofsof views, andthelatteris to be erased
beforedynamiccomputatiorstarts.



dataview slseg (type, int, addr, addr) =

| {a:type, l:addr} SlsegNone (a, O, I, )
| {a:type, n:nat,  first, next, last | first <> null}
SlsegSome (a, n+1, first, last)  of
((a, ptr (next)) @ first, slseg (a, n, next, last))
viewdef  sllist (@ n, ) =slseg (a, n, I, null

Fig. 8. A dataview for singly-linkedlist sgments

3.2 Singly-Link ed Lists

We candeclareadatasiew for representingingly-linkedlist segmentsn Figure8. Note
thatwewrite (To; ; Tn)@L for asequencef views: To@L + 0); ;To@(L + n).
GivenatypeT, anintegerl andtwo addressek; andL ,, slseq(T;1;L1;L2) isaview
for asingly-linkedlist segmentpicturedasfollows:

L, —= elt It It
VA

where(1) eachelemenin thesegmentis of typeT, (2) thelengthof thesegmentis n and
(3) thesegmentstartsatL ; andendsatL ». A singly-linkedlist is simply a speciakind
of singly-linked list sgmentthat endswith a null pointer andthis is clearly re ected
in thede nition of theview constructossllist presentedn Figure8.

We now presentan interestingexamplein Figure 9. The function array2sllistin
the upperpartof the gure turnsanarrayinto a singly-linkedlist. To facilitateunder
standing,we alsopresentin the lower part of the gure a correspondindunctionim-
plementedn C. If we erasethe typesandproofsin theimplementatiorof array2sllist
in ATS, thentheimplementatioris tail recursie andtightly correspondso theloopin
theimplementatiorin C. Whatis remarkablehereis thatthe type systemof ATS can
guarante¢ghememorysafetyof array2sllist(evenin the presencef pointerarithmetic).

—= L2

3.3 A Buffer Implementation

We presentanimplementatiorof buffersbasedon linked lists in this section.We rst
de ne aview constructombuffeiew asfollows:

viewdef bufferView (a:type, m:int, n:int, first: addr, last: addr) =
‘(slseg (@, m, first, last), slseg (top, n-m, last, first))

wherem andn representhe numberof elementsstoredin a buffer andthe maximal
buffer size,respectrely. For instance sucha buffer canbe picturedasfollows:



fun array2sllist {l:addr, nnat | n >=1, | <> null}
(pf: arrayView (top, n+n, 1) | p: ptr(), s int(n))

‘(sllist (top, n, 1) | unit)
if s ieq 1 then
let
prval ArraySome (pfO, ArraySome (pfl, ArrayNone)) = pf
val ‘(pfl | _) = setvar (pfl | p + 1, null
in
'(SlsegSome  (‘(pfO, pfl), SlsegNone) | ()
end
else
let
prval ArraySome (pf0, ArraySome (pfl, pf)) = pf
val '(pfl | ) =setvar (pfl | p+ 1, p + 2)
val ‘(rest | ) = array2sllist pf | p+2 s-1)
in
'(SlsegSome  ('(pfo, pfl), rest) | '0)

end
M M i /-
/* The following program in C corresponds the above one in ATS */

typedef struct slseg { int wval; struct slseg * next; } slseg;

void array2sllist (int* p, int size) {
int s;
for (s =size; s >1;, s =s - 1) { *(p+tl) = p+2; p = p+2; }

*(p+1) 0; /* assign the null pointer */

Fig. 9. Corvertinganarrayinto a singly-linked list

last

first—= em/ eltz/jeltm/o /O/j)

@)

wherewe use for uninitializedor discardeccontent.In the above picture,we seethat
a buffer of maximalsizen consistsof two list segments:one with lengthm, which
containsthe valuesthat are currently placedin the buffer, startsat addressr st and
endsat last, andwe call it the occupiedsegment the otherwith length(n ~ m), which
containsall free cellsin this buffer, startsat last andendsat r st, andwe call it free
s@gment Theaddressr stis oftenviewedasthe headof a buffer.

In Figure 10, we presenta function addinthatinsertsan elementinto a buffer and
anotherfunction takeOut that removes an elementfrom a buffer. The headerof the
functionaddinindicateshatthefollowing typeis assignedo it,

8a : type8m : nat: 8n : nat: 8l; : addr8l, : addrm < n
(buffeView(a; m; n; I1;12) j a;ptr(l2)) ! 9l : addr.(buffeiew(a; m + 1;n; I1;13) j ptr(l3))



fun addin {a:type, m: nat, n:nat, first:addr, last:addr | m< n}

(pf:  bufferView (a, m, n, Cfirst, last) | x: a, t ptr(last)
[last:addr]

'(bufferView (a, m+1, n, first, last’) | ptr (last?)) =
let

prval  ‘(pfO, pfl) = pf
prval  SlsegSome (‘(pf100, pfl01), pfll) = pfl
val '(pfi00 | ) = setvar (pflo0 | t, Xx)
val ‘(pfi01l | p) getVar (pfl01 | t + 1)
prval pf0 =
slsegAppend (pf0, SlsegSome ('(pf100, pfl01), SlsegNone))

in
‘( '(pfo,  pfll) | p)

end
fun takeOut ({a:type, m:nat, n:pat, first:addr, last:addr | m>0, n>=m}
(pf:  bufferView (@, m, n, first, last) | h: ptr(first))
[first:addr]
'(bufferView (a, m-1, n, first, last) | '(a, ptr(first))) =
let

prval  ‘(pfo, pfl) = pf
prval  SlsegSome (‘(pf000, pfool), pf01) = pfo

val '(pfo00 | x) = getvar (pf0O0 | h)
val ‘'(pfool | p) = getvar (pfo01 | h + 1)
prval pfl =

slsegAppend (pfl, SlsegSome (‘(pf000, pf001),  SisegNone))
in
‘('(pfo1,  pfl) | ‘X, p) )
end

Fig. 10. Two functionson cyclic buffers

which simply meanghatinsertinginto a buffer requireghatthebuffer is notfull and,if
it succeedgheapplicationincreaseshelengthof occupiedsegmentby oneandreturns
a new endingaddressfor occupiedsegment(a.k.a.the new starting addresdor free
seggmeny}. Similarly, thefollowing typeis assignedo the functiontakeOut

8a :type8m : nat:8n : nat:8l; : addr8l, :addrm n”~m >0
(buffeView(a; m; n; I1;12) j ptr(l1)) ! 9l3 : addr(buffeMiew(a; m  1;n;l3;12) j a; ptr(l3))

which meansthatremoving an elementout of a buffer requiresthat the buffer is not
emptyand,if it succeedsthe applicationdecreasethelengthof occupiedsegmentby
oneandreturnstheelementanda new startingaddresgor occupiedsegment(a.k.athe
new endingaddresdor free sggmenj. In addition,from the type of functiontakeOut
we canseethatthereis no needto x the positionof the buffer headand,in fact,the
headof a buffer movesalongthe circular list if we keeptaking elementsout of that
buffer.

ThefunctionslseyAppends involvedin theimplementatiorof addinandtakeOut
This is a proof function that combinestwo list segmentviews into one list sggment
view, andit is assignedhefollowing functionalview:

8a : type8nj : nat: 8n; : nat: 8l; : addr.8l;, : addr.8l3 : addr.
(slseg(a;ni;l1;12); slseg(a; na; l2;13))  slseg(a;ni + naz;l1;13)



Note that this function is only usedfor type-checkingat compile-timeandis neither
needechor availableat run-time.

3.4 Other Examples

In additionto arraysand singly-linked lists, we have also handleda variety of other

datastructuressuchas doubly-linked lists and doubly-linked binary treesthat make

(sophisticatedyseof pointers.Someof the examplesinvolving suchdatastructures
(e.g.,a splaytreeimplementatiorbasedon doubly-linked binary trees)can be found

on-line[Xi03].

4 RelatedWork

A fundamentaproblemin programmingsto nd approachethatcaneffectively facil-
itate the constructionof safeandreliablesoftware.In an attemptto addresghis prob-
lem, studieson programveri cation, thatis, verifying whethera given programmeets
its speci cation,have beenconductedxtensiely.

Somewell-known existingapproachet programveri cation includemodelcheck-
ing (whichisthealgorithmicexplorationof thestatespace®f nite statemodelsof sys-
tems),programlogics(e.g.,Floyd-Hoarelogic), type theory etc. However, bothmodel
checkingandFloyd-Hoareogic areoftentoo expensveto beputinto softwarepractice.
For instance althoughmodel checkinghasbeenusedwith greatsuccessn hardware
veri cation for morethantwenty years,its applicationin softwareis muchlesscom-
monandthefocusis oftenonverifying programssuchasdevice driversthatareclosely
relatedto hardwarecontrol. In particular modelcheckingsuffers from problemssuch
asstatespaceexplosionandhighly non-trivial abstractiorandis thusdif cult to scale
in practice.Therearealsomary caseseportedn theliteraturethatmake successfulise
of programlogics in programveri cation. As (a large amountof) theoremproving is
ofteninvolved,suchprogramveri cation is oftentoo demandingor generalpractice.

Ontheotherhand,the useof typesin programerrordetectionis ubiquitous.How-
ever, the typesin programminganguagesuchasML andJava are oftentoo limited
for capturinginterestingprograminvariants.Our work falls naturallyin betweenfull
programveri cation, eitherin typetheoryor systemsuchasPVS,andtraditionaltype
systemdor programmindanguagesWhencomparedo veri cation, our systemis less
expressve but muchmoreautomaticOurwork canbeviewedasproviding asystematic
anduniform languagenterfacefor a veri er intendedto be usedasatype systemdur-
ing the programdevelopmentycle. Our primarymotivationis to all theprogrammeto
expressmoreprogrampropertieghroughtypesandthuscatchmoreprogramerrorsat
compile-time.

In DependenML (DML), a restrictedform of dependentypesis proposedhat
completelyseparateprogramdrom types.This designmalkesit ratherstraightforvard
to supportrealisticprogrammingfeaturessuchas generalrecursionand effectsin the
presencef dependentypes.Subsequentlythis restrictedform of dependentypesis
employed in designingXanadu[Xi00] and DTAL [XHO01] in attemptsto reapsimi-
lar bene ts from dependentypesin imperatve programming.n hindsight,it canbe



readily noticedthat the type systemsof Xanaduand DTAL beara closerelationto
Floyd-Hoarelogic.

Along anothetline of researchanew notionof typescalledguardedecursve(g.r.)
datatypess recentlyintroduced[XCCO03]. Noting the closeresemblancéetweenthe
restrictedform of dependentypes(developedin DML) andg.r. datatypesyve imme-
diately initiate an effort to designa uni ed framework for both forms of types,lead-
ing to the designand formalizationof the framework Applied Type SystemTo sup-
port safeprogrammingwith pointers,the framework is further extendedwith stateful
views [Xi03].

Also, thework in [OSSYO03 is casuallyrelatedto this paperasit shareghe same
goal of ruling out unsafememory accessesHowever, the underlying methodology
adoptedthereis fundamentallydifferent.In contrastto the staticapproachwe take, it
essentiallyrelieson run-timechecksto preventdanglingpointersfrom beingaccessed
aswell asto detectstrayarraysubscripting.

Therehave beena greatnumberof researclactivities on verifying programsafety
propertieshy trackingstatechangesFor instance Cyclone[JMG™* 01] allows the pro-
grammerto specifysafestackandregion memoryallocation;both CQual[FTA02] and
Vault [FDO2] supportsomeform of resourcausageprotocolveri cation; ESC[Det9q
enableghe programmeto statevarioussortsof programinvariantsandthenemploys
theoremproving to prove them; CCured[NMWO02] usesprogramanalysisto shav the
safetyof mostly unannotatedC programslin [MWHO03], we alsoseean attemptto de-
velopageneratheoryof typere nementsfor reasoningaboutprogramstates.

5 Conclusion

Despiteagreatdealof researchit is still largelyanelusive goalto verify thecorrectness
of programsThereforejt is importantto identify the propertieghatcanbe practically
veri ed for realisticprogramsWe have shavn with concreteexamplesthe useof are-
strictedform of dependentypescombinedwith statefulviews in facilitating program
veri cation in thepresencef pointerarithmetic.A largenumberof automategbrogram
veri cation approachesftenfocuson verifying sophisticategropertiesof somepar
ticularly choserprogramsWe feel thatit is atleastequallyimportantto studyscalable
approachego verifying elementarypropertiesof programsn generalprogrammingas
we have adwocatedn this paper

In generalwe areinterestedn promotingtheuseof light-weightedformal methods
in practicalprogrammingfacilitatingthe constructiorof safeandreliablesoftware.We
have presentedsomeexamplesin this paperin supportof sucha promotion,demon-
stratinga novel approactto safeprogrammingwith pointers.
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