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We consider the problem of authenticating a stream of packets transmitted over a network controlled by an adversary who may perform arbitrary attacks on the stream: He may drop or
modify chosen packets, rearrange the order of the packets in any way, and inject new, random,
or specially crafted packets into the stream. In contrast, prior work on the multicast authentication problem has focused on a less powerful adversarial network model or has examined a
considerably more restrictive setting with specific timing or structural assumptions about the
network.
We model the ability of the network to modify a stream of n packets with two parameters:
the survival rate α (0 < α ≤ 1) denoting the fraction of the packets that are guaranteed to reach
any particular receiver unmodified and the flood rate β (β ≥ 1) indicating the factor by which
the size of the received stream at any particular receiver may exceed the size of the transmitted
stream. Combining error-correcting codes with standard cryptographic primitives, our approach
gives almost the same security guarantees as if each packet were individually signed, but requires
only one signature operation for the entire stream and adds to each transmitted packet only a small
amount of authentication information, proportional to β/α 2 . We prove the security and correctness
of our scheme and analyze its performance in terms of communication overhead and computational
effort at the sender and the receiver. Our results demonstrate how list decoding can be transformed
into unambiguous decoding in the public-key model and the bounded computational model for
the underlying communication channel. Overall, our technique provides an authenticated errorcorrecting code of independent interest that may be useful in other settings.
Categories and Subject Descriptors: K.6.5 [Management of Computing and Information Systems]: Security and Protection—Authentication; C.2.0 [Computer-Communication Networks]:
General—Security and protection
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1. INTRODUCTION
Multicast transmissions of data streams are widely being used in applications such as peer-to-peer networks, music and video distribution, stock quotes,
surveillance, and environmental monitoring. We address the problem of verifying the integrity of the received stream in the presence of transmissions errors
and malicious attacks.
Multicast authentication is especially challenging, since the transmission
does not have to be reliable and packet losses must be tolerated (e.g., IP multicast is implemented with a best-effort delivery mechanism over the UDP transport protocol). Thus, the authentication should verify as many as possible of
the received packets without assuming the availability of the entire original
stream. Besides commonly occurring transmission errors, we also want to defend against an adversary who can modify the stream (e.g., controlling a rogue
router or spoofing packets).
Therefore, in the multicast authentication problem, we wish to authenticate
a packet stream transmitted over a network that may adversarially drop packets, arbitrarily rearrange the order of the packets, and inject new packets into
the stream. The authentication mechanism should be as general as possible
and should not depend on any specific assumptions about the underlying network. Although this problem has been extensively studied, no formal definition
has been given for this general version. Prior work on the subject has focused
on a network model where either all the received packets are valid (authentic)
or packets are lost according to some predefined random patterns (e.g., Perrig
et al. [2000], Golle and Modadugu [2001], Miner and Staddon [2001], and Song
et al. [2002]) or no packet injections occur (e.g., Park et al. [2003] and Pannetrat and Molva [2003]), or relatively strong and hard to meet conditions are
assumed about the network behavior (e.g., Perrig et al. [2000, 2001]). Thus,
most of the previously proposed schemes rely on less-general network models, tolerate only erroneous network behavior and are not resilient against an
adversarial behavior of the network.
Of course, if each packet were signed by the sender, then the only damage the
adversarial network could inflict is packet loss, as the receiver would simply
reject packets whose signature is not verified. However, this simple “sign-all”
solution is undesirable because of the repeated use by the sender of the critical
and computationally expensive sign primitive for each transmitted packet and
the heavy communication overhead caused by the addition of a signature to
each packet. Additionally, this solution suffers by a simple denial-of-service
attack at the receiver; one signature verification must be performed for each
received packet, valid or not.
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In this article, we formally define a general model for multicast authentication where an adversary can perform various attacks on the transmitted
streams. In this model, two parameters of the network, the survival rate and the
flood rate, characterize the power of the adversary. Using this network model,
we formally define the authentication problem for multicast transmissions and
describe the notions of correctness and security that any authentication scheme
should respect. We describe an efficient authentication scheme for this model
that gives almost the same security guarantees as if each packet were individually signed, but requires only one signature operation for the entire stream
and adds only a constant size authentication overhead per packet. Our technique uses a novel combination of Reed-Solomon error-correcting codes with
standard cryptographic primitives, such as collision-resistant hashing and digital signatures. The use of error-correcting codes for multicast authentication
was inspired by the previous use of erasure codes, as in Park et al. [2003],
and Pannetrat and Molva [2003], for this problem. We essentially design authenticated error-correcting codes that constitute a new authentication tool,
useful in many settings. Moreover, enhanced with cryptographic primitives,
our error-correction encoding derives an interesting connection between cryptography and coding theory. Namely, a corollary of our results shows that in the
setting where the underlying communication channel is modeled as a computationally bounded (i.e., polynomial-time) adversary, list decoding can be directly
transformed to unambiguous decoding by appropriately employing simple cryptographic primitives in the encoding and decoding design (see Corollary 4.4.3).
This is perhaps the first result in the literature connecting coding theory and
cryptography.
In the rest of this section, we introduce our model, summarize our contributions, and present previous work on multicast authentication. The organization
of the rest of the article is as follows. The cryptographic primitives and errorcorrecting codes used in our work are reviewed in Section 2. In Section 3, we
describe in detail our adversarial network model and multicast authentication
framework. Section 4 describes the construction of our authenticated errorcorrecting code and multicast authentication scheme and gives proofs of correctness and security. In Section 5, we analyze the performance of our scheme
and compare it with various other proposed schemes in terms of security assumptions, underlying network model, resilience to packet loss and injection,
computational effort at the sender and receiver, and communication overhead.
Conclusions and future work are given in Section 6.
1.1 Model and Contributions
We consider the problem of authenticating a stream of packets transmitted over
a fully adversarial network. Namely, the network is controlled by an adversary
who can destroy packets of her choice, arbitrarily rearrange the order of the
packets, and inject new, arbitrarily constructed, packets. We limit the power
of the adversary to modify a stream of n packets transmitted by the sender by
introducing two parameters of the network, the survival rate α, 0 < α ≤ 1, and
the flood rate β, β ≥ 1, which are assumed to be constants. A network with these
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two parameters, which we call an (α, β)-network, guarantees that despite the
presence of the adversary, at least αn packets in the received stream are valid
and the received stream contains at most βn packets. The model is formally
described in Section 3. In practice, the survival and flood rates are functions of
the network structure rather than the amount of transmitted data and thus,
are expected to be constants.
As we will see in Section 1.2, similar assumptions on the survival of correct
packets and the amount of injected packets are typical in the multicast authentication literature. Note that if too many packets are dropped or corrupted by
the adversary, then the main problem is the loss of data, as the small number
of valid packets received may be useless, even if authenticated. On the other
hand, if the adversary can inject a very large number of packets, then we have
a denial-of-service attack. In our approach, if the (α, β) assumption does not
hold, the attacker prevents the receiver from validating the stream but cannot convince the receiver to accept a corrupted packet—in this case, security is
preserved but denial of service occurs.
The contributions of our work can be summarized as follows:
— We provide a formal definition of multicast authentication over an (α, β)network, where arbitrary packets are lost, injected, and rearranged, subject
to a given survival rate α and flood rate β. We also give the requirements for
an authentication scheme to be correct and secure.
— We present the first efficient and scalable multicast authentication scheme
for an (α, β)-network. Our scheme is based on digital signatures, cryptographic hash functions and Reed-Solomon error-correcting codes (in particular, our scheme is based on efficient list-decoding techniques due to Guruswami and Sudan [1999], as we will see in detail in Section 2). In essence,
we design an authenticated Reed-Solomon error-correcting code that constitutes a new, powerful, and general-purpose authentication tool. This last
feature of our scheme provides a new interesting connection between coding
theory and security. In particular, we show how, in the public-key model and
the bounded computational model for communication channels, list decoding
can be transformed into unambiguous decoding.
— We prove the correctness and security of our scheme, analyze its performance in terms of various cost parameters, discuss design and implementation choices, and compare it with previous approaches. In particular,
we show that our scheme adds to each transmitted packet only a small
amount of authentication information, proportional to β/α 2 , and that all
the valid packets received are recognized, while all the invalid packets are
rejected.
The only prior approaches that provide security in our adversarial model
is (i) the inefficient “sign-every-packet” solution, which involved either singing
each packet individually or using a Merkle hash tree as in the scheme by Wong
and Lam [1999], and (ii) a recently proposed scheme by Karlof et al. [2004] that
uses signature dispersal and a Merkle hash tree. The trivial solution of signing
each packet individually is not viable due to heavy computational operations
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at both the sender and the receiver, but also because secret-key operations are
expensive in terms of the security architecture as well. Our scheme, by amortizing one signature per a stream of size n, suffers from no such problem. On the
other hand, the tree-based authentication schemes [Karlof et al. 2004; Wong
and Lam 1999] have the drawback that the per-packet communication overhead
grows logarithmically with the number of packets sent. Indeed, each packet of
a stream of size n carries authentication information of size O(log n). In contrast, our scheme achieves per-packet communication overhead independent of
n and, thus, more efficiency and scalability.
1.2 Prior and Related Work
Previous work on multicast authentication considers both unconditionally secure schemes (e.g., Simmons [1984], and Desmedt et al. [1992]), which tend to
be less practical, and computationally secure schemes, which we overview next
by appropriately categorizing them according to the underlying authentication
technique in use.
MAC-Based Approaches. Various approaches use message authentication
codes (MACs) and secret-key cryptography. A naı̈ve solution here is to have
all the receivers sharing a secret key and include a MAC into every packet
sent, but this scheme is not secure, as any user can spoof packets, or alternatively to have each receiver sharing her own secret key with the sender and
add to each packet a MAC for every receiver, but this scheme is not scalable as
the communication cost is high.
Canetti et al. [1999] described a MAC-based scheme that is secure with high
probability against any coalition of w corrupted users, where O(w) MACs are
appended to each packet, this scheme is not fully scalable due to its communication overhead. Perrig et al. [2000, 2001] presented another MAC-based scheme,
TESLA, where a MAC is appended to every packet and the key of the MAC is
provided in some subsequent packet. To tolerate packet losses, the keys are
generated by means of a hash chain. This approach has low communication
overhead; however, it requires time synchronization between the parties. Note
also that although each packet carries a separate authentication tag, if too few
packets survive the packet losses, the scheme is not functional as the key chaining is destroyed as well. Two MAC-based schemes that make explicit use of the
topology of a multicast tree and assume trusted routers were proposed by Xu
and Sandhu [2002]. The first scheme uses clock synchronization, whereas the
second scheme relies on the existence of secure channels between the source
and each of the receivers.
Boneh et al. [2001] generalized MACs to a multicast setting by defining
a new primitive for multicast authentication called multicast MAC (MMAC).
Satisfying certain correctness and security constraints, a MMAC is a triplet of
algorithms (key gen, mac gen, mac ver) where: key gen produces secret keys sk
for the sender and rs1 , . . . , rsn for the receivers; mac gen(M , sk) computes an
authentication tag τ for message M and mac ver(M , τ, rki ) checks whether τ
is an authentication tag of message M . In their work, Boneh et al. studied the
existence of efficient MMACs, that is, MMACs with short tag τ , and showed
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that any MMAC scheme can be transformed into a digital signature scheme
of almost the same efficiency. Thus, any multicast authentication scheme not
relying on additional assumptions on the network (such as synchronization,
trusted routers, or secure channels) may as well use a signature scheme, which
brings us to signature amortization (see later discussion). The result was also
extended to the case where the adversary possesses a limited number of the
receivers’ keys and a lower bound on the length of the authentication tag was
derived. The construction by Canetti et al. [1999] meets this bound, whereas
TESLA by Perrig et al. [2001, 2000], using time synchronization and one digital
signature for bootstrapping, is not an exact MMAC scheme.
In view of the previous result, research also focused on building faster signature schemes for signing every packet separately. Work on this direction
includes: the use of one-time signatures by Gennaro and Rohatgi [1997] for
multicast transmission in reliable communication channels, the use of k-time
signatures by Rohatgi [1999] to speed-up the signing rate, and the BiBa broadcast protocol by Perrig [2001].
Signature Amortization. Many approaches use the technique of signature
amortization, where a single digital signature is used for the authentication of multiple packets. The first scheme that uses this method over a hash
chain was by Gennaro and Rohatgi [1997]: Each packet pi is augmented with
authentication information ai , recursively defined as the hash of pi+1 ◦ ai+1
(◦ denotes concatenation), and the augmented packet p1 ◦ a1 is digitally signed.
This scheme has constant authentication overhead per packet but does not tolerate packet losses. A Merkle hash tree was used by Wong and Lam [1999]
to amortize a signature over n packets. Namely, a hash tree is built on top
of the hashes of the packets and the root hash value is digitally signed. Each
packet is augmented with authentication information that consists of the signed
root hash and the hashes of the siblings of the nodes on the path between the
root and the leaf associated with the packet. The scheme tolerates arbitrarily high packet loss rates, but as any scheme with packets carrying separate
authentication information, it implicitly assumes an upper bound on the injected packets; otherwise, a simple denial-of-service attack can be performed
as any injected invalid packet enforces a separate packet verification. Overall,
this scheme requires one signature verification per each received packet and
has logarithmic communication overhead per packet. In contrast, our approach,
which also uses signature amortization, has constant per-packet communication overhead and requires only O(1) signature verifications amortized over
n packets.
Graph-Based Authentication. This method generalizes the idea of amortizing a signature over a hash chain in such a way as to tolerate packet losses. A
single-sink directed acyclic graph (DAG) G is defined, where each vertex corresponds to a packet. A directed edge from packet pi to packet p j indicates
that the authentication information a j of packet p j includes the hash of pi ◦ ai .
Also, the augmented packet p1 ◦ a1 of the sink of the DAG is digitally signed.
The validation of packets proceeds backward along the edges of the graph.
Namely, if packet p j has been validated and edge ( pi , p j ) exists in G, then
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the validity of packet pi can be determined using the authentication information a j of p j . Graph-based authentication schemes offer probabilistic security
guarantees provided packet losses occur randomly (i.e., not adversarially). In
particular, they require that the signature packet will reach the receiver intact. Two packet loss patterns have been studied: the uniform model, where
each packet is lost with a fixed probability and independently of other packets
being lost, and the bursty model, where a packet is lost with a fixed probability
and then a given number of successive packets are also lost.
Perrig et al. [2000] selected G to be an augmented-chain graph, consisting of
a path plus additional edges that connect vertices at various distances. Golle
and Modadugu [2001] proposed an augmented chain graph that specifically tolerates bursty packet losses. Random graphs and a scheme resilient to multiple
bursty losses were studied by Miner and Staddon [2001] and expander graphs
were used by Song et al. [2002]. By modeling packet losses in a probabilistic setting (e.g., with some fixed probability and independently of others, each packet
gets lost), all graph-based schemes implicitly assume that a constant fraction
of the transmitted packets reach any given receiver. This is in total agreement
with our survival rate α.
Erasure Codes. Park et al. [2003] and Pannetrat and Molva [2003] used erasure codes (e.g., Rabin [1989] and Luby et al. [2001]) for multicast authentication to tolerate adversarially chosen packet losses and disperse one signature
over a group of packets. In particular, information sufficient—if reconstructed at
the receiver—to authenticate the received packets is encoded using an erasure
code so that delivery of a constant fraction of packets guarantee the successful
decoding of this information. Both constructions are efficient in terms of communication cost. The two schemes only differ in that in Pannetrat and Molva
[2003], encoding is performed twice to reduce the size of the authentication
information. Both schemes are, however, vulnerable to a very simple attack: A
single injected packet can compromise the correctness of the decoding procedure at the receiver. Park et al. [2003] identified a special case of this packetinjection problem and suggested the use of distributed fingerprints [Krawczyk
1993] to tolerate a small number of symbol modifications of the erasure-encoded
information. However, the proposed scheme lacks efficiency, since distributed
fingerprints are used on top of the erasure encoding, and, more importantly,
it collapses for a specific packet-injection attack, where more than one symbol claims to be a specific symbol. We note that our adversarial model includes such attacks: Many injected packets may pretend to be a specific original
packet.
To mitigate the packet-injection problem that all erasure-code schemes have,
Karlof et al. [2004] introduced the notion of distillation codes, which tolerate
both erasures and pollution of symbols. They realized such codes by employing
a membership authentication scheme—namely, Merkle’s hash tree—along with
an erasure code (as in Park et al. [2003]). Symbols are erasure encoded as usual
in groups of size n, but also appended by a group-inclusion witness. Using these
verifiable witnesses, the received symbols are partitioned into the appropriate
pre-encoded groups, which are then decoded and examined to be authentic. This
approach tolerates packet injections and erasures with not constant per-packet
ACM Transactions on Information and System Security, Vol. 13, No. 2, Article 17, Publication. date: February 2010.

17:8

•

A. Lysyanskaya et al.

communication overhead (each packet carries a witness of size O(log n)), and
suffers from the cumbersome decoding procedure at the receiver: The partition operation adds a considerable amount of hashing and erasure decodings.
Gunter et al. [2004] proposed a scheme that is based on erasure codes and
tolerates packet injections that occur up to a certain transmission rate. The
scheme involves the use of three different streams (data stream, hash and
parity stream, signature stream), where signatures are verified selectively and
injected packets are filtered out by exhaustively processing all received packets.
This scheme offers only probabilistic authentication guarantees and tolerates
no adversarial packet losses. We note that by construction, all schemes based
on erasure codes implicitly assume a constant packet survival rate; otherwise,
reconstruction of the authentication information is not guaranteed.
Related Work. Krohn et al. [2004] have used erasure encoding techniques
in combination with homomorphic hashing for the on-the-fly verification of
erasure-encoded blocks. However, their scheme relies on the following strong
assumption: The receiver must know in advance the cryptographic hashes of
the transmitted shares.
Techniques similar to ours have been used by Micali et al. [2005] in subsequent work to study error correction in the computational model. Their main
result confirms the main finding of ours, namely that in the cryptographic setting unambiguous decoding can be achieved beyond the classical informationtheoretic bounds. Also, results for codes with binary alphabets and optimality
results are presented.
Interestingly, the authentication capabilities of our crypto-enhanced error
correction techniques have been recently applied by Goldberg [2007] to improve
the robustness of protocols for private information retrieval. In his work, Goldberg also presents an efficient implementation of the authenticated version of
the list decoder by Guruswami and Sudan [1999]. We note that since their initial
development, these list-decoding algorithms have been significantly improved
(e.g., McEliece [2003]).
2. PRELIMINARIES
Before defining the cryptographic and coding primitives that we use in our
construction, we first introduce some notation. Let A be an algorithm. By A(·),
we denote that A has one input and by A(·, . . . , ·) that A has several inputs.
By y ← A(x), we denote that y was obtained by running A on input x. If A is
deterministic, then this y is unique; if A is probabilistic, then y is a random
variable. If S is a finite set, then y ← S denotes that y was chosen from S
uniformly at random. By y ∈ A(x), we mean that the probability that y is
output by A(x) is positive.
By AO (·), we denote an algorithm that makes queries to an oracle O. That
is, this algorithm (Turing machine) will have an additional (read/write-once)
query tape, on which it will write its queries in binary; once it is done writing
a query, it inserts a special symbol “#”. By external means, once the symbol “#”
appears on the query tape, oracle O is invoked and its answer appears on the
query tape adjacent to the “#” symbol. By Q = Q(AO (x)) ← AO (x), we denote
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the contents of the query tape once A terminates, with oracle O and input x,
where we additionally assume that the query tape Q is always the first output
of any such algorithm AO (·). By (q, a) ∈ Q, we denote the event that q was a
query issued by A, and a was the answer received from oracle O; also, PPT
stands from probabilistic polynomial time.
Let b be a boolean function. By ( y ← A(x) : b( y)), we denote the event
that b( y) is true after y was generated by running A on input x. By Pr[{xi ←
Ai ( y i )}1≤i≤n : b(xn )] = α, we denote the probability that b(xn ) is true after the
value xn was obtained by running algorithms A1 , . . . , An on inputs y 1 , . . . , y n ,
is α, where the probability is over the random choices of the probabilistic
algorithms.
2.1 Cryptographic Primitives
The following definition is due to Goldwasser et al. [1988] and has become the
standard definition of security for signature schemes. Schemes that satisfy it
are also known as signature schemes secure against adaptive chosen-message
attack.
Definition 2.1.1 (Signature Scheme). The set of PPT algorithms (G(·),
Sign(·) (·), Verify(·) (·, ·)), where G is the key generation algorithm, Sign is the
signing algorithm, and Verify the verification algorithm, constitutes a signature scheme for a family (indexed by the public key PK ) of message spaces M(·)
if the following two hold.
Correctness. If a message m is in the message space for a given public key
PK, and SK is the corresponding secret key, then the output of SignSK (m) will
always be accepted by the verification algorithm VerifyPK . That is, for all values
m and k
Pr[(PK, SK) ← G(1k ); σ ← SignSK (m) : m ∈ MPK ∧ ¬VerifyPK (m, σ )] = 0.

Security. Even if an adversary has oracle access to the signing algorithm
that provides signatures on arbitrarily chosen messages, the adversary cannot
create a valid signature on a message not explicitly queried. That is, for all
1
families of PPT oracle Turing machines {A(·)
k }, there exists a negligible function
ν(k) such that
SignSK (·)

Pr[(PK, SK) ← G(1k ); (Q(Ak

Sign

(·)

(1k )), m, σ ) ← Ak SK (1k ) :
VerifyPK (m, σ ) = 1 ∧ ¬(∃σ ) | (m, σ ) ) ∈ Q)] = ν(k).

For completeness, we give the standard definition (see, e.g., Goldreich [2004])
of a family of collision-resistant hash functions.
Definition 2.1.2 (Collision-resistant Hash Function). Let H be a PPT algorithm that, on input 1k , outputs an algorithm H : {0, 1}∗ +→ {0, 1}k . Then H
defines a family of collision-resistant hash functions if the following two hold.
Efficiency. For all H ∈ H(1k ) and for all x ∈ {0, 1}∗ , it takes polynomial time
in k + |x| to compute H(x).
1A

function ν : N → R is negligible if for every positive polynomial p(·) and for sufficiently large k,
1
ν(k) < p(k)
.
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Collision resistance. For all families of PPT Turing machines {Ak }, there
exists a negligible function ν(k) such that
Pr[H ← H(1k ); (x1 , x2 ) ← Ak (H) : x1 -= x2 ∧ H(x1 ) = H(x2 )] = ν(k).
2.2 Error-Correcting Codes
Error-correcting codes allow recovering a message that is transmitted over a
noisy channel. Let q ≥ 2 be the size of alphabet [q] = {1, 2, . . . , q}. An errorcorrecting code [n, &]q , & ≤ n, is a function2 C : [q]& → [q]n that takes as input
an &-length message, or word, x over [q] and outputs a longer n-length codeword C(x) over the same alphabet. That is, an error-correcting code processes
& characters (symbols) in [q] and adds redundancy to form n characters. If only
redundancy is added by C such that the & first symbols of C(x) form word x,
then the code is called systematic.
This processing and added redundancy help correcting up to e errors of the
codeword C(x): given a received word y ∈ [q]n such that y and C(x) differ in
at most e characters, one can unambiguously correct y to C(x) and decode to x.
The value e depends on the exact choice of code C. For unambiguous decoding, e
is always bounded from above by d /2, that is, e < d /2, where d is the distance
of the code, defined as follows. The distance of two codewords of C is the number
of positions where their symbols differ and the (minimum) distance of code C
is the minimum distance of two codewords of C, measured over all pairs of
codewords.
List decoding allows to correct a number of errors that is beyond the halfthe-distance bound discussed previously in the text. Handling even more than
d /2 errors comes at a price, though. In fact, one can ambiguously correct beyond this bound. That is, given that C(x) is received as word y ∈ [q]n and
C(x) and y differ in at most e positions with e ≥ d /2, list decoding provides
a list of candidate initial words in [q]& , such that x belongs in this list. In
general, as e grows, the size of the output list grows as well and, typically,
we put an upper bound on e so that list decoding is efficient (i.e., is performed in polynomial time) and the list size is reasonable to work with (i.e., is
constant).
Reed-Solomon codes [Reed and Solomon 1960] are a family of codes that are
based on properties of univariate polynomials over finite fields. An [n, k + 1]q
Reed-Solomon code, k < n ≤ q,3 has distance d = n − k and, as long as the
number of errors e is, at most, (d − 1)/2 = (n − k − 1)/2, one can unambiguously decode in quadratic time in n [Welch and Berlekamp 1986] (in both field
and bit operations). If e > (n − k − 1)/2, then list decoding is considered feasible [Goldreich
√ et al. 2000] (i.e., it can be performed in polynomial time) as long
as e ≤ n− nk. We next define the [n, k+1]q Reed-Solomon code, where n, k, and
2 There

are more than one possible definitions. Here we model error-correcting codes as functions.
the notation from Guruswami [2001], we use [n, k + 1]q rather than [n, k]q to explicitly
relate the code with the maximum degree k of the polynomials used in the encoding and decoding
procedures (the importance of k will become clear later, when list decoding will be related to the
polynomial reconstruction problem). We require that k < n rather than k + 1 < n, allowing thus
the extreme case, where, for k = n − 1, the code adds no redundancy at all.

3 Adopting
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q are positive integers and parameters of the code, with k < n ≤ q, and where
list decoding is considered. Here, we present a slightly modified definition of
Reed-Solomon codes than the one commonly used in the literature, so that, by
definition, Reed-Solomon codes considered in this article are systematic. This
property is not necessary for the correctness of our scheme but offers an extra
desired property in our construction (discussed in Section 5) and requires no
extra computational effort at the encoder.
Definition 2.2.1 (Reed-Solomon Code). An [n, k+1]q Reed-Solomon code includes the following.
Alphabet. The alphabet is a finite field Fq of size q ≥ n that is a prime power.
Encoder. The encoder is a function C : Fqk+1 → Fqn , with n > k, that specifically:
(1) uses a fixed canonical set G q = { g 1 , g 2 , . . . , g n−1 , g n } of n distinct field
elements in Fq , G q ⊂ Fq (with a fixed ordering over elements g i , 1 ≤ i ≤ n,
according to their index i);
(2) takes as input the parameters n and k, and k + 1 points ( g i , y i ), g i ∈ G q ,
1 ≤ i ≤ k + 1, and y i ∈ Fq (this set of points is viewed as the input word);
(3) finds a unique univariate polynomial p ∈ Fq [x] over elements of Fq and of
degree, at most, k such that p( g i ) = y i , 1 ≤ i ≤ k + 1; and
(4) outputs points ( g i , p( g i )), 1 ≤ i ≤ n (viewed as the input word’s codeword).
We have that C is a systematic code. The ratio kn < 1 is called the rate of the
code.
(List) Decoder. The decoder takes as input parameters n and k, the maximum
number of errors e that may occur, and n points (xi , y i ), xi , y i ∈ Fq , 1 ≤ i ≤ n,
and list decodes, that is, it outputs a list of all univariate polynomials p ∈ Fq [x]
of degree at most, k such that y i -= p(xi ) for no more than e values of i, 1 ≤ i ≤ n;
this list contains the polynomial computed in Step 3. Here, an error is defined
as a change to the x-coordinate or y-coordinate of a point.
Note the direct correspondence between polynomials (produced by the decoder)
and input words (processed by the encoder). The list of polynomials corresponds
to a list of codewords, all being close enough to the distorted codeword (input
of the decoder), which, in turn, maps to a list of candidate input words (each
consisting of the set of points that result by evaluating a polynomial on the first
k + 1 elements of G q ). By definition, this list contains the correct input word of
the encoder when the number of errors in the input points of the decoder does
not exceed e.
For an [n, k + 1]q Reed-Solomon code, we use a decoder that runs in polynomial time and is due to Guruswami and Sudan [1999]. The maximum number
of errors that can be tolerated
by this list-decoding procedure matches the the√
oretical bound of n − kn. However, the decoding algorithm is prohibitively
expensive (e.g., O(n12 )) when the exact bound√is met. By reducing this upper
bound of the maximum number of errors to n− (1 + ')kn, ' ∈ (0, 1), a quadratic
time decoding algorithm exists. We refer to this decoder as GS-Decoder.
For
√
this decoder, parameter ' controls how far away from the n − kn bound list
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decoding can operate; thus, it also affects the performance of the decoder. We
use the following result.
THEOREM 2.2.2 (GURUSWAMI AND SUDAN [1999]). Consider a [n,√k + 1]q ReedSolomon code. For any ' ∈ (0, 1), given n points
√ with at most n − (1 + ')kn errors, GS-Decoder outputs a list of size O(' −1 n/k) in O(n2 ' −5 log2 q log O(1) log q)
time, performing O(n2 ' −5 log q) field operations.
In practice, codes with constant expansion are used, where k = ρn for some
constant ρ < 1, and ρ is the rate of the code. In particular, our construction
makes use of a [n, ρn + 1]q Reed-Solomon code, with ρ < 1, over some large
alphabet of size q = 2c for some constant c. From Theorem 2.2.2, we have the
following, where by Õ(·) denotes that some logarithmic factors are omitted.
COROLLARY 2.2.3. For any [n, ρn!+ 1]q Reed-Solomon code, for any constants
' ∈ !
(0, 1) and ρ < 1 such that (1 + ')ρ ≤ 1, on an input with at most
(1 − (1 + ')ρ)n errors, GS-Decoder outputs a list of O(1) size in Õ(n2 ) time,
performing Õ(n2 ) field operations.
PROOF. It follows directly from Theorem 2.2.2 for k = ρn, ρ <!1 (using Õ(·)
notation to hide constants and logarithmic on q factors). We need (1 + ')ρ ≤ 1
so as the number of errors is not negative.
GS-Decoder is based on an algorithm that solves the polynomial reconstruction
problem: given k, t, and n points {(xi , y i ), 1 ≤ i ≤ n}, where xi , y i ∈ Fq , find
a list that contains all univariate polynomials p ∈ Fq [x] of degree at most k
such that y i = p(xi ) for at least t values of i, 1 ≤ i ≤ n. Parameter t is usually
called agreement. Polynomial reconstruction and Reed-Solomon list decoding
are equivalent problems [Guruswami 2001]. The following result is equivalent
to Corollary 2.2.3.
! COROLLARY 2.2.4. For any constants ' ∈ (0, 1) and ρ < 1 such that
(1 + ')ρ ≤ 1, polynomial reconstruction on
! input ρn, t, and n points in Fq × Fq
can be solved in Õ(n2 ) time, provided t ≥ (1 + ')ρn, where Õ(n2 ) field operations are performed and the output list has O(1) size.
PROOF. It follows immediately from Corollary 2.2.3 by considering the equivalence between the two problems. The upper
of errors
! bound e of the number
!
guarantees agreement t of at least n − e = (1 + ')ρn. We need (1 + ')ρ ≤ 1
in order to be consistent with the requirement that t ≤ n.
What is crucial for the correctness and security of our scheme is that GSDecoder [Guruswami and Sudan 1999; Guruswami 2001] solves the related
polynomial reconstruction problem in the more general case where some of
the input points may be vertically aligned, that is, where the xi coordinates
are not necessarily distinct. Viewing ', as a parameter of the GS-Decoder,
0 < ' < 1, and considering the related polynomial reconstruction problem,
we use GSDecode' (n, k, t, {(xi , y i )|1 ≤ i ≤ n}) to denote that GS-Decoder runs
with parameter ' to solve the polynomial reconstruction problem on degree k,
agreement t, and n input points (xi , y i ), 1 ≤ i ≤ n.
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3. NETWORK MODEL AND MULTICAST AUTHENTICATION FRAMEWORK
Considering data transmission in a multicast setting, a sender, the source of the
data, transmits a data stream over an underlying “best-effort” network. Data
packets are received by a large set of receivers. Without loss of generality, we
focus our attention to one such receiver such that the two honest parties of the
authentication protocol are the sender and the receiver. No guarantees about
the delivery of the packets exist in general. Furthermore, the network is an
adversary of great—yet not unlimited—power, acting in the bounded computational model. In our model, packets may be adversarially lost, altered, delayed,
or injected. However, this adversary is not given complete freedom—if it were,
then no messages (data) would ever get delivered, so our task would be hopeless. As mentioned in the introduction, we will restrict the adversary so that the
transmitted stream is neither destroyed nor polluted by more than a constant
fraction. In this regard, we view the cases where too few packets survive or too
many packets are injected as two special denial-of-service attacks: Although
reconstruction of the few valid packets is not achieved, yet no invalid packet is
accepted as valid.
Conventionally and without loss of generality, we consider data streams consisting of n packets, that is, at the sender, the data for transmission is arranged
in groups of size n. Each group of n packets is identified by a—unique per distinct
group—group identification tag (GID ). That is, packets of a group are marked
with the corresponding GID . The sender should make sure not to use the same
GID for another group of packets. Note that the existence of tag GID adds no
new assumption about the transmitted stream. It corresponds to a means by
which the packets can be grouped together. Even without an adversarial network, the sender should not reuse GIDs so as to make sure the recipient does
not mix and confuse different groups of packets. In practice, a GID can be provided by any network-layer transmission protocol in use. In our framework, the
GID is used as an abstract quantity of constant size; in practice, it is a string
of some small constant size, for example, the size of a hash value (20 bytes for
SHA-1).
3.1 The (α, β)-Network Model
As noted before, we model the network as an adversarial entity, that is, an
entity that can simultaneously inflict any possible type of attack to the transmitted data stream. The repertoire of attacks consists of packet losses, injections, alterations, and rearrangements. These modifications of the data stream
are maliciously chosen so that the adversary can cause the loss of any selected
packets. Although the ability to tolerate packet losses has been widely considered an important property of multicast authentication schemes, only a few
previous schemes (e.g., Wong and Lam [1999], Park et al. [2003], and Karlof
et al. [2004]) tolerate adversarial losses, that is, the capability by the adversary to choose which packets are dropped and which survive. The adversarial
loss model is the strongest and most realistic one, since it makes the least assumptions on how the traffic is routed. Also, the adversary can inject packets
of random or malicious structure into the stream. This type of network failure
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has not been studied as widely in the context of multicast authentication, except reactively in Karlof et al. [2004]. In contrast, we develop robust techniques
for dealing with it. Finally, the adversary can arbitrarily modify, delay, or rearrange packets. Changing a packet corresponds to destroying it and injecting a
new one.
An adversarial network modeled with the previously described capabilities is what we call a fully adversarial network. The following definition is
standard.
Definition 3.1.1 (Fully Adversarial Network). A fully adversarial network
is a network that is used for the transmission of a data stream and is controlled by a computationally bounded (i.e., PPT) adversary who can: (i) cause
packets of her choice to be lost; (ii) inject packets (either random ones or with
a specific malicious structure); and (iii) arbitrarily alter, delay, or rearrange
packets.
It is realistic to assume that even if an adversary controls part of the network,
there are still some honest routers and at least a fraction of the data packets goes
through them. Thus, we expect some reliability from the network. Namely, the
network will faithfully deliver at least a constant fraction, α, of all the packets
of a given stream. This assumption is also justified by the fact that if fewer than
a constant fraction of the packets survive, then it is unlikely that meaningful
information can be extracted from the surviving packets. Also, in modeling
the ability of the adversary to maliciously inject invalid packets, we take the
following into consideration: If the adversary injects packets at too high a rate,
this will result in a denial-of-service attack. In this case, the receiver’s primary
concern is unlikely to be authentication. Thus, we assume that authentication
is useful when the stream is expanded by no more than a constant factor β
through adversarial packet injections.
Our two assumptions about the power of the adversary to modify a stream
of n packets transmitted by the sender are expressed by two parameters of
the adversarial network: the survival rate α and the flood rate β. In this article, both rates are considered to be constants. In a network with survival
rate α, 0 < α ≤ 1, if a stream of n packets is sent, at least αn packets of this
stream will arrive at the receiver intact. In a network with flood rate β, β ≥ 1,
if a stream of n packets is sent, then the received stream will have at most
βn packets.
Definition 3.1.2 (Network Parameters). Consider an adversarial network
through which a sender transmits a stream of n packets. With respect to any
particular receiver, the survival rate α, 0 < α ≤ 1, is the minimum fraction of
the packets that are guaranteed to reach the receiver unmodified, that is, at
least αn packets in the received stream are valid, and the flood rate β, β ≥ 1,
indicates the maximum factor by which the size of the stream that reaches
the receiver may exceed the size of the transmitted stream, that is, at most βn
packets are in the received stream.
As shown in Section 1.2, the constant survival and flood rates are limitations
on the adversary that have been explicitly or implicitly assumed in most of
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the existing work on multicast authentication. We claim that the survival and
flood rates of a network are reasonable parameters that better characterize
the adversary’s ability to modify the transmitted stream. In particular, the
network’s reliability, expressed by means of α and β, is not an assumption that
affects the generality or the strength of our model; in contrast, it successfully
emphasizes some intrinsic characteristics of the authentication problem we
study. Indeed, the extreme cases where too few packets survive or too many
packets are injected are both special, and perhaps less interesting, cases of the
multicast authentication problem: At the receiver, no need for authentication
really exists when α → 0 or β → ∞. At the same time, our scheme presented
in Section 4 is parameterized by the two rates α and β; that is, it operates
correctly for any values of these two network parameters and securely for any
adversary (even one not restricted to manipulating a (β − α) fraction of the
packets).
A network with the previously mentioned characteristics in terms of adversarial behavior and reliability is what we call an (α, β)-network and is the basis
for our multicast authentication framework. Although our discussion focuses
on one particular receiver, for generality and completeness, we require that the
network provides the same level of reliability (expressed by rates α and β) to
any of the receivers.4
Definition 3.1.3 ((α, β)-network). An (α, β)-network is a fully adversarial
network with survival rate α and flood rate β with respect to any receiver.
3.2 Authentication Framework
We describe a new multicast authentication framework that is based on the
(α, β)-network model. Our definition of a multicast authentication scheme essentially mimics the classical definition of security for signatures [Goldwasser
et al. 1988]. This is not surprising since it is shown by Boneh et al. [2001] that
the two problems are equivalent. A signature scheme consists of key generation, signature, and verification algorithms (see Definition 2.1.1). Similarly, we
have key generation, authentication, and decoding algorithms, specified in the
following text. Working in the public-key model, the key generation algorithm
is run in advance to produce the private and public keys used by the involved
parties, the sender and the receiver. The other two algorithms, authenticator
Auth and decoder Decode, are executed by the sender and the receiver, respectively. The sender runs Auth to process data packets and create the authenticated packets. The receiver runs Decode to decode the received packets and
recognize the valid ones.
Key generation. The key generation algorithm KeyGen is a PPT algorithm
that takes as input the security parameter 1k and outputs the key pair (PK, SK).
We write (PK, SK) ← KeyGen(1k ). We assume that the sender knows both the
public key PK and the secret key SK and that the receiver knows the public
key PK.
4 This does not mean that the same data packets, that is, the same stream, reaches all the receivers.
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Authenticator. The authenticator algorithm Auth takes as input the pair
of secret and public keys (SK, PK), the group identification tag GID of the
data stream, the number n of packets in the data stream, the survival rate
α, the flood rate β and the data packets DP = { p1 , . . . , pn }, and it outputs the set AP − {a1 , . . . , an } of authenticated packets. We write: AP ←
Auth(SK, PK, GID , n, α, β, DP ).
Decoder. The decoder algorithm Decode takes as input the public key PK,
the group identification tag GID of the data stream, the number n of the original data packets, the survival rate α, the flood rate β, and the received packets RP = {r1 , . . . , rm }. The decoder is allowed to reject the input—for example, when more than (β − α)n packets are injected to the transmitted stream
or when less than αn of the received packets are valid.5 If it does not reject, it produces the output packets OP = { p1) , . . . , pn) }. Some of these packets may be empty, each denoted by ∅, and correspond to the event that the
decoder did not receive the corresponding authenticated packets. We write:
{OP, reject} ← Decode(PK, GID , n, α, β, RP).
A signature scheme has two requirements: correctness and security. We have
similar requirements for a multicast authentication scheme. A multicast authentication scheme is (α, β)-correct if, whenever at least αn correct authenticated packets are received among βn total packets, all and only the valid
received packets will be decoded correctly and in the correct order, that is, the
corresponding data packets will be among the output packets, decoded with
their correct indices. A multicast authentication scheme is secure if, even if
the adversary is allowed to query the authenticator on any number of chosen
inputs, the adversary cannot make the decoder output a nonauthenticated set
of packets.
Definition 3.2.1 (Multicast Authentication Scheme). The set of PPT algorithms (KeyGen, Auth, Decode) constitutes an (α, β)-correct and secure multicast authentication scheme if no PPT adversary A can win nonnegligibly often
in this game:
(1) A key pair is generated, that is, (PK, SK) ← KeyGen(1k ).
(2) The adversary A is given the public key PK as input and oracle access to the
authenticator, that is, for 1 ≤ i ≤ poly(k), where poly(·) is a polynomial, the
adversary can specify the values (GID i , ni , αi , βi , DP i ) and obtain APi ←
Auth(SK, PK, GID i , ni , αi , βi , DP i ). However, A cannot issue more than one
query with the same group identification tag; that is, for all i -= j , GID i -=
GID j .
(3) At the end, A outputs a tag GID , values n, α and β, and a set RP of packets.
The adversary wins the game if one of the following violations occurs.
Violation of the (α, β)-correctness property. The adversary did manage to construct RP such that even if it contains αi ni packets of some authenticated packet
set APi for group identification tag GID i = GID , the decoder, on input GID ,
5 For

an (α, β)-network neither can be true, and the decoder will always produce output packets.
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n, α, β, and RP, still failed at identifying all the correct packets. Namely, the
adversary wins if all of the following hold.
— For some i, the adversary’s query i contained GID i = GID , ni = n, αi = α, and
βi = β. Let DP i = { p1 , . . . , pn } = DP be the data packets associated with that
query, and let APi = {a1 , . . . , an } = AP be the response of the authenticator.
— At least αn of the authenticated packets are included in the received packets,
that is, |RP ∩ AP| ≥ αn, and the received packets are at most βn, that is,
|RP| ≤ βn.
— For some 1 ≤ j ≤ n, p j is the j ’th packet in the original set of data packets
DP such that the corresponding authenticated packet a j is received, that is,
a j ∈ RP ∩ AP, and yet is not decoded correctly. Namely, let ( p1) , . . . , pn) ) ←
Decode(PK, GID , n, α, β, RP); for p j , it holds that p j -= p)j .
Violation of the security property. The adversary did manage to construct RP
such that the decoder, on input GID , n, α, β, and RP, computed output packets
OP = { p1) , . . . , pn) } that were never authenticated by the authenticator for the
group identification tag GID . Namely, the adversary wins if one of the following
holds:

— The authenticator was never queried with group identification tag GID and
the size n, and yet the decoder does not reject. That is, it holds that reject -=
Decode(PK, GID , n, α, β, RP) = OP.
— The authenticator was queried with the group identification tag GID , the
values n) , α ) , and β ) , and the data packets DP = { p1 , . . . , pn) }. However, the
decoder does not reject and either n -= n) or some output packet p)j -= ∅ is
different from the corresponding data packet p j , where OP = { p1) , . . . , pn) }.

In practice, n, α, and β are system-wide parameters and GID is chosen uniquely
by the sender. In the previous definition, security is guaranteed whenever a new
GID is used, but security holds even if the assumption on the (α, β)-network is
not met.
4. OUR MULTICAST AUTHENTICATION SCHEME AND
AUTHENTICATED ECC
We now describe a multicast authentication scheme (KeyGen, Auth, Decode)
that meets the definitions of the previous section. In the sequel, we denote with
', 0 < ' < 1, the tolerance parameter of the decoder, which controls a trade-off
between the error-tolerance ability of the decoder and its performance. Both
the authenticator and the decoder know and use the value of this parameter.
Recall that this parameter expresses how far away from the ultimate bound for
efficient list-decodability the encoding is performed. The higher the ', the further away from the bound the encoding is performed; thus, the communication
overhead is higher but the list decoder operates faster (up to constant factors).
Similarly, values of ' that are closer to zero reduce the communication overhead
at the cost of increasing (by constant factors) the decoding time. We will discuss
in detail this trade-off when we will perform the efficiency analysis. By ◦, we
denote concatenation and by ∅ we appropriately denote either a packet that is
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Algorithm 1. Key Generation KeyGen
Input: Security parameter 1k , signature scheme (G(·), Sign(·) (·), Verify(·) (·, ·)), and
collision-resistant hash-function family H.
Output: Secret key SK and public key PK.
(1) Let (PKs , SKs ) ← G(1k ) and H ← H(1k ).
(2) Set PK = (PKs , H) and SK = SKs .

empty or the empty string. To avoid notational overload, we often omit the floor
and ceiling notation.
4.1 Key Generation and Authenticator
The key-generation algorithm KeyGen receives as input the security parameter
1k , a signature scheme (G(·), Sign(·) (·), Verify(·) (·, ·)) and a family H of collisionresistant hash functions (Definitions 2.1.1 and 2.1.2), and operates simply by
initializing a signature scheme and a collision-resistant function using the security parameter. Assuming that (PKs , SKs ) ← G(1k ) and H ← H(1k ), KeyGen
sets PK = (PKs , H) and SK = SKs , that is, ((PKs , H), SKs ) ← KeyGen(1k ) (see
Algorithm 1).
We now describe the authenticator Auth that uses the tolerance parameter
' of the decoder (see Algorithm 2). The idea is as follows. The data packets
are each hashed using the collision-resistant hash function and these n packet
hashes h1 , . . . , hn (along with the group identifier, α and β) are digitally signed
to produce signature σ . String S = h1 ◦ . . . ◦ hn ◦ σ is called the authentication
information. We want to guarantee that even if only an α fraction of the packets
survive and a large number of packets (β − α)n are injected, the receiver still
gets (is able to reconstruct) all the authentication information. To that end, we
encode S, using an [n, ρn+1]q Reed-Solomon code in a manner that is tolerant to
packet losses and insertions, subject to the network parameters. The encoded
authentication information is then appropriately dispersed and appended in
the data packets to form the authenticated packets.
In Algorithm 2 (but also in Algorithms 3 and 4), we assume that data packets,
signatures, GID s, and the values α and β each has a fixed (and publicly known)
length so that the use of concatenation ◦ introduces no ambiguities. Alternatively, we can assume that there exists a standard (and publicly known) way of
delimiting the beginning and end of the bit strings of the previously mentioned
data items. Also, in all algorithms, if ρn is not an integer, we use 4ρn5 in all
occurrences of ρn. We note that q is in fact a function of n, α, and β, thus, it
does not need be transmitted to the receiver (observe that |S| is a function of
n). Also, we assume that the value of ' is known also to the encoder; thus, in
fact, C(S) = C' (S). Finally, we implicitly assume that the size of the problem
n along with the parameters of the network α and β are such that ρn + 1 < n,
α2
or equivalently, (1+')β
+ n1 < 1, so that the used [n, ρn + 1]q Reed-Solomon code
does not degenerate. This last technical requirement is easily satisfied as n and
β get larger and α gets smaller.
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Algorithm 2. Authenticator Auth
Input: Secret key SK, public key PK, group identification tag GID , data-stream size n,
parameters α and β of the network, and data packets DP = { p1 , . . . , pn }.
Output: Authenticated packets AP = {a1 , . . . , an }.
(1) For 1 ≤ i ≤ n, compute the hash value hi = H( pi ). The concatenation of all the hash
values, together with the value GID , is digitally signed:
σ ← SignSK (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn ).

(2) Let [n, ρn + 1]q be a Reed-Solomon error-correcting code, where q is defined in
α2
Step 3, and set its rate to be ρ = (1+')β
, where α and β are the survival and flood
rates of the network, and ' is the tolerance parameter of the decoder. (Note that:
ρ < 1 since α ≤ 1, β ≥ 1 and 0 < ' < 1.)
(3) Set S = h1 ◦ . . . ◦" hn ◦ #σ as the authentication information. Split S into ρn + 1
|S|
substrings of size ρn+1
, where the ith substring is viewed as value y i of Fq , with
"

|S|

#

q = 2 ρn+1 . If |S| is not an exact multiple of ρn+ 1, pad S with & 0’s, such that |S ◦ 0& |
mod (ρn + 1) ≡ 0.
(4) Use the resulting set { y 1 , . . . , y ρn+1 } of field elements to form {( g i , y i )|1, . . . , ρn + 1}
and treat this set of points as an input to the Reed-Solomon encoder (see Definition 2.2.1). Compute the corresponding codeword C(S) using the [n, ρn + 1]q ReedSolomon code (of Step 2). C(S) consists of n elements of Fq , denoted as (s1 , . . . , sn ).
(5) Let AP = {a1 , . . . , an }, where for 1 ≤ i ≤ n, we have ai = GID ◦ i ◦ pi ◦ si .

4.2 Decoder
Our decoder Decode uses a modification of the GS-Decoder (see Definition 2.2.1
and Theorem 2.2.2) as a subroutine. The standard GS-Decoder expects to receive, as input, n pairs (xi , y i ), and outputs a list L of all the polynomials in Fq [x]
of
√ degree at most k such that every p ∈ L has the property that for at least t =
(1 + ')kn of the i’s, p(xi ) = y i . We write L ← GSDecode' (n, k, t, {(xi , y i )|1 ≤
i ≤ n}). The modified decoder is specified by parameters that are slightly different: It takes as input up to βn points (xi , y i ) (some with overlapping xcoordinates) and finds a list of candidate input words, that is, set of points that
α2
can be encoded by polynomials in Fq [x] of degree at most ρn (with ρ = (1+')β
)
such that each polynomial agrees with at least αn of the decoder input points
(see Corollary 2.2.4).
What is important is that the modified GS-Decoder operates even in the
presence of an adversarially chosen set of (xi , y i ) pairs. In other words, the
modified decoder corresponds to the alphabet and encoder of the Reed-Solomon
code described in Definition 2.2.1 (the encoder is used in algorithm Auth before),
but now, the set of points (xi , y i ) that constitute the input of the decoder is
in principle different than the set of valid output points of the encoder; this
corresponds to the various attacks by the adversary. For instance, this set may
not include some of the original points, may be larger because some new points
are added, and may even contain points that are vertically aligned, that is,
some of the xi ’s are not distinct. The modified decoder is obtained by adapting
the original GS-Decoder, as follows (see Algorithm 3).
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Algorithm 3. Modified GS-Decoder MGSDecoder'
Input: n, α, β, and m points (xi , y i ), xi ∈ Fq , y i ∈ Fq , 1 ≤ i ≤ m.
Output: List of all computed candidate input words {c1 , . . . , c& } or reject.

(1) If m > βn, reject; else, if there are fewer than αn distinct values of xi , reject.
2

α
. If L is
(2) Else, let L ← GSDecode' (m, ρn, αn, {(xi , y i )|1 ≤ i ≤ m}), where ρ = (1+')β
empty, reject; else, L = {Q 1 (x), . . . , Q & (x)} contains polynomials in Fq [x].
(3) For each Q j (x) ∈ L, 1 ≤ j ≤ &, evaluate Q j (x) on g i ∈ G q , 1 ≤ i ≤ ρn + 1, and let
the string Q j ( g 1 ) ◦ Q j ( g 2 ) ◦ · · · ◦ Q j ( g ρn+1 ) be candidate input word c j .

For this decoder, operating on input points subject to constraints that are in
accordance with our (α, β)-network, we have the following.
LEMMA 3.2.1. If at least αn out of at most βn input points are valid, then
MGSDecoder' does not reject, runs in time Õ(n2 ), where Õ(n2 ) field operations
are involved, and outputs the constant-size list of all candidate input words that
are consistent with αn of the received points.
PROOF. MGSDecoder' does not reject in Step 1 of the algorithm. All
claims follow considering Step 2, Theorem 2.2.2, Corollary 2.2.4, and the
fact that GS-Decoder operates even when the xi ’s are not distinct (see Guruswami and Sudan [1999] and Guruswami [2001]). Corollary 2.2.4 holds,
since, if m = γ n, α ≤ γ ≤ β, then ρn = γρ m; thus, we consider the
polynomial reconstruction problem on inputs γρ m, t, m points, and for ρ =
$
$
!
α2
, we have that t ≥ αn ≥ γβ αn = (1 + ')ρnm = (1 + ') γρ m, as needed.
(1+')β

2
2
Of course, Õ(m
$ ) = Õ(n ) for m = γ n and γ a constant. Finally, we have that
$
2
α
(1 + ') γρ = βγ
≤ 1 as required. The correct answer (candidate input word)
is guaranteed to be contained in the output list, since it corresponds to (or produced by) a polynomial of degree ≤ ρn that is consistent with αn points; thus,
MGSDecoder' does not reject in Step 2 either. The arguments hold also in the
case where 4ρn5 is considered instead of ρn.

Now, we are ready to describe our decoder. The idea is simple: We resist every
attack by the adversary by treating injected, altered, and lost packets as errors,
essentially, in a crypto-enhanced list-decoder (see Algorithm 4). What matters
is only the achieved agreement, that is, the valid packets. Note that the decoder
is parameterized by the tolerance parameter ' (i.e., Decode is in fact Decode' ).
We postpone the analysis of the running time of the algorithms KeyGen, Auth,
and Decode of our scheme until the next section.
4.3 Correctness and Security Proofs
For the decoder in Algorithm 4, we have the following:
LEMMA 4.3.1. When operating on a stream of packets encoded by authenticator Auth and transmitted through an (α, β)-network, algorithm Decode does
not reject.
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Algorithm 4. Decoder Decode
Input: Public key PK, group identification tag GID , n, parameters α and β, and received
packets RP = {r1 , . . . , rm }.
Output: OP = { p1) , . . . , pn) } or reject.
(1) View packets in RP as ri = GID i ◦ ji ◦ pi ◦ si .
(2) Discard all nonconforming packets, that is, all packets for which GID i -= GID or
packets with ji ∈
/ [1..n]. Let (r1 , . . . , rm) ) be the remaining packets in RP. Each of
them is viewed as ri = GID ◦ ji ◦ pi ◦ si , such that ji ∈ [1..n].
(3) If m) < αn or m) > βn, then reject.
(4) For 1 ≤ i ≤ m) , set (xi , y i ) = ( ji , si ).
(5) Run algorithm MGSDecoder' with input parameters n, α, β and the m) points (xi , y i ),
1 ≤ i ≤ m) . If MGSDecoder' rejects, reject; otherwise, obtain the candidate input
words {c1 , . . . , c& }.
(6) For 1 ≤ i ≤ n, set hi = ∅. Let j = 1. While j ≤ &:
j
— Parse the candidate input word c j as string h1 ◦ . . . ◦ hnj ◦ σ .
j
j
j
— If VerifyPK s (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn , σ ) = 1, then set hi = hi for 1 ≤ i ≤ n and
break out of the loop; otherwise, increment j .
(7) If (h1 , . . . , hn ) = (∅, . . . , ∅), reject; else, compute output packets OP as follows:
— Initialize OP = { p1) , . . . , pn) }: for each 1 ≤ i ≤ n, set pi) = ∅.
— For 1 ≤ i ≤ m) :
— view ri as ri = GID ◦ j ◦ p j ◦ s j , j ∈ [1..n], and if H( p j ) = h j , set p)j = p j .

PROOF. From the properties of the (α, β)-network, the algorithm does not
reject in Steps 3 and 5. Since at least αn packets are valid, from Lemma 4.2.1,
we have that the correct input word (which stores the entire authentication
information S) is among the candidates of the output list of Step 5. Thus,
the corresponding signature verification in Step 6 excludes the rejection in
Step 7.
Let us show that the authentication scheme (KeyGen, Auth, Decode) described in Sections 4.1 and 4.2 satisfies Definition 3.2.1. Suppose that we have
an adversary A who manages to break the (α, β)-correctness or security of
our scheme with (nonnegligible) probability π(k). Then, one of the following is
true.
— With probability (at least) π (k)/2, A violates the (α, β) correctness property.
— With probability (at least) π (k)/2, A violates the security property.
Let us show that a nonnegligible probability of either event contradicts the
security properties of the underlying signature scheme and hash function.
CLAIM 4.3.2. If a polynomial time adversary A violates the (α, β)-correctness
property of our scheme then the underlying signature scheme is not secure, or
the underlying hash function is not collision-resistant.
PROOF. We exhibit a reduction that transforms an attack that violates
the correctness of our scheme into an attack on the underlying signature
scheme.
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Reduction. The input to the reduction is the public key PKs of the signature scheme. Our reduction is also given oracle access to the corresponding
signer SignSK s (= SignSK ). The reduction sets up the public key PK = (PKs , H).
Our reduction does not know the corresponding secret key. Our reduction invokes the adversary A on input PK. It now needs to be able to answer the
adversary’s queries to the authenticator Auth. In order to respond to a query
(GID i , ni , αi , βi , DP i ), run the algorithm Auth with the following modification:
In Step 1, at the beginning of Auth, instead of computing the signature σi , obtain it by querying the signature oracle SignSK . Everything else is carried out
as prescribed by the algorithm Auth.
It is clear that the view of the adversary in this reduction will be identical
to the view that the adversary obtains in real life. Therefore, with the same
probability as in real life, the adversary violates the correctness property. That
is, it outputs values GID , n, α, β, and the set of received packets RP such that
all of the following hold:
(1) GID = GID i , n = ni , α = αi , and β = βi for some i. Let DP i = { p1 , . . . , pn } be
the data packets associated with that query, and let AP be the response that
we gave to the adversary. In particular, let σi be the signature associated
with this query, that is, σi ← SignSK (GID ◦ α ◦ β ◦ H( p1 ) ◦ . . . ◦ H( pn )).
(2) |RP ∩ AP| ≥ αn and |RP| ≤ βn.
(3) For some j , p j -= p)j , where ( p1) , . . . , pn) ) ← Decode(PK, GID , n, α, β, RP),
and r j ∈ RP is a packet that corresponds to packet p j ∈ DP i . (Note that
from 2 and Lemma 4.3.1, it follows that algorithm Decode does not reject.)
Case 1. Suppose that p)j -= ∅. From (3), we get that either H( p j ) -= H( p)j ),
or it is easy to find a collision to the hash function, as p j -= p)j and using a
straightforward reduction. By definition of Decode, if r j ∈ RP and p)j -= ∅,
then, in Step 6, the algorithm Decode processes a candidate c = h1 ◦ . . . ◦ hn ◦ σ
such that VerifyPK s (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn , σ ) = 1. We must argue that our
signature oracle was never queried on input (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn ). Note that
the only time it was queried with this GID was when we obtained σi on input
(GID ◦α ◦β ◦ H( p1 )◦. . .◦ H( pn )). Moreover, in Step 7, Decode includes p)j into OP
if and only if H( p)j ) = h j . Therefore, h j -= H( p j ), so our signature oracle was
never queried with (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn ), and yet our adversary has caused
us to compute a signature σ such that VerifyPK s (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn , σ ) = 1.
Thus, the underlying signature scheme is insecure.
Case 2. So, suppose that p)j = ∅. From (1) and (2), we know that αn of the
original authenticated packets were received, among the total of βn packets.
Then, by the properties of MGSDecoder' (Lemma 4.2.1), Step 5 of the algorithm
Decode includes the candidate value c = H( p1 ) ◦ . . . ◦ H( pn ) ◦ σi . Then, by
construction, it cannot be the case that in Step 7, (h1 , . . . , hn ) = (∅, . . . , ∅). If
(h1 , . . . , hn ) = (H( p1 ), . . . , H( pn )), then by construction of Decode, if (as is the
case according to (3)) r j ∈ RP, then p)j -= ∅, because p)j is set to p j when the
packet r j is considered in Step 7. Therefore, (h1 , . . . , hn ) -= (H( p1 ), . . . , H( pn )),
and yet VerifyPK s (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn , σ ) = 1. But, the only query with GID
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that we ever issued to the signer was for the message (GID ◦ α ◦ β ◦ H( p1 ) ◦ . . . ◦
H( pn )) -= (GID ◦ α ◦ β ◦ h1 ◦ . . . ◦ hn ). Thus, σ is a successful forgery.
CLAIM 4.3.3. If a polynomial-time adversary A violates the security property of our scheme, then the underlying signature scheme is not secure, or the
underlying hash function is not collision-resistant.
PROOF. Consider setting up the reduction in exactly the same way as in the
proof of Claim 4.3.2. Again, the adversary’s view in the reduction is the same
as in real life. So, just as often as in real life, the adversary will violate the
security property of our scheme, namely, one of the following will hold:
(1) The authenticator was never queried with group identification tag GID ,
size n, α, and β and yet the decoder algorithm does not reject. That is,
reject -= Decode(PK, GID , n, α, β, RP) = OP.
(2) The authenticator was queried with the group identification tag GID , with
the values n) , α ) , and β ) , and with data packets DP = { p1 , . . . , pn) }. However,
the decoder algorithm does not reject and some output packet p)j -= ∅ is
different from the corresponding data packet p j , where OP = { p1) , . . . , pn) }.
Suppose (1) holds. Then, we know that the only way the decoder will produce
some nonempty set of output packets is if, in Step 6, it sees a string c and a
signature σ such that VerifyPK s (GID ◦ c, σ ) = 1. Since the signature oracle was
never queried for this GID , α, β, and n, σ is a successful forgery. So, suppose
that (2) holds. This situation is identical to Case 1 of the proof of Claim 4.3.2,
and we obtain either a successful forgery or a hash-function collision in exactly
the same manner.
4.4 Authenticated Reed-Solomon Error-Correcting Code
Our authentication scheme consists of the PPT algorithms (KeyGen, Auth,
Decode), described in Subsections 4.1 and 4.2. We note that essentially our
scheme uses an authenticated Reed-Solomon error-correcting code. Using this
term, we refer to the fact that, by allowing the use of cryptographic primitives
in the data that is encoded, list decoding succeeds in operating (even) in the
presence of adversarial behavior of the “transmission channel” (a network in
our case). In general, depending on this adversarial behavior, our authenticated decoder either rejects or correctly and securely reconstructs the original
codeword that was sent and the input word that was produced by the encoder
(authentication information in our case). For an (α, β)-network, Lemma 4.3.1
and Claim 4.3.2 guarantee that the correct reconstruction is produced and
Claim 4.3.3 guarantees that the authenticated Reed-Solomon error-correcting
code is secure. For this reason, we refer to our multicast authentication scheme
as AuthECC.
Definition 4.4.1 (Authenticated ECC). Multicast authentication scheme
AuthECC comprises the triplet of probabilistic algorithms (KeyGen, Auth,
Decode) described earlier in the text and realizes an authenticated ReedSolomon error-correcting code.
ACM Transactions on Information and System Security, Vol. 13, No. 2, Article 17, Publication. date: February 2010.

17:24

•

A. Lysyanskaya et al.

Our AuthECC constitutes a general-purpose authentication tool for data
streams or other unstructured data formats and, as we have proved, satisfies
the following.
THEOREM 4.4.2. Multicast authentication scheme AuthECC is (α, β)-correct
and secure for any (α, β)-network.
Finally, from the previous result, we immediately get the following corollary,
which draws an interesting connection between coding theory and cryptography.
COROLLARY 4.4.3. In a public-key setting and for computationally bounded
communication channels, list decoding can be transformed into unambiguous
decoding.
5. ANALYSIS
We now analyze our scheme in terms of the various cost parameters. Recall that
α is the survival rate of the network, where 0 < α ≤ 1, β is the flood rate of the
network, where β ≥ 1, ' is the tolerance parameter of the list decoder, where
α2
0 < ' < 1 and ρ is the rate of the encoder, and where ρ = (1+')β
and ρ < 1.
We start by discussing the complexity of our authentication scheme AuthECC
in terms of computational and communication costs and introduced delay, we
then examine how our scheme can be tuned and extended, and finally, we finish
the section by comparing our scheme with various previous proposed schemes.
In the sequel, by h, we denote the size of a hash value, and by s, we denote the
size of a digital signature.
Computational Cost. The sender and the receiver execute algorithms Auth
and Decode, respectively. Both algorithms involve field operations, namely adnh+s
h
ditions and multiplications, over finite field Fq of size q = 27 ρn+1 8 9 2 ρ . Both
of these operations take O( ρh log O(1) ρh ) time [Guruswami 2001]. Setting N = ρh ,
both operations take O(N log O(1) N ) time. Note that N is independent of n.

—Authenticator. The cost to encode n packets is as follows: First, n hashes are
computed and one signature operation is performed over the hashes. Then,
the authentication information is encoded using the systematic version of
the Reed-Solomon code, a task that requires O(n log n) field operations or
O(n log n N log O(1) N ) time. To see where these bounds come from, recall that
the Reed-Solomon encoding algorithm is just polynomial interpolation and
evaluation; the standard algorithms for interpolation and evaluation use the
fast Fourier transform and take O(n log n) arithmetic operations assuming
that the canonical set of points on which the polynomial is evaluated was
chosen appropriately (see Cormen et al. [2001] for an overview of the relevant
algorithms and for references to efficient implementations). The version of
the Reed-Solomon code that we use is a systematic code.
— Decoder. From Theorem 2.2.2 and Lemma 4.2.1, we have that O(β 2 n2 N ) =
Õ(n2 ) field operations are required and, thus, O(β 2 n2 N 2 log O(1) N ) = Õ(n2 )
time is needed for the decoder to run ( Õ(·)-notation omits some logarithmic
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factors). Also, for each of O(1) candidate polynomials, we perform a polynomial evaluation at ρn + 1 positions, thus O(n log n) field operations in
O(n log nN log O(1) N ) time, and one signature verification. In total, we have
O(n2 N 2 log O(1) N ) = Õ(n2 ) processing time and O(1) signature verifications.
Finally, O(n) hash values are computed.
n
Communication Cost. The size of the authentication information is ρn+1
(s +
s+hn
hn). That is, we have constant communication overhead per packet ρn+1 <
h
s
+ ρn
= ρh + o(1). We see that 1/ρ hash values are included in each packet,
ρ
2

α
with ρ = (1+')β
< 1. The larger the value of ρ, the smaller the authentication
overhead.

Delay. Delay is defined as the number of packets that the authenticator or
decoder algorithm needs to buffer. We observe that, by definition, any authentication scheme in our model has O(n) delay, as it needs to process O(n) packets.
Delay is an important cost parameter, since it captures the ability of the authenticator or the decoder to process packets in a online fashion. In our scheme, the
sender processes n packets, and the receiver processes βn packets in the worst
case. However, the receiver can attempt an early decoding by invoking a (different) decoding procedure after only ρn + 1 or αn packets have been received.
Details on early decoding follow.
In particular, the receiver can try to compute the authentication information
exactly after ρn+ 1 packets are received: The used code is systematic and, thus,
the first ρn + 1 symbols of E(S) equal S (where S is the authentication information). Of course, to reconstruct S, we need that no packet loss has occurred
among these packets and that the packets arrive in their correct transmitted
order. If the first ρn + 1 packets carry information that form a candidate codeword S = h1 ◦ . . . ◦ hn ◦ σ and if signature σ is verified, then S is the correct
authentication information that is computed without any decoding overhead.
Similarly, the receiver can try to compute the authentication information after
αn packets are received: This time, the decoder runs completely, but computation is less expensive (since the decoder process fewer packets, the minimum
required number for correct decoding if the network exhibits no malicious behavior), and if the correct authentication information is computed, no attack
is in process and the delay is αn. In this case, packet rearrangements (due to
out-of-order incoming packets) are tolerated. Otherwise, if no polynomial can
be verified, the receiver is under attack and βn delay is required in the worst
case. In other words, our scheme can distinguish between the less expensive
detection of an attack by an adversary from the more expensive verification
of the valid received packets. We believe that this feature is desirable, for less
computational effort is spent when no adversary acts.
Related to the introduced delay at the receiver, we note that in a realistic
scenario where a long data stream is transmitted over a network, the sender
will most likely partition the stream into a number of groups, each of size n,
and will apply the authenticator separately on each such group, each time using a different per-group GID (unique for the entire session of transmissions).
Depending on the overlap in their transmission time, packets originated from
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Table I. Per-packet Communication Cost c for Various Values of the Survival Rate α,
flood rate β, and Tolerance Parameter '
α
0.33
0.50
0.75
0.33
0.50
0.75

β

'

1/ρ

cost c (bytes)

α

β

'

1/ρ

1.5
1.5
1.5
1.5
1.5
1.5

0.1
0.1
0.1
0.5
0.5
0.5

15.15
6.60
2.93
20.66
9.00
4.00

303
132
59
414
180
80

0.5
0.5
0.5
0.5
0.5
0.5

1
2
3
1
2
3

0.01
0.01
0.01
0.1
0.1
0.1

4.04
8.08
12.12
4.40
8.80
13.20

cost c (bytes)
81
162
243
88
176
264

We assume the use of the SHA-1 hashing algorithm, that is, h = 20 bytes. Cost c should be compared
α2
with the size s of the signature in use (e.g., s = 256 bytes for RSA signatures). Recall that ρ = (1+')β
is the rate of the code in use and that c = ρh = β(1+')
h.
2
α

different groups may reach the receiver simultaneously. Recall that each authenticated packet carries its corresponding GID and index in the group it is
contained. By using this information, the receiver is, therefore, able to separate
incoming packets according to their group and also place them in the appropriate position within each group. Thus, in practice, intermixed groups may
increase the processing delay at the receiver; such extra delays can, however,
be limited by appropriate use of time outs.
Based on the previous text, the performance of our scheme is summarized
as follows:
THEOREM 5.0.4. For authenticating n packets in any (α, β)-network, multicast authentication scheme AuthECC achieves the following performance, where
' is the tolerance parameter of the decoder: (i) the sender performs one signature
operation, n hash computations and O(n log n) field operations; (ii) the receiver
performs O(1) signature verifications, βn hash computations and Õ(n2 ) field operations; (iii) the communication overhead is constant per packet, proportional
to αβ2 ; (iv) the delay at the sender is n packets; and (v) the delay at the receiver is
at most βn packets for tolerating attacks, and only
detecting attacks.

α2
n
(1+')β

+ 1 or αn packets for

5.1 Tuning and Extensions
Given specific values of the survival rate α and flood rate β of the network,
the parameter ρ, which controls the communication overhead, can be tuned by
the tolerance parameter '. This gives one degree of freedom in implementing
the exact encoding–decoding procedures. Namely, bandwidth consumption can
be decreased at the cost of increasing by a constant factor the time complexity
and vise versa. A realistic deployment of our scheme can consider α and β
as an additional degree of freedom: Early packet streams (groups of packets)
are encoded for bigger values of α and smaller values of β. Depending on the
observed network’s behavior, the network parameters can be later adjusted to
a new desired level of security. Table I shows the communication overhead per
packet for specific values of α, β, and '. Here, we note that the decoding cost of
our scheme is proportional to β 2 .
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Beyond parameter set-up, our scheme can be further modified in two ways,
achieving different trade-offs between communication cost and computational
efficiency.
First, we can decrease the communication overhead by applying the technique by Pannetrat and Molva [2003]. The idea is that, since (at least) αn packets are guaranteed to be received intact, a significant portion of the authentication information is obtained by the decoder for free and without decoding:
the (at least) αn hash values of the valid packets. Thus, less authentication
information can be used and less redundancy is added to packets. To implement this idea, one has to encode the n hash values appropriately and, thus,
Reed-Solomon codes are applied twice. Interestingly, as opposed to [Pannetrat
and Molva 2003], in our case where Reed-Solomon error-correcting codes are
used, the decrease of the communication overhead occurs only for appropriate
ranges of values for the parameters α and β.
In particular, let {X , X ) } ← C[n, k + 1]q (X ) denote the application of
systematic Reed-Solomon code [n, k + 1]q on word X , where X ) is the added
redundancy. Also, let H = h1 ◦ . . . ◦ hn be the hash values of the n packets.
We get the modified scheme by encoding {H, H ) } ← C[γ n, n]q1 (H) and then
{A, A) } ← C[n, ρn + 1]q2 (A), where A = σ ◦ H ) ◦ σ ) , σ ) = SignSK (σ ◦ H ) ),
!
|A|
α2
σ = SignSK (H), and γ = 1 − α + (1 + ')β, q1 = 2h , ρ = (1+')β
, q2 = 27 ρn+1 8 . As in
our basic scheme, A ◦ A) is split in n equal shares Ai , and packet pi corresponds
to authenticated packet ai = GID ◦ i ◦ pi ◦ Ai . Given that at the decoder at least
αn packets will be valid, it is guaranteed that a constant-size list of candidate
strings for σ ◦ H ) ◦ σ ) can be produced by first list-decoding according to code
[n, ρn + 1]q2 ; then also, list decoding can be transformed to unambiguous decoding by verifying a constant number of signatures σ ) on candidate strings σ ◦ H ) .
Thus, the decoder can compute σ ◦ H ) , where H ) corresponds to (γ − 1)n points.
Furthermore, the receiver is always capable to next list decode according to code
[γ n, n + 1]q1 to eventually get the packet hashes H (after verifying a constant
number of signatures σ on candidate strings H). Indeed, if δn in total packets
reach the receiver, δ ≤ β, then
√ the agreement condition of Corollary 2.2.4
holds, since t ≥ αn + (γ − 1)n ≥ (1 + ')δn. The new per-packet communication
overhead is (γ −1)h
, thus improved for γ < 2. Therefore, for any α and β so that
ρ
2

β < (α+1)
, the communication cost is decreased by a constant factor of γ ; the
1+'
computational cost is roughly doubled, since two encodings are performed.
A second modification can be performed by decreasing the field size to appropriately reduce the cost of field operations. For instance, we could split the
authentication information into γρn+1 substrings of size &, γ > 1 (e.g., γ = 10),
consider each substring as a field element in Fq , with q = 2& , encode with
a [γ n, γρn + 1]q Reed-Solomon code, and split the augmented authentication
information into n pieces (each of γ field elements). In this way, the communication cost stays the same, but field operations become faster. The number of
field operations at the encoder or decoder is increased by only a constant factor.
Depending on the hardware architecture, this modification may be useful. A
drawback here is that one injected packet by the adversary is now affecting the
decoding algorithm by a factor of γ .
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5.2 Comparison with Other Schemes
We compare our schemes against various classes of multicast authentication
schemes.
Sign-All and Merkle Tree Schemes. These schemes are resilient to fully adversarial networks. The sign-all scheme involves one signature (verification,
respectively) operation per packet and a communication overhead that is equal
to the signature size. Depending on the specific signature scheme in use, the
parameters of our scheme or the architecture, both the communication and the
computational costs of our scheme can be compared to the corresponding costs
of the sign-all scheme. We next present a qualitative comparison between the
sign-all scheme and our scheme.
Very short signature schemes have recently been proposed [Boneh et al.
2001]. While the length of a signature can be as low as 160 bits, the security
of this scheme is only proven in the random oracle model, and only under a
strong assumption (Diffie-Hellman assumption in gap-DH groups [Boneh and
Franklin 2003]). Signing every packet with this short signature therefore, has
a communication advantage over our construction but loses in provable security. On the other hand, signing every packet with a provably secure signature
scheme, such as the one by Cramer and Shoup [2000] or its modification due
to Fischlin [2003], will add about 500 bytes to each packet—which is more than
what we have for reasonable α and β.
With respect to the computational cost, the n hash operations and O(n log n)
field operations executed by the sender in our scheme are likely to be less expensive than the n signatures of the sign-all scheme. On the other hand, the
Õ(n2 ) field operations performed by the receiver in our scheme may or may
not be faster than the n signature verifications of the sign-all scheme, depending on constant factors, the signature scheme in use, and the specific value
of n.
Additionally, signing every packet is undesirable in practice. By signing every packet separately, we lose both in efficiency and in architecture design,
since the secret key operations are computationally expensive and need extra
security. Invoking a signature operation involves fetching the private key and
temporarily storing it in the main memory of the system. When secret-key operations are performed at high rates, the secret key resides almost exclusively
in the memory of the system increasing the danger of the key being compromised to other running processes in the system. Special-purpose hardware can
be used to overcome this problem, but of course at a higher cost. In terms of
secure architecture design costs, and also for provable security or efficiency
reasons, the sign-all approach is inferior to ours.
Finally, since one signature verification must be performed for each received
packet, valid or not, the sign-all solution suffers by the following denial of
service or, as identified and described in Karlof et al. [2004], signature flooding attack at the receiver: By injecting invalid packets, an adversary can increase the computation resources spent at the receiver for signature verifications. In our scheme, where signature dispersal is used, no such attack is
possible.
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On the other hand, the Merkle-tree scheme [Wong and Lam 1999] has better time complexity than our scheme. For a group of packets of size n, only 2n
hash computations and one signature computation (verification, respectively)
are performed at the sender (receiver, respectively). However, the Merkle-tree
scheme has communication cost that grows with the number of packets, thus
is theoretically less scalable, though in practice, this logarithmic per-packet
communication overhead may be acceptable. Our scheme is theoretically optimal in terms of communication cost: packets have constant authentication
overhead.
Operating in a fully adversarial network, the Merkle-tree scheme has also
the drawback that is vulnerable to signature flooding attacks. Of course, by appropriately caching hash values, we can significantly resist against this attack:
Once the first valid packet is verified, its (authenticated) hashes are stored,
then subsequent packets need be verified only with respect to the hashes—and
not the signature—they carry. Thus, injected packets that are received afterward do not cause signature verifications. Although this kind of attack is thus
terminated after the first correct signature verification, still, in a fully adversarial network with packets rearrangements, injected packets will precede the
valid ones. In our (α, β)-network model, the Merkle-tree scheme needs (β − α)n
signature verifications. Instead, our scheme performs only a constant number
of signature verifications at the receiver.
Graph-Based Schemes. These schemes assume the reliable receipt of a signature packet. However, a fully adversarial network will capture the signature
packet and invalidate the scheme. Even if the signature packet is assumed to
arrive intact, any scheme with O(1) per-packet communication overhead will
have the undesirable property that O(1) critical packets can be adversarially
chosen to disconnect the signature node (packet) from the authentication chain.
In the piggybacking scheme in Miner and Staddon [2001], this number of critical
packets can be O(n) at the expense of O(n) per-packet communication overhead.
Our scheme does not have these drawbacks, since the signature is dispersed
among all packets. Unlike graph-based authentication, where the authentication of a packet crucially depends on other packets (with packets closer to the
signature packet being more important), our scheme is totally symmetric: All
packets share the authentication information.
Erasure-Code Schemes. The first two erasure-code schemes [Pannetrat and
Molva 2003; Park et al. 2003] make use of erasure codes to tolerate packet
losses, up to a constant fraction. However, no packet injections are tolerated: A
single injected packet suffices to cause the decoding procedure to fail. For networks where packets get only lost, they perform slightly better than our scheme
in terms of computational and communication costs. This is due to the fact that
erasure codes are more time/space-efficient than error-correcting codes. Moreover, erasure codes can tolerate more erasures than the theoretical limit d /2 for
error-correcting codes (d is the diameter of the code). In our scheme, tolerating
injected packets comes at this small price of having slightly worse performance
than erasure-code schemes.
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Table II. Comparison of Selected Multicast Authentication Approaches, No (α, β)-Correct
and Secure, with Respect to Various Aspects of Efficiency, Security, and Resiliency
Delay (Sender)
Computation (Sender)
Sign
hash
field op
Communication
Delay (Receiver)
Computation (Receiver)
Verify
hash
field op
Secret key protection
Resiliency

Chosen packet loss
Chosen packet injection
Signature dispersal

Sign-all
1

GB I
n

GB II
n

Erasure
n

AuthECC
n

n
—
—
sn
1

1
O(n)
—
O(hn)
n

1
O(n2 )
—
O(hn2 )
n

1
n
O(n log n)
1−α
α hn
n

1
n
O(n log n)
β(1+')
hn
α2
βn

n
—
—
—

1
O(n)
—
•

1
O(n2 )
—
•

1
n
O(n2 )
•

O(1)
βn
Õ(n2 )
•

•
•
•

—
•
—

•
•
—

•
—
•

•
•
•

Here, Sign denotes a signature operation, Verify a signature verification, hash the total hashing cost (where
the cost of hashing a string is considered to be a linear function of the input size), s the signature size, and
h the hash size. The communication and computational costs refer to a group of n packets.

Using distillation codes, Karlof et al. [2004] tolerate packet injections, but
their proposed scheme has high communication overhead and is, thus, less scalable, because a Merkle hash tree is used to “filter out” the injected packets (and,
thus, the communication cost is O(log n)). For such a logarithmic communication overhead, the scheme by Wong and Lam [1999] may be actually preferable,
since it has both lower time complexity and better resiliency to adversarial network behavior. In terms of computational effort at the sender and receiver, this
scheme is similar to our scheme except from the following two points regarding
the computational effort at the receiver. In Karlof et al. [2004], partitioning
the packets into groups introduces an extra computational overhead and the
total number of hash values computed is by a logarithmic factor larger. In our
scheme, the constants involved in the quadratic decoding process are higher
than the ones in Karlof et al. [2004]. Finally, the model used in Gunter et al.
[2004] tolerates no adversarial packet losses.
Other Schemes. TESLA by Perrig et al. [2000, 2001] and the scheme by Xu
and Sandhu [2002] have very different assumptions from our model. They are
both based on MACs and on strong time-synchronization requirements about
the nodes of the networks that do not fit our model.
Tables II and III summarize the previous discussion, where selected schemes
are compared with our scheme AuthECC. Table II compares our scheme with
the sign-all solution and various selected schemes that are not (α, β)-correct and
secure. We consider two graph-based authentication schemes, one of constant
degree (expander construction [Song et al. 2002], denoted as GB I) and one
of O(n) degree (piggybacking scheme with parameterized performance [Miner
and Staddon 2001], denoted as GB II, where we assume a constant number
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Table III. Comparison of the Three (α, β)-Correct and Secure Multicast
Authentication Schemes with Respect to Various Aspects of Efficiency,
Security and Resiliency, and for a Group of n Packets
Delay (Sender)
Computation (Sender)
Sign
hash
field op
Communication
Delay (Receiver)
Computation (Receiver)
Verify
hash
field op
Secret key protection
Resiliency

Chosen packet loss
Chosen packet injection
Signature dispersal

Merkle
n

Distillation Code
n

AuthECC
n

1
2n
—
(s + h log n)n
1

1
3n
O(n log n)
( α1 + log n)hn
βn

1
n
O(n log n)
β(1+')
hn
α2
βn

(β − α)n
2n
—
•

β
α

βn
O(n2 )
•

O(1)
βn
Õ(n2 )
•

•
•
•

•
•
•

•
•
•

of classes), and one erasure scheme (optimized in terms of communication
scheme [Pannetrat and Molva 2003]). Table III compares our scheme with the
only two (α, β)-correct and secure previous approaches, namely the schemes
by Wong and Lam [1999] and Karlof et al. [2004].
6. CONCLUSION
In this article, we propose a new general framework for the multicast authentication problem, where the network is controlled by a computationally bounded
adversary that has great power in modifying the transmitted stream. Our model
is realistic in terms the of adversarial behavior. The limitations on the adversary’s power, characterized by the survival and flood rates, exclude from consideration only degenerate cases, where the authentication problem becomes
meaningless.
Our work establishes a new direction in data-stream authentication by going
beyond erroneous networks and addressing fully adversarial networks. Based
on a novel combination of primitives from coding theory and cryptography,
our solution realizes an authenticated error-correcting code that constitutes
a new authentication tool, which can be useful in other settings as well. Our
scheme is efficient and practical. It is as secure as the “sign-all” solution but
more efficient in both computational effort and communication overhead. Its
constant communication overhead makes it scalable and preferable to other
schemes [Karlof et al. 2004; Wong and Lam 1999]. When compared with the
Merkle-tree scheme, the O(n2 ) time complexity of our scheme at the receiver is
a shortcoming; however, it is possible that in practice this may not be a serious
concern. Additionally, our scheme can be tuned by the network parameters α
and β and distinguishes between the less expensive detection of an attack by
the adversary and the more expensive task of verification.
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Open problems to address in future work are as follows. First, it is worth
investigating the practical performance of our scheme through an implementation and experimental study. Also, a natural question to explore is whether the
decoding procedure can be simplified and whether the time complexity can be
improved. One other question is whether other classes of error-correcting codes
can provide further benefits in runtime or communication overhead. Moreover,
in this article, we showed a connection between coding theory and cryptography by employing cryptographic primitives to unambiguously list decode an
error-correcting code. Studying additional topics in this direction seems very
interesting. Finally, it is interesting to explore the use of our technique in other
data authentication problems.
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