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DNS data sharing
● aggregated statistics; anonymized 
● semantic interpretation of domain names
● hypothesis testing of (dis-)similarity of traffic
● Botnet master detection
● cannot secure US networks unless you secure the 
other parts of the world
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Configuration analytics
● quantify mis-configurations in firewalls and BGP
● organizations verify what they got is what they 
paid for

● compare policies across institutions and analyze 
differences
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Automated incident collection and analysis
● Automatically collect relevant data to a particular 
incident to be reported 

● IODEF standard; SES
●  trust fabric
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