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Mobile Cyber-Physical Systems

 Mobile Cyber-Physical Systems (CPSs)

— Mobile physical elements that can sense, compute and
communicate

* Applications:

L

Robot swarm invades from the ground and air

Swarmanoid Intelligent Transportation
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Research vision

Goal: ensure the safety and security of Mobile CPSs
Challenges:

— Wireless communication easier to jam/interfere with
— Complexity opens backdoors for attackers
— Attacks are not “random”, but are well orchestrated

Offense strategies
— ldentifying optimal and suboptimal attack policies
— Evading detection

Defense strategies
— Randomization: make the system less predictable
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Methodology
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