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Overview

• Traditional technical perspective:
detecting & blocking Internet attacks
– Filtered through the lens of network-based

monitoring
– Pitfalls, challenges & trends

• New perspective: cybercrime economics
– Vast majority of modern attacks motivated

by making money
– Maybe the most effective way to counter

attacks is to render them unprofitable



Nature of Network-Based
Security Monitoring

• Idea: watch network activity to detect problems,
intercede to prevent/limit

• Fundamental appeal: cheap & easy-to-secure
• Drawback #1: bolt-on / reactive

– Solutions often lack completeness / coherence
– Greatly increases evasion opportunities

• Drawback #2: limited visibility
– Monitoring internal enterprise traffic or inter-VM

traffic requires pervasive deployment
– Intractability of analyzing complex appl. semantics
– Blind* to encrypted traffic



Pitfalls in Detecting/Blocking
Attacks

• Challenge #1: coming to the domain from
another discipline
– Due to domain’s rapid innovation, very easy to

underestimate evolution/relevance

• Machine learning pitfall: failure to illuminate
• Hardware pitfall: focusing on packet signatures

– Rather than application analysis

• Modeling pitfall: focus on tractability rather than
relevance (= new insight)



Pitfalls in Detecting/Blocking
Attacks, con’t

• Challenge #2: resources to fuel analysis
– Few overt indications that a given resource is lacking

• Data pitfall #1: limited measurements (e.g., Lab)
– No indication that environment lacks diversity

• Data pitfall #2: leveraging public traces / simulation
– Especially Lincoln Labs and KDD Cup!

• Instead: for data, need access to operational
environments and/or large-scale Internet services
– Can require nurturing special relationships

• Tool pitfall: assuming Snort is state-of-the-art
– Whether it’s appropriate requires careful assessment



Pitfalls in Detecting/Blocking
Attacks, con’t

• Challenge #3: establishing operational relevance
– Will a given approach actually make a difference?

• Need to illuminate false positive/negative tradeoff
– Need to consider Base Rate Fallacy

• Pitfall: failure to illuminate why FP/FNs occur
– Actionable decisions?

• Pitfall: failure to illuminate why TP/TNs occur!
– Which components/features matter and which don’t?

• Need to illuminate role of (minimal) parameters,
how to set them, how they do/don’t generalize



The Cybercrime Ecosystem
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Infiltration
opportunity



Running since August 2010, we downloaded > 1M binaries (9K distinct)
from 4 different affiliate programs

Advanced Malware Intelligence
via PPI Infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install



The majority
of the world’s
top malware
appeared in
our “milk”



PPI distribution of malware during August 2010



A handful of
specimens are

“old news”

1 week

20+% have
yet to be seen

Malware that
targets Europe

Exclusive
to USA Omnivore

Avg. PPI specimen
“lifetime”: 11 days

Most specimens
take days to have
broad anti-virus

recognition



Making Money



Phases of the Spam Value Chain

What’s the most potent
point of intervention?Joint work w/ UCSD



Looked at three
categories:
  Pharma, Replica,
Software
Covered all the major
affiliate programs



Phases of the Spam Value Chain

What’s the most potent
point of intervention?Joint work w/ UCSD
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Small	  number	  of	  registrars
over-‐represented	  in	  spam

But	  …	  many	  alternatives,
low	  switching	  cost,	  slow
intervention,	  and	  long	  tail



3 banks host
95+% of all sales
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Joint work w/ UCSD



Summary
• Data = Gold

– From operational environments
– From large-scale Internet services
– Can require nurturing special relationships

• For detection/defenses, above all we seek
illumination
– Regarding both limitations and simply why something

works when it does
– How will it work in other/different contexts?

• New frontier: cybercrime ecosystem
– Fuels arms-race benefiting other actors, too
– Just how does profiting from Internet attacks work?

• And how is it vulnerable to disruption?


