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Overview

» Traditional technical perspective:
detecting & blocking Internet attacks

— Filtered through the lens of network-based
monitoring

— Pitfalls, challenges & trends

* New perspective:
— Vast majority of modern attacks motivated
by making money
— Maybe the most effective way to counter
attacks is to render them unprofitable



Nature of Network-Based
Security Monitoring

ldea: watch network activity to detect problems,
intercede to prevent/limit

Fundamental appeal:

Drawback #1: bolt-on / reactive
— Solutions often lack completeness / coherence
— Greatly increases evasion opportunities

Drawback #2: limited visibility

— Monitoring internal enterprise traffic or inter-VM
traffic requires pervasive deployment

— Intractability of analyzing complex appl. semantics
— Blind* to encrypted traffic



Pitfalls in Detecting/Blocking
Attacks

Challenge #1: coming to the domain from
another discipline

— Due to domain’s rapid innovation, very easy to
underestimate evolution/relevance

Machine learning pitfall: failure to illuminate
Hardware pitfall: focusing on packet signatures
— Rather than application analysis

Modeling pitfall: focus on tractability rather than
(= new insight)



Pitfalls in Detecting/Blocking
Attacks, con’t

Challenge #2: resources to fuel analysis
— Few overt indications that a given resource is lacking

Data pitfall #1: limited measurements (e.g., Lab)
— No indication that environment /acks diversity

Data pitfall #2: leveraging public traces / simulation
— Especially Lincoln Labs and KDD Cup!

Instead: for data, need access to

and/or
— Can require nurturing special relationships

Tool pitfall: assuming Snort is state-of-the-art
— Whether it's appropriate requires careful assessment



Pitfalls in Detecting/Blocking
Attacks, con’t

Challenge #3: establishing

— Will a given approach actually make a difference?

Need to illuminate false positive/negative tradeoff
— Need to consider Base Rate Fallacy

Pitfall: failure to illuminate FP/FNs occur
— Actionable decisions?

Pitfall: failure to illuminate TP/TNs occur!
— Which components/features matter and which don’t?

Need to illuminate role of (minimal) parameters,
how to set them, how they do/don’t generalize



The Cybercrime Ecosystem
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Spy Instructors Software
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ProAgent Spy Software Is one of the most powerful monitoring New Products
and survelllance applications avallable today.
SIS-IExploiter v2.0 ProAgent v2.1

It Is an ultimate seclution for monitoring spouses, children,
employees, or anyone else!

ProAgent records all typed keystrokes, all active window texts,
all visited web sites, usernames, passwords and more and sends
e-mall reports to your e-mall address that you specified when
creating the server, completely hidden!

ProAgent can work In all kind of networks, It doesn't matter If
the PC Is behind a flrewall or behind a router or In a LAN,
ProAgent works In all of these condlitions without any problems.

Click here to purchase ProAgent v2.1 Speclal Edition...
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allBots Inc.

Social Networking Bots

GOOD News!!! We have something more for vou! Yes, we ha@d CAPTCHA @n all of
our bots.

Winsock (Multi-threaded) Bots
ecome an Affiliate and @ Click here for 30+ MySpace Bots

Accounts Creator
{You Just Need To Type In The CAPTCHAS To Create Accounts)

Social Networks

' 1 1 t .
MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager ey Weu 538805 $140.00

MySpace Accounts Creator with Picture Uploader, Profile & Layout Manager .ParPaJ

(Winsock) . 436005 $320.00
YouTube Accounis Creator s FayPar Hm £05.00
Friendster Accounts Creator s w S-l-:ﬂ-ﬂi— $05.00
Hi5 Accounts Creator m $12005- $95.00
Taaiilaeld A sosermdc Deaodose r Fﬂj’?ﬂ! J

(All Bots Work In A Eumrmtluml Mmmer ﬁqﬁuﬂl&anmdﬂ]ﬂName!AmiSmandeaqnﬂt!,Mﬁgﬂ, Comments Automatically)
**Chaining Feature** Is Available On All Bots for All Networks Except Facebook
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; eBay accounts for sale - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

@Back A B \ﬂ @ ;\J j-_--.: Search {F Favorites {;-_?‘§| i ‘j&
Address @http:,l',l’ebayseller.cc,l’ _'J =1 co
\ ]
CHHCUK HUCTYHH]JIX dKKOB

CepBHC 0 NPpoJaiRe AKKAYHTOB AYKUBIOHA eBay.

Hodpele r03eph! ayKipIoHa ¢Bay npeanararT BaleMy BHHMAHIIO ¢BOM AKKAYVHTBI.
ITocTOAHHBIM KIMEHTAM H TEM, KTO Oeper Doee 5 aKKOB, pasmiuHble DOHYCHI M CKIIKIL
Bcee akkayHTBI ¢ JOCTYIIOM K MBLTY XOJLA¢pa.

Be1 canni BpIOHMpacTe aKK (HECKOIBKO AKKOE) M3 crmicka. ['opopure MHe, OrauiBacTe U [OIYIACTE.
Bee akki mpeBapHTeIbHO MPOBEPAIOTEA MIEPE] IIPOJaKEN, B ¢Iydae, €ClH YTo-To He padbotaer - 100% samena.

AKTHE/He aKTHE CMOTPHTC CAMIT ITO HO3CP I, ITo akTHBEHOCTH He COPTHPYIO, TaK Kak 3TO0 JIId KEEJ0I0 CFEBEI{THBHD.

Tarke B npoaake obBaroT akkel PayPal. Iensr ppmoursie. TTocToAHHO He mpoaaro.

Omnmara o WM.

Ilepen rmokyTKoil cneayeT 00A3ATEMBHO 03HAKOMITECA ¢ FAQ.
ITo paboTe ¢ TOEAPOM He KOHCYIBTHPYIO.

PaboTa gepes rapaHT ¢cepEHC IIPHECTCTBYETCA

Moo 1eHEI:

seller/daep axx go 10 dugon = 5%
seller/0aep axx 10-25 dumon = 109
seller/daep akk 25-50 pumon = 15%
seller/0aep axk Doaee S0 pumon = 258




SEARCH PAYPALS

JERIFY (+50.10) TYPE (+$0.15) COUNTRY (+30.20) MAIL (+50.20) BALAMCE (+30.20)
Al verify ¥ &l Type = &l Country ¥

SEARCH

A/AILABLE PAYPALS

Show | 50 % | entries search:
PAYPAL EMAIL « WERIFY TYPE CARD BAMNK MAIL BALAMNCE FIRST MAME ADDRES S COUNTRY  PRICE
FalksmommyiEahoo.com es Premier % o = fE.42 Joanna Fanama City LISA F2.40
“eans]23i@vahoo.com Yes Fremier % o - £1.00 Fegina Cliftan Park LISA F2.40
“Fihsack@gmail.com es Premier % o = F121.07 Ahigail Jefferson LISA F145.00
“e@gamhbit.net s Premier % Y - $1102.37 R Tallmadge LISA, F45.00
= stevenson@amail.com g Prermier % o — F209.03 Michal Gall oy LSA F20.00
hey_bruesch@iahoo.com Yes Premier & o - F18.41 Courtney GUrnee LISA, F4.00



0 Installs4Sale.net - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ N 7Y (L] http://instalisdsale.net/

£ Most Visited P Getting Started =\ Latest Headlines " Exchange - GraBBerZ ... “** GraBBerZ CoM . http://www.sysnet.ucs... “ GraBBerZ CoM Cyber Genome Pr

Google : *f search - ¢ & & - 7ot - M- || Sidewiki ~ ¥9 Bookmarks~ 53| Translate = § Autolink - » ¢
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KOHTAKTbLI

*
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BLICTPO OCYLECTBNASM OTIPY3KY NPaKTUYecKn B NGO pernoH. MpuHMMaeM 3aKasbl Ha
MUKCbI CTPaH No BawWwemy BuIGopY.
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GoldInst

Main Sign up Login Rates Contacts Terms of service

Prices

Goldinstall Rates for 1K Installs for each Country.

Country Price
OTH 13%
Us 150%
GB 110%
CA 110%
DE 30%
BE 20%
IT 65%

20%

CZ 20%

DK 20%

ES 30%

55%

FR 30%

NL 20%

NO 20%

PT 30%

LB 6%
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EARN 4 ‘@c@m v ENTER STATS Wi =

BETTER RATES! HO HOLD!
ONLY REAL OHLINE STATISTIC!

f REGISTER TODAY

MAIN | » ABOUTUS | -~CONDITIONS | - RATES | - FAQ | - CONTACTS

The partnership program «Earning4u» is the easiest way to earn money.
All you need to do to start working with us is register.

You will earn from 6%$(Asia) to 180%$(USA) per 1000 installs. You can view all prices in the «Rates» section.

Key Features

Thanks to an individual approach to each client when you work with our system you
have

- Online statistics updated in real time

- A 24-hour support service ready to answer all your questions

- Absolutely no shaving and total independence of your statistics from other system
users

- Stable weekly payments on virtually all payment systems: Fethard, WebMoney,
Wire, e-gold, Western Union (WU), MoneyGram, Anelik and ePassporte, and
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Advanced Malware Intelligence
via PPI Infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

@ Dropper Milking @ Execution & Traffic Recording Taffic  €) Behavioral Classification

Binaries Summaries
Ikers Binaries Store
‘\\‘ l

P — _| #DNS Bro Traffic Store Signature Signature
I e @HTTP - - Generation = Updates
| ‘t‘ HesMTP |-

\

L L | @FTP Clustering = Tagging

Family, Signatures
Timestamp, URL, MD5, Tor Exit Node MD5
PPI
(] Servers Malware Store Signature Store

Running since August 2010, we downloaded > 1M binaries (9K distinct)
from 4 different affiliate programs
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NAME %  MONETIZATION  KIT
1 Palevo 7.50 DoS.Info stealer v o
2 Hiloti 4.69  Downloader/PPI / v \
3 Zbot 3.62  Info stealer v |
4  FakeRean 3.47 Rogue AV(s) v
5  Onlinegames 2.94  Info stealer ?
6 Rustock 2.66  Spam v
7  Ldpinch 2.64  Info stealer v 7
& Renos 2.58  Rogue AV(s) ?
9  Zlob 2.54  Rogue software v
10 Autoit 2.53  Downloader/PPI
11  Confcker 248 Worm
12 Opachki 1.95  Click Fraud v
13 Buzus 1.91  Info stealer
14  Koobtace 1.17 Downloader
15  Alureon 1.16 Downloader v
16  Bredolab 1.15  Downloader/PPI v
17 Piptea 1.13  Downloader/PFPI v
18 Ertfor 0.91 Rogue AV(s) v
19 Virut 0.91 Downloader/PPI v
20 Storm 2.0 (.80  Spam

Table 2: FireEye's top 20 malware families observed in
theirr MAX Cloud network on the April-June 2010 time

The majority
of the world’s
top malware
appeared in
our “milk”




SmartAdsSolutions -
Asprox -

Palevo -

Palevo2 -

Sasfis -

CLUSTERA -
Gleishug -

Nuseek -
Blackenergy1 -
Canahom-MachBot -
Russkill -

Votwup -
Antimalware—doctor -
Avchecker -
Securityessentials -
Securitysuite -
Securitysuite—avm -
Spyeye -

Zbot -

Zloader -

Bredolab -

Dailyppi -
Goldinstall-dl -
Goldinstall-list -
Hiloti -

Loaderadv -
Loaderadv-ack -
Tdss -

Zlob -

Opachki -

Grum -

Pushdo -

Rustock -

Family

08/01 08/03 08/05 08/07 08/09 08/11 08/13 08!1D5 (%8!17 08/19 08/21 08/23 08/25 08/27 08/29 08/31 09/02
ate

PPI distribution of malware during August 2010

Class

= adware

“ botnet

“ clickfraud
=+ ddos

» fakeav

< infosteal

= ppi

# searchfraud
“¢ spam
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Making Money



Phases of the Spam Value Chain

o Spam Message

From: fvejlecPacne.com
To: recipientfexanple.con
Subject: VIAGRA # Official Site
ST PRKFONNFT
—
v v o 9
o =

o DNS Lookup
(A record) §
- 8
e DNS Lookup i ‘ .
(NS record) reg.ru mantrcy Epress

omain Registrar Affiliate Program

D
/ VISA \ Russia Russia
»ﬁ o Payment /

b

User's Bank

http://medicshopnerx.ru USA Azerigazbank medicshopnerx.ru
Grum Botnet Merchant Bank DNS S
Azerbaijan erver
e Click ) China
Manufacturer

Advertising . India

Click support N

Realization I """"

medicshopnerx.ru @ Pharmacy Express

Affiliate Program
Web Proxy/Server
Brazil

What’s the most potent
Joint work w/ UCSD point of intervention?




Affiliate Program URLs Volume Domains
Royal Software 2,291,571 1.48% 572
EuroSoft 694,810 0.31% 1,161
Auth. Soft. Resellers 65,918 <0.01% 4117
OEM Soft Store 19,436 <0.01% 1,367
Soft Sales 93 <0.01% 35
Software Total 3,071,828 1.79% 7,252

Looked at three

categories:
Pharma, Replica,

Software

Covered all the major
affiliate programs

Affiliate Program URLs Volume Domains
RX-Promotion 160,522,026 21.7% 10,586
Mailien 69,961,211 23.57% 14,444

Pharmacy Express 69,959,633  23.57% 14,381

ED Express 1,578 <0.01% 63
ZedCash (Pharma) 42,297,130 18.93% 6,981

Dr. Maxman 32,184,860 13.19% 5,641

Viagrow 5,222,658 3.57% 386

US HealthCare Inc. 3,196,538 1.42% 167

MaxGentleman 1,144,703 0.39% 672

VigREX 426,873 0.31% 39

Stud Extreme 71,104 0.05% 43

ManXtenz 50,394 <0.01% 33
GlavMed 28,313,136 7.84% 2,933
Online Pharmacy 17,266,034 5.07% 2,922
EvaPharmacy 12,798,999 7.91% 11,285
World Pharmacy 10,412,850 5.88% 691
PH Online 2,971,368 2.14% 101
Swiss Apotheke 1,593,532 0.21% 118
HerbalGrowth 265,131 0.19% 17
RX Partners 229,248 0.15% 448
Stimul-cash 157,537 0.07% 50
MAXX Extend 104,201 <0.01% 23
DrugRevenue 51,637 0.05% 122
Ultimate Pharmacy 44,126 0.02% 12
Greenline 25,021 <0.01% 1,766
Virility 23,528 0.01% 9
MediTrust 6,156 <0.01% 24
RX Rev Share 5690 <0.01% 183
Unknown Program 3,310 <0.01% 1,270
Canadian Pharmacy 1,392 <0.01% 133
RXCash 287 <0.01% 22
Stallion 80 <0.01% 2
Pharma Total 347,053,630 93.74% 54,142

Affiliate Program URLs Volume Domains
ZedCash (Replica) 13,264,108 4.29% 7,011
Ultimate Replica 10,464,930 3.35% 5,032
Distinction Replica 1,252,816 0.3% 130
Diamond Replicas 506,486 0.14% 1,307
Prestige Replicas 382,964 0.16% 101
Exquisite Replicas 620,642 0.32% 128
One Replica 21,318 0.02% 83
Luxury Replica 11,207 <0.01% 28
Aff. Accessories 3,669 <0.01% 187
Swiss Rep. & Co. 76  <0.01% 15
WatchShop 2,086,930 0.17% 547
Replica Total 15,351,038 4.46% 7,558




Phases of the Spam Value Chain
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Hosting bottlenecks

AS serving Web/DNS
100
80
§ 60 _ No hosting bottleneck --
) ~ & :
= $s long tail
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Registrar bottlenecks

Registrar
100
80
Small number of registrars

£ 60 over-represented in spam
)
S 40 But ... many alternatives,
> low switching cost, slow

20 intervention, and long tail
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Merchant Bank bottlenecks

100

80

o)
o

% of spam
S

20

Bank

3 banks host

95+9% of all sales
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Summary

« Data =
— From operational environments
— From large-scale Internet services
— Can require nurturing special relationships

 For detection/defenses, above all we seek

— Regarding both limitations and simply why something
works when it does

— How will it work in other/different contexts?
* New frontier: cybercrime ecosystem

— Fuels arms-race benefiting other actors, too

— Just how does profiting from Internet attacks work?
* And how is it vulnerable to disruption?



