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Zone enumeration IS an issue

Can expose private device names in the network

Can be a source for probable email addresses for spam

Can be used to reveal information that domain registries
are legally obliged to protect
(e.g., EU-reqistries due to European Data Privacy Directive)

Formalized in RFC 5155, as a requirement for DNSSEC,
which introduces NSEC3
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NSEC3 zone enumeration has been demonstrated:

« [Wander, Schwittmann, Boelmann, Weis 2014] enumerated
64% of the .com TLD in under 5 days using one GPU.

« In 2011, [Bernstein]‘s nsec3walker guessed 234 hashes/per day
on a laptop.
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Preventing Zone enumeration
Efficiency and simplicity (e.g. no “exotic” crypto)
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The idea for constructing NSEC5

Reason NSEC3 failed to prevent zone enumeration:
Resolvers can compute hashes offline

Solution:

add a|Secret NSEC5 Key |and a|Public NSEC5 Key

required to compute and verify the hashes respectively
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H, I1s a Verifiable Random Function (VRF) [MRV99]
VI:QF
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\
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PROOF TT
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Lower bound
NSEC5 uses RSA computations online!

- Is this really necessary?
- Unfortunately yes! @

Theorem [Informal]: ANY denial of existence scheme that
1. prevents zone enumeration, and
2. provides integrity against network attackers

requires nameservers to perform public-key operations for
every negative response.

- Explains why NSECS3 is still vulnerable to zone enumeration.

(NSECS5 is optimal - requires only one RSA computation)
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