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Abstract

The Internet consists of multiple autonomous systems (ASes), each consisting of networks of
devices that are prone to malfunction, misconfiguration, or attack by malicious parties, and
each controlled by profit-seeking businesses with different economic goals. Despite these complex
relationships, the interdomain routing system (that allows ASes to communicate over the global
Internet) currently operates under the assumption that all nodes in the network can trust each
other. The thesis contributes to the body of works that seeks to remedy this, by considering
network protocols that operate correctly even in the presence of adversarial or selfish behavior.

We take a principled approach to analyze the types of security guarantees that are possible
within the engineering and economic constraints of the Internet’s interdomain routing system.
We focus exclusively on protocols that can be used to improve availability in the Internet, i.e., to
increase the likelihood that packets arrive uncorrupted at their correct destination, and analyze
two broad themes:

1. Which part of the system should be secured?

2. What is the right tradeoff between security and efficiency?

To address these questions, we consider securing the following two parts of the system: the
routing protocols, used to set up paths through the Internet, and the data-plane mechanisms,
used to forward packets along the paths set up by the routing protocols.

1. We start with a game-theoretic analysis that shows that even the strongest known secure
routing protocol is not sufficient to prevent selfish ASes from lying about the paths that
data packets take through the network. We then find sufficient conditions that ensure
that ASes will not lie. Unfortunately, these conditions are highly unrealistic, and so we
conclude that ASes may have an incentive to lie about paths, and thus potentially forward
their customer’s traffic via paths that drop or corrupt packets.

2. We next consider secure data-plane mechanisms. We use novel cryptographic and data-
streaming approaches to design lightweight protocols that detect packet loss and corruption
on a path through the network, even when some nodes on the path are adversarial. Our
protocols allow a sender and receiver to securely monitor billions of packets using only a
few hundred bytes of storage and a pair of comparably sized control packets.

3. Finally, we take the security guarantees above even further, by considering protocols that
also localize an adversarial node that drops or corrupts packets. We use cryptographic
proof techniques to design new protocols and argue that any secure localization protocol
requires the participation of every node on the path. This requirement is considered severe
in the setting of interdomain routing, where each node is owned by independent economic
entity, with little incentive to participate in the localization protocol.

Our results have implications on the design of high-performance network architectures that can
withstand selfish and adversarial behavior.
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Chapter 1

Introduction

Today’s Internet is a collection of autonomous systems (ASes) (e.g., Princeton’s campus net-
work, AT&T’s global backbone network), each controlled by different profit-seeking businesses,
each consisting of a complex network of routers and other devices. Connectivity on the Internet
requires these competing economic entities to cooperate; communication from a source to a des-
tination can traverse multiple devices inside multiple ASes. Despite these complex relationships,
the Internet was originally designed under the assumption that devices inside the network could
be trusted; security threats were perceived to come from outside the network. Furthermore,
the system is notoriously resistant to change; because the Internet is not controlled by single
centralized entity, it is extremely difficult to convince multiple independently-operated ASes to
upgrade to a new protocol. As such, many protocols used on the Internet today were designed
at a time when it still made sense to assume that all devices in the network can trust each other.

Because the Internet functions in a complex economic environment, its operation is chal-
lenged by the presence of adversarial or selfish parties that choose to deviate from correct
operation of network protocols. For example, a profit-seeking Internet service provider (ISP)
might misrepresent network performance in order to attract more of traffic from its paying cus-
tomers. As another example, a router hacked by a malicious outsider may selectively modify
traffic from a website like cnn.com, perhaps in order to drive up stock prices. Unfortunately,
many of the network protocols used on today’s Internet were not designed to deal with these
types of malicious or strategic behavior. The thesis contributes to the body of works that seeks
to remedy this, by considering the design and analysis of network protocols that operate correctly
even in the presence of adversarial or selfish behavior.

1.1 The interdomain routing system on the Internet

When we purchase an item from Amazon.com, traditional cryptography prevents attackers from
seeing our credit card numbers or impersonating the Amazon website. But how can we ensure
that our request actually arrives at the Amazon.com server, without being dropped or corrupted
along the way? This is exactly the challenge we address in this thesis — improving network
availability, or improving the chances that packets arrive correctly at their destination.

We focus specifically on availability in the interdomain routing system, that enables com-
munication between ASes in the global Internet. We separate the interdomain routing system
into two parts: the control plane, i.e., the routing protocols used to establish paths through
the Internet, and the data plane, i.e., the mechanisms used to forward packets over the paths
set up by the routing protocols. Network protocols and devices handle control-plane (routing)
and data-plane (forwarding) mechanisms in different ways; data-plane mechanisms are designed
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Figure 1.1: A stylized view of the interdomain routing system running BGP.

to be simple and fast, while control-plane mechanisms may be more complex and potentially
slower. This separation exists because paths in the Internet typically change as a result of link
or node failure, which happens on a much smaller timescale then the timescale used for packet
forwarding (c.f., a sensor network, where wireless inference causes paths to change on the same
timescale as packet forwarding).

The control plane. The control-plane protocol used in the Internet today is the Border
Gateway Protocol (BGP) [92]. BGP allows ASes to discover paths to each destination in the
Internet. In BGP, an AS discovers a path to a destination via an announcement message that
it receives from each of its neighboring ASes. Each announcement contains the AS-level path
that the neighbor AS uses to reach that destination. In this thesis, we make the simplifying
assumption that each AS selects a single path for all its traffic to each destination. (In fact,
each individual router inside the AS selects a single path for each destination, but we ignore this
complication in our work.) Path selection is guided by the AS’s routing policies; these routing
policies may depend arbitrarily on commercial, performance, or even security considerations [22].

(In Figure we show how BGP announcements allow Comcast, AT&T, Local ISP, and
Princeton to discover paths to destination IBM. Routing policies for Local ISP and Princeton are
shown inside scrolls. Here, Local ISP prefers the path through Comecast over the path through
AT&T, perhaps because Comcast provides service to Local ISP at a lower cost than AT&T. As
such, Local ISP routes all traffic destined for IBM over the path through Comcast. As a result,
Princeton’s most preferred path (Local, AT&T, IBM) is not available, and so Princeton chooses
to send traffic over its second favorite path through AT&T.)

The data plane. Once an AS establishes a path to a destination using BGP, the routers inside
the AS forward packets along these paths. Because each AS uses BGP to choose a single AS-
level path to each destination, it follows that packet forwarding from a source to a destination
on the Internet typically occurs on a single AS-level path. Even so, packet forwarding can be a
non-trivial task; at the core of the Internet, packets must be processed at extremely high speeds
(about 2 nsec per packet). To ensure that packet-processing is extremely fast, the data-plane
was designed to be quite simple; for instance, it was not designed to guarantee that packets will
arrive unmodified at their correct destination. As packets travel through the network, congestion
at links or nodes can cause packets to be dropped before they arrive at their destination; there



is no mechanism that detects or prevents packet 1OSEEI . Furthermore, packet modification may
occur as a result of device malfunction, link failure, or even malicious attack; because packets in
the Internet are usually not authenticated cryptographically, the data-plane does not guarantee
that packet modification is always detected and/or prevented.

1.1.1 Protocols for improving availability

This thesis studies protocols that can be used to improve availability on the Internet; namely,
to improve the chances that the network delivers packets correctly. In this work, we will use the
term “secure” to mean that a protocol operates correctly even in the presence of certain misbe-
haviors by parties on the network. We emphasize that our focus is exclusively on protocols that
can be used to improve availability; we do not concern ourselves with protecting confidentiality,
privacy, or any other issues traditionally associated with “security”.

Ultimately, one of our goals will be to understand whether improved guarantees on avail-
ability should be architected into the control-plane, the data-plane, or both. As such, we start
by surveying a small sampling of security research proposals that deal with availability on the
control-plane and the data-plane.

Securing the control plane. BGP was designed under the assumption that all nodes in the
network can trust each other. As such, BGP does not have any mechanisms to validate that a
path announced by an AS in BGP is actually used for forwarding traffic, or even exists in the
Internet topology! The networking research community has put together a number of research
proposals to remedy this (see [21] for a comprehensive survey).

The most important of these research proposals is “Secure BGP” (S-BGP) [66]. S-BGP
guarantees that ASes can only announce paths that actually exist in the Internet by using
digital signatures to cryptographically authenticate each BGP announcement message. This
ensures that no AS can announce a path to its neighbors unless that path was announced to
it by one of its own neighbors. While S-BGP provides the strongest control-plane security
guarantees known to date [21], there are still many hurdles that must be overcome before the
protocol can be deployed in the Internet. The most significant of these is probably the fact the
security properties of the protocol only take effect after it has been adopted by a large number
of autonomous systems; however, independently operated ASes will only undertake a costly
upgrade to S-BGP once its security benefits have taken effect. In spite of this, practitioners are
currently working towards a large-scale deployment of S-BGP [2].

Even though S-BGP defends against announcement of paths that do not exist in the Internet
topology, S-BGP does not guarantee that a path that appears in a BGP announcement message
(i.e., in the control plane) is actually being used for forwarding traffic (in the data plane)! To
see how, consider Local ISP in Figure [1.1} Because Local ISP learns two different paths from
its two neighbors, AT&T and Comcast, Local ISP can easily send an S-BGP announcement to
Princeton containing the AT&T path , while actually forwarding all its traffic over the Comcast
path!

Securing the data plane. While most of the security efforts of the networking community
have focused on the control plane, earlier studies of routing security focused instead on the
data-plane mechanisms. These early works (e.g., Radia Perlman’s thesis [89] and the work on
Secure Message Transmission [32]) focused on designing protocols that prevent packet loss and
corruption, even in the presence of adversarial nodes in a network. To do this, these protocols
encode and transmit message over multiple paths, such that only a some subset of these paths is

!Detecting and preventing packet loss is handled by the transport and application layers; this thesis focuses
on the network layer.



controlled by the adversary. However, because these protocols require a source and destination
to communicate over multiple paths, they are unsuitable for today’s interdomain routing system
where the source and destination communicate over only a single path.

When a source and destination may communicate over only a single path, data-plane mech-
anisms alone cannot guarantee that packets arrive correctly at their destination. (To see why,
suppose that an adversary on the path decides to drop all traffic from the source. Then, the
source has no way of guaranteeing that his traffic arrives at the destination, unless the source
switches to a different path. However, here we shall consider path-switching mechanisms to
be part of the control-plane, not the data-plane. We make this distinction because we think
of data-plane mechanisms as operating at the level of individual packets; path-switching mech-
anisms typically operate on an aggregate stream of packets, rather than on individual pack-
ets themselves.) For this reason, instead of attempting to prevent packet loss, many recent
works [28,/12,33,59,60,95,96,82,33,/76,99,86,13,11,81,10] have focused on developing techniques
for detecting when packet loss occurs on a path. Some works [11}13},86},/109|,81},/10] take this one
step further by also localizing the link that is responsible for packet loss. These protocols can
then be used to mitigate packet loss if they are used in conjunction with modern control-plane
protocols [55,(105] that react to packet loss (and other performance issues) by switching to better
paths through the network.

1.2 Our Goals

In this thesis, we take a principled approach to analyze the types of security guarantees that are
possible within the engineering and economic constraints of the Internet’s interdomain routing
system. Our ultimate goal is to inform and advance practitioners’ efforts to deploy new security
protocols in the system. We do this by analyzing two broad themes:

1. Which part of the system should be secured? Should we be designing secure pro-
tocols for the control plane, the data plane or both?

2. What is the right tradeoff between security and efficiency? Ideally, we would like
to design protocols that operate correctly even in the presence of very strong adversarial
behavior. However, protocols with strong security guarantees can sometimes come with a
cost that makes them impractical for real deployment in the interdomain routing system.
As in most traditional settings, one important cost that we consider in this work is system
overhead; namely, the increase in computation, storage and communication incurred by
a network device running the security protocol. A less traditional issue that is extremely
important in our setting, is the cost of participation; namely, the number of parties in
the system that must deploy and participate in a protocol before its security guarantee
can take effect. Because the Internet lacks a centralized authority that can force ASes
on the Internet to adopt a new security protocol, deploying new protocols in the network
requires each AS to independently decide upgrade to the protocol. Thus, we a protocol
that requires participation from multiple parties comes at a higher cost than one that
requires participation from only a small number parties.

1.2.1 Security guarantees and threat models

We formally characterize the types of security guarantees that can be achieved by different parts
of the interdomain routing system. We focus exclusively on protocols that can be used to improve
availability in the Internet. We shall consider control-plane protocols separately from data-plane
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Figure 1.2: Misbehaviors considered in this thesis.

protocols, in order to understand the types of security guarantees that can be built into each
part of the system. For a given security guarantee, we shall study the conditions (e.g., system
overhead, participation, etc.) that are necessary in order to achieve that security guarantee. In
many cases, we shall also design new protocols that achieve the security guarantee.

When we say that a protocol provides a certain “security guarantee”, we really mean that
protocol should function correctly in the face of certain behaviors or threats in the system. We
consider well-defined security guarantees: for each, we will specify the notion of correctness
(e.g., “detect if more than 1% of all traffic on a path is being dropped”), and clearly define the
behaviors of the parties that participate in the protocol (e.g., “the sender and receiver are honest,
and there is a single adversarial party on the path between them that can add/drop/modify
packets at will”). At this point, we defer explicit statements of each of the security guarantee
to individual chapters in this thesis. Instead, we overview, below and in Table the general
“threat models” or misbehaviors considered in this thesis.

Because the inventors of the Internet assumed that devices inside the network can be trusted,
Internet protocols are typically designed to deal with for honest parties and benign failures:

Honest behavior. An honest party always correctly follows the protocol.

Benign failure. We will use benign failure as an umbrella terms for “average-case”
deviation from the correct behavior of a protocol. Benign failures can include random
link cuts or node failures that case parties to stop responding to protocols. Another
example of benign failure is when a router randomly drops packets as a result of
congestion. Benign failures are caused by parties that are not strategic or malicious.

Because the Internet is now a federated system consisting of multiple ASes owned by independent
profit-seeking businesses, there is a high potential for parties to act selfishly/strategically in order
to maximize profits or derive benefits for themselves:

Rational (selfish) behavior. A rational party will strategically deviate from a
network protocol in order to derive some well-defined benefit for itself. When we
think of rational parties, we first define their utility function. Then, we assume that
these parties will attempt to maximize their utility, potentially at the expense of de-
viating for the correct behavior prescribed by a network protocol. In this thesis, we
will use emerging game-theoretic techniques, namely, distributed algorithmic mech-
anism design, to analyze protocol correctness in the presence of rational behavior
(see Chapter [2)).

Devices on the Internet are also subject to misconfiguration, or malfunction; they can be com-
mandeered by malicious outsiders or be subverted by disgruntled network operators. The most
general way to model these types of misbehaviors is to assume that the device is controlled by
a malicious adversary.

Adversarial (malicious) behavior. Unlike the rational party, the adversarial
party is not characterized by a utility function. This is models of worst-case behavior;



adversarial parties do anything in their power to break the correct operation of the
protocolE| In this thesis, we will leverage techniques from cryptography to analyze
protocol correctness in the presence of adversarial behavior.

The reader might wonder why we bother with the rational model of behavior, when the more
general adversarial models are available. We do this for two reasons:

1. While we always prefer protocols that operate correctly even in the presence of very strong
adversaries, these protocols often incur unacceptably high costs (e.g., system overhead,
participation). Thus, it sometimes makes sense to design protocols that operate correctly
in the presence of realistic models of rational behavior, even if we know that these protocols
fail in the presence of adversarial behavior.

2. In this work, we shall prove statements of the form: “Security guarantee X is impossible
without (system overhead or participation) cost Y”. These statements are actually more
convincing if we prove them under the assumption that parties in the network are rational,
rather than adversarial! To see why, notice that arbitrarily malicious behavior is a superset
of rational behavior. As such, if a security guarantee X requires some (system overhead
or participation) cost Y even when parties are rational, then cost Y is also required when
parties are arbitrarily malicious.

1.3 Our Contributions

Each chapter of this thesis is completely self-contained, with its own introduction, motivation,
notation, and conclusion. We now overview the contents and connections between these chapters,
and discuss how they relate to the goals of this thesis, as discussed in Section 1.2

1.3.1 Securing the control plane (Chapter [2)

Our goal is to study network security protocols that can be used improve availability on the
Internet’s interdomain routing system. With this goal in mind, there are many reasons why
it is natural to consider the security of the control-plane protocols (i.e., BGP) that are used
to establish paths through the network. Firstly, recall that in BGP, ASes announce the (AS-
level) paths that they use to reach each destination in the Internet. Thus, the design of BGP
seems to encourage ASes to rely on path announcements as an accurate indication of the paths
that packets take through the network. If BGP announcements did indeed accurately reflect
the paths that packets take in the data plane, then an AS could rely on BGP announcements
to choose a high-performance AS path for its traffic, or to avoid ASes that it perceives to be
unreliable or adversarial. Secondly, as we discussed in Section [I.1.1] control-plane protocols
operate at a much smaller timescale than data-plane protocols. As such, the system overhead
(i.e., communication, computation, storage) incurred by control-plane protocols is typically less
costly than that incurred by data-plane protocols.

Thus, in Chapter [2| we explicitly focus on control-plane protocols, and consider the security
requirement of ensuring that the paths announced in the control plane protocol (i.e., BGP,
S-BGP, etc.) match the AS-level forwarding paths that are used in the data plane. Because
this security requirement is quite strong, we investigate whether it can be met in a weaker, but
still realistic, ‘threat model’ where all ASes in the network are assumed to be rational, rather

20f course, in order to formally model adversarial parties, we must define their adversarial powers. See
Section @ for one example.



than arbitrarily malicious (see Section [1.2.1)). Assuming that ASes are rational allows us to
use game-theoretic tools to reason about when ASes have an incentive to send BGP messages
that deliberately misrepresent the AS-level paths that their traffic takes through the Internet.
We use tools from distributed algorithmic mechanism design (DAMD) to look for conditions
under which we could prove that ASes have no incentive to send BGP announcements that
misrepresent the forwarding paths they use in the data-plane. Earlier attempts within the
DAMD framework [39} 73,3536, 37,38} /84, 87]assumed that the utility of an AS is completely
determined by the outgoing path its traffic takes to the destination. However, this model of
utility fails to capture the fact that many ASes are paid by their customers to carry incoming
traffic (e.g., In Figure Princeton pays AT&T to carry its traffic.) Thus, for the first time,
our work considers ASes with utility functions that also depend on the incoming traffic that
they attract to their networks.

Our analysis yields some surprising results. We first show that even if we assume that ASes
are rational, and even if they all use S-BGP, the strongest known secure routing protocol (Section
, then some ASes may still benefit from sending BGP messages that misrepresent the paths
that they use for forwarding traffic. We then prove that there do exist certain conditions under
which ASes have no incentive to misrepresent their about forwarding paths; however, these
conditions require unrealistically strong assumptions on the routing policies of every AS in the
Internet.

Thus, the results in Chapter [2| suggest that ASes should not rely on traditional secure routing
protocols (like S-BGP [66]) to improve availability by choosing high-performance/trusted paths
for their traffic.

1.3.2 Data-plane path-quality monitoring (PQM) (Chapters [3H4))

In Chapters we move away from control-plane mechanisms, and focus instead on data-
plane mechanisms that can be used to improve availability. Here, instead of taking the more
traditional approach of preventing packet loss by sending traffic over multiple paths, we instead
focus on the more realistic single path setting. (Recall that with BGP, routers chose a single
path for all their traffic to a destination.) We study path-quality monitoring (PQM) protocols
that run in the data-plane and monitor packet loss and corruption on a single path through
the Internet. Then, packet loss and corruption can be prevented by combining these PQM
protocols with control-plane techniques (e.g., intelligent route control, source routing, overlay
routing [55]) that give source networks greater flexibility when selecting a path to a destination;
if the monitoring protocol indicates that packet loss or corruption on a path is too high, the
source can switch to another (better) path. Because we want path-quality monitoring protocols
that can be used to inform routing decisions, our goal is to design protocols that can run in
high-speed routers. Furthermore, we require these protocols to return correct information, even
when adversarial nodes on the path interfere with the monitoring process.

Because our goal is to design PQM protocols that run in the data-plane of high-speed In-
ternet routers, our protocols need to be able to keep up with the high packet-processing speeds
and traffic volumes at the core of the Internet. Thus, the question of security v.s., efficiency
becomes paramount. Indeed, we argue (informally) that if data-plane monitoring protocols are
required to return correct information even when adversarial nodes on the path try to bias mon-
itoring results, then these protocols incur high overheads, related to the amount of traffic sent
in the data-plane. To see why, notice that if traffic pertaining to the monitoring protocol can be
distinguished from regular data-plane traffic, then the adversary can bias the outcome of mon-
itoring protocol by selectively dropping the regular traffic, while providing good performance
for the monitoring traffic. Thus, ensuring that the outputs of the protocol cannot be biased



requires us to make PQM-related traffic indistinguishable from regular traffic send on the path.
Providing this indistinguishablity introduces system overheads that are roughly proportional to
the amount of traffic sent in the data plane.

In Chapter [3| we consider protocols that can detect high rates of packet loss/corruption,
even in the presence of adversaries. In Chapter [4] we take this security requirement one step
further by considering protocols that can also localize the (possibly adversarial) link responsible
for dropped/corrupted packets. Our major objectives in each of these chapters is to understand
the cost (in terms of system overhead and participation, see Section of each type of security
requirement. Along the way, we also design some interesting detection and localization protocols.

Detecting the adversary.

In Chapter [3| we consider protocols that allow a source to detect high rates of packet loss and
corruption on data-plane path.

We start by using simple cryptographic proof techniques (i.e., reductions [50]) to prove that
any protocol that robustly detects high rates of packet loss and corruption in the presence of
adversaries requires that the sender and receiver share secret keys and perform cryptographic
operations. We then use cryptographic and data-streaming approaches to design a number of
highly-efficient detection protocols. One of our protocols, the “secure sketch”, can monitor up to
a billion packets without marking normal data-plane traffic, and using only two control messages
and 200-600 bytes of storage at the source and destination only. (Asymptotically, monitoring 7'
packets requires O(log T')-storage, and two control messages.) We prove that all our protocols
satisfy a precise definition of security, and derive analytic expressions for the tradeoff between
statistical (measurement) accuracy and storage overhead for each protocol.

The results of Chapter |3| are encouraging; by focusing on the modest security requirement
of detecting packet loss/corruption, we are able to design highly-efficient protocols that can
withstand very strong adversaries. Furthermore, all of our protocols require the participation
of the source and destination only; no other node on the path is required to participate.

Localizing the adversary.

While it is useful to enable sources to detect packet loss and corruption on path, it is even
more useful to be able to localize the adversarial node responsible for tampering with packets.
Thus, in Chapter |4, we use a similar adversarial model to study a stronger security requirement;
namely that a source can localize the link that is responsible for high packet loss or corruption.

We start by developing a formal cryptographic model of security for the localization problem,
and use this formal model to find security vulnerabilities in previously published works [86,13}/10].
We then present a number of localization protocols. One of our protocols can monitor 1" packets
using O(log T')-storage per node, two additional control messages, and shared keys between
the source node and every other node on the path. While the detection protocols of Chapter
B] require participation from the source and destination only, all known localization protocols
e.g., [11,/13}86L[109,81,/10], including the ones we design in Chapter [4] require participation from
every node on the path. It is natural to ask if these high levels of participation are necessary.
We answer this question in the affirmative by leveraging cryptographic proof techniques (black
box separations [62]) to argue that any protocol that correctly localizes links responsible for
packet loss and corruption in the presence of adversaries, requires every node on the path to
share secret keys with the source, and perform cryptographic operations.

Thus, the results of Chapter [4]suggest that security requirement of localizing links responsible
for packet loss/corruption might be too ambitious for the interdomain routing system; we may be



better off with the more efficient protocols that only detect packet loss/corruption, as designed
in Chapter

1.4 Conclusions, Implications and Future Directions

In Section [1.2] we mentioned that the goals of this work are to understand which parts of the
interdomain routing system should be secured, and to study the tradeoffs between security and
efficiency. We now discuss how our results and several new research directions can begin to
address these goals. We also overview the implications of our work on the design of network
architectures that guarantee availability in the presence of selfish or adversarial behavior.

1.4.1 Which part of the system should be secured?

Should we be designing secure protocols for the control plane, the data plane, or both?

Securing the control plane is not a panacea. Our results in Chapter [2] suggest that
availability will still be a challenge even if the strongest known secure routing protocol (S-BGP)
is fully deployed in the Internet. We showed that, even if we assume that all ASes in the network
use S-BGP, and are rational (rather than adversarial), ASes still have an incentive to announce
AS-level paths in the control plane that do not match the paths actually used in the data-plane.
Thus, our analysis shows that it is unreasonable to assume that an AS can rely on BGP messages
to choose paths that circumvent routing traffic through untrusted or adversarial ASes.

It is interesting to note that our analysis in Chapter [2| is a worst-case analysis. We show
that if ASes are rational and use S-BGP, then there exist network topologies where at least one
AS has an incentive to send a BGP announcement that misrepresents the path he uses in the
data plane. To better understand the practical relevance of the results in Chapter 2, we would
also like to answer the following questions: Firstly, how often do such network topologies (where
ASes have an incentive to lie) appear in practice — do they only exist in the obscure corners of
the Internet, or are they extremely prevalent? Secondly, how effective is S-BGP in reducing the
number of ASes with an incentive to misrepresent their paths — how many more ASes can get
away with lying if we assume that ASes use plain BGP, as compared to S-BGP or some other
secure routing protocol [21]7

We are in the process of conducting an empirical study of the Internet’s topology that seeks
to answer some of these questions. Preliminary results suggest that even if all ASes in the
Internet use S-BGP, many ASes will still have an incentive to lie in their BGP announcements.

Strong security guarantees are possible in the data-plane. Our results suggest that it
is feasible to design secure protocols that are efficient enough to run in the data-plane of high
speed routers, especially if we consider protocols that only require the participation of a source
and destination. Indeed, we were able to design highly efficient path-quality monitoring (PQM)
protocols that operate correctly even in the presence of a very strong adversary that knows the
details of the monitoring protocol and can add/drop/modify traffic at will.

While this thesis focused on PQM protocols that monitor packet loss and corruption, there
are many other metrics that can determine path quality, including traffic latency (delay), jitter
(delay variance), and packet lag (the number of packets that arrive out-of-order at the desti-
nation). We believe that designing efficient and secure PQM protocols for these metrics is a
worthwhile direction for future work.

Hop-by-hop protocols vs. end-to-end protocols. On one hand, we can design ‘end-
to-end’ security protocols do not require knowledge of the identities of the nodes on the path
between the source and destination, like the detection protocols of Chapter On the other
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hand, we can design ‘hop-by-hop’ protocols that require the sender to know the identities of the
nodes on a path, like the localization protocols of Chapter [l However, our results indicate that
(a) control-plane protocols like BGP and S-BGP do not always accurately return information
about the identities of the ASes on a data-plane path, and (b) data-plane protocols that localize
an adversary are expensive, because each node on the path has to participate. Taken together,
these results suggest that hop-by-hop protocols are impractical; indeed, such protocols are likely
useful only in limited settings where the need for security is so strong that it overwhelms such
practical concerns.

We believe that promising direction for future research is to analyze other security func-
tionalities that can be realized in an end-to-end manner. For instance, certain control-plane
path-switching protocols (e.g., multipath routing, overlay routing [55]) can be realized in an
end-to-end manner. However, more work is required to characterize the security guarantees
that can be achieved by these path-switching protocols, especially when they are combined with
end-to-end PQM protocols as discussed in Chapter

1.4.2 Security versus efficiency

As we discussed in Section [1.2.1] our notion of a “security guarantee” for a protocol has two
parts: a notion of “correctness”, and a “threat model”. We would like our protocol to operate
correctly even in the presence of parties that behave (and misbehave) in the ways specified
by the threat model. Ideally, we would like to design protocols that provide strong security
guarantees; however, these protocols often come at high cost, either in the form of system
overhead (e.g., computation, storage, communication resources) or participation (i.e., many
nodes in the network must deploy the protocol, so that deploying these protocols in the Internet
becomes a challenge, see Section . In order to understand which security guarantees are
feasible within the engineering and economic constraints of the Internet’s routing system, we
studied ways to tradeoff between strong security guarantees and protocol cost. One way to do
this is to consider weaker notions of protocol correctness; another is to consider weaker threat
models. Indeed, this thesis takes both of these approaches:

Weaker notions of correctness. Our study of path-quality monitoring in both Chapters [3}4]
considered the following ‘threat model’: a source and destination trust each other, while an
adversary that drops and corrupts traffic occupies any subset of the nodes on the path between
them. The ideal notion of correctness in this setting would be to empower the source to localize
the adversarial nodes; however, in Chapter [4] we show that achieving this notion of correctness
comes at the unacceptably high cost of requiring all the nodes on the path to participate in the
protocol. Thus, in Chapter [3| we show that a weaker notion of correctness, i.e., empowering the
source to detect when packets are lost/corrupted, comes at a much more reasonable cost, i.e.,
participation by the source and destination only.

Indeed, we believe that analyzing a spectrum of notions of correctness is a useful exercise,
especially when architecting networks with practical and useful security guarantees. We believe
that a number of other problems in network security could benefit from this approach.

Weaker threat models. Now consider the following notion of correctness: ensuring that
ASes send BGP messages that accurately reflect that AS-level paths that they use in the data
plane. Viewing our results in Chapter [2] in the broader context of the work on distributed
algorithmic mechanism design and BGP, we see that this notion of correctness has been studied
for a variety of different ‘threat models’. For instance, Levin, Schapira and Zohar [73] show
that full deployment of S-BGP is a sufficient condition for this notion of correctness, as long
as ASes are modeled as rational with utility that depends only on the outgoing path that they
use for their traffic. However, once we consider a stronger threat model, where ASes’ utility
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also depends the incoming traffic routed through their network, our results in Chapter [2] show
that S-BGP alone is no longer sufficient; we also need to (unrealistically) constrain the set of
allowable routing policies. Finally, if we assume ASes are adversarial, even constraining the set
of allowed routing protocols and requiring nodes to use S-BGP is insufficient for this notion of
correctness.

While it is not surprising that this notion of correctness becomes increasingly difficult to
achieve as the threat model becomes stronger, it is interesting to note that these results are
extremely sensitive to the strength of threat model. This observation suggests that we must
be very careful in extrapolating from positive results obtained in a weak threat model (i.e.,
statements of the form: condition X guarantees Y notion of correctness for threat model Z) to
the real world. Indeed, this is likely one of the reasons for the success of strong cryptographic
threat models, in which parties are assumed to be arbitrarily malicious. On the other hand,
we do view weak threat models as a useful tool for proving very convincing negative results
(i.e., statements of the form: notion of correctness Y for threat model Z cannot be achieved
without condition X). For instance, our results in Chapter [2[ show that S-BGP is not sufficient
for matching the control- and data-plane even if ASes obey a realistic, well-defined notion of
rationality; it immediately follows that S-BGP will not guarantee that the control- and data-
plane match when ASes are adversarial.

1.4.3 Implications on network architecture

To summarize our discussion, we discuss the implications of our work on the design of networks
that can withstand selfish or adversarial behavior, and present a number of other open questions.

Firstly, we believe that any solution that purports to improve availability must include some
data-plane security component; indeed, our results in Chapter [2| suggest that even if we assume
ASes are rational, control-plane security protocols are not sufficient to ensure ASes do not
misbehave in the data plane.

Secondly, we believe that the most promising direction for improving availability in the
setting of interdomain routing is focus on protocols that take an end-to-end view of the network;
in particular, we advocate for combining intelligent route control protocols [55,/105] with the end-
to-end PQM protocols proposed in this thesis.

Thirdly, while this thesis suggests that securing the control plane is not a panacea, we
do believe that control-plane security protocols have an important role to play in making the
interdomain routing system more predictable and robust. However, it is unclear which of the
many of proposed control-plane security protocols [21] are ‘right’ for the interdomain. As such,
we believe that it would be valuable to have further studies comparing the deployability and
security guarantees provided by each of these protocols.

Finally, another interesting direction (that we did not investigate here) is the question of
accountability and contracts in the Internet. Because ASes are controlled by profit-seeking
businesses, it may be possible to enforce ‘good behavior’ in the interdomain routing system
by designing a system of contracts that penalizes ASes that perform poorly, e.g., by dropping
or corrupting packets. While there have been a number of interesting works in this direction
[10,/69L 74,40 26], many of these results assume that the existence of hop-by-hop secure PQM
protocols that we showed to be impractical (Chapter . As such, we believe that the question of
designing a practical accountability system for the Internet, that uses only end-to-end security
protocols, remains open for future research.





