


v What are IMDs?
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& Why is securing them important?

@ Currently, there are no security measures in
place.

@ Advancing technology mean nues of
attack.

ttacks have been proven to work. (more to
ome)

Background (cont.)




& What are our goals?

@ Privacy, security, authenticity (or a subset, to
start)

@ Maintain ease of care

© What are the limitations we {
s Hardware limitations:

] Battery, computation power, storage, etc.
sing WilFi securely
@ Securing devices that are already implanted!

Realities of the Situation




& Built a wireless radio using GNU radio

& Were then able to intercept, and reverse-
engineer transmissions — could intercept
patient data and programming telemetry

& Successful attacks:

@ IMD/patient identification
@ Disclosing patient/cardiac da
@ Changing IMD’s clock
hanging therapy parameters
nducing fibrillation
Power DOS attack

Proot of Concept Attack




w ‘SHIELD’ — a wireless jammer/receiver

& Why they believe this is a good solution:

@ Surgery not required to change previously
implanted IMDs

@ Power/form factor of devie a limitation

@ In emergencies, don't nee for response
from primary care physic
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Encrypted Communication :

Shield Programmer
Figure 1—Protecting an IMD without modifying it: The shield
jams any direct communication with the IMD. An authorized pro-
grammer communicates with the IMD only through the shield, with
which it establishes a secure channel.
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One Solution: Hardware




k& Setup:
@ Shield jams with 20DB higher power than IMD receives

2 Results:

@ When active, adversary using off-shelf progra
get response as close as 20 cm

@z When using a programmer with 100x more
shield, only elicits response with 5 meters a te

@ Shi till detects these transmissions and rais alarm

& QUESTION: Is this actually a good solution?

One Solution: Hardware




k& Implement crypto in software.

Alternative Solution
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gcurity and Privacy for Implantable Medical Devices:
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