
  

Operation Shady RAT

Tim Duffy
4/2/12



  

What is Shady RAT?

● Shady RAT (Remote Administration Tool) is an 
ongoing series of attacks that started in 2006

● Potentially one of the largest ever cyber-attacks

● Targeted phishing attack using custom code

● 71 organizations in 14 different countries were 
attacked between 2006 and 2011



  



  

How Does Shady RAT Work?

Three Stage Attack:

1) Phishing Attack and Trojan Installation

2) Execution Of the Trojan

3) Data Collection



  

Stage 1: Phishing

● Individuals are sent a malicious file via email

● Excel files use an exploit that corrupts memory 
in such a way that function calls can be made

● Opening the file drops a clean version of the 
document, and installs a trojan file.
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Stage 2: Executing the Trojan

● The Trojan connects to a website hardcoded in 
itself.
● Site is an HTML file with some random content

● Steganography is used to hide commands (such 

as run FILE, or connect to IP:PORT) from plain view
● Encrypted commands were hidden in comments
● Bits representing the commands were 

mathematically built into the pixels of an image



  

Some commands for the 
trojan were encrypted, 
converted to base-64 
encoding, and put in the 
HTML comments

Other commands were hidden 
within the bits of an image
(ex: the 2 least significant bits of 
each pixel)
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Stage 3: Data Collection

● When a Trojan receives a connect command, it 
establishes a remote shell

● An attacker at a remote site can directly issue 
shell commands to a compromised computer

The Trojan periodically checks the server for 
commands (such as uploading/downloading a file from the server, 
running a file, or sending a report)
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