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Abstract

Pseudorandom generators transform in polynomial time a short random “seed” into a long “pseu-
dorandom” string. This string cannot be random in the classical sense of [Kolmogorov 65|, but testing
that requires an unrealistic amount of time (say, exhaustive search for the seed). Such pseudorandom
generators were first discovered in [Blum, Micali 82] assuming that the function (a® mod b) is one-way,
i.e., easy to compute, but hard to invert on a noticeable fraction of instances. In [Yao 82] this assumption
was generalized to the existence of any one-way permutation. The permutation requirement is sufficient
but still very strong. It is unlikely to be proven necessary, unless something crucial, like P=NP, is dis-
covered. Below, among other observations, a weaker assumption about one-way functions is proposed,
which is not only sufficient, but also necessary for the existence of pseudorandom generators.

Notations

Let S be the set of finite strings and € the set of infinite strings in the alphabet {£1}; let ||z|| be the length
of z and z oy be the concatenation of x and y. We identify S (in lexicographical order) with N = {0, 1, ...}
and denote the empty string by 0.

Let us fix an arbitrary function r : N — N with monotone unbounded log,, 7(n) < n and, for every ¢ > 0,
agree to consider infeasible the functions > r(n®) and negligible the ones < 1/r(n) (see 5.6).

Let U(z) be the Universal Algorithm which divides x into the “program prefix” and the “input” after
the first occurrence of a distinguished string. Arbitrary functions below can often be replaced, without loss
of generality, by the following modifications of U. Let U(x) = U(x), if ||U(z)|| = ||z||; otherwise U diverges.
Let u(x) = U(x), if U(z) halts in time ||z|* (see 5.1); otherwise u(z) = z. Let U(x) = u(x), if u(x) preserves
the “program prefix” and u(z) = x otherwise.

1 One-way functions

Let f,h : S — S be length preserving. A probabilistic algorithm A inverts f on h for an instance x and
random w € Q if for y = h(z) either y ¢ f(S) and A(w,y) diverges or f(A(w,y)) = y. A polynomial time
computable f is one-way on h (denoted OW(f/h)) if any A inverting it on h converges in an infeasible time
on at least a polynomial fraction of instances of each length (or “on average”: see 5.3). So, h just modifies
the frequencies of instances.

Let us consider several conjectures about the existence of one-way functions.

(A) 3f,h OW(f/h). This is equivalent to OW(u/U) and, when infeasible means non-polynomial, to
P#NP. A generic example is f(G,H) = (G,1...1) if H is a Hamiltonian cycle of a graph G; otherwise
f(G,H) =1...1. And h produces those graphs whose Hamiltonian cycles are the hardest to find (see 5.2).

(B) 3f,h OW(f/h) and h also runs in polynomial time. This is equivalent to OW (T /u). If it is false, the
P#NP question remains open but loses its practical value. The inverse f~!(h(z)) always exists, if h(z) has
a form f(h(r)). An interesting variation is, when h is f or f¥ k(||z||) > 0. This implies (B) even for non-
computable k(n) < n°M since h(kox) = ko f*(x) can be used. Using f'(zj0...0x;) = f(x1)o...0 f(x;), the
above variation of (B) can be shown equivalent to By, which postulates that the inverting time for @ on u
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is infeasible on a constant fraction of instances. The criterion in section 4 for the existence of pseudorandom
generators is By, i.e., B for all k(n) < nlogr(n) (see 5.6).

(C) 3f,h OW(f/h) and h is a permutation. (C) is much stronger than (B). It is equivalent to OW (u/7)
where i(z) = x, since h preserves the uniform distribution of instances. (C) means that NP problems (like
Tiling: see [Levin 86]) are hard even on generic instances. If ||f(z)|| = ||z| is not required, then (C) is
equivalent to a modification of (B) where the inverting algorithm has access not only to the instance h(zx),
but to the z itself, explaining the origin of the instance. Just replace f,h by fp,i, where fn(z,z) is =
if h(z) = f(z) and 1...1 otherwise. The possibility that (C) is false may explain a common experience
(so strongly emphasized by D. Hilbert) that most natural mathematical problems are solved within a few
centuries, which is a “very polynomial” time.

(D) 3f OW(f/f*) and f is a permutation. These conjectures, equivalent for all k, are proven in [Yao
82] sufficient for the existence of pseudorandom generators.

2 Pseudorandomness

A test is a probabilistic algorithm ¢ : Q2 x N — [—1,1]. Positive t(w, @, n) indicates a “bet” that the tested
function « is random rather than generated as «(i) = Gs(i) by an algorithm G from an n-bit random seed
s. And w is the source of the test’s own coin flips. Modifying slightly [Yao 82], we restrict ¢’s running
time by [t(w,a,n)]”®M rather than by n°(1). So, t can run very slow, at the expense of diminishing
value of its output. Let tg(n) be the expected value of t(w,Gs,n) — t(w, ,n) for uniformly distributed
a,w e, se{£1}m.

Now, G is called a pseudorandom generator if (1) G4(i) is computable within time polynomial in ||s||,
and (2) G, is “indistinguishable” from random strings, i.e., |t¢| is negligible, for any test ¢. The much more
powerful parallel generators run in time polynomial in ||s||log i and withstand tests which can query entries
of a in any order rather than sequentially scan them. Such a goal was mentioned in [Blum, Blum, Shub 83]
and reduced in [Goldreich, Goldwasser, Micali 84] to constructing sequential generators.

A predicting test first chooses a focal string x = x(w). Then it queries a(y) for several y # x, generates a
prediction p € [—1,1] for a(z) and outputs a(z)p. Obviously, the test’s expectation, i.e., the covariation of
p with a(z) is 0, when « is truly random. The following proposition is a modification of a theorem in [Yao,
82] and its generalization in [Goldreich, Goldwasser, Micali 84].

Proposition 1 A polynomial time algorithm G is pseudorandom, unless it fails some predicting test.

Proof. Let ¢’ be a test with a non-negligible /% which can be estimated statistically (see 5.5). We truncate
" to output 0 when [t”| < [t# /2| and normalize it to ¢ = t%(n)°(M#” so that ¢ can be computed in time
|t|~1/2. Let w; consist of even and wy of odd digits of w. Let test t.j(w, a,n) act like t(w, o, n), except that
it substitutes coin flips ¢;(wsz) for the answers a(x;) to the first j different queries x;, i < j (t.j =0if < j
queries are made). Obviously, h; = t.jg < 1/j% and hg = h. The predicting test ¢’ chooses j(ws) at random
with probability I; = O(1)/;|j]|*. Then ¢’ runs t.j, sets z(w) := z;, and produces p := t.j(w, o, n)c;(w2)/1;.
Let e; be the expected value of ¢.5 - ¢; - Gs(;). Let h; be a modification of h; in which —a(z;41) is used by
t.j instead of a(z;41). Obviously, h; = (hj_1 + h;—1)/2 and t, = >_;ej. Considering cases ¢; = £G(z;),
one can see that e; = (hj_1 — hj_1)/2 =hj_1 — h; and tj; = tc. H (See also 5.4).

3 Multiplicative Isolation Lemma

One of the important ideas of [Yao 82] is that the methods of [Wyner 75] can be applied for computational
as well as for purely probabilistic unpredictability. The following is a simple implementation of this idea
adjusted to the needs of section 4. Weaker versions (with polynomials instead of (p;)™) of the Corollary below
were given in [Goldwasser 84|, [Rackoff 85]. The question, whether an exponential bound can be achieved,
was raised by S. Micali.

Let f: S —=8A:5—>[-1,1);b: S - [-1,1]; p: N - [0,1]; e : N — [0,1]; I : N — N be all
computable in time T(||z||) > [|z]|* and h = 2|loge|/c. Let the covariation cov,(A(z),b(z)) denote the



average of A(z)b(z) over all x of a given length. Then b is called (p, T)-isolated from f if no probabilistic
algorithm A(f(z)) running in time < 7T'(||z||) has cov.(A(f(z)),b(z)) > p(||z])-

The range of A can be always narrowed to +1 without affecting the covariation. We just replace the real
output with the 1 result of a biased coin flip with the same expected value.

Lemma 1 Let f(z oy) = fo(x) o fi(y) and b(x o y) = bo(x)bi(y), for |z|| = I([|x o yl). Then b is (p,T)-
isolated from f, unless for some po,p1, T" and both 6 € {0,1}, T" < Th?py, be is not (pg, T")-isolated from
fo and pop1 > p — €, for corresponding lengths.

Proof. Let an algorithm A(f(z)) predict b(2), in time T" with covariation p. We employ three algorithms
Qo(n), Lo(X), Ro(Y) dependent on f,b,p,e, and A. Let qq(X) = covy(bi(y), A(X o f1(y))). Let ¢ be “near
maximum” of q,(fo(z)) i.e. max{0, qy(fo(z)) — ¢} averages to /4 and ¢* be q(1 +¢/4p). First Qo finds an
x with qq(fo(2z)) > ¢—, with o(¢) probability of error.

Qo(n) starts with ¢— := 0. For ¢ = h,h — 1,... it generates a string x; of length I(n) at random and
computes a lower statistical estimate ¢; of qq(fo(z;)) with accuracy i/h and probability of error o(e/h) (see
5.5). If ¢; > q—, Q sets ¢~ := ¢;, x := x;,. It stops when ¢~ ¢/8p > i/h.

Now, Ry reads the input ¥ = fi1(y) and outputs A(fo(z) oY). Obviously, the covariation py > ¢~ — o(e)
will be achieved. And, Lo(X) = qq(X)/q" (or sign(qy (X)), if |go(X)| > ¢T) achieves the needed covariation
p1 = (p—¢/4)/qt. A rough statistical average @, over hp? /e random samples is used instead of q,. The
sample size does not affect its covariation with by, but assures q,(X) < ¢t with reliability 1 —o(e), whenever
qo(X) <gq.

The above algorithms run in time Th2p;. If pg < p1, we use Q1, L1, Ry, defined correspondingly, instead
of Qo, Lo, Ro. If the problem remains, we use Lo, L1 with ¢ = \/p. I

Corollary 1 Let & =z .o yapy; llzill = I1f @)l = 21| eacept for [lzol] < all; Tu(k) = T(Lk/IGE) )
pi(k) = p([k/1(E)]); fi(x) = f(x0) o .. 0 flaueyy) and bi(x) = []b(x;). Then, by is ((p)", h*Ty)-isolated
from f; for any n(||z|)) < I(||z]), if b is (p, T)-isolated from f. Here h = n|logp|/p} (1 — p1)°M). Thus,
isolation is about (T3 T'/3) when | is logT;/3| log p|.

We just use L to predict by from f;, with covariation about (py)* for as small k as possible. Then we use
R to predict b from f. This works, since otherwise the above k could be decreased.

4 The criterion

Recall the assumption B, that inverting T takes an infeasible time on a constant fraction of outputs of a* (z)
for every 0 < k < ||z|| log r(||=]]).

Theorem 1 B, is necessary and sufficient for the existence of pseudorandom generators.

Necessity. Let G be a pseudorandom generator and let f(soxz) = G4(1)o...0G4(2||s]]), for ||z|| = ||s||. If B.
fails, some probabilistic algorithm A inverts f on f¥(z) for some k(||z||) in time T'(w, f*(2)), and the average
of 1/Tk over w, z,||z|| = n is not negligible. Let h; be the average over a,w of t.j(w,a,n) = 1/T(w, f7(z))
for z = a(1)o...oa(2n). Let the test ¢ choose j(n,w) at random with probability [; = O(1)/j|j||* and then
run t.j. Then tg = —hg + Zj hj(lj —lj+1). But f has an inverse on < 27" of 2’s. So, hg < 27" is negligible
while A,y and, thus, tg are not.

Construction. We combine the techniques from [Blum Micali 82], [Yao 82] and [Goldreich Goldwasser
Micali 84]. Let C(z) be an error correcting code (see [Justesen 72]) from which 2 can be restored in
polynomial time even if any 5% of digits of C(z) are altered. Let b(s) be the i-th digit of C(s’) where
s=s"o0ie S; |i] = [log [|C(s)|]] and f(s) = u(s")oi. Any feasible time probabilistic algorithm A guessing
b(f*(s)) as, A(w, f**1(s)) must be wrong for at least 5% of i-s on a constant fraction of s’,w. Otherwise @
could be inverted on W (x) in a feasible time, which contradicts (B,). So b is (1 — ¢, T) -isolated from f
for some constant £ > 0 and any feasible T'(n).



For I(n) = |logr(v/n)] and k(||s||) < 2||s||, the Corollary in section 3 implies that vy(s) = b;(fF(s)) is
independent from fF+1 ie., (p,T)-isolated for any feasible T/p. Let gyoy(s) = gy(g2(s)) € {£1}I*l and
g-1(s) 0 g1(s) = vi(s) o... o vg)4|(s). Let T be a prefixless code of z, say, every digit of 2 is doubled and the
last digit of the result altered. The parallel pseudo-random generator Gs(z) outputs the last bit of gz(s).
(See also 5.4)

Unpredictability. Let S, consist of all prefixes of T € S with the last digits altered and Z. Any 7 extends
an element of S,. For a : § — {£1}", let a}(y) be the last digit of gy, (a(y1)), where y1 oy =7, y1 € S,.
Clearly, o = G, for any z, if for all y a(y) = gy(s). Let t be a predicting test with non-negligible ¢t and
x = z(w) be its focal string. Let t*(w,a,n) be t(w,ak,n) (or 0 if t < tg/2). For a truly random « no
correlated predictions are possible and t* averages to 0, while ¢, > t¢/2. Note that t* queries « only on S;.

Let us consider a hybrid a.j of g with a truly random «. It copies « except that the k-th bit a.jx(y) of
a.j(yo—1)oa.j(yol)is vg(a.j(y)) when k + 2n|jy|| > j. Having "' (a(y)) and values of o on all z # y,
one can easily compute «.j(z) for any z # y and j > k + 2n||y||. Note that a.j(y) = a(y) for j > 2n||y|| and
a.0(y) = gy(a(0)). Now we proceed as in section 2: compute z = x(w), choose at random its prefix y and
k < 2n and put j := k+2n||y||. Then from f™(a(y)) (and irrelevant values of a(z) for z # y) we compute
a prediction p := t*(w, a.j,n)a.ji(y)||z| for vi(a(y)). Their covariation is tg,/2n, since each j contributes

(th.j—1 —t5.;)/2n. This contradicts the independence of vy from fFT, noted above. I

5 Notes

5.1 Turing machines

Any simple time bound > ||z| log ||z| in the definition of u works as well. One can even take O(]|z||) if
the Turing machine model is modified slightly. Standard Turing machines create difficulties in accurate
complexity considerations. For example, the halting problem with the time bound, say ||z||?, takes more
time than O(||z||?). These problems disappear if Turing machines have unlimited capacity for creating and
destroying additional heads in the leftmost cell of the tape. These heads work independently: they can
communicate only in neighboring cells and do not collide. The total running time of all heads taken as
complexity makes these machines close to standard ones in terms of efficiency.

5.2 Optimal inverting algorithm

For any algorithm f there is an inverse A with optimal (up to a constant factor) running time for f(A(y)).
It is not known, of course, whether the running time of A is polynomial or exponential compared to the
running time of f. It is only observed that there is no speed up for inverting problems [Levin 73/84]. Thus,
we can treat the time for inverting f as a definite function.

5.3 Averaging

The above conjectures (A-D) remain equivalent (due to a “padding argument”) if OW uses time, infeasible
“on average”, rather than on a polynomial fraction. The averaging should be done in the following machine
independent way. A function ¢(z) is called constant on average for probability distribution p, if its expectation
S t(z)pu(x) < co. An example is t(x) = m(x)/p(z), where Y m(z) < oo. Any I(z) < ||z||t(z) is called linear
on average. The “average” growth rate of f is then f;(n) = max{f(x) : I(z) < n}, in contrast to the worst
case growth rate: max{f(z) : [|z|]| < n}. A function f is infeasible on average if f; is infeasible for all
such . The norm is the largest (up to a constant factor) linear on average ! with enumerable subgraph
{(z,q) : ¢ <l(z)}. It can be obtained when m is the distribution of outputs of U(a) on random « € Q. The
rare instances have large norms and affect little the average growth rate.

Combining this concept with the optimal inverting algorithm we get a uniquely (within a constant factor)
defined average inverting time {f/h) of algorithm f on the probability distribution generated by h.



5.4 Improvements

1. The program of ¢’ in the proof in section 2 need not be known. It can be chosen at random! Moreover,
a slightly more complicate construction makes the inputs G,n unnecessary as well.

2. The generator G in section 4 may be sped up in case of ||z|| >> ||s||. Just preprocess x into 2’ =
(z mod s’) where s’ is a new random prime seed independent of s. This transformation is secure in case of
truly random functions. Thus, it must be secure in the pseudorandom case as well.

5.5 Statistical Estimates

The following simplification of the Central Limit Theorem, pointed out by A.S. Nemirovsky suffice for our
needs: Let f; j, i <a, j <b* be independent random variables with the same expectation M and standard
deviations < 1. The standard deviation of F; =}, fi;/b% is < 1/b and the probability that |F; — M| > 2/bis
< 1/4. So, the probability that most of F; (and thus their median m) are to the right (or left) of [M +2/b],
is exponentially small in a.

5.6 Better precision

1. In case loglogr(n) = o(logn) all results of the paper remain true if infeasible are considered functions
> r¢(n/log!/¢ r(n)). In any case B, remains equivalent if nlogr(n) is increased to r(n°®) (the same proof
of necessity in section 4 applies).

2. Let f be invertible in a feasible time only on a negligible fraction of instances. Suppose for some
coding y = C.(z), a list of strings including = can be computed in polynomial (in ||z||/€) time from any y’
with 1/2 + ¢ fraction of digits common with y. Then for a negligible e(||z||), b’ will be independent from f.
So, one can take [ = 1 and MIL from section 3 need not be used at all; nlogr(n) can be replaced by O(n) in
the definition of B, and a more accurate threshold of r¢(n) can be used instead of r(n®) in the definition of
infeasibility. P. Elias has shown that Random Linear Codes have all needed properties, if they are decodable
in polynomial time. In this case b(s,), equal to the inner product of s,i as vectors in Z%, is independent
from f’(s,i) = (f(s),4) and b(x, f*(y)) is a pseudorandom generator.
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