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Abstract— Current computing systems employ different mech-
anisms to deal with overload conditions. Of those widely deployed
are content adaptation mechanisms whereby the quality level
of the content is adapted dynamically to mitigate overload
conditions. Serving degraded content reduces strain on resources
and enables them to cater for a larger set of clients. To that
end, this paper studies adversarial exploits of dynamic content
adaptation mechanisms to a new instantiation of Reduction of
Quality (RoQ) attacks. The RoQ attack pattern is orchestrated
to cause different forms of damage such as longer response time
for legitimate clients, degraded content being served and under-
utilization of resources. We assess the impact of RoQ attacks
via the potency metric which reflects the tradeoffs between the
damage inflicted and the cost in mounting the attack. We validate
our results through numerical analysis as well as real Internet
experiments.

I. INTRODUCTION

Internet server farms and web service applications often
employ sophisticated adaptation mechanisms that enable them
to deal with overload conditions. Of those widely employed
mechanisms are admission controllers, load balancers and con-
tent adaptation controllers. And due to their normal operation
in open-access environments, these mechanisms may exhibit
complex dynamics that result from many factors interacting
together. Such dynamics are hard to analyze or even capture
(sometimes). This, in return, poses significant challenges on
how to ensure that the resulting dynamics are safe and that
they could not be exploited by an adversary. Recent work of
ours have exposed dynamic exploits on two of the above three
mechanisms; admission controllers [1] and load balancers [2].
This work focuses primarily on security implications that arise
from employing dynamic content adaptation mechanisms to
mitigate overload.'.

In a content adaptation setting, the content adaptation con-
troller decides the quality of the content served, based on the
load measured on the server(s) [3], [4], [5]. Serving degraded
content requires fewer resources to handle, and thus enables
catering for a larger set of clients without having to drop or
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Content adaptation is also employed to support a heterogenous set of
clients accessing a service via different devices, which is outside the scope
of this work.
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refuse the admission of new clients. Content adaptation takes
different forms depending on the content itself. Static content,
for example, is typically prepared off-line and only used during
the periods when the system is overloaded. Dynamic content,
on the other hand, can be degraded online through embedding
less objects, making less-intensive database calls and returning
fewer results, for example.

Current data centers consume significant amounts of energy
to carry on with their operations [6]. Virtualization has been
one of the fruitful directions adopted to reduce the number
of powered-on servers, while increasing their utilization [7].
This, in return, causes them to operate close to their maximum
capacities. Content adaptation mechanisms (as well as other
overload mitigation mechanism) are envisioned to be used in
such systems to protect them from being pushed into overload.
Therefore, it is very important to study their vulnerabilities
against new instants of attacks.

The operation of content adaptation controllers while en-
sures optimized performance during overload conditions, it
opens a door for a new class of Reduction of Quality (RoQ)
attacks, to be mounted [8]. Unlike traditional Denial of Service
(DoS) attacks, where an attacker saturates a given system
with a sustained load, RoQ attacks cause constant oscillations
between overload and underload states, without sustaining the
attack traffic. This is achieved through orchestrating the attack
traffic in a manner that exploits the transient dynamics of the
system. The example below illustrates this point.

An illustrative Example: Consider a content adaptation con-
troller that sets the quality level of the content served based on
the measured load from a server. Now, consider a point in time
when the offered load is low enough for the server to serve full
content to all requests. At this point, an adversarial burst in
demand arriving in a very short time would push the server into
overload. This, in turn, would result in the content adaptation
controller reducing the quality of the content being served, to
bring the server out of this overload state. Due to thrashing
in the overload state, legitimate clients observe an increase
in their response times and some receive degraded content.
Recovering from such conditions takes a long period of time,
but once the server stabilizes, the attacker would repeat this



process by subjecting the server to a new adversarial burst.

Paper Outline: In Section II, we present a discrete-time model
that studies the effect of RoQ attacks on a system employing a
content adaptation controller. In Section III, we present results
from our experimental implementation. We discuss related
work in Section IV and we conclude the paper with a summary
in Section V.

II. MODEL

In this section, we present a discrete-time model that studies
the effect of RoQ attacks on a system employing a content
adaptation controller.

A. Model Derivations

A system employing content adaptation can be modelled
using three components: the content adaptation controller,
the server and the feedback monitor. The content adaptation
controller decides the quality level of the served content based
on the overload conditions the server is experiencing. Deciding
the quality level is typically a discrete process whereby the
controller chooses between [ different levels of quality. For
example, the simplest content adaptation controller chooses
between two levels, “Full” versus “Degraded” content. These
different levels of content are prepared off-line to save the
resources needed in having them prepared on-line and spe-
cially during overload conditions. The server simply serves
requests based on the degradation level. The monitor measures
the load on the server and reports this value back to the content
adaptation to effect its further decisions.

Parameter | Description
Pi Server utilization at time step i
Di Average server utilization at time step i
A Legitimate arrivals at time step i
T Total resource units utilized at time step i
Q; Percentage of units used at time step i
i Service rate at time step i
U Units used to serve a request fully
R Total resource units available
C System’s capacity (maximum service rate)
or Thrashing threshold
w Thrashing index
po Utilization operating threshold
) Attack rate
T Attack duration
T Attack period
M Attack magnitude

TABLE I
MODEL PARAMETERS.

Table I summarizes the notation and the description of the
parameters used in our model described below.

We consider a discrete-time model where time is divided
into equally-sized slots, indexed by the parameter ¢. During

each time slot, requests arrive with a rate \;. We assume
that all requests are identical and each requires U units of
a particular resource to be fully served. However, during
overload periods, only a percentage «; of those units would be
allocated to an incoming request. Thus, the resource utilization
p; at time slot ¢ is given by:

Ti
p i (D

where r; is the total units utilized at time ¢ by all requests
inside the system and R is the total number of resource units
available.

The total number of resource units, 7;, evolves according to
the following equation:

ri1 + i X (0U) — pi—a (2

ri =

where the first term indicates the units still used from the
previous time slot, the second term indicates the total new
units required by incoming requests, based on the level of
degradation «; and the last term indicates how many units are
freed according to the service completion rate f;.>

The service completion rate y; is given by:

pi < pr
Otherwise &)

_ {C
i C —w(pi — pr)

Equation 3 indicates that as long as p; is less than some
thrashing threshold pr, the system operates at its rated ca-
pacity C'. Once p; exceeds pr, the effective capacity of the
system is reduced. The thrashing index w is a constant that
represents the severity of degradation in service rate as p;
increases beyond pr.

Due to the bursty nature of incoming requests coupled with
the variability in the number of resource units used, p; exhibits
short-time variations that prevents it from being used directly
as a signal for control. Thus, we rely on an Estimated Weighted
Moving Average (EWMA) value for a smoother control. Thus,
the average utilization p; evolves according to the following
equation:

(1= B)pi—1 + Bpi )

where (3 is the EWMA smoothing parameter chosen between
0 and 1. 8 decides the weights given to memory versus current
conditions. When (3 is close to 1, current utilization dominates
the average utilization. However, when [ is close to 0O, the
history of the average value dominates the new average utiliza-
tion. Based on the average utilization, the content adaptation
controller decides the degradation ratio «;. One simple 2-level
content adaptation controller would set the degradation ratio
«; according to the following equation:

pi =

2Notice that we measure the service completion rate in resource units per
time as opposed to requests per time since requests utilize different number
of resource units based on the degradation value.
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where d is the fraction of resource units granted for an in-
coming request that receive degraded content during overload.
Equation 5 states that an incoming request will be granted full
resource units when p; is less than a given operating threshold
po. Otherwise, an incoming request will be granted a degraded
fraction d of the total resource units requested.

1 pi < po
d Otherwise )

B. RoQ Attack Definition and Goal

We consider a RoQ attack on the system outlined above.
The attack is comprised of M requests sent at the rate of
0 requests per second over a short period of time 7, where
M = 7. This process is repeated every T units of time. We
call M the magnitude of the attack, 0 the amplitude of the
attack, 7 the duration of the attack, and T the period of the
attack. We refer the reader to some of our previous work on
the theoretical backgrounds of RoQ attacks [8], [1].

For the above RoQ attack, we define II, the attack potency,
to be the ratio between the damage caused by that attack and
the cost of mounting such an attack. Clearly, an attacker would
be interested in maximizing the damage per unit cost—i.e.,
maximizing the attack potency.?

Potency =11 = DLaige (6)
Costw
The Potency definition given by equation 6 allows us to
consider different instantiations of “damage” and “cost”. In
this paper, we consider two instantiations for potency. We
define II; to be:

L
m, = ﬁD (7)

3The Potency definition in equation 6 allows for a parameter € to model
the aggressiveness of the attacker [8]. We take 2 to be 1.
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Numerical results: assessment of vulnerability to RoQ attacks. Left plot shows the utilization, average utilization and degradation percentages on the

where Lp is the number of legitimate requests that received
degraded content (damage) due to single attack burst and M
is the magnitude of a single attack burst (cost). Thus, potency
II; reflects the impact of a single attack request on degrading
the content served to a number of legitimate requests.

We also define Il to be:

Lg

I, = MxT, (8)
where Ly is the response time experienced by the legitimate
requests as a result of a single attack burst. T is the service
time for a request. M x Ty represents the time spent by the
server in serving the attacking burst. Thus, potency II5 reflects
the relative delay caused to legitimate clients per unit time
spent by the server serving the M requests.

C. Numerical Solution

We numerically instantiate a model from the equations
above and we solve them numerically. We assume that legiti-
mate requests arrive at a rate A of 290 requests per second
(chosen to be less than the effective service rate of 300).
Each request requires 10 resource units to be served fully.
The total number of resource units available R at any point
in time is 12000. According to Equation 3, we set C' to be
3000, w to be 0.00033 and thrashing threshold pr to 0.8. The
average utilization is computed based on a value of (3 of 0.01.
According to Equation 5, we choose po to be 0.6 and d to be
0.5.

Figure 1(left) shows the results obtained under a RoQ
attack. The attack is compromised of bursts, each of 1000
requests in magnitude injected in 1 second, and repeated every
200 seconds. Figure 1(right) zooms into the first attack burst
occurring at time 200. The arriving burst pushes the server
instantly into overload as indicated by its utilization hitting 1.
From that point on, the average utilization starts catching up
with the current utilization until it reaches 0.6 (happens around
time 260). At this point in time, the content adaptation adjusts
its degradation value and the server starts serving degraded



content for new arrivals (indicated by the degradation line
hitting 0). This, however, does not remove the strain on the
server resources instantly since the server has to get rid of the
burst. Notice that this takes longer time due to thrashing. Only
at time 300, when the server serves all accumulated requests as
indicated by its utilization dropping to its lowest value. Again
due to the time it takes the average utilization to catch up with
the current utilization, degraded content is still being served.
Only at time 320 does the server completely recovers.

The attack burst has resulted in three different forms of
damage:

1) An increase in the response time for legitimate requests.
In particular, from time 200 till 300, legitimate requests
experience an increase in their response time as indicated
by the utilization at its maximum value while the system
is thrashing.

2) Degraded content served for legitimate clients. Requests
arriving from time 270 till 320 are all being served
degraded content, leading to a potency m; of 20.

3) Under utilization of resources on the server. Notice that
from time 300 till 320, the utilization is actually below
its normal value, indicating a waste of resources that
could have been used in serving full content as opposed
to degraded content.

200 T 100
- - - Under Utilization

Potency (1)
Under Utilization

Fig. 2.

Impact of 3 on Potency.

Clearly, the behavior of the system depends on our choice
of parameters. 3 plays an important role since it dictates how
aggressively the average utilization value is adjusted based on
the the current utilization. Figure 2shows the effect of 3 on the
potency (II;) (left Y-axis) and on the under-utilization (right
Y-axis). Under-utilization is measured as the time wasted in
serving degraded content, when it could have been utilized to
serve full content. One can observe that a larger value of /3
reduces the impact of RoQ attacks. This is indeed the case,
since the system reacts more aggressively to any changes.
However, this comes at a price. In particular, a larger value
of 3 also implies that the system will react swiftly to minor
changes in its workload. Under normal operations, this is quite
undesirable as it compromises stability. Notice that the model
we adopted in this section does not capture the effect of
long feedback delays as it assumes a feedback delay of unit

value. In a practical setting, this feedback delay will slow the
system’s reaction making it even more vulnerable.

Notice that due to the fluid-like nature of our model, we
could not track the response time for each individual request,
and hence we could not compute 1l precisely. This, however,
will be assessed by our Internet experiments, since one can
track the response time for each individual request.

III. INTERNET EXPERIMENTS

In this section, we evaluate the impact of RoQ attacks
on content adaptation mechanisms through experiments per-
formed in our lab.

The experimental setup: The experimental setup consists of
three Dell Optiplex GX260 machines, with an Intel Pentium
4 CPU (2.2GHz) and 1 GB of memory. All machines run
Red Hat Linux 2.6.9-11.EL. The first machine is a server
running Minihttpd [9] web server. We have modified Minihttpd
to employ a content adaptation controller within. A monitor
application measures the load on the memory (or an average
function of it) and reports this value back to the controller
via shared memory. One of the other two machines is used to
generate a legitimate workload whereas the other one is used
to generate a malicious workload. Traffic workload generation
is done using Httperf [10].

We assume that all requests are identical, however, the
exact response from the server depends on the operation
of the content adaptation controller. To serve a request in
full, the server allocates 6 MBs of memory and writes data
into them. To serve a content-degraded request, the server
allocates 3 MBs of memory and writes data into them. The
time it takes to serve a full-content and a degraded-content
request is 224 msec and 122 msec, respectively. To smooth
out the transient dynamics of the memory utilization, we use
an EWMA function with parameter 3 (Equation (4)). The
operating threshold po is chosen to be 0.65. We assume that
legitimate traffic arrives to the server at a rate of 4 requests per
second and each request has a timeout value of 50 seconds.
Each experiment lasts between 5 and 9 minutes.

Impact of RoQ attacks: Figure 3 illustrates the results
obtained from a single attack burst of magnitude 200 injected
at a rate of 10 requests/sec (around time 60). The averaging
parameter (3 is chosen to be 0.01. One can see the impact of the
burst on the memory utilization, average memory utilization
and the degradation. We also plot the swap utilization, since
once the memory utilization hits 1, the system starts paging
to/from disk. Clearly, this reduces the effective capacity of
the system due to the time wasted in paging. Notice the
resemblance between the experimental results in Figure 3 and
those obtained from the model in Figure 1.

The attack burst above has resulted in 288 legitimate re-
quests receiving degraded content, leading to a potency
of 1.44 (Equation 7). Over this attack period, 334 legitimate
requests observed a response time of 21.9 seconds, on average.
Given that the total time spent by malicious requests getting
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Fig. 3. Experimental results for a single attack burst.

service is 44 seconds, we compute the potency 7o to be 166
(Equation 8).* That is for every 1 sec spent by the system
serving malicious requests, 166 seconds get observed as a
response time for legitimate requests. The RoQ attack above
has also resulted in 401 legitimate requests timing out (their
response time has exceeded the timeout value). Additionally,
the RoQ attack has resulted in 25 seconds of under-utilization.
This is the time wasted in serving degraded content, when full
content could have been served.

Impact of the parameter [3: To assess the impact of
on different metrics, we repeat the above experiment with
different values of (3. Table II depicts the results.

1) w1 | mo | Timeouts | Under-utilization
0.01 | 1.4 | 166 401 25
005|141 171 138 11
0.1 | 1.3 | 177 114 7
0.5 | 1.2 | 189 90 1
09 | 1.2 | 241 87 0

TABLE II

IMPACT OF 3 ON DIFFERENT PERFORMANCE METRICS.

Except for mo, one can observe that the higher the (3, the less
the impact of the RoQ attack (similar to our numerical results
in Figure 1 (right)). The case of 75 is understood once is put in
context with the timeout values. The reason of the lower value
of 75 is due to many requests timing out (at lower values of ()
and their response time could not be included in the calculation
of my. While this may suggest using a higher value of 3 to
minimize the impact of RoQ attacks, using a higher value of
(3 makes the system less stable, since any perturbations in the
memory utilization will reflect in the average and hence would
cause unnecessarily degradation. This trade-off is important to
highlight.

Impact of different attack parameters: In this set of exper-

“4Notice the we do not consider the queuing delay for the malicious requests,
since the attacker would not be waiting for the service.

iments, we vary the attacking rate J, keeping the Magnitude
of the attack constant at 200 requests. Since M = § X 7, this
also corresponds to adjusting the attack duration accordingly.
[ is chosen to be 0.1. Figure 4 shows 71 and 7 for different
attacking rates.

1000

Potency (1)
g
Potency (2)

1 2 4 5 10 20 25 40 50 100 200
Rate

Fig. 4. Impact of different attack rates (6).

At low attacking rates, the server observes a slight increase
in the load over time. This extra load consumes memory at
a lower pace and as a result, the server would only need
to degrade the content occasionally to keep the utilization
below its operating threshold. This would result in a low
attack potency 7;. Due to the small level of degradation, the
response time is still high since degradation typically reduces
the response time.

As the attacking rates increase, more malicious requests get
into the system in a shorter period of time. Their number
is still small enough for Linux to handle them all together.
This consumes memory very fast and as a result causes
degradation. That is why we observe higher potency m; yet a
lower potency 2, due to degradation improving the response
time for legitimate requests. Notice the existence of a range
of rates that lead to a diminishing return effect, where varying
the rate does not impact the potency values much.

At very high attacking rates, Linux cannot handle those
requests and starts killing threads and putting others to sleep.
This causes the memory utilization to remain constant, which
in return prevents the content adaptation controller from taking
over. This leads to O potency 7y, at the price of a very high
response time (high potency m2), since most the time spent
by Linux is in context switching between the current running
threads.

The above experiments highlight the trade-offs the attacker
has on inflicting different forms and levels of damage, depend-
ing on its choice of attacking parameters. Such choices can
also be manipulated in a smart manner to evade being detected
by intrusion detection systems. For example, by keeping the
attacking rate just low enough such that the attack does not
register with the intrusion detection system.



IV. RELATED WORK

The work presented in this paper relates to two main areas
of research: (1) Server overload and (2) Security.

Server Overload: There is a large body of work that inves-
tigated the server overload problem and proposed different
approaches to mitigate it and to decrease the response time
experienced by clients. Such approaches can be broadly clas-
sified along two dimensions, static and dynamic. Static polices
aim to increase the capacity of the system by over-provisioning
the resources needed. Clearly, this wastes resources when they
are not used. Dynamic policies, on the other hand, rely on
adapting the traffic workload or the operation of the resource,
based on the level of overload. These polices are typically
employed via load-balancers [11], [12], admission controllers
[13], [14], [15], [16], schedulers [17], [18] and content adap-
tation controllers [3], [4], [S]. Load balancers and schedules
typically do not mitigate overload directly but aim to improve
the response time for clients by making judicious decisions.
Admission controllers and content adaptation controllers, on
the other hand, reject or degrade the quality of responses to
mitigate overload, respectively.

Security: DoS attacks [19], [20] aim to deny access to
legitimate clients from accessing resources through targeting
the capacity of those resources. In contrast to DoS attacks,
RoQ attacks aim to maximize the attack potency without
sustaining the attack traffic. Such stealthiness makes them
hard to be detected and defended against. We have exposed
other instances of RoQ attacks on admission controllers [1],
load balancers [2] and active queue management schemes [8].
Other work in the area of stealthy attacks include [21], [22].
In [21], the Shrew attack is exposed that targets the timeout
mechanism of TCP. The work in [22] shows how attackers
are switch from simple flooding to other forms of attacks that
mimic web browsing for a larger subset of clients in order to
evade detection.

V. CONCLUSION

This paper demonstrated that content adaptation mecha-
nisms, while mainly employed to mitigate overload, are in
fact vulnerable to a new instantiation of RoQ attacks. Through
exploiting dynamics, this new instantiation of RoQ attacks is
capable of inflicting different forms of damage on legitimate
clients (such as an increase in their response time and degraded
content being served to them) and on the server (under
utilization of resources). We were able to identify the key
parameters that affect the impact of RoQ attacks as well
as expose the tradeoffs between efficiency and susceptibility
to attacks. Our assessment was performed through different
instantiations of the potency metric, since it reflects the best
interest for an attacker. We have confirmed our results with
Internet experiments performed in our lab.
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