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We revisit the problem of connection management for reliable trans-
port as part of our clean-slate Recursive INternet Architectursl4ARI

[5]. At one extreme, a pure soft-state (SS) approach (as in Delta-t gypack signaling information, and so data may be falsely acknowl-
[14]) safely removes the state of a connection at the sender andeqged (data loss) or duplicated, it isgparatefunction from data-
receiver once the state timers expire without the need for explicit yansfer functions such as congestion control, error control, flow
removal messages. And new connections are established withoutonirol, etc. Besides data reliability, later in 1996, TCP’s three-
an explicit handshaking phase. On the other hand, a hybrid hard-\yay handshake got overloaded with protection mechanisms against
state/soft-state (HS+SS) approach (as in TCP) uses both explicityansport-level attacks [3]. This results in the coupling of two dif-
handshaking as well as more limited timer-based management Offerent mechanisms, state synchronization for reliability and secu-
the connection’s state. In this paper, we consider the worst-caseyit, |n our RINA architecture, we decouple these two mechanisms

scenario of reliable single-message communication. Using Simu- f5m each other. How the security issues are handled in RINA is
lation, we evaluate various approaches in terms of correctness (with ot of the scope of this paper and discussed in detail in [4]. In this

respect to data loss and duplication) and robustness to bad networlﬁjaper, we focus only on connection management for reliability, as-
conditions (high message loss rate and variable channel delays)suming single-message communication.

Our results show that the SS approach is more robust, and has Though over a decade ago, we have seen many pioneering
lower message overhead and higher goodput. Thus, SS presentgork in the area of reliable transport—see [13, 2, 6, 14, 12] for
the best choice for reliable applications, especially those operat- ayamples—this body of work has focused on the correctness as-
ing over bandwidth-constrained, error-prone networks. This result hects'of reliable delivery but not performance. From the correstnes
also suggests that within a clean-slate transport architecture, ex-point of view, Watson's theory states that one can achieve reliabil-
plicit connection messages f_or data reliability are not needed, and ity using an SS approach, as long as one can bound exactly three
S0 a simple common packet interface based on Delta-t—rather thantimers for: (1) the maximum time that a sender expends retransmit-
TCP vs. T/TCP vs. UDRetc— can be provided to support both  {ing 5 data packet (G), (2) the maximum time that an acknowledg-
transactional and bulk, reliable and unreliable (unacknowledged) ment is delayed by the receiver (UAT), and (3) the maximum time

applications. that a packet is allowed to live inside the network (MPL). Wat-
son argues that all these times are naturally bounded in actual im-
1. INTRODUCTION plementations. And since G and UAT are typically much smaller

Reliable end-to-end transport communication has been stud-than MPL, connection-state timers (at both sender and receiver)
ied since the 70’'s and various mechanisms have made their waycan be bounded by a small factor of MPL. Note that TCP itself,
into TCP [11], the reliable transport protocol widely used on the ~despite its use of explicit connection-management messages, uses
Internet today. Many of these mechanisms provided incremental & connection-state timer (at the sender). And T@Btouse such a
patches to solve the fundamental problems of data loss and duplica-State timer in order to operate correctlyThus, from a correctness
tion. Richard Watson in the 80’s [14] provided a fundamental the- point of view, there is no way around the need for state timers, only
ory of reliable transport, whereby connection management requires that TCP relies on less of them.
only timers bounded by a small factor of the Maximum Packet Life- . .
time (MPL). Based on this theory, Watsen al. developed the ~ Our Contribution:

Delta-t protocol [6], which we classify as a pure soft-state (SS) pro- prom a performance point of view, to the best of our knowledge,
tocol —i.e,, the state of a connection at the sender and receiver canthere is no work that compares the hybrid HS+SS approach of TCP
be safely remove_d once the connection-state timers explre_W|thoutagainst the arguably simpler SS approach of Delta-t. In this pa-
the need for explicit removal messages. And new connections aréper, we provide a first performance comparison study. We consider
established without an explicit handshaking phase. On the otherine worst-case scenario of relialsimgle-messageommunication
hand, TCP uses both explicit handshaking as well as more limited ang study issues related to data loss / abort / duplication due to in-
timer-based management of the connection's state. Thus, TCP'sconsjstent connection-states at the sender and receiver or failure to
approach, including variants such as HULA [9] and T/TCP [10], establish a connection.  Using simulation, we evaluate four ap-
can be viewed as a hybrid hard-state/soft-state (HS+SS) protocol. proaches to reliable transport in terms of correctness (with respect

Motivated by the design of a clean-slate network architecture {5 gata loss and duplication) and robustness to bad network condi-
[5], we had to question the design of every aspect of the current tiong (high message loss rate and variable channel delays). Our re-
Internet architecture. In this paper, we question a specific design gyt show that the SS approach is more robust, and has lower mes-
aspect of TCP, that of connection management for data reliabil- sage overhead and higher goodput. Bjustnesswe mean that
ity: Despite Watson's theory, why does a popular transport pro- performance does not precipitously degrade under worse loss/delay
tocol, like TCP, manage its connections using both a state timer at congitions [8]. Thus, SS presents the best choice for reliable ap-
the sender as well as explicit connection-management messages fopjications, especially those operating over bandwidth-constrained,
opening and closing connections? . _ _error-prone networks. This result also suggests that within a clean-

Note that connection management is concerned with main-

taining consistent view of connection-states at the sender and re-1 opyigusly, this full-proof correctness assumes that the MPL guar-
ceiver to distinguish new from old connections. Though connec- antee from the underlying network is not violated. Otherwise, one
tion management may leverage data and acknowledgements to pig€an only show correctness with high probability.
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Figure 1: Two-Packet Protocol

slate transport architecture, explicit connection messages for dataconnection to the receiver and transmits the data message. Open-
reliability are not needed, and so a simple common packet inter- ing a connection means that control information is kept about the

face based on Delta-t—rather than TCP vs. T/TCP vs. &fi2— connection, which we refer to atate information When the re-

can be provided to support both transactional and bulk, reliable and ceiver receives the data message, it opens a connection, deliwers th

unreliable (unacknowledged) applications. data message to the application, sends an acknowledgment message
back to the sender, and immediately closes the connection. Closing

Or ganization of the Paper : the connection means removing the state information of the con-

. . ) . . nection. A normal conversation is illustrated in Figure 1(a).
The rest of the paper is organized as follows: Section 2 reviews If the sender does not receive the acknowledgment within an

various approaches to reliable transport. Section 3 presents OUrggimated retransmission timeout (RTO) duration, then it retrans-
simulation model and results comparing four reliable transport ap- s the data message. Figure 1(b) illustrates the case where the re-
proaches (including Delta-t and TCP) under varying packet 10SS yransmission timeout value is underestimated, thus the sender pre-
probability, and varying channel delays that may cause premature yarely retransmits the data message. Since the receiver closes
retransmissions. We review related work in Section 4, and conclude {he connection right after it sends the acknowledgment, it can not
the paper in Section 5. distinguish a premature retransmission (duplicate) from new data
(new connection). Thus, the receiver accepts and delivers a dupli-
cate to the application.
2. RELI ABL E TRANSP_O RT APPRO_ACH ES Another scenario that causes data duplication is when the net-
We describe the basic operation of different reliable transport \york (channel) loses the acknowledgment. Figure 1(c) illustrates
approaches for the worst-case scenario of reliably sending a sin-tps case. If the acknowledgment is lost, the sender retransmits the
gle message per conversation between a single sender and a singlgata message after RTO.
receiver, over a channel that may lose or re-order message. In [2], the correctness of the two-packet protocol is studied in
say “worst case” since information from successive packets in a detail, including the case of data messages falsely acknowledged
stream can only help the transport protoeog, to identify a miss- (i.e., without being actually delivered) and hence lost. This lat-
ing packet in the stream sequence or to keep the connection stat&er problem is solved by introducing sequence numbers [13]. The
alive (refreshed). sender appends to each new data message a new sequence number
In what follows, we review four approaches to reliable trans- that has not been recently used in its communication with the re-
port [2] that we evaluate in this paper. They represent a spectrum ceiver. A sequence number is not re-used until all messages with
of solutions where the amount of explicit connection-management that sequence number (including duplicates) have left the network.
messages and the use of connection-state timers vary: (bythe  Note that thisimplicitly requires knowledge of some Maximum
packetDATA and its ACK) protocol has no connection-state timers  Packet Lifetime (MPL) guaranteed by the network. Thus, the two-
nor explicit connection-management messages, (2htee-packet packet protocol (augmented with sequence numbers) does not lose
protocol augments the two-packet protocol with an explicit connectioglata but may accept duplicates.
management CLOSE message, (3) five-packet(TCP) proto-
col augments the three-packet protocol with explicit connection-
management (SYN and SYN+ACK) messages and a connection-z'2 Three-PaCket.PrOtOCd
To solve the duplication problem due to acknowledgment loss,

state timer at the sender, and (4) Welta-t protocol augments this protocol augments the two-packet protocol with an acknowl
two-packet using only connection-state timers at both the sender . § . N
b g onty edgment for the ACK, which can be thought of as an explicit CLOSE

and receiver. Delta-t and its predecessor (two-packet) represent ) by th der. When ih
soft-state protocols, three-packet represents a hard-state protocolCONnection-management message sent by the sender. When there
is data to send, the sender opens a connection to the receiver and

whereas five-packet represents a hybrid hard-/soft-state protocol. . - .
P P 4 P transmits the data message. When the receiver receives the data

Note that although, from a correctness standpoint, we note be- . . dell he d h
low that two-packet and three-packet may result in duplicate con- MESSage, it opens a connection, delivers the data message to the
nections being accepted, we include them in our study to quantify, 2Pplication, sends an acknowledgment message back to the sender,
from a performance standpoint, how much relative duplication they &nd walits for the CLOSE message from the sender before clearing
may cause for the benefit of a simpler connection management. the connection-state. When the sender gets the acknowledgment, it

Due to lack of space, we refer the reader to [7] for detailed transmits the CLOSE message to the receiver and closes the con-

_ ¥ I machin £ all or Is. nection. The receiver in turn closes the connection once it gets the
pseudo-codes (protocol state machines) of all protocols CLOSE message. Despite the extra CLOSE message, this protocol
- does not solve the duplication problem. If a delayed retransmis-
2.1 Two-Packet Protocol sion of a data message arrives at the receiver right after the ezceiv

To detect data (packet) loss, this protocol uses positive ac- closes the connection, the receiver wrongly opens a new connection
knowledgments. When there is data to send, the sender opens &nd accepts a duplicate.

2 Throughout the paper, we use the terms “message” and “packet” ;
interchangeably. When we refer to “single-message” or ‘Fr)nulti- 2.3 Five-Packet Protocol

message” conversation/transfer/communication scenario, then we  To avoid data duplication, two additional explicit connection-
meandatamessages. management messages are introduced to open a connection. Fig-



ure 2(a) illustrates a normal conversation of the protocol (ala TCP). Bros» osto [ Byrosa vosts )
The sender transmits a synchronization SYN message to initiate DATAX + -
the connection. The receiver responds to the SYN message with a I | G for DATA X expires| !
SYN+ACK message. The sender then transmits the data message |Rtime  suspend G for DATA xe1 | T2 2 Fime s
which also acknowledges the receiver's SYN, thus synchronizing 5y mPL
the sender and receiver, ensuring that the initial SYN message is
not a duplicate (from an old connection). Upon receiving the ac- e -
knowledgment for its data, the sender transmits an explicit CLOSE | - m‘
message and closes the connection. Upon receiving the CLOSE Worstcase pattern| it 0aTa x2
message, the receiver closes its end of the connection. P
TCP follows this five-packet protocol. However, in TCP, af-
ter the sender sends the CLOSE message, it does not immediately
close the connection, rather it waits fok IPL to make sure that (a) State Timers (b) Setting Timers
there is no packet in the network that belongs to this connection

[11]. Figure 3: Delta-t Protocol
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Figure 3(b) shows the multi-message scenario when a new data

packet (whose sequence numbet is- 1) is received instantly, so

in the worst caseRtime is started as early as possible. Due to con-

secutive losses, th@-timer of the previous data packet (whose se-

] ) guence number i8) expireswhile waiting for the acknowledgment

Figure 2: Five-Packet Protocol ACK z for its last retransmission attempt, which in the worst case,

will take MPL to arrive. At this time instant, Delta-t [6] freezes the
G-timers of all oustanding packets, thus data paaeket1 has not

2.4 Deta-t Protocol yet used up its maximum delivery tim&. Now when ACKzx ar-

As noted above, the transport protocol inevitably assumes, ei- rives, in the worst case, due to ACK losses, data packel keeps

ther implicitly or explicitly, that the underlying network (channel) getting retransmitted until all it&’ is consumed by the time its last

provides a guaranice on the Maimum Packet Lietime (VFL). (SSP=DISSon s s wheh 1 e worst case takes analie WL
The Delta-t protocol [14] thus exclusively relies on connection- y P P

management (state) timers that are bounded by MPL. Delta-t is ba-Packetz + 2, which causes the receiver’s state timer to be re-started

sically a two-packet protocol, augmented by state timers at both the _(tref}r%ished). ?II\I/ en t.h Is worst-case scenario, a Delta-t recaiter s
sender and receiver to solve the problem of data duplication. Unlike ' ftt¢/me as T0lows.
the five-packet protocol, there is no explicit (separate) messages to Rtime =2 x MPL+ G 2)
open and close the connection.

The sender and the receiver state timers are set to guaranteel hus, substituting?time in Equation (1), we have:
that none of the messages (including duplicates) of the active con- .
nection will arrive to the ends after they close the connection. Fig- Stime =3 x MPL + G ®)
ure 3(a) illustrates the connection state lifetime at the sender and
the receiver. The sender starts its state timer whenever it sends a3, SIMULATION
data message (new or retransmission). The connection at the sender
should be open long enough—denoted$yyme—to receive the 3.1 Simulation Modd
acknowledgment, which could be transmitted in the worst-case right
before the receiver state lifetime—denoted Byime—expires.
Since the lifetime of a packet is bounded by MPL, we have the
following relationship:

A-B closed

(a) Normal case (b) Connection abort

We use event-based simulations to compare four protocols—
two-packet, three-packet, five-packet and Delta-t—in terms of cor-
rectness, robustness and performance.

In our simulation model, all types of messages may get lost

Stime = Rtime + M PL (1) with probability p, or delayed in the underlying channel. We use a
two-state Markovian channel-delay model with a short-delay state

The receiver starts its connection-state timer whenever it re- and a long-delay state. The mean of short and long channel delays
ceives (and accepts) a new data message. The receiver state timefre 250 and 1000 milliseconds, respectivelif the channel is in
should be running long enough to receive all possible retransmis- the short (long) channel-delay state for a message, then with prob-
sions of the data message in the presence of an unreliable (lossyhpility 0.8 it will stay in the same state for the subsequent message,
channel. This allows the receiver to catch (recognize) duplicates or with probability 0.2 it will transit to the long (short) channel-
of the data message. The connection is closed at the receiver af'de|ay state. For any message, the de|ay is upper bounded by the
ter the last possible acknowledgment for the connection is sent. Maximum Packet Lifetime) P.L, which is set to 2 minutes.

Figure 3(b), reproduced from [6], illustrates the worst-case multi- New connections arrive according to a Poisson process at the
message conversation between the sender and reteil@note rate of 10 connections/second. For all protocols, the sequence num-
by G, the maximum time a sender keeps retransmitting a data mes-ber for each connection is randomly chosen, uniformly from the

3 For simplici(ty, we assume that the receiver does not delay sending® This yields a range of RTT that is consistent with Internet mea-
its acknowledgment. surements [1].



range [0, 10000], and we set the maximum number of retransmis- and retransmissions—per time unit.

sion attempts foanymessage to five. e Message OverheadlVe define it as the average number of connection-
In the following subsections we present and discuss our simu- management messages, acknowledgments and retransmissions sent

lation results. Each plot is obtained by averaging ten independentduring a connection.

runs, and each run attempts to establish 1000 connections. All re-e Goodput We define it as the rate afew (unique) successfully

sults are shown with 95% confidence intervals—in some plots, the established connections from the sender to receiver.

intervals are too small to be visible. In the following plots, we do not show the percentage of lost

. . data, since there was no data loss for all protocols. This is be-
3.2 Summary of Main Observations cause for each connection, we use a new sequence number that is
e Delta-t is more robust than five-packet (ala TC@)der high randomly chosen from a large range. That makaslikely that

packet loss probability and highly variable channel delays. The ex- an (old) acknowledgment from a previous connection carries the
tra explicit connection-management messages of five-packet makesame sequence number as a new data message that gets lost in the
it vulnerable to connection aborts, resulting in increased percentageChé}nneL such that it is wrongly assumed to have been successfully
of aborted connections (and hence, data). delivered.

o Delta-t yields higher goodput (rate of successfully established To model the variability in channel delay and its impact on
connections) than five-packet (ala TQR)der high/variable packet ~ the estimation of round-trip time (RTT), which in turn affects the
loss/delay conditions. Thus, Delta-t can provide better support for per-packet Retransmission Timeout (RTO), we assumeRfia®
applications that are delay-sensitive as well. On the other hand, is exponentially distributed with mean 1250 milliseconds. (This
five-packet relies on explicit connection-management (handshak- value is twice the average RTT over the simulated two-state delay
ing) messages to verify that a received SYN message is not a du-channel.) We plot our performance metrics for varying packet loss
plicate (from an old connection). This makes five-packet (ala TCP) probability. (Due to lack of space, we refer the reader to [7] for

quite vulnerable under bad network conditions. additional simulation results varying RTO.) o

e Delta-t has less implementation complexitif has less number Figure 4(a) shows that as the packet loss probability increases,
of protocol statel, and no separate connection-management mes- the percentage of correctly received data generally decreases-(thre
sages. packet is the exception as we explain later). This is because the

e From a correctness standpoint, both Delta-t and five-packet (ala Percentage of aborted messages Increases due to the per-message
TCP) guarantee correct no-loss/no-duplication behavior. On the limit on number of retransmissions. Delta_—t_s performance remains
other hand, two-packet and three-packet can accept duplicate con&lmost unaffected, showing very high resiliency to packet loss. On
nections. But, from a performance standpoint, three-packet cuts the other hand, the performance of five-packet precipitously de-
the amount of duplication to about half that of two-packet at the 9rades once the packet loss probability exceeds 0.25. This is be-
expense of doubling message overhead. They both provide highercause of five-packet's use of explicit connection-management mes-
goodput than Delta-t and TCP, and lower message overhead com-S2ges, SYN and SYN+ACK, which when continually lost and their
pared to TCP. Thusf the application can handle duplicates itself, ~rétransmission limit exceeded, the connection establishment fails
depending on the level of duplication that can be tolerated, three- @nd so data delivery is aborted.

packet may be more attractive than two-packet. Consistent with the correctness of Delta-t and five-packet, Fig-
ure 4(b) shows that both do not accept duplicates. For the three-
3.3 Performance Metrics and Results packet protocol, data duplication decreases as the packet loss prob-

W ider the followi trics f luating th ; ability increases, since premature retransmissions that cause dupli-

€ Cffms'd?‘f; eto owm% metrics tor evatua '}f:g e F"fr or-t ates are lost in the channel. This behavior of three-packet results
mance of the difierent connection management SCNemMes. AS NOtqy, jncreasing the percentage of correctly received data. On the other
in Section 1, connection management is separate from data-transfef,anq nder two-packet, the percentage of duplicate data increases

functions such as error / congestion / flow control. However, given 54 3cet loss probability increases due to the loss of acknowledg-
that connection management may piggyback signaling information p,an¢s "\vhich triggers more retransmissions and hence duplicates.
over data / acknowledgements, inconsistent connection-states may Figure 4(c) shows the probability of aborting data increases as

result |nt_data Iollstshor dup|lf§ltl0n. l? ogjrscengadrlo Oé S|ngle-rrt1_essagethe packet loss probability increases. This is because the sender
connections, al these MEtrics are to be considered connection Manyies yn delivering a message if it continues to be lost and its re-

agement specifid.e., duplicate connections delivering duplicate  yansmission limit is reached. Five-packet (ala TCP) is the least
data, or aborted connections causing application data not to berobust among all protocols.

delivered may happen due to inconsistent connection-states at the Figure 4(d) shows that the message rate increases in all pro-

seFr:der a?d recv?l\(/:er, or Il‘ﬂ’"lge to op;%au%onngqtlon. dat tocols as the packet loss probability increases. Five-packet proto-
e ercen agtle o orret(r:] 3t/the((:je|;/e alaeceiving a data mes- .4 ha5 the highest message rate due to explicit control messages
sage correctly means that the data message is acasfaietly once | horeas Delta-t has the lowest message rate among all protocols.
by the receiver. In other words, the data message was neither lost The number of messages exchanged during the lifetime of a
n%r dupll;:ated.fD licate Datbublicating a dat connection is shown to increase in Figure 4(e), for all protocols,
e Fercentage of buplicate uplicating a data message means 54 the packet loss probability increases, because of increased re-
that the receiver mistakenly accepted the data message more tha'?ransmissions. Delta-t and two-packet have the lowest message
once. . . . overhead. In general, TCP can amortize the overhead of connec-
o Percentage of Lost Datah data message is lost if it is lost in the tion management messages by allowing long-lived flows and thus
net\g{ork @?ﬁ?ﬁel) and an acknowledgbmen_t fro_rr: ?lal(prlewous C.O?'Ogchieve as low overhead as Delta-t. However, this approach unnec-
nection (with the same sequence number) is mistakenly associatedhggarily brings more complexity to connection management. Delta-t

with it. A ; - ! -
« Percentage of Aborted Data data message is aborteicg(, not Pe?staliglny. establishes and removes connection states in a soft-state

delivered to the receiving application) if it exceeds its retransmis- The goodput is shown in Figure 4(f). For all protocols, except
tS|on limit, or |It_s g?[ssfouated conntectlon IS abortedtbecause the re-¢, five-packet, the goodput does not change much as the packet
ransmission limit or any connection-management message IS €X-1q55 nropability increases—although time to successfully complete

ce&ded. RateWe define it as the total ber of a connection increases, the number of concurrent active connec-
¢ Message Ratevve denne 1t as the total number of MesSSages 4jqng g150 increases, yielding similar goodput. On the other hand,

sent—data, connection-management messages, acknowledgmenﬁ,e_packet (ala TCP) suffers from increased percentage ofedor
connections (data), noticeably beyond a packet loss probability of
0.25, which results in less data being delivered to the receiving ap-

Not to be confused with the states of our common analytical
model, where we abstract many protocol states.
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Figure 4: Effects of Varying Packet Loss Probability.

plication, yielding lower goodput. T/TCPetc) to both reliable and unreliable (unacknowledged), bulk
and transactional applications.
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