Routing Subject to Quality of Service Constraints
in Infegrated Communication Networks

With increasingly diverse QOS requirements, it is impractical to continue fo rely on conventional
routing paradigms that emphasize the search for an optimal path based on a predetermined
metric, or a particular function of multiple metrics. Modern routing strategies must not only
be adaptive to network changes but also offer considerable economy of scope.
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raditional communication network archi-
tectures were designed to support users
with homogeneous and simple quality of
: service (QOS) requirements. Withincreasing
demand for a wide spectrum of network services,
networking technologies that thrived on economy
of scale are gradually giving way to new technologies
that offer economy of scope. Modern commmuni-
cation networks must cater to users with diverse, fine-
grain, and subjective QOS requirements. This
task is accomplished by means of a wide spectrum
of network control mechanisms operating over
various time-scales. In a connection-oriented
communication network, the transfer of informa-
tion between two end users is accomplished by
network functions that select and allocate net-
work resources along an acceptable path. The
logical association between the communicating
end users is referred to as a call. The “chain” of
network resources that support a call is a connec-
tion. Routing is a call-level network control
mechanism throughwhich a path s derived for estab-
lishing communication between a source and a
destination in a network. This article proposes a call-
level QOS framework in which QOS is specified
intermsof QOS constraints, examinesissues of rout-
ing subject to QOS constraints, and presents a
call-by-call source routing scheme with rule-
based fallbacks that depend on connection states.

Path selection within routing is typically for-
mulated as a shortest path optimization problem,
i.e., determine a series of network links connect-
ing the source and destination such that a partic-
ular objective function is minimized. The objective
function may be the number of hops, cost, delay,
or some other metric that corresponds to a numer-
ic sum of the individual link parameters along the
selected path. Efficient algorithms for computing
shortest paths have been used in communication net-
works (e.g., Dijkstra, Bellman-Ford) {2]. Howey-
er, within the context of satisfying diverse QOS
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requirements, the computation becomes more
difficult as constraints are introduced in the opti-
mization problem. These constraints typically fall
into two categories: link constraints and path
constraints. A link constraint is a restriction on
the use of links for path selection, e.g., available
capacity on a link must be greater than or equal
to that required by the call. Link constraints are
relatively straightforward, as one simply removes
links from the topology for shortest path compu-
tation that do not meet the link selection criteria.
A path constraint is a bound on the combined
value of a performance metric along a selected
path (e.g., end-to-end delay through the network
must not exceed what the call can tolerate). Path
constraints make a routing problem intractable. In
fact, a shortest path problem with even one path con-
straint is known to be NP-complete (see Shortest
Weight-Constrained Path Problem in {3]).

The subjectivity of today’s QOS requirements and
the complex trade-off among them make it difficutt to
define an appropriate routing metric. Moreover,
with distinct characteristics of different traffic types,
the same metric is not universally applicable. The
introduction of QOS negotiation further renders the
meaning of an optimal path indeterminable. There
islittle or no additional utility for having a pathwhose
associated QOS ismore desirable than the user-spec-
ified QOS. On the other hand, there is consider-
able disutility for failing to find a path that meets
the user-specified QOS. Hence, a new routing
paradigm that emphasizes searching for an accept-
able path satisfying various QOS requirements is
needed for integrated communication networks.

Apart from issues of user-specified QOS
requirements, there is also the problem of rout-
ing in a dynamic environment due to transient
fluctuations in offered load, time-of-day changes
in service demand, and incidental disruptions in
the network (e.g., link failure and call preemp-
tion). In addition, the routing topology may also
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change because of the possibility of dynamically
adding and removing transmission facilities,
Thus, modern routing strategies must be designed
10 adapt to changes in the network,

In this article, we consider the probiem of
routing in networks subject to QOS constraints. After
providing an overview of prior routing work in
the secondsection, we define various QOS constrairnts
inthe thirdsection. In the fourth section, we present
a call architecture that may be used for QOS
matching,. In the following section, we presentacon-
nection management mechanism for network
resource allocation. Next, we discuss routing subject
1o QOS constraints. Following that we present
fallback routing, and review some eXisting routing
frameworks. In the following section, we present
a new rute-based, call-by-call source routing strai-
egyfor integrated communication networks. Abrief
conchusion is provided in the final section.

Overview of Existing Routing
Technologies

Many routing algorithms or strategies for con-
nection-oriented and connectioniess networks
are found in the literature. We provide an overview
below for a few that address issues of QOS and dynam-
ic networks.

Alternate routing is widely used in telephone net-
works to provide dependable services. In [4], two
fundamentally different classes of alternate rout-
ing algorithms, deterministic and randontized alter-
nate ronting algorithms, were investigated.
Dynamic Non-Hierarchical Routing (DNHR) is a
deterministic alternate routing scheme where the
assignment of alternate paths is static, subject to
time-of-daychanges [5]. 1twas later extended to allow
periodic update of the alternate assignment via a
trunk status map [6]. DNHR eventually evoived into
a more robust adaptive routing method in which
a predetermined one-hop path is attempted first
on a per-call basis, and if there is not enough
capacity, all two-hop alternate paths are scanped
to determine, if available, the one with the leastload
[7]. A similar approach known as Dynamic Traf-
fic Management (DTM) makes routing decisions for
groups of calls instead of on a call-by-call basis,
and allows them to attempt a direct path and a
recommended alternate path with the largest
number of free circuits [8]. In addition to the pre-
vious techniques on which existing systems are
based, a variety of other approaches have been
suggested. In randomized alternate routing, each
alternate path is selected with a given probability
for a call. The probabiiity assignment for each
alternate path is continnously updated to reflect
the likelihood of a successful attempt with the
path. The more likely an alternate path permits a
successiul attempt, the higher is its probability of
being selected. Early versions of stochastic rout-
ing are found in [9, 10]. In a recent version, known
as Dynamic Alternate Routing (DAR), routing
choices are reset whenever a call fails [11]. When a
one-hop path is busy, the alternate two-hop path
last successfully used is used once again for the
next call overflow. If the alternate path is busy, calls
are blocked and a new alternate path is selected at
random. In fuzzy alternate routing, each alternate
pathis assigned a value between(tand 1, determined

by a “fuzzy membership” function, to indicate the
relative order of selection of the path [12].

Conventional routing paradigms for data net-
works emphasize the search foran optimal path based
on a predetermined mefric, or a particular func-
tion of multiple metrics, In [13], an algorithm was
proposed to solve a routing and flow control
problem for an operating point with the optimal
trade-off among delay, throughput, and fairness.
In [14], a routing problem is formulated as a non-
linear combinatorial optimization problem, with the
objective of maximizing a total traffic-dependent
reward for the admitted calls subject to con-
straints on end-to-end cell loss probability and delay.
In [15], a dynamic routing method that minimizes a
long-run average cost of lostcalls, usingan optimization
technigue based on Markov decision theory, was pro-
pased. Intra-domain routing protocois, such as
the Open Shortest Path First (OSPF) protocol,
support assignment of different type-of-service rout-
ing metrics based on different combinations of delay,
throughput, and reliability [16].

Policy routing incorporates policy related con-
straints into path computation and packet forwarding
functions for inter-domain communication [17].
Ituses explicit policy advertisement along with topol-
ogy information and a link-state style source
routing protocol. Each administrative domain is gov-
erned by an autonomous administration, with dis-
tinct goals as to the class of customers it intends
taserve, the QOS itintends to deliver, and the means
forrecoveringitscost, Theabstractpolicyroute, aseries
of administrative domains, is specified by the end
administrative domain as a form of source route, and
each policy gateway selects the next actual policy
gateway that is to be used to forward the packets.

Routing subject to multiple path constraints {e.g.,
cost and delay constraints) is a desirable feature
intoday’s integrated networks in spite of its intractabil-
ity. In [18], two heuristic approaches for solving a
shortest path problem subject to multiple path
constraints were proposed. In [19], an intractabie
multicast routing problemsubject to a path constraint
is heuristically reduced to constrained shortest
pathsubproblems. Itiscommon to formulate a rout-
ing problem subject to multiple path constraints
as a multicriteria shortest path problem where
each constrained path metric is taken to be a
routing objective. A simple approach for multicri-
teria routing is to assume that the “optimal” path
is a non-dominated path, one such that every
other path has at least one path value greater
than the corresponding pathvalue of that path. With
this assumption, one can generate the set of non-
dominated paths so that the utility function can
be applied to each non-dominated pathto determine
the desired path. A number of methods to gener-
ate these paths for a shortest path problem with
two objective functions were reported in [20].

Call preemption has become increasingly use-
ful for prioritized resource allocation in applications
where there is a wide variety of traffic types. In
[21], several versions of an optimal call preemp-
tion problem were shown to be computationally
intractable, and some heuristic algorithms were pro-
posed. Less efficient, but robust, preemption
algorithms are found in [22]. In these algorithms,
calls are normally routed using a table-driven
routing algorithm, without considering their pri-
ority levels. When a high-priority cail is blocked,

N —

Rouﬁng

subject to

multiple path

constraints
(e.g., cost
and delay
constraints) i
a desirable
feature in
today’s
integrated
networks in
spite of its

intractability.

5

IEEE Network # July/August 1995

47



———————
We propose
a call-level
QOS frame-
work in which
QOS is
specified in
ferms of three
classes

of QOS
constraints
which may
depend on
the type of

service of

the call.

the call is routed, with preemption, along a path
determined by means of flooding search messages
all over the network. Some non-preemptive rout-
ing strategies for networks with priority classes
are surveyed in [23]. These strategies resort to
some means of either reserving resources for
high-priority calls (e.g., separate networks, trunk
reservation, trunk subgrouping), or extending the
searchfor feasible paths (e.g., more choices for alter-
nate paths, limited waiting for resources).

Work on rule-based routing is relatively scarce.
In [24], Stach proposed an Expert Router that
can monitor and predict a network’s configura-
tion to decide which path to use for each new
call. By establishing a profile of the application
and associating it with the speeds of the termi-
nals, the Expert Router can quickly determine
whether a callis delay-tolerant or not. Callswith high
delaytolerance are assigned the “poorest acceptable
paths,” whereas calls with low delay tolerance are
assigned the “best” available paths. .

Optimization techniques using artificial neural
networks have found their way into adaptive
routing in communication networks [25]. A neu-
ral network architecture implemented in each
node in a communication network is continuously
trained to recognize the current status or topolo-
gy of the communication network as long as there
are messages passing through or received by the node.
Despite its potential, many open issues remain to
be resolved before the suitability of this approach
couldbe adequately established for routing in today's
integrated networks.

Quality of Service Constraints

OS may be considered as a degree of confor-

mance to user-specified service criteria.
Many existing QOS frameworks either focus
heavily on traffic management performance crite-
ria (e.g., [26]), or accommodate fine-grain user-
oriented guality requirements (e.g.,[27]). The QOS
framework inemerging ATM networks distinguishes
QQOS at different time scales [28]. It supports a
set of individually specified QOS parameters
(e.g.,available cell rate, cell transfer delay, etc.),and
permits them to be configured as standard profile
sets [29]. Additional work on QOS framework
can be found in [30-34]. An important element
and challenge in the architecture of integrated
networks is the ability to offer the diversity of
QOS required by the different applications that
use the network, and yet still make efficient use
of network resources. In [35], one finds a survey
of a large volume of research on QOS issues
focusing on performance-oriented call admission
control in high speed networks.

We propose a call-level QOS framework in which
QOS is specified in terms of three classes of QOS
constraints which may depend on the type of ser-
vice of the call: performance constraints (e.g.,
throughput, delay), resource constraints (e.g., trans-
mission medium, channel security), and priority con-
straints (e.g., establishment priority, retention
priority) [36). A performance constraint is a con-
straint on a directly perceivable measure of the qual-
ity of information transfer over a connection. A
resource constraint is a restriction on the use of a
given type of network resource with a particular
set of characteristics. A priority constraint is a

condition imposed on network resource altoca-
tion to provide different blocking probabilities to
traffic of different priority classes.

Performance constraints may be negotiable or
non-negotiable among the network and the end users.
A negotiable constraint is specified in terms of a
range of values bounded by a requested value
and an acceptable value. A requested value is the
most desirable performance level the user would like
to have if resources are readily available. An
acceptable valtue is the least desirable perfor-
mance level the user would tolerate. A non-nego-
tiable constraint is specified in terms of only an
acceptable value. Although each performance
constraint is basically a path-dependent QOS
constraint, it can be implemented as a constraint
on either a link attribute (e.g., throughput) or a
path attribute (e.g., delay). A link attribute is a
link parameter that is considered individually 1o
determine whether a given linkis acceptable for car-
rying a given connection, whereas a path attribute
is an accumulation of an additive link parameter
along a given path to determine whether the path
is acceptable for carrying a given connection.

Resource constraints, which are subject to user
definition, may be directly related to QOS (e.g., secu-
rity), orindirectly related to QOS {e.g., carrierselec-
tion). Resources mayrefer tobasic network elements
{e.g., links), or aggregations of network elements
(e.g., administrative domains). The effective
topology used for path selection is determined by
availability and acceptability of network resources
with various resource attributes. Each resource
attribute {e.g., rransmission medium}) is associat-
edwith aset of possible discrete attribute values {e.g.,
satellite, microwave). A resource constraint can
be specified in terms of a subset of this set. A net-
work resource isnot acceptable for a call unlesseach
of its resource attribute values belongs to the cor-
responding resource constraint set. The simplest
resource constraints determine whether ornot a
given resource is acceptable for routing a call.
They are predetermined and do not depend on
the status of the network.

Priority constraints may be implemented in
one of two approaches in a routing architecture: pre-
emptive routing and non-preemptive routing. In
a preemptive approach, network resources that
have already been allocated to existing calls may
be retrieved and used to accommodate new calls of
greaterimporiance. Thus, the blocking performance
of high-priority calls is improved at the expense of
disruption to low-priority calls. Ina non-preemptive
approach, calls of high priority are granted pref-
erential access to network resources without
bumping existing calls off the network. Thus, the
blocking performance of high-priority calls is
improved at the expense of the blocking performance
of low-priority calls.

Call Architecture

e now describe a cali architecture that may

be used to support QOS matching [37]. Call
Processing and Routing are two key network control
components residing in each node representing a
switching system in a network. Together, they are
used to provide each call a connection that satisfies
all QOS constraints, and to maintain an accept-
able level of QQOS throughout the duration of the
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call. The flow of control signalsbetween a pair of end
users during a typical call setup is shown in Fig. 1.

When a source user initiates a connect request,
Call Processing at the source node queries its
peer entity at the destination node for destina-
tion-specific QOS information. Call Processing at
the destination node in turn queries the destina-
tion user, and then returns the information
obtained to Call Processing at the source node.
The QOS constraints derived from the end users’
QOS requirements are then consolidated into a
consistent set of constraints that are assigned to
the connection to be established between the end
users. A set of QOS constraints is acceptable for
call setup only if it is acceptable to both end
users. QOS translation is carried out whenever it
isneeded in the QOS consolidation phase to account
for various protocol processing overheads and to
provide a bridge between the different interpre-
tations of QOS on opposite sides of each proto-
col interface. Subsequently, Call Processing at the
source node obtains from Routing an acceptable
paththatsatisfies the consolidated QOS constraints.
The QOS associated with this selected pathis referred
to as the available QOS. QOS negotiation is a
procedure involving the network and the end
users during call setup to determine the level of QOS
that is agreeable by the end users and can be sup-
ported by the network. For each negotiabie per-
formance constraint, an agreed value is determined.
During QOS negotiation, if it is determined that
a path is available such that the network can pro-
vide a performance value that is better than the
requested value, the path is accepted, but only
the requested value would be guaranteed. If the net-
work can only provide a performance value that
15 worse than the acceptable value, the call would
be blocked, or it may have to preempt other calls.

When QOS negotiation is completed, a remote
connect request is sent across the network and
indicated to the destination user. The response is
relayed back to Call Processing at the source
node, which finally notifies the source user of the
compietion of QOS negotiation. Finally, Call
Processing builds the network path by allocating
resources from the source to the destination. In
this phase, Call Processing derives from the
agreed QOS meaningful network status informa-
tion, and submits it to Routing for topology
update. Call Processing also derives from the agreed
QOS useful information for allocating network
resources such that the agreed QOS can be guar-
anteed. Note that a call setup that involves QOS
negotiation takes an amount of time that is of the
order of two times the end-to-end round-trip
delay. Compared to this delay, the time to com-
pute a path for routing in a typical network is rel-
atively small.

Connection Management

Connection management is a connection-level
network control mechanism that is responsible
for setting up, maintaining, and taking down connec-
tions. We show in Fig. 2 the transitions among four
distinct connection states for connection manage-
ment: Connection Establishment, Connection
Reestablishment, Information Transfer, and Con-
nection Release. Establishment refers to the setting up
of a connection. Reestablishment is needed after

ik response -

indication .-

Connect

W Figure 1. Call architecture.

an existing connection has been disrupted either by
anetwork failure or by preemption. Reoptimization
is performed by the network te conserve network
resources utilized by established connections.

When a call arrives at a network node, it enters
the Establishment state, If there are not enough
resources to support the call, the call is rejected. Oth-
erwise, upon successful connection establishment
(i.e.,apathis available such that alt QOS constraints
are satisfied), the call enters the Information
Transfer state. When a call in the Information Trans-
fer state is completed, it enters the Release state,
and the connection is subsequently taken down.,
When a call is in the Information Transfer state,
its connection may fail or be preempted. Should this
happen, the call enters the Reestablishment state,
so that the network may automatically attempt to
reestablish the connection by finding a new
acceptable path. During reestablishment, the
QOS constraints associated with an affected call are
adjusted according to update rules that take intocon-
sideration the previously agreed value. Any miss-
ingor out-of-sequence protocol data units (e.g., cells
in an ATM network) due to reestablishment
could be taken care of by error recovery proto-
cols at the link or transport layers. Provided an accept-
able path is found, network resources are allocated
along the new path from source to destination. Upon
successful reestablishment, the call reenters the Infor-
mation Transfer state. The length of time in
which a connectionreestablishment attempt may be
repeated is limited by the connection reestablish-
ment delay. Beyond this delay, the reestablish-
ment procedure is aborted, and the call enters
the Release state.

Reoptimization is carried out by the network, with-
out direct user involvement, to find a more eco-
noemical path or one that satisfies more stringent
QOS constraints. It is useful for preventing con-
nections from permanently using unnecessarily cost-
ly paths in the event that they happen to be
established when the network is congested. Reop-
timization can be triggered by the network admin-
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utility function. However, if a linear utility func-
tion {e.g., a weighted sum of delay and cost) is
assumed, the problem reduces to a single-criteri-
onshortest path problem with linearly combined link
attribute values. One considerable drawback for
using a linear combination of routing objectives is
that the resulting routing performance is quite
sensitive to the selected relative weights. For
example, consider the routing problem shown in Fig.
3: Determine an acceptable path from source s to
destination z. Let P(m, n) denote the ath link on
the mth path. For each link, the parameters C and
D represent the respective cost and delay of the link.
The first path is clearly the minimum cost path, and
the second the minimum delay path. If the overall
routing objective weighs cost and delay equally, then
one can verify that the third path is indeed the opti-
mal path. Should the relative weights be biased
b sufficiently one way or the other, either the first
%uﬂa;g%g 238 or the second path may be the optimal path. Note
Tt e #1  thatitisnotknown beforehand thatwith equaiweight-
Thve ing of cost and delay, the optimal path traverses many
more hops than either the minimum cost path or the
minimum delay path.
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Routing Subject to Resource Constrainis

To accommodate preferential selection of net-
work resources, it is common practice to assign

B Figure 2. Cennection siates.

istrator {periodically}), or by time-of-day. The
procedure for reoptimization is simitar to that for
reestablishment. During reoptimization for a call,
the QOS constraints associated with the call are
adjusted according to update rules such that they
become more stringent, and the call remains in
the Information Transfer state.

Duringcall preemption, the preempting call must
be in either the Connection Establishment state
or the Connection Reestablishment state. During
path computation, a call may only preempt lower
priority calls that are in the Information Transfer
state. However, for preemption due to resource con-
tention while resources are being allocated to a
new connection, the preempted call may be in
any connection state.

Routing Subject to QOS Constraints

/n this section, we examine issues of routing sub-
ject to performance constraints, resource con-
straints, and priority constraints.

Routing Subject io Performance Constraints

For each performance parameter, a path con-
straint is derived from its acceptable value. Unfor-
tunately, a shortest path problem with path
constraints is intractable [3]. The value of each
constrained path metric may itself be a criterion
for minimization to improve the chance of find-
ing a path thatsatisfies the particular path constraint.
However, a multicriteria shortest path problem is
not a well defined optimization problem unless
all the criteria are embedded in one utility func-
tion used as a single objective function for the
shortest path problem.

There exists no efficient algorithm to solve the
multicriteria shortest path problem with a general

weights to links, and letlink weightsbe incorporated
in the routing objective function. The less desir-
able a resource attribute value of a link is, the
heavier is the weight assigned to the link. This
approach cannot consistently satisfy the user resource
preference, since the minimization of the sum of link
weights along a path does not guarantee that the
weights of individual links are also minimized. More-
over, routing performance is also very sensitive to
the weights assigned to the links. Consider the exam-
ple shown in Fig. 4. In this example, the weight W/
for each link is indicated, with one exception. We let
X be the unknown weight of the link. We examine
how the minimumweight path depends on the value
of X. For 0 £ X < 4, the first path is optimal, and
it includes the link with weight X. For X' > 4, the
second path is optimal. Note that the second path
traverses many more hops than the first path.
Resource attributes used to be specified withbina-
ry {include/exciude) choices when preferential
resource selection is desirable. Today, many users
demand multi-level preferential specification of
resource attributes to support policy-oriented
routing. For example, a user may specify each
attributevalue of aresource attribute inierms of one
of four levels of resource preference: “required,”
“preferred,” “don’t_care,” and “don’t_use.” A
resource attribute issaid tobe preferentially depen-
dent on another if its preference structure depends
on that associated with the other resource attribute.
For example, consider the following attribute sets:
CONFIDENTIALITY with values“encrypted” and
“unencrypted,” and INTEGRITY withvalues “pro-
tected” and “unprotected.” Suppose that a user per-
mits either the combination of “unencrypted”
and “protected,” or the combination of “encrypted”
and “unprotected.” Then, no combination of con-
fidentiality and integrity constraint sets can ade-
quately represent this user’s resource constraints.
If all resource attributes are preferentially inde-
pendent of one another, the user can specify pref-
erences for one resource attribute at a time. For
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simplicity, it is desirable that all resource attributes
are preferentially independent of one another.

Routing Subject to Priority Constrainis
Preemptive routing algorithms thatrely on flooding
to determine desirable paths (e.g., [22]) are not
very efficient in utilizing network resources.
However, they may be acceptable for a military
network where the QOS requirements for the
high-priority calls are stringent and cannot be
compromised. Non-preemptive routing algorithms
that resetve network resources for high-priority calls
are notvery efficient either, since unclaimed reserved
resources cannot be used by low-priority calls. Pre-
emptive routing is a better approach, provided that
there is an efficient means of path selection and a
minimally disruptive connection establishment.

For the preemptive approach, flooding can be
avoided if all the relevant information for routing
is made available at each node via an efficient
topology distribution protocol. Priority con-
straints can be specified with respect to connec-
tion states, and implemented as link constraints.
Specifically, each call is assigned a priority num-
ber for the Connection Establishment state
(establishment priority), the Connection Reestab-
lishment state (reestablishment priority), and the
Information Transfer state (retention priority). A
preemption is permitted only when the priority of
the preempting call is higher than the priority of
the call to be preempted. The appropriate priori-
tynumber used for comparison is the one that is asso-
ciated with the connection state of the given call. The
admissibility of the call on a given link thus
depends on the appropriate priority level of the
call. The priority numbers are also used to resolve
resource contention when multiple calls are
simultaneously trying to utilize the same network
resources. In this case, the call with the highest appro-
priate priority is processed first.

There is an undesirable cyclic effect, which oceurs
when a call with a high reestablishment priority pre-
empts an existing call with a low retention priority,
and issubsequently preempted by the latter because
the retention priority of the former is lower than the
reestablishment priority of the latter. Asaresult, the
two calls may alternately switch between the Con-
nection Reestablishment state and the Informa-
tion Transfer state. The cyclic effect can be avoided
if the retention priority of each call is required to
be at least as high as its reestablishment priority.

Routing Framework

We now introduce fallback routing, review some
existing routing frameworks, and compare
their suitability for routing in integrated commu-
nication networks. Specifically, we consider five desir-
able aspects: economy of scale, economy of scope,
fine granularity, path optimality, and adaptive capa-
bility. The comparisons are summarized in Table 1.

Caltby-Call Routing versus Table-Driven
Routing

Call-by-call routing offers the flexibility of tailor-
ing a path to the characteristics and QOS require-
ments of each call. Since path computation is
done upon the arrival of each call, it permits fine-
grain network control, There are increasing
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returns to scope because the computational over-
headis independent ot the number of call types. The
approach also permitsoptimization of the pathselect-
edforeach call, Intoday’s integrated networks requir-
ing call-level QOS matching, the time to compute
a path is typically small compared to the round-
trip delay of signaling to obtain the end users’
QOS information for call setup. Provided that
networks are well designed to support given call
request rates, call-by-call routing offers great poten-
tial for QOS-sensitive routing,

Intable-drivenrouting, all paths are precomputed
and stored in routing tables. There are increasing
returns to scale due to many calls being routed
over the same path. However, this approach lacks
fine-grain network control, and the selected paths
cannot be optimal for all traffic types, unless a
different table is used for each traffictype. The rout-
ing tables must adapt to topological changes.

Source Routing versus Hop-by-Hop Routing

In source routing, decisions for routing a call are
made entirely at the source, based on global network
configuration and status that are updatedvia a topol-
ogydistribution protocol. Routing functions at inter-
mediate nodes are thus relatively simple. With
sufficient topology information available to the
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source, it 18 possible to have fine-grain network
control and optimization of desired paths. There are
increasing returns to scope since the same topol-
ogy information may be used for many traffic
types. Source routing is hence very promising for
pathselection inmodern integrated networks where
there are increasingly many traffic types due to
multimedia applications.

In hop-by-hop routing, routing decisions are
distributed. Routing computation at intermediate
nodes is non-trivial. With the use of routing
tables, there are opportunities for economy of scale.
However, routing tables require storage. In this
approach, steps are needed to prevent loops.
Although the approach can respond to failures quick-
ly, the recovery is suboptimal because it retains
the segment of the path from the source to the
point of failure. Itis difficult to use hop-by-hop rout-
ing tosupportcall-level QOS matching (e.g., call pre-
emption) because there is insufficient call specific
information where routing decisions are made.

fallback Routing versus Altfernate Routing

In fallback routing, one sequentially computes paths
based on a sequence of routing instances, until an
acceptable one is available or the call will be blocked
upon completion of a predetermined fallback
sequence (Fig. 5). Aninstance of a constrained short-
est path problem consists of link constraints, path
constraints, and a routing objective function.
Fallback routing adapts to changes in the net-
work status, and permits alternate path computations
10 accommodate preferential resource con-
straints, call preemption, and other routing features
that require multiple path computations per call
setup. Fallback routing offers considerable econ-
omy of scope, for it accommodates heteroge-
neous users by computing alternate paths as they are
needed. The sequence of fallback routing instances
is either predetermined or selected in real time
according to established rules. The routing
instances can be specified to support fine granularity,
provided pertinent QOS information is available.
Inalternate routing, aset of predetermined paths
stored in routing tables are attempted sequential-
Iy during each call setup for resource allocation until
there is a successful attempt or the call will be blocked
uponcompletion of the attempt sequence. The alter-
nate paths may depend on traffic classes and the time-
of-day. The use of routing tables offers economy
of scale, but significant storage is needed. The
routing tables may be periodically updated to
adapt to existing network conditions. The manner
inwhich alternate paths are attempted distinguishes
among existing variations of alternate routing. Under

light loads, alternate routing minimizes blocking
probability. But, under heavy loads, blocking
probability may be increased drastically as alternate
paths used tend to censume more network
TESOUTCES.

Rule-Based Caltby-Call Source
Routing

U sing the terminology defined in the previoussec-
tion, we propose a call-by-call source routing
strategy with rule-based fallbacks for communica-
tion networks with integrated trafficsubject todiverse
QOS requirements. The strategy is to efficiently
determine an acceptable path for each call given
the current state of the network. As opposed to
the traditional routing paradigm where the pri-
mary goal is tominimize the value of a routing objec-
tive function, the routing paradigm described below
emphasizes meeting various routing constraints.

" Nonetheless, the shortest path algorithm is still used

as a means to identify acceptabie paths.

Routing with Rule-Based fallbacks

The proposed rule-based routing strate gy makes use
of all available information to dynamically modify
the fallback sequence of path computations
according to network status and connection
states. The strategy begins path computation with
an initial routing instance that is determined by
the connection state and the user QOSrequirements.
If no feasible path is found, stopping rules are used
to decide whether afallback computationisinorder.
In the fallback, a new routing instance with relaxed
constraints is selected according to fallback rules.
If a feasible path is found, the network will attempt
ta allocate network resources along the path for
the call, This attempt may sometimes fail because
of resource contention due to latency in topology
updates. If this attempt fails, the call is blocked.
A more sophisticated alternative to this approach
is to allow crankback so that the source will select
a new routing instance to fall back on, using the lat-
estinformation derived from the unsuccessful attempt.
Crankback routing is similar to alternate routing,
except that alternate paths are not predeter-
mined, but computed one ata time after each unsuc-
cessful attempt to establishment a connection.

The proposed rale-based routing strategy follows
a generic rule-based model for expert systems.
The model consists of three modules: data base,
knowledge base, and inference engine. The database
contains topology information that is updated via
a topology distribution protocol. The knowledge
base contains rules that are used 1o generate
routing instances based on a predetermined routing
policy and the QOS demanded by the users.
Examples of these rules are described in the next
three subsections, The inference engine is basi-
cally a sequential shortest path computer that
also verifies path feasibility.

Fallback on Performance Constraints — Instead of
computing an optimal path for the intractable
constrained shortest path problem, the proposed
rule-based routing strategy uses the following heuris-
tic for fallbacks. The original routing problem
without path constraints is first solved, and then
the selected path is checked against the path con-

52

IEEE Network = July/August 1995




- S T Y
straints to determine feasibility. If the path constraints bt i L Py

are not satisfied for the selected path, fatlback allows
the call to have one or more additional opportu-
nities to search for a feasible path.

Instead of dealing with an unknown multi-dimen-
sional utility function, the proposed rule-based rout-
ing strategy assumes that the routing criteria are
ranked by the network user according to relative
importance. The ordered criteria are then used to
determine the shortest path objective functions
for the initial and fallback path computations.
For example, the initial objective function may be
minimizing cost. Should the computed path fail
to meet the specified delay constraint, a fallback
abjective function of minimizing delay could be used
to find an acceptable path. This ordinal ranking
approach is different from a cardinal ranking
approach which relies on relative weightings.
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Faliback on Rescurce Consiraints — The proposed

rule-based routing strategy can accommodate
preferential resource constraints. User prefer-
ence for resources can be translated into prefer-
entialsets of resource constraints. Each of these sets
can be selected to define a routing instance
according to some predetermined rules. Suppose
that each attribute value of a resource atiribute is
specified in terms of one of the following levels of
resource preference.

* REQUIRED: At most, one attribute value
from a given attribute set may be configured
“required.” When an attribute value is configured
s0, only resources characterized by this attribute
value may be used.

PREFERRED: Resources characterized by
attribute values configured “preferred” must
be considered with priority over those charac-
terized by attribute values configured other-
wise, except for “required.”

DON’T_CARE: Resources characterized by
attribute values configured “don’t_care” may
be considered, in addition to any configured “pre-
ferred,” onlywhen no acceptable path can be found
otherwise.

DON’'T_USE: Resources characterized by
attribute values configured “don’t_use” must
be avoided. At least one attribute value from a
givenatiribute value set should be configured dif-
ferently from “don’t_use.”

We translate the four levels of resource prefer-
ence into two sets of resource constraints, namely
“requested resource constraints,” denoted Request-
ed_RC, and “acceptable resource constraints,” denot-
ed Acceptable_RC. An'attribute value may be
included in one or both sets of constraints, and if
it 1s not included in a set, it is considered exclud-
ed from it. For each resource attribute, the
resource translation algorithm sequentially
checks the numbers of attribute values specified
“required,” “preferred,” and “don’t_care.” It detects
aninvalid configuration when there is more than one
attribute value specified “required,” or none
specified other than “don’t_use.” Ifthere isoalyone
attribute value specified “required,” itis included in
both Requested_RC and Acceptable RC. If no
attribute value is specified “required,” and at
least one isspecified “preferred,” thenthose that are
specified “preferred” are included inboth Request-
ed_RC and Acceptable_RC, whereas those speci-
fied “don’t_care” are included only in

anae

T D e
i
Brr e

R
TR Lrhd w4k

W Figure 5. Rouﬂng with fallbacks.

Acceptable_RC. Else, if no attribute value is
specified “required” or “preferred,” and there is
at least one attribute value specified “don’t_care,”
those specified “don’t_care” are included in both
Requested_RC and Acceptable_RC.

‘With fallback routing, paths are first computed
using onlyresourcessatisfying the requested resource
constraints, with a fallback to the less restrictive
acceptable resource constraints.

Fallback on Pricrity Constraints — Preemptive
routing for networks with priority classes can be
disruptive, and the overall throughput isnot increased
because of call preemption. Nonetheless, since no
resources are reserved for high-priority calls, low-
priority calls are not likety to be blocked when
the network is lightly loaded. Using source rout-
ingwhere topology information is made available to
the source for efficient path selection, there is no
need to flood search messages throughout the
network to determine desirable paths. it is often pos-
sible to relax the resource constraints of acall so that
its performance constraints can be metwithout unnec-
essary disruption to calls of lower priority. Since pre-
emption is inherently disruptive, routing without
preemption should be attempted first before pre-
emption is considered. We refer to this approach
as look-around-first preemption. The fallback
approach to routing permits look-around-first
preemption to avoid unnecessary preemption, by
first attempting to find a feasible path without
precmpting any existing calls. If this should fail, then
in searching for a feasible path, the fallback rout-
ing instance only accounts for the resources con-
sumed by the same or higher priority calls.
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State-Dependent Fallback Rules

Tofacilitate call-level QOS matching, existing alter-
nate routing strategies make use of simple rules
for selecting predetermined alternate paths.
Some intra-domain routing protocols, such as OSPF,
relyon predetermined routing instances that depend
on type of service. The proposed rule-based rout-
ingstrategy makes use of a knowledge base that con-
tains a variety of rules for selecting routing
instances in real-time as they are needed for ini-
tial and fallback path computations. Its novel fea-
tures include rules for selecting constrained
routing instances, rules for falling back from one
routing instance to another, and rules for determining
when to fallback and when to stop.

A specific implementation of the proposed
rule-based routing strategy is described below,
and illustrated in Fig. 6. In this implementation,
resource constraints are specified with prefer-
ences, as described earlier. In Fig. 6, PV stands
for “performance value.” The fallback scenario
for each call depends on its connection state. Ina
normal situation for connection establishmentwith-
out preemption, the initial routing instance is defined
by the requested resource constraints, the path
constraints, and the minimization of cost. If the
initial routing attempt is unsuccessful, there will
be a fallback on the resource constraints (i.c., the

acceptable resource constraints will be used
instead of the requested resource constraints), If the
second attempt fails because the delay path con-
straint could not be satisfied, there will be a fall-
back on the routing objective function (i.e., delay
instead of cost). If the third attempt is unsuccess-
ful, the call will be blocked. If preemptionis altowed,
there will be a fallback on preemption before the
fallback on the routing objective function. Itisimpor-
tant to note that if the network is designed and dimen-
sioned properly, routing fallbacks are rare except
when the network is overloaded.

Reestablishment follows a similar fallback sce-
nario, except that the first routing instance is skipped.
For reestablishment, both the requested and accept-
able values associated with each negotiable per-
formance constraintare set to the previously agreed
value, so that this value continues to be guaran-
teed. No fallback is allowed for reoptimization. A
connection will not be reoptimized unless the
fractional improvement in the path cost exceeds a

" predetermined threshold.

A connection may be interrupted when resources
along its path degrade excessively in performance
orare disabled. If preemptionis allowed, a connection
may also be burnped by another connection of greater
importance. When a connection is interrupted,
an attempt is made to reestablish the connection
sothat it resumes service quickly. Connectioni reestab-
lishment must be completed within apredetermined
interval, known as the connection reestablish-
ment delay, or the connection must be released.

Conclusion

Wth increasingly diverse QOS requirements,
it is impractical to continue to rely on con-
ventional routing paradigms that emphasize the
search for an optimal path based on a predetermined
metric, or a particular function of multiple met-
rics. Modern routing strategies must not only be
adaptive to network changes but also offer con-
siderable economy of scope. To satisfy the need
forfuture integrated networks (e.g., ATM) to accom-
modate traffic with diverse QOS requirements,
we have proposed acall-by-call source routing strat-
cgy thatmakesuse of rule-based fallbacks. This strat-
egy provides a flexible platform onwhich routing can
be efficiently carried out subject to performance con-
straints, resource constraints, and priority constraints.

Fallback routing, an integral part of the proposed
strategy, is an iterative path calculation approach
wherein routing constraints may be modified in each
iteration based on the QOS requirements of the call,
the connection state of the call, and dynamic network
information. The outcome of a fallback path cal-
culation is either a selected path or that there is no
path that satisfies all the QOS constraints. Without
fallbacks, a single-pass rule-based routing can nei-
ther accommodate preferential rescurce constraints
nor look-around-first call preemption. Although
alternate routing offers economy of scale (in the
sense that the same computation performed can
be used for many calls), it cannot efficiently sup-
port integrated traffic with diverse QOS require-
ments. The predetermined alternate paths impose
unnecessary restriction on the search for a suit-
able path. Policy routing can accommodate to
some extent various QOS constraints, However, the
constraints must be translated into domain-based
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resource constraints, and there is no mechanism
to deal with preferential resource constraints,

QOS-sensitive routing is an important feature
in the emerging implementation of routing in
ATM networks [38]. Here, the proposed routing
architecture is hierarchical source routing with
optional crankbacks. A variety of traffic-depen-
dent QOS-related topology state parameters are
advertised to support call-level QOS matching. Topol-
ogy information at each hierarchical level is
aggregated to trade-off fine-grain QOS matching
for scaling in very large networks. Rule-based,
call-by-callsource routing is ideal for QOS-sensitive
path selection within a routing domain where it is
casy to distribute relatively accurate topology
information. For inter-domain routing, where only
partial topology information is available and dif-
ferent domainsmay use different intra-domain rout-
ing algorithms for path selection, it is difficult to
guarantee efficient use of network resources.
Nonetheless, fallback routing is still useful for pref-
erential resource selection, prioritized multicriteria
routing, look-around-first call preemption, and
improving the chance of success for crankback and/or
reroute after failure or call preemption.
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Although
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