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The Valentine Question
Want to know if both parties are interested in each other

but, do not want to reveal unrequited love…

He loves me; 
he loves me not
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She loves me; 
she loves me not

Can we reveal the answer without revealing the inputs – not even to an app?
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(Yao’s) Millionaires’ Problem
Want to know who is wealthier without divulging net worth

Can we reveal the answer without revealing the inputs – not even to an app?
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The Dorm Access Question
Want to know if a student is allowed to access the dorm

“It kinds of bothers me that the 
university can find out where 
students go and how long they 
stay by interrogating locks.”

Can we let students in without knowing who they are?

but, do not want to reveal where students go…
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The Labor Department Question
Want to know if companies like Google/Oracle are paying white men more

“In a statement, Google said it balked at turning 
over the private information of employees.”

Can DOL prove (non)compliance without access to sensitive employee records?
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The National Hockey League Question
Are brains in Chronic Traumatic Encephalopathy study representative of NHL players?

“BU objects to the production of documents 
concerning the study of the brains of hockey 
players whose families declined to authorize 
the release of such information or [those] 
whose participation was conditioned upon 
assurances of confidentiality.”

BU letter to NHL, 10/26/2015

01/18/2017

Can the court get an answer to NHL query without forcing BU to break its promise?
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The Admission Racial Bias Question
Want to know if consideration of race in admissions results in reverse racism

Can the DoJ get an answer without forcing Harvard to release admission data?

Azer Bestavros: Sharing Knowledge without Sharing Data ‐‐ On the false choice between privacy and utility of information 7

The Rafik B. Hariri Institute for Computing
and Computational Science & Engineering

The answer to all these questions is YES

We can derive knowledge       from data                           without 
requiring owners of the data to share it or to trust anything other 
than mathematics under some assumptions about threats

K = 

,ଵݔ ,ଶݔ ,ଷݔ …(K)
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Azer in the land of social science with mayors, lawyers, CTOs, 
CIOs, administrators, politicians, journalists, and lawmakers…

A True Story

The Rafik B. Hariri Institute for Computing
and Computational Science & Engineering

April 9, 2013

Published October 31, 2013
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December 11, 2013
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December 11, 2013
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Employers agree to […] contribute
data to a report compiled by a third‐
party on the Compact’s success to
date. Employer‐level data would not
be identified in the report.
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September 4, 2014 ++

Christina Knowles

Katie Johnston

A subset of over 120 hours of meetings from Azer’s Exchange 
Calendar with BWWC principals, Company CIOs, HR Officers, …
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The Rafik B. Hariri Institute for Computing
and Computational Science & Engineering

April 14, 2015
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September 29, 2015

The congresswoman, who had signed onto a bill addressing income disparity between men 
and women, was impressed by the relevance he outlined. “It’s linking it back for the members 
of Congress,” Clark said. “Nobody would think, oh, the Paycheck Fairness Act, how is that tied 
into NSF funding?” The meeting was slated for 15 minutes. It lasted 25.
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The Sequel
• Compact doubled in size

• More elaborate analytics

• Hardened user interface

• Provide local sanity checks

• Provide comparative metrics

BWWC co‐chair Evelyn Murphy on secure multi‐party 
computation: “It’s used in computer science applications, 
but it has never been used for public good. Here, we’re 
beginning to show how to use this sophisticated computer 
science research for public programs.”
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January 5, 2017
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January 27, 2017 Boston Women Workforce Council @ Boston University
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November 16, 2017
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The Rafik B. Hariri Institute for Computing
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November 29, 2017
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“We are excited to see legislation promoting the use of multi-party 
computation (MPC) in formulating sound public policy. Boston 
University's successful collaboration with the City of Boston and 
the Boston Women's Workforce Council brought this technology 
into practice to maintain data privacy while gaining insight into an 
important societal issue -- potential wage inequality in private 
industry. Such applications demonstrate that MPC can bring 
enormous value to policymakers at all levels of government.” 

-- Azer Bestavros (on behalf of the team from BU)
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Multi‐Party Computation (MPC)

What is it? 
– Given multiple parties p1 , p2 , …, pn each with private data x1 , x2 , …, xn
– Parties engage in computing a function f(x1, x2, …, xn) 

– Nothing is revealed about the inputs beyond what the output of f reveals

– What f leaks is an orthogonal question, e.g., the realm of “differential privacy”

State of the Art
– Theory known since 1979, with Shamir’s “How to share a secret”
– Frameworks and libraries increasingly available over the last few years …
– Experience with use cases involving real applications is limited 
– Deployments are not easily portable
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Shamir Secret Sharing (1979): The Basic Math

 Need ݇ ൅ 1 points to define polynomial of degree ݇
– To share a “secret” among ݇ parties, make it the free 
coefficient of a polynomial ݂ሺݔሻ	of degree ݇

– Select coefficients ܽଵ, ܽଶ, … , ܽ௞ of ݂ሺݔሻ	at random
– Give party  ௜ܲ a “share” of the secret – namely, ݂ ݅
– To reconstruct the “secret” all parties need to combine 
their shares to find the secret – namely ݂ 0 ࢌ ࢞ ൌ ૜૛	 െ ૚૚૙࢞ ൅ ૟૙࢞૛

݂ 1 ൌ െ18

݂ 2 ൌ 52

Notes
– Need to use finite field arithmetic to provably avoid any leakage
– Approach allows secret sharing among any number of parties; any subset ݇ can uncover the secret
– Other approaches have been proposed, most notably the use of garbled circuits
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Multiparty Computing on Secret Shares

Any arbitrary function is a circuit of additions & multiplications

 Addition is easy! 
– Sum of secrets is represented by ݂ ݔ ൌ 	 ଵ݂ ݔ ൅ ଶ݂ሺݔሻ
– To compute ݂ ݔ , each party adds its shares of   ଵ݂ ݔ and  ଶ݂ ݔ
– Using one round of ݇ messages, sum of secrets can be revealed

Multiplication is not that easy…
– Multiplication of secrets is represented by ݂ ݔ ൌ 	 ଵ݂ ݔ ∗ ଶ݂ ݔ
– Requires ܱሺ݇ሻ rounds of communications – could be very expensive!
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Research Projects @ Boston University 

Develop new MPC primitives, toolkits, and optimizations

– Efficient shortest‐path algorithms operating over private subgraphs

– Efficient analytics/personalization over private geo‐temporal data

– PL and compiler frameworks to expose privacy‐utility tradeoffs 

Develop MPC “as a service” solutions in various settings 

– Web/browser‐based MPC as a service platform

– Spark‐based MPC platform for Map‐Reduce analytics

– Incorporate MPC in big‐data cloud workflow management
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Data Marketplace: Stakeholders & Interfaces

Broker or Market
• Identifies data contributors and analysts 

that have mutually compatible analysis 
algorithms/data policies

• Helps data contributors craft or choose 
from possible policies, and helps analysts 
choose algorithms

data

Compute
Service
Providers

Analyst

algorithm

Contributor

Code 
Distributors

ContributorContributor
Contributor
• Makes data available
• Sets/chooses policies

Compute Service Provider
• Ingests and stores secret‐shared data
• Performs MPC computations
• Optimizes where policies allow

Data Analyst
• Defines analysis algorithms
• Chooses performance criteria
• Examines results

policy

policy
policy
policy

Code Distributor
• Distributes code to contributors 

and/or service providers
• Provides assurance or auditing 

that code is from the right 
analystAnalyst

Analyst

results

server
algorithm

client
algorithm

Brokers & Markets

query
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MPC as a Service – killer apps… 

Systemic Threat Analytics in Federated Settings  
• Banking and Finance
• Data Network Operations

Collective Intelligence in Competitive Settings 
• Information Brokerage for Business/Marketing Intelligence
• E‐Commerce Analytics over Segmented Proprietary Data Assets

Public Good Settings
• Privacy‐preserving Sensus and Surveys
• Healthcare, Education, and Academic Research
• Compliance Testing/Reporting for Trade Associations
• Private/Fair Reporting of Sexual Harrasement/Abuse in Workplace
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MPC as a Service – it takes a village!
www.multiparty.org

Andrei Lapets Kyle Holzinger Eric Dunton Frederick Jansen Mayank VariaNikolaj Volgushev Malte Schwarzkopf  Kinan Bab Rawane Issa
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Take‐Home Message: You can have it both ways

We can derive knowledge (   ) from data                           without 
requiring owners of the data to share it or to trust anything other 
than mathematics under some assumptions about threats

K = 

,ଵݔ ,ଶݔ ,ଷݔ …K
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Take‐Home Message: Societal Implications 

• Privacy/confidentiality concerns should not be used as excuses 
to deny society the right to answer important questions

• Privacy/confidentiality should not be sacrificed in the name of 
doing the right thing, or advancing science, or applying the law 

• Private data should not be a tradable commodity; computation 
over private data should be what we offer “for sale”

• Substantial social/financial value can be gained in contexts 
imposing legal or policy restrictions on sharing raw data
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“Leveraging the Computational Perspective in a Data‐Driven World for a Better Society”


