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The Valentine Question

Want to know if both parties are interested in each other
but, do not want to reveal unrequited love...
Y 7
4 D He loves me;

She loves me; Feeld — Dating for couples and singles.
| By Feeld Ltd he loves me not
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Open iTunes t; download apps,
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/ Hi! I'm Feeld for rk crush come true.
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Can we reveal the answer without revealing the inputs — not even to an app?
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(Yao’s) Millionaires’ Problem

Want to know who is wealthier without divulging net worth
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The Dorm Access Question

Want to know if a student is allowed to access the dorm
but, do not want to reveal where students go...

o
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a Security Card and More

On Campus; 0000

1.5, 2003
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Can we let students in without knowing who they are?
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The Labor Department Question
Want to know if companies like Google/Oracle are paying white men more

@ USATODAY 01/18/2017 RSN sy
MIWS  SPORTS LR MONIY | TEGH | TRAVEL OPMION  (C) 31 CROSSWORDS  WASHINGTON  VIDEO  MORE
. . @
News Release Oracle sued by Labor Department for paying white men €
ew: |eases L}
01/04/2017 ews relea . more
please note: F 15533 yon , USA TODAY
v
OGLE INC. i
S DEPARTMENT OF LABOR SUES GO r;:
l;OR COMPENSAT\ON DATA o o
ral contrac
ted as part of routine audit of a federa °
Data requested c has filed a lawsuit 1©
Department of Labor i “ . . .
SANFRANCISCO THE S0 e compensalr 0 s In a statement, Google said it balked at turning
require Google In® \tinational company's Mountain . . . ”n
s S over the private information of employees.
as part of a roult " R

Can DOL prove (non)compliance without access to sensitive employee records?
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The National Hockey League Question

Are brains in Chronic Traumatic Encephalopathy study representative of NHL players?

The NHL is taking Boston University
to court for their CTE research

questfor CTE “BU objects to the production of documents
concerning the study of the brains of hockey
players whose families declined to authorize
the release of such information or [those]
whose participation was conditioned upon
assurances of confidentiality.”

B i L re
Boston University refuses NH
research records

P e BU letter to NHL, 10/26/2015

Can the court get an answer to NHL query without forcing BU to break its promise?
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The Admission Racial Bias Question

Want to know if consideration of race in admissions results in reverse racism

THE WALL STREET JOURNAL, & m

Justice Department Is
I e e Investigating Potential

Sl e S Racial Bias in Harvard'’s
D Admission Practices

Harvard Faces DOJ Probe Over il g T
Affirmative-Action Policies

Justice Department accuses university of failing to cooperate in
investigation of whether its admission policies discriminate against
Asian-Americans

By Melissa Korn and Nicole Hong

Updated Nov. 21,2017 312 pm.ET

Can the DoJ get an answer without forcing Harvard to release admission data?
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The answer to all these questions is YES

We can derive knowledge (K)from data (x4, x5, x3, ... ) without
requiring owners of the data to share it or to trust anything other
than mathematics under some assumptions about threats

Qr=r@ae )
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Azer in the land of social science with mayors, lawyers, CTOs,
ClOs, administrators, politicians, journalists, and lawmakers...

A True Story

April 9, 2013 BQE.IPN

WOMEN'S WORKFORCE COUNCIL WAGE GAP
The Women's Workforce Council was established by Mayor Thomas M. Menino on April 9th, 2013— known
nationwide as Equal Pay Day. The day marks how far into 2013 women need to work to earn what men Becoming the Best City in America
earned in 2012. The first of its kind in the country, the Council’s mission is to help transform Boston into Jor oy Wenie

the best city in the country for working women.

Members of the Council represent the financial, engineering, medical, law, technology and retail sectors,
and include small business owners, entrepreneurs, senior executives, as well as academic, labor and
nonprofit leaders.

‘Women's Advancement { Workforee Counc
| Home T

| About Our Office:

| Boston Women's Commission

Published October 31, 2013
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December 11, 2013
100% TALENT

The Boston Women’s Compact

To make Greater Boston the premier place for working women in America, by
closing the wage gap and removing the visible and invisible barriers to women's
advancement. By doing so, we will build a more equitable workforce where all
talent is cultivated and valued.

Evaluating Success

Employers agree to participate in a biennial review to discuss successes and
challenges, as well as contribute data to a report compiled by a third-party on

the Compact’s success to date. Employer-level data would not be identified in

the report. The specific data to be reported will build on data already required by
federal and state authorities and should not create an additional reporting burden.
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The Boston Won

To make Greater Boston the premier place for worl
closing the wage gap and removing the visible an
advs
talent is cultivated and valued.

Evaluating Success
Employers agree to participate in a biennial revj 0 discuss successes and
challenges, as well as contribute data to a report compiled by a third-party on

the Compact’s success to date. Employer-level data would not be identified in

the report. The specific data to be reported will build on data already required by
federal and state authorities and should not create an additional reporting burden.
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September 4, 2014 ++

A subset of over 120 hours of meetings from Azer’s Exchange
Calendar with BWWC principals, Company ClOs, HR Officers, ...

Subject |Start ‘Duration
Cathy Minehan Fri 9/5/2014 10:30 AM 2 hours
Simmons College Mon 10/27/2014 3:30 PM 1.5 hours
Data Collection for Pay Equity Tue 12/2/2014 11:30 AM 30 minutes
Simmons College people Fri 1/23/2015 1:00 PM 30 minutes
Invitation: 100% Talent Discussion with Data Partners @ Tue Mar 17, 2015 2pm - 3pm (johnstk3@s... Tue 3/17/2015 2:00 PM 1 hour
Updated Invitation: MassMutual call with Hariri Institute re: Data Collection... @ Thu May 14, 2015 ... Thu 5/14/2015 3:00 PM 1 hour
Invitation: Mock collection #1 @ Tue May 19, 2015 11am - 12pm (johnstk3@simmons.edu) Tue 5/19/2015 11:00 AM 1 hour
Invitation: Mock Collection #2 @ Tue May 26, 2015 11am - 12pm (johnstk3@simmons.edu) Tue 5/26/2015 11:00 AM 1 hour
Invitation: Mock Collection #3 @ Thu May 28, 2015 11am - 12pm (johnstk3@simmons.edu) Thu 5/28/2015 11:00 AM 1 hour
Invitation: Call with BWWC @ Wed Jun 3, 2015 11:30am - 12pm (johnstk3@simmons.edu) Wed 6/3/2015 11:30 AM 30 minutes
Updated Invitation: 100% Talent Data Collection: Hariri and Raytheon @ Fri Jun 5, 2015 9am - 10a... Fri 6/5/2015 9:00 AM 1 hour
Invitation: 100% TALENT DATA COLLECTION @ Man Jun 8, 2015 9am - 10:30am (johnstk3@simm... Mon 6/8/2015 9:00 AM 1.5 hours
Invitation: Meeting with Boston Women's Workforce Council @ Tue Aug 11, 2015 10am - 11am (jo... Tue 8/11/2015 10:00 AM 1 hour
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April 14, 2015

BU Today In the World
Pp— :
The BostonSlobe Business a : & i
Computational Thinking Breaks a Logjam
s o e \IRRRL, | pepd Harirt Institute helps address n's male female pay gap
oa
Mayor Walsh pushes to gather data on gender wage gap
[ w [ 3| n | s = Top 10 Trending Articles
Mok Vi - Company A {e.q., Hariri Inst.) Trusted Party (e.q., BWWC
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Public-key Encrypted Storage

only Trusted Party has key; 5
no ene else (including the Server) |
| _can read the content of this data |
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September 29, 2015

audiences

Scientists learn to reach

FSCIENTISTS 2
Contimwen frem Poge A1 |
Dartmouth College, University -
s G, i

On a recent morning,
Bestavros and a Washington
bobibyist for BU sat in the Caps-
1ol Hill office of Representative |

Eatherine Clark, a Massachis- |
setts Democrat on the House |
comunitiee that oversees fund- |
ing for the National Science
Fouindation

Bestavros wanted to thank
her for pashing for recent fund-
ing, impress upon her the im- |
portance of continieed suppart, |
and arm Clark with ammuni-

E Azer Bestavros
-

In DC, with Massachusetts 5th District (my district) Representative
Congresswoman Katherine Clark -- a true advocate for NSF funding and for
gender pay equity. | was there to tell her how these two got connected
through an Institute project!

et foe futtire budget and ol

ernment officials, and private  EEE——— oy fights.
pibslanthropists abott e sock DAL ANILLIN PO TILL B " 1 don't want ta bare you
etul benefits of ivesting in re-  Computer sclence professor Axer Bestavros explained his with the details of what we do.”
search work to Representative Katherine Clark in Washington, e sald, before launching Into a
“We are in fiseally restrained story of how be uses cloud com-

The Boston Globe

The congresswoman, who had signed onto a bill addressing income disparity between men
and women, was impressed by the relevance he outlined. “It’s linking it back for the members
of Congress,” Clark said. “Nobody would think, oh, the Paycheck Fairness Act, how is that tied
into NSF funding?” The meeting was slated for 15 minutes. It lasted 25.
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April 28,2016 The Boston Globe

More Boston businesses join drive to end gender wage gap

The Sequel [ ¢ [w]g [ in] * 100% TALENT
* Compact doubled in size The Boston Women’s Compact
* More elaborate analytics BU Today '
* Hardened user interface Calculating Gender Pay Equity _h &P
* Provide local sanity checks Crmmem—
* Provide comparative metrics

In pir] BWWTC co-chair Evelyn Murphy on secure multi-party = ===
computation: “It’s used in computer science applications,

but it has never been used for public good. Here, we're
beginning to show how to use this sophisticated computer
K . . ”
o TOM ASHEROC science research for public programs. ===
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= s 99 c Sign In

Even in liberal Boston, there’s a gender wage gap
January 5, 2017 EE IS EI
LK

1

“We collected data regardin
BOSTO N 112,600 employees, ghich g
WOMEN'’S represents 11% of the Greater
Boston workforce and almost
WORKFORCE $11 billion in annual earnings”
COUNCIL

DER WITHIN J08B CA"EGON\’

S BY GEN
3 CDMPENSA“ON CDHFARISON
E

AR _"
EXECUTIVES e

MIDLEVEL RS R

LS [ —1

PR
TECHNICIANS —

SALES WORKERS By Katie Johnston
KERS
ADM!N;UBPOR'WQH f GLOBE STAFF JANUARY o5

CRAFT WORKERS

OPERATIVES /

'S f
AND HELPER' s s
AR RKERS ’ 3 A 1z % Working women in Greater Boston make 77 cents on the dollar
VICE WO 6 O .
e o 02 04 O ALE RATIO) compared to men — a gender wage gap that echoes the national
MALE/M —_— . B
TOTAL ANNUAL comp EF_E) —— average — according to a report released Thursday by the

Boston Women’s Workforce Couneil.
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Ja Nua ry 27; 20 17 Boston Women Workforce Council @ Boston University
T

Tackling the Wage Gap with Code

Hariri software team aids Boston Women's Workforce Council

CONTACT US:

Boston Women's Workforce Council
Boston University Hariri Institute for Computing
111 Cummington Mall
Boston, MA 02215

Executive Director:

MaryRose Mazzola
maryrose.mazzola@bostonwomensworkforcecouncil.org

(617) 358-8517
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November 16, 2017

115t CONGRESS
1ST SESSION

H. R. 4174

IN THE SENATE OF THE UNITED STATES
NOVEMBER 16, 2017

Received: read twice and referred to the Committee on Homeland Security and Governmental Affairs

AN ACT

To amend titles 5 and 44, United States Code, to require Federal evaluation activities, improve
Federal data management, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHort TrTrE—This Act may be cited as the “Foundations for Evidence-Based
Policymaking Act of 2017,

he Rafik B. Hariri Institute for Comput
and Computational Science & Engineering

GOVTECH

Evidence-Based Policy Act Could Change
How Feds Use, Share Data

- ;l@di”hl

As government CIOs try to get their arms around how the Modernizing
Government Technology (MGT) Act will affect their lives and programs, the next big
IT measure to hit Congress is coming into focus: House Speaker Paul Ryan's (R-
Wis.) “Foundations for Evidence-Based Policymaking Act of 2017.”

A bipartisan measure now pending in both the House and Senate, the bill has
profound implications for how federal agencies manage and organize data - the
keys to being able to put data for informed policy decisions into the public domain
in the future. Sponsored by Ryan in the House and by Sen. Patty Murray (D-Wash.)
in the Senate, the measure would:
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11511 CONGRESS
Is1 SESSI0N
*

IN THIE SENATE OFF THIE UNITED STATES

Mro WyDEN (for himself, Mr. Rusio, and Mr. Wag

lowing bill; whieh was read twice and referred to the Committee on

ER) introdueed the fol-

Wyden, Rubio, Warner Introduce
“Student Right to Know Before You Go
Act” to Empower Students as
Consumers and Showcase New Privacy-
Protecting Technology

A BILL

To establish a new higher education data system to allow
for more accurate, complete, and sceure data on student
retention, graduation, and carnings outcomes, at all lev-

cls of postsecondary enrollment, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembleq,

GVe are excited to see legislation promoting the use of multi-party
computation (MPC) in formulating sound public policy. Boston
University's successful collaboration with the City of Boston and
the Boston Women's Workforce Council brought this technology
into practice to maintain data privacy while gaining insight into an
important societal issue -- potential wage inequality in private
industry. Such applications demonstrate that MPC can bring
enormous value to policymakers at all levels of government.”

-- Azer Bestavros (on behalf of the team from BU) j

he Rafik B. Hariri Institute for Computing
nd Computational Science & Engineering
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Multi-Party Computation (MPC)

What is it?
— Given multiple parties p;, p,, ..., p, each with private data x,, x,, ..., X,
— Parties engage in computing a function f(x,, x,, ..., x,)
— Nothing is revealed about the inputs beyond what the output of f reveals
— What f leaks is an orthogonal question, e.g., the realm of “differential privacy’

’

State of the Art
— Theory known since 1979, with Shamir’s “How to share a secret”
— Frameworks and libraries increasingly available over the last few years ...
— Experience with use cases involving real applications is limited
— Deployments are not easily portable
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Shamir Secret Sharing (1979): The Basic Math

=> Need k + 1 points to define polynomial of degree k A\

— To share a “secret” among k parties, make it the free f@ =52
coefficient of a polynomial f(x) of degree k et >
— Select coefficients a4, a,, ..., a; of f(x) at random 013 = —16 Rl

— Give party P; a “share” of the secret — namely, f (i)
— To reconstruct the “secret” all parties need to combine

their shares to find the secret — namely £ (0) f(x) =32 —110x + 60x>

Notes
— Need to use finite field arithmetic to provably avoid any leakage
— Approach allows secret sharing among any number of parties; any subset k can uncover the secret
— Other approaches have been proposed, most notably the use of garbled circuits
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Multiparty Computing on Secret Shares

Any arbitrary function is a circuit of additions & multiplications

=>» Addition is easy!
— Sum of secrets is represented by f(x) = f;(x) + fo(x)
— To compute f(x), each party adds its shares of f;(x) and f,(x)
— Using one round of k messages, sum of secrets can be revealed

=>» Multiplication is not that easy...
— Multiplication of secrets is represented by f(x) = f;(x) * f,(x)
— Requires O (k) rounds of communications — could be very expensive!
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Research Projects @ Boston University

Develop new MPC primitives, toolkits, and optimizations
— Efficient shortest-path algorithms operating over private subgraphs
— Efficient analytics/personalization over private geo-temporal data
— PL and compiler frameworks to expose privacy-utility tradeoffs
Develop MPC “as a service” solutions in various settings
— Web/browser-based MPC as a service platform
— Spark-based MPC platform for Map-Reduce analytics
— Incorporate MPC in big-data cloud workflow management
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Data Marketplace: Stakeholders & Interfaces

* Makes data available
* Sets/chooses policies

Broker or Market

« Identifies data contributors and analysts
that have mutually compatible analysis
algorithms/data policies

* Helps data contributors craft or choose
from possible policies, and helps analysts
choose algorithms

Data Analyst

* Defines analysis algorithms

* Chooses performance criteria
* Examines results

The Rafik B. Hariri Institute for Computing
and Computational Science & Engineering

==

Compute
Service
Providers

[
' A
l Analyst

—_—

Brokers & Markets

client
algorithm

server
algorithm

Code
Distributors

Compute Service Provider
* Ingests and stores secret-shared data
* Performs MPC computations

* Optimizes where policies allow

Code Distributor

* Distributes code to contributors
and/or service providers

* Provides assurance or auditing
that code is from the right
analyst
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MPC as a Service — killer apps...

Systemic Threat Analytics in Federated Settings

* Banking and Finance

* Data Network Operations

Collective Intelligence in Competitive Settings
* Information Brokerage for Business/Marketing Intelligence

* E-Commerce Analytics over Segmented Proprietary Data Assets

Public Good Settings

* Privacy-preserving Sensus and Surveys
* Healthcare, Education, and Academic Research
* Compliance Testing/Reporting for Trade Associations

* Private/Fair Reporting of Sexual Harrasement/Abuse in Workplace

The Rafik B. Hariri Institute for Computing
and Computational Science & Engineering
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£ACSC

Advanced Cyber Security Center

MASSACHUSETTS
TECHNOLOGY
COLLABORATIVE

Massachusetts
MBA Bankers

Association
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MPC as a Service — it takes a village!
www.multiparty.org

Andrei Lapets Kyle Holzinger Eric Dunton FrederickJansen  Nikolaj Volgushev ~ Malte Schwarzkopf Mayank Varia Kinan Bab Rawane Issa
- < & Web Application Yoty A
b Secnre MPC for Analytics & 7 St St N it
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Take-Home Message: You can have it both ways

We can derive knowledge (K) from data (x4, x5, x3, ... ) without
requiring owners of the data to share it or to trust anything other
than mathematics under some assumptions about threats

K= f(! r ﬁ )
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Take-Home Message: Societal Implications

* Privacy/confidentiality concerns should not be used as excuses
to deny society the right to answer important questions

* Privacy/confidentiality should not be sacrificed in the name of
doing the right thing, or advancing science, or applying the law

* Private data should not be a tradable commodity; computation
over private data should be what we offer “for sale”

 Substantial social/financial value can be gained in contexts
imposing legal or policy restrictions on sharing raw data
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leveraging the
computational

Y r——
’.'.-}'l-};-

perspective |

BOSTON
UNIVERSITY

Hariri Institute for Computing

“Leveraging the Computational Perspective in a Data-Driven World for a Better Society”

Website: www.bu.edu/HIC
Twitter: @BU_Computing
Facebook: BUcomputing
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