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Background
● Who wrote it?
● What does it do?
● Who was affected?



Technical Issues - Spread
● used a valid signed certificates stolen from 

two Taiwanese hardware makers
○ RealTek and JMicron were both headquartered in 

the the same business park
● nothing spread through internet, all LAN
● 4 zero-day vulnerabilities
● updates online to two command-and-control 

servers and P2P



Lies!



Zero Day Attacks
● Never before seen
● Usually very obscure
● In this case, actual bugs in Windows



Infecting a USB
● Creates a new hidden window “AFC64c313”
● Gets notified of any new USB being plugged 

in, waits for “WM_DEVICECHANGE”
● Writes 6 files into flash memory drive



Infection by USB
● LNK vulnerability: CVE-2010-2568(MS-10-046) -

Windows Shell LNK Vulnerability 
● Special file called CPL - Control Panel Applications
● Explorer calls an API named “Shell32.LoadCPLModule” 

which then calls a library which then executes wtr4141.
tmp

● First file infects File Management APIs
● Inserts code to hide files with the same name as the 

Stuxnet files
● Moves the second DLL file onto infected machine



Infection By Network
● CVE-2010-2729(MS-10-061) Windows Print Spooler 

Service Vulnerability
● Allowed a guest account to communicate over printer 

network and write files
● Using API ‘GetSpoolFileHandle’, you can get the file 

handle of the new file
● Once the file is inserted, one can easily use ReadFile and 

WriteFile APIs to copy infected files over



Technical Issues - Effect
● Specifically targeted computers with Siemens SIMATIC 

WinCC/Step 7 controller software
● Connect to command-and-control servers
● Exploits Programmable Logic Controller
● Targeted Iranian centrifuges





Prevention
● UPDATE SOFTWARE!! - Microsoft fixed 

vulnerabilities
● Turn off guest account access to print 

spooler
● Turn off autoplay and don’t use untrusted 

USBs



Incentives
● If US was the 

attacker: Iran 
targeted because 
didn’t want Iran to 
have nuclear 
facilities

● Other theories



Legal or Ethical Issues
● without attribution -> no consequences
● If U.S./Israel: first state-sponsored cyber 

attack
● purposely created for sabotage
● “Cyber War”

○ cyber space as new domain of warfare
○ cheaper, faster, easier
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● http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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● http://foreignpolicy.com/2013/03/20/if-we-dont-want-to-be-like-the-iranians-and-get-stuxnetted-take-

these-4-steps/
● https://www.schneier.com/blog/archives/2010/10/stuxnet.html
● http://arstechnica.com/tech-policy/2011/07/how-digital-detectives-deciphered-stuxnet-the-most-

menacing-malware-in-history/
● http://rdist.root.org/2011/01/17/stuxnet-is-embarrassing-not-amazing/
● http://www.darkreading.com/vulnerabilities---threats/our-governments-are-making-us-more-
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● http://www.securityfocus.com/bid/41732/exploit
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